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Abstract. The congestion of road traffic is one of the most problems facing the ambulance transportation to provide fast healthcare service for patient. In this work, ambulance tracking with messages transfer system has been designed and implemented such that a central monitoring and tracking unit can observe ambulance using MQTT IoT protocol. Where each vehicle is occupied with an intelligent embedded system (Raspberry Pi) unit. When an ambulance is being in the road, it will communicate with other vehicle or road traffic by means of CoAP IoT protocol as a direct device to device communication. The proposed system has been designed such that driver use voice chat and the system are completely hand free. The voice message is being transfer into text by using speech recognition based Google API library, and then the received text message is converted again to speech by using text to speech algorithm. An encryption–decryption process-based stream cipher has been used. The message between IoT nodes has been encrypted using One Time Pad (OTP) and DNA computing. Furthermore, the required key sequence was generated using a linear feedback shift register (LFSR) as a pseudo number key generator. This key sequence was combined to generate a unique key for each message.
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1-Introduction
Internet of things (IoT) can be considered as physical devices with feasibility of internet connectivity such that these "things" can upload, download, and share information between them, [1]. Such system can connect sensors which help in monitoring and control any electrical or mechanical system. It is an intelligent network for different smart devices which communicate by means of wire or wireless connectivity through the internet to achieve the required goal. Generally speaking, IoT deals with three things: Sensing and data processing locally, data sharing and transfer between IoT nodes (or nodes with servers), data analysis in servers. Different IoT protocols are available to improve the connectivity and reliability the networks such as MQTT, REST, CoAP, etc. such network require to share a huge information which might use 4G or 5G network to satisfy these requirement.[2].  Some application of IoT is adopted such as internet of healthcare (IoTH), industrial internet of things (IIoT), smart cities, environmental monitoring, etc.
Vehicle Ad-Hoc network (VANET) is one of the most attracted applications of IoT which is growing rapidly since its offer safety enhanced. VANETs are an emerging type of network which facilities communication between vehicles on road. This application is one of the important elements of intelligent transportation system (ITSs) [3]. It consists of vehicles and roadside equipment that is able to communicate between each other by wireless and multi-hop communication.
A large with rapid development of the IoT application, security of IoT is an important issue among which threats that can exploit some possible weakness [4]. IoT, security are divided into two parts: first the security of communication network which require securing the network from any intruder device which can send or receive information in the network, hence an authentication and authorization mechanism is required .secondly, the information itself should be secure also by means of encryption techniques. Cryptography is mainly used to secure information by sharing secret key over different devices. Two type of key are available, symmetric and asymmetric [5]. In symmetric keys are used on both sides sender and receiver while, in asymmetric two different keys are used. Well known symmetric key algorithms are AES, DES, and OTP while RSA, ECC and Diffe-Hellman are known asymmetric. Different techniques are available for key generation; one of the most used is Linear Feedback Shift Register (LFSR) which is used to generate stream series of key according to the required polynomial and number of bits.
Cryptography may change data in type or size depending on the algorithm used such that the intruder cannot identify the original data. Therefore, the algorithm used for data encryption in IoT should be chosen carefully such that it would not overload the bandwidth or effect the real time application which can lead to a bad device performance. [6].
2-Related work
Road congestion is one of the most issues that cause delay especially for services provide by authorities. This problem has taken more attention for researches to provide different solutions. Mektoubi et al.[7] propose base an mqtt protocol for secured communication of data and key exchanges in IoT network. Huang et al. [8] propose a publish- subscribe pattern to preserve privacy in fog computing using (CoAP) application protocol.  Venkatesh et al.[9]  introduce an IoT scenario to clear the traffic light by sending a command such that the ambulance would have a clear path without any delay. They used an embedded system to control traffic light. Mittal et al. [10] proposed smart home system with multi-function where voice commands are used to control the home appliances. The proposed system can recognize user voice independent of the accent with a dedicated hardware module. The proposed system can be used by counselor to record speech of patent and convert it to text in data base system.
Misbahuddin et al.[11] proposed a central monitoring and control system using the internet for traffic management system for smart city controlled by traffic using smartphone. Ahsan et al.[12] proposed a wireless detection, and monitoring system for vehicle speed. An intelligent wireless monitoring is designed to identify speed of vehicle with a protocol laboratory environment which produces random data of vehicle speed. Dhall et al.[13] discussed the connected cars concept for car maintenance they uses MQTT protocol to implement the predictive system by sharing different types of data with backend application. 
An encryption technique has been proposed by Anwar et al. [14] which uses symmetric key exchange, DNA computing hybridization, and one time pad technique. Begum et al. [15] propose a hybrid cryptography algorithm using One Time Pad, RSA, and DNA computing for text hiding and protection for attackers. Wardana and Perdana et al. [16] propose an access control security system in IoT which uses MQTT protocol for communication and fog computing architecture.
3. Preliminaries:
3.1. IoT Protocols

IoT protocols can be divided into four basic categories which are: application, service discovery, infrastructure, and other influential protocols. Table.1 shows standard IoT protocols this work focus on application protocols: Constrained Application Protocol (CoAP): This protocol aims to enable tiny devices with low power, computation, and communication capabilities to share and commutation with each other. Message Queue Telemetry Transport (MQTT): mqtt utilizes the publish-subscribe pattern to provide transition flexibility and simplicity. It consists of three basic components, subscriber, publisher, and broker. Extensible Messaging and Presence Protocol (XMPP): it is a real time communication and used for multimedia calls. It supports an open, secure, spam free, and decentralized messaging protocol. Advanced Message Queuing Protocol (AMQP) is an open standard application layer protocol for the IoT focusing a message—oriented environments. Its supports reliable communication via message delivery guarantees primitives including at most – once, at-least-once and exactly once delivery [17].
Table 1. IoT Standard protocols 


	Application protocol
	CoAP
	DDS
	AMQP
	MQTT
	MQTT  -SN
	XMPP
	HTTP REST

	Service Discovery
	Mdns
	DNS- SD

	infrastructures protocol
	Routing protocol
	RPL

	
	Network Layer
	6LoWPN
	IPV4/IPV6

	
	Link Layer
	IEEE 802. 15 .4

	
	Physical Device Layer
	LTE - A
	EPC    global
	IEEE 802 15.4
	Z-wave

	Influential protocol
	IEEE 1888.3.IPSec
	IEEE 1905.1









3.1.1. MQTT Protocol
The message Queuing Telemetry Transport (MQTT) protocol is a machine to machine M2M protocol runs over TCP/IP. It uses a publish/subscribe model between IoT nodes. A broker (cloud server) is the station where the publisher node sends their messages in a specific topic and the client node check the topics. Nodes may subscribe in some topics and not in other topics. Also, other nodes can publish in specific topic. If for in instant, a node publish in a topic then each node subscribes in that topic would receive the message while other nodes whose not subscriber in that topic would not receive the message [18]. In this work, messages are transfer between central monitoring and central unit and ambulances has been encrypted in publisher node and decrypted in the subscriber side using One Time Pad (OTP) technique and DNA computing. Figure. 1 Show schematic diagram at MQTT protocol.
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Figure 1. Schematic Diagram at MQTT protocol



3.1.2. CoAP Protocol

[image: C:\Users\Taiba\Desktop\Untitled.jpg]CoAP is one of IoT protocol which is a light weight RESTful designed for devices with constrained resource such as computation and storage. Its work is based on UDP protocol with the some server-client scheme as in http. It consists of two sublayer structure: "request-response" and "message" respectively. The request-response layer is the same work of http which handles pairs request and response using tokens. The other sublayer "message" is designed to manage message exchanges between end points with reliable delivery. The CoAP protocol consists of a standard method which is GET, POST, PUT, AND DELET. [19]. Figure. 2 Show a schematic diagram of CoAP protocol








Figure. 2. Show a schematic diagram of CoAP protocol 


3.2. One Time Pad
It is the most secured encryption techniques where each key is used once for each message. Each single piece of data is encrypted individually with a unique key. The disadvantage of this powerful method is that it requires a huge number of keys, therefore, Pseudo Random Number Generator (PRNG) could be used to generate the keys, but a key repetition is a problem [20]. In this work a Linear Feedback Shift Register (LFSR) has been used to generate a series of key according to the required polynomial and number of bits. These keys are joined to generate a single key with a length equal the length (in binary) of the original message. To improve the strength of the encryption algorithm a DNA computing has been used to encode the messages. The one time pad technique is easy to implement, through following steps of encryption. The original plain text message is as follows [21]:
    Message = mi = m1,m2,m3,...,mn, mi      ∈[0,1].                                                     (1)  
The key sequence by PRNG is:           
      Pad = ki = k1,k2,k3,...,kn, ki                   ∈[0,1].                                                     (2)           
Then the cipher text is as follows:
     ci = mi ⊕ki.                                                                                                             (3) 
To decrypt the cipher in the receiver side, the following function is used: 
     mi = (mi ⊕ki)⊕ki.                                                                                                  (4)  

3.3. Genomic Based Cryptography
By improving the strength of the encryption, a DNA computing has been implemented. The Deoxyribonucleic Acid (DNA) is a biochemical macro molecule which contains genetic information necessary for the living beings. A genomics molecule consists of a two-stranded nucleotide that is obtained by two twisted single stranded DNA chains, hydrogen bonded together between bases A-T and G-C. The double helix stranded structure is configured by two single strands. Four kinds of bases are found in the strands: Adenine (A); Guanine (G); Thymine (T); and Cytosine (C) as shown in Figure. 3 DNA based cryptography algorithms have satisfactory results in terms of security and performance. Key features of DNA such as large storage capacity and uniqueness, provides more security to DNA based cryptography algorithm [22, 23].  (Tables. 2 and 3) shows the DNA addition and subtraction rules where the addition rules are used in the encryption process and the subtraction rules in decryption process. Such that A=00; T=01; C=10; and G=11.
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Figure 3.  DNA Structure.


 Table 2. Addition operation for the DNA
Table 3. Subtraction operation for the DNA
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3.4. Linear Feedback Shift Register (LFSR)
A random number generator has been used to generate a lot of keys, the n- length LFSR consists of n flip-flops 0, 1, 2… N-1, each can store single bit. Figure. 4 shows a 16 bit LFSR, the characteristic polynomial is x16+x15+x13+x4+1 [24]. Keys generated by LFSR are a 16 bit length with each iteration. When it reaches the seed value, keys would be repeated again, the algorithm that generate the key sequence is applied first, then another algorithm is used to combine these 16 bit keys into a single binary key with the same size of the original binary plain text message.(after convert it into its ASCII code values). By doing so, each message would have a key value differs from other message depending on its size (bits length).
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Figure  4. A-16 bit LFSR.



4- Proposed System Design
Figure. 5 show a schematic diagram of the system. It consists of central monitoring and tracking for ambulance which can communicate with these vehicles using publish/subscribe model based MQTT protocol. Each ambulance vehicle can communicate with other vehicle in the road as a vehicle to vehicle by means of speech to text and text to speech system. This has been done by using CoAP protocol along with MQTT protocol. The proposed system works as follows:
1. An order is given to an ambulance by the central monitoring and tracking unit through MQTT protocol message. Message structure is shown in Figure. 6 which include track such as location of the patient, status, etc.
2. When an ambulance responded to an order, it will send its locations to the control and monitoring unit each time it enter a new region in the city.
3. In any region, the ambulance will broadcast its IP address and a list of parts for communication using MQTT message such that vehicle in this region will receive these data.
4. Ambulance driver can now start conversation with other cars by sending voice message. Which would be converting into a text message and send to other vehicle using CoAP.
5. Vehicles receives text message and convert it into a speech message such that the driver's vehicle respond to the required command. 
In this work, four commands have been proposed namely: "Forward", "Right", "Left" and "Finish". If the ambulance drivers want to speed up forward and there are some vehicles in front of the ambulance, he can send speech command message "forward". This message is converted into a text message and sent to all cars. When vehicle receive an encrypted text message, it will converts it into a speech message again. The final goal of this work is to implement a hard free personal assistance for vehicle a driver which uses speech recognition to convert speech into text and in the other side (other vehicles) convert the text into speech. By doing so, the proposed system will not effect on the drivers focus on the road. The proposed system is achieved by using different libraries based python such as: speech recognition, Pyaudio and espeak. The speeches recognizer has been designed by using Google's speech recognition application interface (API). Figure. 6 show a standard message format for ambulance: provided by central monitoring units which consists of task number, patent location, patent status, etc.
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	Figure 5. Propose system design



         Task No.                                     : BG096002
         Location Patient                         : Saydia
         Proposed path                           : Emergency Event
         Patient (Gender, Name, Age)    : Male, Ali, 55
         Status Patient                            : Dangerous
         Accident Type                            : Car Accident






Figure 6. Standard Message for vehicle Ambulance.



5- Result and Discussion
    The encryption works in the following steps:
1. Convert the plain text into a binary form. For example a message "hello world" is converted to:1000000000001011100000000000101101000000000001010100000000000110100000000000100101000000000011001010000000001110010100000000111100101000000011110010100000010111100101



1. Encode the binary sequence message such that each two bits denote a genome depends on their where A=00, T=01, C=10, G=11. Then the DNA message is:AAAATCCAAAAATCTTAAAATCGAAAAATCGAAAAATCGGAAAAACAAAAAATGTGAAAATCGGAAAATGACAAAATCGAAAAATCTA

1. Generate a PRNG using the 16-bit LFSR which will generate an array with 16-bit binary of each element.  In this step, an algorithm is used to combine these numbers to generate a binary sequence with a length equal to the length of the original binary plain text message:
1000000000001011100000000000101101000000000001010100000000000110100000000000100101000000000011001010000000001110010100000000111100101000000011110010100000010111100101



1. The binary key message is also encoded into a genome sequence in the  same manner in step 2:
CAAAAACGCAAAAACGTAAAAATTTAAAAATCCAAAAACTTAAAAAGACCAAAAGCTTAAAAGGACAAAGGACCAATTGCTTAATCG


1. By using table .2 (Addition rules) then the DNA sequence is:
CAAATCAGCAAATCGCTAAATCCTTAAATCCCCAAATCTCTAAAACGACCAATGCTTTAAT


1. A new binary key is generating using LFSR with length equal the DNA sequence generated in steps above. Such that if any bit in this key is 0 then the corresponding genome is inverted (A=T & G=C):
11011100000000000110110000000000011010000000000011100000000000110001000000000001000


1. The final sequence is the cipher message that is sent by the publisher node, the decryption process is the reverse process of the encryption but instead of the Table.2 ( Addition rules),  Table.3 ( Subtraction rules) are used:
CATATCTCGTTTAGCGAAATTCGAATTTAGGGGAATTGAGATTTTGCTCCATACGAAATTA












(a) Encryption process.
(b) Decryption process.

Figure 7. System implementation.


Information security is one of the most risky and challenge issues in IoT application which require more attention from the researchers. In this work a multi-level of data encryption has been applied. Encode the plain text message into a DNA sequence. Then apply DNA computing between the coded DNA message and the encoded DNA key by means of DNA computing rules. Also another key sequence generated by the LFSR with different seed value, and generates a key sequence this time with length equal to the length of the encrypted DNA message to generate the cipher DNA message. The final algorithm shows that the size of the cipher message is twice the original message.
The proposed system has been designed and implemented to track and monitor the ambulances while it moves in the roads by solving the congestion by prevent using traditional siren. Two IoT protocols have been used which are MQTT and CoAP. The MQTT use publish/subscribe scheme which is used to transfer messages between monitoring and ambulance while the CoAP use for direct communication between ambulance and vehicles in the road. Figure 8. (a and b) shows the methods used which are GET and PUT while figure .5 (c)  show the server side implementation. The proposed system show good results where fast and reliable data transfer has been achieved.
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A- PUT method
B- GET method
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C- Server side

Figure 8. Implementation of CoAP protocol
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©© 0 ali@ubuntu: ~/Desktop/program

aligubuntu:~$ cd Desktop
aligubuntu:~/Desktop$ cd program
ali@ubuntu:~/Desktop/program$ python pub.py
nsg in binary form is:

0000000001101000000000000110010160000000011011600000000001101100000000000110111100000000001000000000000001110111
Ieeeeeeeee1101111eeeeeeeee111001eeeeeeeeee11011000000000001100100 176

DNA msg is

AAAATCCAAAAATCTTAAAATCGAAAAATCGAAAAATCGGAAAAACAAAAAAT GTGAAAATCGGAAAATGACAAAATCGAAAAATCTA

binary key is

1000000000001011100000000000161101000000000001010100000000000110100000000000100101000000000011001010000000001110
0101000000001111001010000000111100101000000101111001010000011011 176

DNA key is

(CARARACGCAAAAACGTAARAATTTAAAAATCCAAAAACTTARARAGACCAARAGCTTAARAGGACCAAAGGACCAATTGCTTAATCG 88

DNA cipher is

CAAATCAGCAAATCGCTAAATCCTTAAATCCCCAAATCTCTAAAACGACCAATGCTTTAATCAAACCATGGTACCATGCGCTTATGGG
r

binary key2 is

1101110000000000011011000000000001101600000000001116000000000011000100000000000100010000
1

DNA cipher2 is

CATATCTCGTTTAGCGAAATTCGAATTTAGGGGAATTGAGAT TTTGCTCCATACGAAATTAGAATGGAACCATGGTACGGGAAAACCC

ali@ubuntu:~/Desktop/progran$ I
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©® @ ali@ubuntu: ~/Desktop/program
aligubuntu:~$ cd Desktop
aliQubuntu:~/Desktop$ cd program
aliQubuntu:~/Desktop/progran$ python clnt.py
Connected with result code @

the recived msg is:

CATATCTCGTTTAGCGAAATTCGAATTTAGGGGAATTGAGATTTTGCTCCATACGAAAT TAGAATGGAACCATGGTACGG
GAARACCC

CAAATCAGCAAATCGCTAAATCCTTAAATCCCCAAATCTCTAAAACGACCAATGCTTTAATCAAACCATGGTACCATGCG
CTTATGGG
the binary msg is :

10000000011000111000000001101110010000000110100101600000011010161000000001100110

01000000001011001010000001111001010100000110000000101000011111010010100001111011
1001010001111111

the binary key is:
10000000000010111000000000001011010000000000010101000000000001101000000000001001

01000000000011001010000000001110010100000000111100101000000011110010100000010111
1001010000011011

original plain text is :

hello world
Connected with result code 0
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piBclient:~/Desktop/coap/exanples S python clientGer.py

2019-10-19 04:27:28-0500 [-] Log opened.
2019-10-19 04:27:28-0500 [-] Coap starting on 61611
2019-10-19 04:27:28-0500 [-] Starting protocol <txthings.coap.Coap instance at 0|

[x760baado>

2019-10-19 04:27:29-0500 [-] Sending message to 192.168.0.102:5683
2019-10-19 04:27:29-0500 [-] Exchange added, Message ID: 4522
2019-10-19 04:27:29-0500 [-] Message 'D\x01\xbo\xab\x00\x00\x9a\xe Ttest' sen

successfully
2019-10-19 04:27:29-0500 [-] Sending request - Token: 00009a0e, Host: 192.168.9
102, Port: s683

2019-10-19 04:27:31-0500 [-] Retransmission, Message ID: 45227





image27.jpeg
piclient:~/Desktop/coap/examples S python clientPUT-py

2019-10-19 04:27:00-0500 [-] Log opened.

2019-10-19 04:27:00-0500 [-] Coap Starting on 61616

2019-10-19 04:27:00-0500 [-] Starting protocol <txthings.coap.Coap instance at 0|

x76042350>

2019-10-19 04:27:01-0500 [-] Sending message to 192.168.0.102:5683

2019-10-19 04:27:01-0500 [-] Exchange added, Message ID: 52791

2019-10-19 04:27:01-0500 [-] Message "D\x03\xce7\x00\x80\xb6\xf7\xbclarge-update]

\XL0\kd1\x02\n\xFfRiders on’ the storm.\nRiders on the storm.\nInto this house we)
‘re " sent successfully

2019-10-19 04:27:01-0560 [-] Sending request - Token: 0000b6f7, Host: 192.168.0

102, Port: 5683

2019-10-19 04:27:04-0500 [-] Retransmission, Message ID: 52791





image28.jpg
[p1@client :~/Desktop/coap/examples S python server.py

2019-10-19 04:26:16-6500 [-] Log opened.

2019-10-19 04:26:16-0560 [-] TimeResource: trying to send notifications
2019-10-19 04:26:16-0500 [-] Coap starting on 5683

2019-10-19 04:26:16-0500 [-] Starting protocol <txthings.coap.Coap instance at o
x760476e8>





