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 The noise introduced in the channel obviously affects the bit error rate of the 
communication system and this has direct impact in the security. Here the 
main problem is that the receiver terminal decoding techniques can lead to 
wrong interpretation even if the Bit Error Rate (BER) is acceptable. So the 
main idea here is to introduce high values of Signal to Noise Ratio (SNR) 
that can improve the bit error rate which exists due to the noise introduced in 
the wireless channel. 
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1. INTRODUCTION  
1.1.  Background  

The main objective of the research is to investigate the performance of the communication media or 
channel interference on information security systems. Therefore, the performance of information or data 
transmitting through the existing medium is detecting the values of mean square error (MSE) or BER of the 
SNR [1] at the terminal of the receiver device. In most of case of common channels or mediums, SNR signals 
are evaluated or investigated in different models. Every channel or medium describes as a distance between 
sender and receiver with the factors of the channel gain and path loss. So that, channel gain, to model a time 
variant parameter with several probability distribution functions (PDF). So, investigating the influence of 
noise on systems performance, different channels are modelled like Additive White Gaussian Noise 
(AWGN), Rayleigh [2] and Rican [3] and majority we use them in wireless application. So that, received 
signals are decoding and detecting with different techniques in the receiver end. Such as binary convolution 
codding, modulation and demodulation and data rating [1].  

According to IEEE 802.11 standard [3]. A signal which passes through the AWGN is added a white 
Gaussian noise to the transmitted data. Additive white Gaussian is the basic channel noise model. A simple 
additive channel noise disturbs the quality of the transmitted signal or message.  

Rayleigh channel model is ideal in multipath reception [2, 4] and it is majorly demonstrated for 
radio signal propagation effect and more applicable for troposphere and ionospheres propagation of signals 
between receivers and transmitters [5]. Rican channel model is related as Rayleigh channel model [2] except 
its strong dominant component of the Rican fading channel is usually known as line of sight component [4]. 
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AWGN is the most basic and simplest channel model in local positioning and wireless 
communication system or proximity detector based [6]. When information or data travels over AWGN 
channel frequently, the Additive White Gaussian noise interference of the channel affects the quality of the 
signal. Therefore, AWGN is the standard channel models.  

 
 

 
 

Figure 1.  Block diagram of channel model [1] 
 
 
Where: )(ntm is the transmitted signal, )()()( tCntmrtm += is the received signal and )(tC is the noise 
signal. 
Bit Error Rate (BER): is calculated as in (1) 
 

BER =  Bits  recieved  in error
number  of  bits transmitted  

                                                     (1)                                                                                    
 
In digital or analog transmission medium, the channel noise altered the received bits to increase the 

bit errors of the information traveling through the transmission medium. SNR is the received to noise signal 
ratio and it is very important tool in the physical layer of the communication media to measure the quality of 
received signal or data. In general, noise introduces in the transmission channel includes internal and external 
noise of the environment and unwanted signals of the systems. Due of those noise strength increasing the 
processing time and loss of signal increase that leads to BER increases and SNR decreases [3, 4, 6], so to 
determine the relation of BER or MSE and SNR or PSNR is somewhat difficult in multi-channel 
environment. SNR is a parameter usually used to calculate the quality of a signal [7] in the communication 
media and stated in decibels as in (2). 

 
SNR = 10 𝑙𝑙𝑙10 �𝑠𝑠𝑠𝑠𝑠𝑠  𝑝𝑝𝑝𝑝𝑝

𝑁𝑝𝑠𝑠𝑝  𝑝𝑝𝑝𝑝𝑝
� 𝑑𝑑                              (2)                        

 
NoEb  is the energy to power spectral noise density ratio [8] and useful to analysis the performance of 

BER in different digital or analog modulation and demodulation in the data transmission without considering 
bandwidth.  
 
1.2. Problem of statement  

The current data transmission system only focus on concealing strategy of the information but not 
considering the communication channel properties which directly affects the quality of the received signal. 
Therefore, noise introducing in the transmission medium affects the BER of the data, this has direct impact 
on the data security and decoding techniques that leads to wrong interpretation. So, by introducing SNR 
mechanism at the transceiver end we can remove the channel noise effect or BER in the sent signal.  

 
1.3. Significance of the work  

The proposed of the system is used to solve the channel interference effect in data transmission 
system, which leads to wrong interpretation at the receiver end, by increasing SNR to improve the BER 
exists due to the noise introduced in the transmission medium.   
 
 
2. SYSTEM MODELING  

Wireless communication channels are an important part of communication systems. Then, a signal 
or information must be or close to free from error so that, it will have a high or strong signal quality.  Here is 
the core issue to develop a model of the channel effect within the communication system. While there are 
different ways of modeling the channel, the most basic model of channel noise is AWGN. 
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Figure 2. System model 

 
 

Communication channels are affecting the information pass through it. The signal quality at the 
receiver side is distorted signal mean that if it is an image the received image is distracted image. 

 
)()()( tcntmrtm +=                                                                          (3) 

 
Where )(rtm received signal plus channel noise )(tc with Gaussian probability distribution stated as in (4) 
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Where the parameter µ is the mean value, σ is standard deviation and variance is 2σ [9] 
To evaluate the peak signal noise ratio of the channel is as Equation (5).  
 

PSNR = 10log10 ( 𝑠𝑠𝑝
(𝐶𝐶𝑠𝐶)

𝑀𝑀𝑀
)                                                             (5) 

 
Where maxc the maximum pixel value of the data and MSE is defined as:  

 
𝑀𝑀𝑀 =  1

𝑀𝑁
∑ (𝑀𝑆𝑆 − 𝐶𝑆𝑆)𝑀&𝑁
𝐶  &𝑦=1                                                          (6)        

                                                                    
Where x and y are wave or information coordinates and M&N are dimension of the medium. Cxy and Sxy 
are noise signal and transmitted signal respectively 
 
  
3. RESULT AND DISCUSSION  
3.1. Performance analysis of SNR vs. channel noise effects  

The pixel data values of the received information through channel in comparison to the pixel data 
values of the message sent from the sender are shown in Figure 3. The effect of the noise is shown for 
different signal to noise ratio (SNR) values. 

Comparing the pixels values of the sent data and the received data as shown in Figure 4 affects with 
noise.  The effect of the noise is shown for different SNR values. Therefore, as in equation (5) explain high 
quality of the received signal as the SNR increases. The sent signal compared to the received signal is aligned 
or the same because of the SNR value added to remove the noise. 

 

http://en.wikipedia.org/wiki/Mean
http://en.wikipedia.org/wiki/Standard_deviation
http://en.wikipedia.org/wiki/Variance
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Figure 3. Received and sent pixel data values for different SNR values 

 
 

 
Figure 4. Received and sent pixel values for different SNR values 

 
 

4. EVALUATION OF  SNR TECHNIQUES  
 The retrieving process at the receiver end, the information sent and received represents the data 

matrix generated before and after transmitting through the media respectively. For SNR=20dB and 
SNR=30dB as shown in Figure 3 is used to generate the respective character using the SNR values. Here as 
in Figure 5, the tolerance value of the SNR for an error 1

200�  in the matrix vale introduced to get the 
original message without distorted. Therefore, the sent and received information are aligned at the same level 
to show the quality of the signal.   
  

 
 

Figure 5. Comparison of the ratio of received and sent matrix 
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5. CONCLUSION 
Therefore, the quality of the transmitted information depends on the channel noise and pixel values 

of data to be sent in the communication media. Due to the noise of channel, the SNR will be affected and the 
bit error rate increases. So as, by SNR values increasing with properties of the media, the channel effect will 
be decreased and MSE is decreased then will get the quality signal at the receiver end. In really, the 
processing time will be related with SNR. So if the signal quality is increased the processing time will be 
increased. Consequently, the process is fast.  
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