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1. INTRODUCTION

Wireless power transfer (WPT) technologies can be categorized into inductive coupling, capacitive
coupling, magnetic resonance, and electromagnetic radiation [1]. WPT requires different optimization criteria
for two uses, namely, continuous power delivery and periodic charging. However, for continuous charging of
vehicles, whether under the stationary or moving states, wireless communication should be fast, reliable, and
energy efficient [2]. The WPT system is increasingly attracting attention in various fields, such as charging
portable electronic devices, implanting medical devices, using integrated circuits, and energizing solar power
satellites [3]. WPT s suitable for electric vehicles (EVs), such as battery charging for normal vehicular
operation and energy exchange [4], [5]. The concept of WPT is a growing plug-in feature in the EV
market [6].

Encryption in wireless communication channels is more vital and necessary in the present than in
the past. Data have to be well encrypted during transmission of data securely over the wireless medium.
Energy is expected to transfer to specific receptors and switch off other unauthorized energy transmission
channels. Thus, the security of energy transmission is an important issue [7]. In [8], the frequency
characteristics of resonance were investigated. When the frequency of the source of the transmitter equals the
resonant frequency of the entire system, the load will achieve maximum energy. However, the transmitted
power of load power constraints actions to minimize load power by using the charging control algorithm for
optimizing the receiver loads resistance. In addition, chaos theory technique of encryption is applied in WPT
for security performance. This review examines the techniques used in different methods of WPT and the
energy encryption techniques used in WPT systems [9]. Finally, this paper explores the advantages and
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disadvantages of the inductive and capacitive coupling, magnetic resonant coupling and electromagnetic
radiation techniques in the WPT system. Recommendations on future research are also listed.

2. TECHNIQUES FOR ENERGY ENCRYPTION AND WPT SYSTEM
This section presents the energy encryption techniques and concepts in the near-field, medium-field,
and far-field WPT systems.

2.1. Techniques of WPT
WPT techniques are divided into three which is near field, medium field and far field. Each
technique will be discussed in detail in the subsequent sections.

a) Near-Field WPT
Near-field WPT consists of inductive coupling and capacitive coupling.

1. Inductive Coupling

Inductive coupling uses magnetic field induction theory as transmission technique [10]. For the
WPT system utilizing the inductive coupling technique, the rotating magnet is applied to transfer power.
However, the inductive coupling technique has a limit for power transfer of up to 275 mW over the 1 cm
distance [11]. Then, the technique will deliver 678 mW wirelessly over the 1 cm distance [10]. The
electrodynamics induction wireless transmission technique for the near field is non-radiative. In the
electrodynamics induction technique, two copper coils are set up, in which the primary coil is at the
transmitter and the secondary coil is at the receiver. The primary coil is attached to the power source and the
receiver coil is attached to the load. For high efficiency, the two wires increased by winding into coils and
placing closer together on a common axis, such that the magnetic field of one coil passes through the other
coil [11]. Figure 1 shows the flow of the inductive coupling process. In this technique, universal wireless
charging pads for portable electronic devices, such as cellphones, are suitable [10], [11].
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Figure 1. Inductive Coupling Process [10], [11]

Figure 1 shows the circuit model of the inductive coupling technique for WPT. In this circuit, the
parameters used for LC resonance frequencies of all coils are the same as [12]

fo= 7= (1)

where L is inductance and C is the capacitance.

2. Capacitive Coupling

The capacitive power transfer techniques have been conducted because of the small power density
compared with other methods [13]. The advantages of the capacitive coupling technique include the simple
structure of couplings, light weight, low cost, position flexibility, and high frequency. This technique could
use LC resonance to enhance power transfer. However, the disadvantage of capacitive coupling system is the
small power density of the small coupling capacitance [13]. Figure 2 shows the circuit for capacitive
coupling of WPT as well as the process of WPT in capacitive coupling technique [13].

The capacitive coupling technique utilizes several methods, such as using a higher voltage source
and a higher frequency and decreasing the impedance of coupling
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Figure 2. Capacitive Coupling of Wireless Power Transfer [13]

b) Medium-Field WPT

The technique used for the medium-field WPT is magnetic resonant coupling, which is based on
wireless transfer of energy to multiple small receivers and power over long transmission distances [14]. Thus,
magnetic resonant coupling in WPT does not emit radiation [14]. Therefore, the magnetic resonant coupling
method of WPT has several advantages which is can transfer power in long transmission distance and it’s no
radiation. However, during the process of WPT, adjusting the resonant frequency for multiple receivers in
magnetic resonant coupling is difficult, which is one of the weaknesses of this method [14]. Figure 3 shows
the circuit design for magnetic resonant coupling of WPT. This circuit shows how the magnetic resonant
coupling of WPT works to transfer power from the transmitter to the receiver. The circuit is divided in three
parts, namely, power supply, transmission channel, and load. In the power supply, DC power goes through
the DC/AC inverter [15]. The DC/AC inverter transforms DC power to AC power supply. Then, the input
voltage will supply the primary unit, which is composed of the resistance, capacitor, and inductance. All
these variables together are known as impedance. Impedance is calculated, as shown in Equations (3), (4),
and (5), for each part of the circuit [15].
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Figure 3. The Circuit Design for Magnetic Resonant Coupling of Wireless Power Transfer [15]
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Therefore, from Equations 2-4, determine the impedance in the primary, resonant, and secondary
units, respectively. In the Equation 2-4, w indicates the switching frequency. The current is maintained at a
constant value in that circuit. The same equation is used for the resonant and secondary parts to derive the
value of impedance [15]. Sequentially, the resistance in the circuit acts to reduce the current flow and to
lower the voltage level. The capacitor can store electric energy when it is connected to its circuit. Inductance
work is observed in the electric circuit in which a change in current flows through it and induces an
electromotive force in the conductor. Thus, impedance is the effective resistance of an electric circuit to AC
arising from the combined effects of resistance and reactance [16]. Furthermore, each of the primary,
resonant, and secondary units yields a certain voltage. The output voltage at the secondary unit can go
through the load. At the load, the AC/DC converter changes the AC voltage in the circuit to the DC voltage
for transferring power from the transmitter to the receivers. The process is known as a rectifier. However, the
resonant unit is one medium that transmits the power to the receiver. At a particular resonant frequency of the
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electric circuit, parts of the impedance of the circuit element cancel each other. Moreover, the resonant circuit
can generate higher voltages and currents, which makes the circuit suitable for use in wireless transmission in
the transmitter and receptor [17].

c) Far-Field WPT

Far-field WPT is a system with long-range power transfer, such as for low-power sensors, networks,
and space applications [18]. In general, far field has the advantage of using a low-frequency antenna, where
simple pattern measurement is required [18]. In addition, far-field powering has several practical advantages
over inductive powering, which is the accurate alignment of primary and secondary coils for efficient
operation. The far-field system is an alternative wireless powering scheme for the receive power capabilities
of implantable devices [19]. Moreover, the far-field system must be aimed at the receiver to transmit power.
In long distances or in the far-field system, electromagnetic radiation is used to transmit power. The exposure
to radiation of people and other living things is a disadvantage of the far-field system [20], [21]. Moreover,
the efficiency and performance of the far-field system are the most important issues in obtaining a higher
transmitting antenna array [22]. Improving the transfer efficiency decreases the risks of human exposure to
electromagnetic fields, thus leading to better performance of the far-field system. By contrast, the efficiency
of the near-field system depends on the coupling coefficient. Then, the larger the value of the coupling
coefficient, the stronger the ability of the system to carry energy [22]. In addition, the natural systems of the
frequency and quality factor are improved. Reducing the system inherent loss rate is a way to improve the
power transfer efficiency [22]. Furthermore, the efficiency and performance of the far-field system depend on
the antenna array [23].

d) Comparisons

Table 1 shows a comparison between the fields in terms of efficiency, performance and
characteristics of distance, frequency and number of turns. Table 1 shows that, the energy efficiency of
wireless power transfer in near field is high compared to medium and far fields. The performance of power
transfer is high for the near and medium fields compared to the far field. Last, the characteristics of distance,
frequency and number of turn is more complex to transfer power in far fields system.

Table 2 lists the advantages and disadvantages for each technique. In inductive and capacitive
coupling techniques, the system of WPT is simple safe with a short transmission distance. Thus, the
applications of inductive coupling is implement for battery charging and electric tooth brush, while for
capacitive applications is charging portable devices. In magnetic resonant coupling technique, the WPT
system is long transmission distance and no radiation. However, in this technique the disadvantages is
difficulties to adjust the resonant frequency. The applications of magnetic resonant coupling is car charging.
In electromagnetic radiation technique, the WPT system is very high transmission percent over long distance
but the radiation need line of sight. The applications of this technique is implements in biomedical [23].

Table 1. Comparison between near, medium and far fields of WPT

Aspect The Near Field The Medium Field The Far Field
The Energy Efficiency High [10] High [15] Low [21]
The Performance of power transfer High [11] High [16] Low [22]
The Characteristic of distance, Easier to transfer power More complex to transfer power

Easy to transfer power [17]

frequency and number of turn [13] [22]

Table 2. Advantages and disadvantages of wireless power transfer techniques
The Wireless Power Transfer

Technology Advantages Disadvantages Applications
simole safe. high Electric tooth brush and
The Inductive Couplin efficieng in shbrtgl'an e Short transmission distance [11], razor battery charging,
pling y[lO] Y need accurate alignment [11] induction stovetops and
industrial heaters [11]
Simple structure of Charging portable devices,
- . couplings, lightweight, low Small power density of the small power routing in large scale
The Capacitive Coupling cost, position flexibility coupling capacitance [12] integrated circuits,
and high frequency [12] Smartcards [12]
The Magnetic Resonant Long transmission Difficult to adjust resonance .
Coupling distance, no radiation [15] frequency for multiple devices [15] Cars charging [17]
. Very high transmission A .
The Elect_ror_nagnetlc percent over long distance Radiation need line of sight [21] Implement in biomedical
Radiation [21] [23]
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2.2. Encryption Technique for WPT

This section discusses the encryption techniques of the WPT system. Previous research presented
several techniques, such as chaos theory, password security system, and RF signal, applied in the WPT
system. Each technique will be discussed in detail in the subsequent sections.

a) Chaos Theory

Chaos theory is used to encrypt the transfer energy of magnetic, inductive, and electromagnetic
resonant coupling based on WPT [9]. During the process of chaos for the security key, mathematics is used to
generate discrete-time chaotic values. The power factor of transfer energy should be maintained at the
maximum value to achieve maximum power at the load [9]. Thus, reactive power will be reduced in the
transmission power. Thus, the resonant frequency will remove the irrelevant reactive power at the primary
circuit [9]. Moreover, capacitor arrays are used to improve security performance. Therefore, maximum power
transfer energy can be utilized, where the resonant, primary, and secondary units have resonant frequency.
On the other hand, the encrypted switching frequency can be obtained as

w = 6;w, )
where §; is the chaotic security and can be expressed as

i=a+b-a)i,0<a<b (6)
Switching frequency can be controlled to change the range array (b — a)w, chaotically [9]. According to the
power level and transmission distance, the regulating range can be generally selected. So that, to maximize

the transfer power, the chaotic security key, primary, resonant and secondary capacitors can be regulated
which is expressed as

1 1

Cp = 61.2 'wosz (7)
1 1

Cr = 5 woly (8)
1 1

Cs = 5 wole 9)

The chaotic sequence is utilized as the security key to encrypt transfer energy. The logistic map is
utilized to generate the 1-D discrete-time chaotic series as given by [9]

fi+1 = A&i(1 — &), A € [0,4] (10)

where &i denotes the sequence and A denotes the bifurcation parameter. The phase portraits of i and &i + 1
exhibit various topological structures along with the increase in A. Moreover, i acts as a constant value for
A €[0,1), a period 1 oscillation for A € [1,3), a period n oscillation for A € [3,3.57), and a chaotic
oscillation for A € [3.57,4]. In addition, the largest Lyapunov exponent diagram as a mathematical
expression of the chaotic behavior. Thus, the largest Lyapunov exponent becomes positive when A > 3.57 it
is because of in chaotic oscillation period and at same time the chaotic behavior occurs if A = 3.9 [24].
Therefore, A = 3.9 is selected to generate the random bounded security key &i € (0,1) for the energy
encryption scheme [24].

b) Password System

The password security WPT system is the integration into wireless electrical power design in which
a separate power design from source to load is controlled by a password controller. In [25], the design
developed a password security system by using the Arduino Deumilanove microcontroller that was based on
an authentication technique to control the wireless power system. However, the frequency generator used to
construct the password protection system and to generate the high-frequency signal resonator was specific at
the 130 kHz frequency. This process achieved successful power transfer from the transmitter to the receiver
for the activation load. The controller only allows the authorized user with password to activate the wireless
power system for the constructed password protection system. The transfer process in high frequency is at
megahertz, and the maximum power transfer between source and load of wireless power system can be
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developed using the resonance inductive coupling WPT technique [25]. For the resonant frequency, the
impedance is oscillated between input and output. Equation (5) shows the resonant frequency.

fro s (1)

2mVLC

Figure 4 shows the password block diagram of the security wireless power system. The frequency
generator circuit uses IC and LM555 to generate high-frequency oscillation at 130 kHz. The DC to AC
inverter circuit is used to convert the timer DC output to AC output oscillating at 130 kHz. According to the
design of the password security wireless power system, four pins act as external triggers with input signals
from the password controller.

Password Protection System Transmitter Receiver
|--------------|l A |memmm——————
I User Input Password | Output Load
1 744 Matrix Keypad : | T Sy (Lock Mechanism)
| L
I ¥ 1!

INo Password €5 | Square Wave Frequency
| Verification 0 Generator AC to DC Converter
|

Resonance Tank

T

Receiviag Codl Antenaa

1

Figure 4. Password Security Wireless Power System Block Diagram [25]

Moreover, the efficiency at the output for no load of the WPT system is 60% and for load is 36%
[25]. The maximum output at the coil intersection for the range between 5 cm and 6 cm diameter. The coil
escalates to a corner, and the intersection area decreases.

¢) Radio Frequency Signal

In [26], the concepts of security centers on the transmitted power signal to be received by a receiver
in wireless power transmission system. By using the RF signal, the concept of the encryption—decryption
algorithm is introduced to achieve the security of power transfer. For improving efficiency, a low switching
frequency is used to drive the gate of the MOSFET.

Tx Antenna
Source—">] Zigbee Module | >{ Transmitter -

Rx Antenna

X7
|DesMaﬁon|<: Zigbee Module <" —] Receiver ——

Figure 5. Block Diagram of Wireless power Transceiver [26]

Figure 5 shows the block diagram of the wireless power transceiver. The process of the block
diagram is where the signal flows without any interruption to the transmitter input. The RESET switch resets
the programming codes in the PIC microcontroller. The signal given to the PIC microcontroller PIC16F877A
with 40 pins and 5 input-output pins and 15 interruptions and stability will be maintained with crystal
oscillator circuit. The signal is controlled by the PIC microcontroller. This signal is transferred to the RF
module through MAX 232. MOSFET switches are connected to each other and the current will pass through
by switching between ON and OFF states. The passcode can be generated in MAX 232 and sent through the
RF transmitter. The receiver process is the reverse of the transmitter process. From this technique, the result
of power transferred from the transmitter to the receiver is maximum at the closest position with distances of
3, 2,1, and 0.5 feet, which are increased, and the power received in the receiver is reduced. Thus, the receiver
has matched the passcode to receive the power signal successfully [26]-[29].
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3. CONCLUSION

WPT is among the most commonly used technologies of this century. Thus, WPT must employ
security measures to protect the system from unknown receptors or receivers. This review examined the
various techniques for energy encryption of the WPT system by focusing on medium-field WPT. Clearly,
many methods of magnetic resonant techniques have been proposed to reduce complexity, but at same time
perform IM methods well. Resonant frequency and free positioning methods have low complexity and
performance disadvantages. The most useful method is the strongly coupled resonance method because of its
advantage in complexity and performance on the magnetic resonant coupling technique. This review
presented encryption techniques for WPT, but the discussion was limited to chaos theory. As an encryption
technique for WPT, chaos theory is complex, but exhibits good performance.
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