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Abstract

At least during the last five years there has been an explosion of a public academic research in
cryptography for Playfair's cipher. We were interested, and we have proposed a method to improve it, to
make it safer and more efficient. We have oversized this encryption matrix by 7x7 coefficents and for its
filling, we have combined two chaotic maps (the attractor Henon and logistics map). The attractor Henon of
dimension 2, determines the intersection of the row and column of the new matrix playfair. The coefficients
of this matrix are calculated from logistic map, each value is a single character of the alphabet used. The
secret keyword is formed by the initial conditions of the chaotic attractors.
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1. Introduction

Technological progress especially in the areas of telecommunications and computing
has created a new form of information security (cryptography). Therefore, it is the way to
safeguard the confidentiality of the information. This works is based on the Playfair cipher [1],
which is to encrypt pairs of letters (digraphs), instead of single letters as in ciphers poly-
alphabetic substitutions such as the Vigenere cipher, more prevalent in time. In recent years,
there has been a public academic research in cryptography explosion on this cipher [2-14].

In this paper, we propose a new approach to the cipher of Playfair, with the combination
of the concepts of chaos theory. The idea is to combine two chaotic maps, the attractor Henon
and logistics map to construct the Playfair matrix. By Henon attractor that has dimension 2, we
constructed this new matrix; the elements of this matrix are calculated from the logistic map.
This value is a unique character of the Playfair matrix and the alphabet used. The secret
keyword is formed by the initials conditions of chaotic attractors.

This paper is organized as follows: Section 2 description of the Playfair cipher. In
Section 3, we introduce the concept of the chaos theory and we introduce the Hénon attractor
and the logistical map. In Section 4, we propose a new approach to the cipher of Playfair. In
Section 5, we analyze the results and we valid the proposal cipher. Section 6 concludes this
paper.

2. Playfair Encryption

The Playfair cipher or Playfair square is a manual symmetric encryption method that
was first used encryption technique of practice Polygram substitution. It was devised in 1854 by
Charles Wheatstone (1802-1875), one of the pioneers of the electric telegraph, but bears the
name of Lord Playfair who popularized its use. It was used by British forces during the Second
Boer War and the First World War and by the Australians during the Second World War.

2.1. Encryption Method

Playfair cipher uses an array of 5x5 letters containing a keyword or phrase. The
memorization of the keyword and 4 rules to follow are enough to use this encryption.
Completethe table with the letters of the keyword (ignoring duplicates), and then supplement it
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with the ther letters of the alphabet in order (in omitting the letter Q or occupying the same
space for the letters | and J depending on the version).

The key word can be written on-line, column or even on spiral. To form the encryption
grids, using a secret keyword to create a messy alphabet with which filled the grid line by line.
To encrypt a message, take the letters 2 by 2 (bigrams) and apply the following rules depending
on the position of the letters in the table:

Bl¥[D[G[z| B[¥[D[G[=Z B (Y [D[G|[Z
Bis@lore| [7(s[Fulp T [s[F[U [P
LarRKx| La@x([x L [a [R Fl[x
clo[t[W[E| [clo[1 [v[E c Pl 1 [v [E
QNME|T| eNBEHE|T QmM[M[H|[T
Rule 1 Rule 2 Rule 3

1. If two letters are identical (or if only one remains), put an "X" after the first letter. Encrypt the
new pair thus constituted and continue with the next. In some variations, use 'Q' instead of
X, but any letter will do the trick, between the two letters to eliminate this duplication

2. If the letters are on the same line of the table, replace them with those found immediately to
their right (by looping on the left if the edge is reached), FJ will be replaced by US, VE by
EC (Rule 1).

3. If the letters appear on the same column, replace them with those that are just below (by
looping from the top if the bottom of the table is reached), BJ will be replaced by JL, RM by
ID (Rule 2).

4. If not, replace the letters by them being on the same line, but in the opposite corner of the
rectangle defined by the original pair. Example VA is OK, Bl becomes DC, GO becomes
YV. The first two letters are encrypted on the same line as the first clear letter (Rule 3).

2.2. Example of a Cipher Playfair
Assuming that the key is "playfair example”, the table must be filled as follows, with
omitting the letter Q:

P L A Y F
I R E X M
B C D G H
J K N 0] S
T U \% W X

Encryption of the message "Come to the window'.
Plaintext: CO ME TO TH EW IN DO WX
Cryptogram: GK IX JW BX VX EJ GN TX

2.3. Decryption Method

To decrypt, use the inverse method with ignoring the 'X or 'Q' that do not hawe their
place in the final message, that is to say, taking the letters to the left in the case of the same line
up in the case of a same column, and always in the case the corners of a rectangle.

2.4. Cryptanalysis
This encryption is significantly harder to break since the frequency analysis attacks
usually used on simple substitution ciphers are not very effective on him.
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The digraphs frequency analysis is still possible, but applied to 252 = 625 possible
digraphs rather than the 26 letters of the alphabet; it is considerably more difficult and requires a
cipher text much longer to hope to be effective.

Howewer, like most old ciphers, the Playfair cipher can be broken if we have enough
samples. Get the key is relatively fast if one has knowledge of both the cipher text and plaintext
(known plaintext attack). The use of chaos would complicate things.

3. Chaos Theory

There is no strict definition of chaos. Howewver, we must admit the notion of an
"unpredictable and erratic phenomenon" [15, 16, 17]. In addition, over the past twenty years, the
term chaos is attributed to "erratic behaviors that are related to simple systems that can be
governed by a small number of variables between which the relations describing their ewolution
can be written. These systems are while unpredictable deterministic. "Various authors state that
chaos is "a long-term actually unpredictable behavior occurring in a dynamic system because of
sensitivity to initial conditions (SIC)".

3.1. Sensitivity to Initial Conditions

Sensitivity to initial conditions (S.I.C) is a fundamental characteristic of dynamic
systems. Here means that a system will react completely differently depending on the initial
condition. This particular result in the fact of chaotic system, ewen if all its components are
determined, is very unpredictable as sensitive to very small initial perturbations.

3.2. Attractor

Attractor describes a regime situation that can occur after disappearance of transient
phenomena. Strange attractors are what we call chaos.

Among the most popular attractors in the discrete case, we find logistics map and
Henon attractor [15], to study the dynamics of stars moving in galaxies. Henon discovered that
the strange attractor of stellar orbits has the shape of banana (Figure 1).
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Figure 1. Attracteur de Henon

3.3. Henon Attractor

Chaotic attractor of Henon named like the French astronomer “Michel Henon” was
presented first time in 1976 [16] and depending on two parameters a and b, based on the
following equations:

Xos= | (Ye+D)-@* %) @)
Yne1= D%,

The initial conditions are (xo=1, yo=1) with a = 1.4 and b = 0.3, these both values shows
the chaotic behavior of Henon attractor.
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Figure 2A. Attractor for x Figure 2B. Attractor for y

3.4. Logistic Map
Logistics map [17] is a well-known dynamic in non-linear systems theory, defined by
equation (2):

Yirr =12, (1= x) )

It gives a perfect explanation of a dynamic system behavior. This system was
dewveloped by Prof. Pierre Francois Verhulst (1845) to measure the ewlution of a population in
limited environment, later used in 1976 by the biologist Robert May to study the ewlution of
insect population:

1. y,.,: Generation in the future that is proportional to x,.

2. x, Previous generation.

3. r: Positive constant incorporates all factors related to reproductive, successful
overwintering eggs for example, etc.

In order to study this dynamic system and some asymptotic individuals’ models, the first
thing to do is to draw the parabolic graph y = r.x(1 — x), and the diagonal y = x.The operation
that we will follow to draw the iterative form y, . according to x, is simply summarized as
following:

1. Starting from an initial value x, of the x-axis, we reach the function with a vertical, the

function takes the valuey, =r.x, (1 — x,)

2. From horizontal y;, =r.x, (1 — x,) of the previous point, we join the line y = x,

3. We represent the abscissa of the intersection with the vertical line x =x,, we havwe
= Xq.

4. From the x, value of the x-axis, we reach the function with a vertical, the function takes
the value y, =r.x; (1 — x,), and so on.

We take r= 3.9 and, x, = 0.01 for logistics card, the previous operations for 100
iterations are represented in Figure 3.
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Figure 3A. Ewolution of y, in function of x, Figure 3B. Chaotic regime in function of k
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4. Proposed Cryptosystem
First, we must know that we work in a set of characters that contains the alphabet
increased by two characters (#, @) symbols of punctuation, and the decimal numbers and the
basic calculation operators as follows:
a) The basic alphabet — 26 +2: The alphabet is increased by two characters

# @):
1. Typographical sign "#": the spider is often confused with the sharp "#".
2. Typeface @: the at sign, a business.

<OIT?>»
T v-w
X O < O
< 3T RO
N wnrMrm
#+= A4 M
®@czo

b) Special symbols — 5 characters: dot, comma, question mark, and the open and closed
parentheses.

c) Ciphers— 10 characters 0to 9

d) Operators — 6 characters : the addition, subtraction, division, multiplication represented
by *, equality and the percent sign:

+ - / * = %

We has (26 + 2 + 5 + 10 + 6) =49 characters, we put them in a 7x7 matrix of size, as
follows:

Table 1. Basis Matrix of Playfair

E
M
T
#
0
7

There continues to be one relationship between the basis matrix Playfair, the modulo
(49) and the character itself. Any character is represented by its value in the base matrix
Playfair as follows:

Character — value (line *7 + column) 3

The idea is to fill the size of Playfair cipher matrix (7x7), lines and columns as follows:
e Line i = mod(fix(x, *107),7)
e Column j = mod (fix(y, * 107),7)
e Value(i,j) = mod(fix(z, »107),49)
107 is a starting index value, mod and fix functions are MATLAB functions defined as
follows: mod: Remainder after division (modulo operation) and fix: Round towards zero.
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We propose the following chart:
1. With the initial conditions, for example, (xo=0.1ety, =0.1), and a = 1.4 and b =0.3:
calculating the positionsiand j according to the principle of the attractor Henon:
e Line i = mod(fix(x, *107),7)
e Column j = mod (fix(y, * 107),7)
2. Calculate the z value of the logistical map according to the logistic equation, with z, =
0.01,r = 3.9: z, = mod(fix(z, * 107),49)

3. Fill the new encryption matrix Playfair:k(i,j) = z, (z, value built by logistics map), and the
couple is kept (i,j) that fills the value of the matrix k only one time. This value is deducted
against our base matrix Playfair (Table 1).

4. Repeat steps 1, 2, 3 and 4 until it completes the filling of the matrix k.

5. Encrypts the plaintext by k matrix with that on the same basic principles of the Playfair
cipher.
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The two characters (#, @) can be used to eliminate duplicate letters (the choice of this
character is arbitrary). If there remains only one letter towards the end of the plaintext is added
point where many places.

5. Results and Interpretations
The size of the encryption key space is the total number of different values that can be
used in the encryption process. In the proposed algorithm, the secret key field is set as follows:

ST = {X 4,9, %0, N1, N2}

Where x,,y,,2, are double precision numbers. N1, N2 are integer constants (starting
index value attractors Henon map and logistics respectively).

If the calculating precision of: x0, y0, zo, is 10-16, and N1|N2 € [1,1000]. Therefore,
the key space is larger than 10° x 10%¢ x 10'® x 1000 x 100, (avec10® =~ 21%) in this case, we
will have a key field of the order of 218°, and it is huge. Therefore, the encryption algorithm has
a very large key space to withstand all kinds of brute force attacks.

We give some Playfair encryption matrices for different encryption keys. It hangs like
fixed values: a = 1.4,b =0.3,r = 3.9.

1) The new variable values that form the encryption key are:
v x,=0957y, =0.56,z,=0.02,N1=N2=19

Table 2. Encryption Matrix N°1

2) The new variable values that form the encryption key are:
v x% =0.9500000001,y, = 0.56,2, = 0.02,N1=N2 = 19

Table 3. Encryption Matrix N°2

3) The new variable values that form the encryption key are:
v x,=0.95y, = 0.5600000001,z, = 0.02,N1 =N2 = 19

Table 4. Encryption Matrix N°3

~willoOro
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4) The new variable values that form the encryption key are:
v x,=0.95y, = 0.56,z, = 0.0200000001,N1 = N2 = 19

Table 5. Encryption Matrix N°4

3
?
D
5
@
w

5) The new variable values that form the encryption key are:
v x,=0.95y, = 0.56,z, = 0.02,N1=18,N2 =19

Table 6. Encryption Matrix N°5

A ? I H T C
0 = N ) K \Y )
# U @ 2 M 4 +
( L 3 8 J y D
/ P X E G F ,
S % 9 5 w * R
6 0 7 1 z B Q
6) The new variable values that form the encryption key are:
v x,=0.95y, = 0.56,z, =0.02,N1=19,N2 =18
Table 7. Encryption Matrix N°6
3 ? I L A T C
@ K \Y : N M )
- = 5 z F 4 D
( Q # 8 J * 2
/ P + E G Y ,
(S % 9 H w 0 R
6 X 7 0 u B 1

It is noted through the encryption matrix N°2, N°3 and N°4 with respect to the
encryption matrix N°1, they are completely different despite the minimal difference of the fields
of the key. This proves that what we have proposed gives very satisfactory results.

The same can do it by appearing encryption matrices N°5 and N°6 to the encryption
matrix N°1.

6. Conclusions

In this work, we presented a new system of Playfair cipher. We kept the same principle
encryption, but we changed the dimension of the array of characters to a 5x5 size for 7x7
characters, and we've removed the keyword or phrase to remember, and we replace it with a
key 180 bits.

The new encrypted so represented has given very good result and, There are a very
large key space to withstand all kinds of brute force attacks.
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