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Abstract

Session Initiation Protocol (SIP) is the most popular signaling protocol using in order to establish,
modify and terminate the session multimedia between different participants. It was selected by the Third
Generation Project Partnership (3GPP) as a multimedia application protocol in 3G mobile networks. SIP is
the protocol currently used for signaling TolP calls. The security of SIP is becoming more and more
important. Authentication is the most important security service required by SIP. To ensure a secured
communication, many SIP authentication protocols have been proposed. This work provides an overview
of the proposed schemes based on elliptic curve cryptography. Those proposed schemes are analyzed in
security consideration and the computational cost.
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1. Introduction

Telephony over IP (TolP) is a service that allows you to transfer voice communications
flow on IP (Internet Protocol). This is the application that will require the IP infrastructure as the
standard for all types of information or media. The Session Initiation Protocol (SIP) is a signaling
protocol used to manage, establish and terminate the communication sessions between two or
more participants. SIP is not limited to telephone calls, but it can be used for multimedia
conferencing [1], instant messaging and online games,... View this popularity and use in public
networks, SIP security becomes more and more important.

Authentication is the most security service required for SIP. The original SIP
authentication protocol is HTTP Digest Authentication [2]. However, this protocol was found
vulnerable to deferent attacks. In order to reinforce SIP authentication, a large community has
been patrticipated by proposing different protocols based on various mechanisms. In this paper
we have analysed the proposed protocols based on security offred and total ranning time; the
comparison between those protocols can helped as to determinate based on elliptic curve
cryptography.

The remainder of this paper is organized as follows. Section 2 delivers general
information on the architecture and the original SIP authentication protocol. In section 3, we
analyze the performance security of proposed protocols. A comparison between the proposed
protocols in terms of security and computational cost consideration are presented in section 4.
Finally, section 5 concludes this research.

2. Background on SIP Protocol

SIP was initiated by the group MMUSIC (Multiparty Multimedia Session Control); then it
was taken over and maintained by the SIP Group of the IETF. The first works were started on
1995, which resulted in a first version of SIP with the publication of RFC 2543 [3] in 1999; then a
second version of SIP was published in 2002 to correct some defects of the previous version.
This latest version is still effective through RFC 3261 [4].

SIP is a text-based protocol built on the basis of protocols such as HTTP or SMTP. The
exchanges are in the form of dialogues (peer-to-peer relationships between agents) that include
transactions (request/response). It is a widely used protocol, mainly for telephony type
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applications on IP. SIP belonged to the application layer of the OSI model. It provides
mechanisms for opening, maintaining and closing an interactive session of communication
between users.

2.1. SIP Architecture

The architecture of SIP consists of a proxy server, redirect server, registrar server,
location server, and user agents. The role of each component is described as follows.

1. User Agent Client (UAC): generates SIP requests before they were sent.

2. User Agent Server (UAS): generates answers to SIP requests (accepting, refusing,
or redirecting).

3. User Agent (UA): it can be a SoftPhone (software) or HardPhone (IP phone). It is
able to generate, send and receive SIP requests. It can act at the same time as a UAC and
UAS.

4. Registrar Server: handles the registration of SIP terminals. This is a server that
accepts SIP REGISTER requests.

5. Proxy Server: it is a server which is connected to fixed or mobile terminals (UA). It
plays the role of a server and client.

6. Redirect Server: it is a server that accepts SIP requests, translates the SIP address
of a destination to IP address and returns them to the client.

7. Location server: It provides the proxy server, redirect server, and register server, it
allows for them to look up or register the location of the user agent.

2.2. Authentication HTTP Digest

The authentication of SIP is the most security service recommended by the IETF
(Internet Engineering Task Force). The messages exchanged between the server and the
clients during authentication procedure are illustrated in Figure 1 and they are described as
following:

1. Step 1. Client — Server : REQUEST

The client sends a REQUEST to the server.

2. Step 2. Server — Client : CHALLENGE (nonce, realm)

The server generates nonce. Then it sends back CHALLENGE that includes a nonce
and realm to the client.

3. Step 3. Client — Server: RESPONSE (nonce, realm, username, response)

After receiving CHALLENGE from the server the client computes the response by using
received nonce, username, secret password, and realm. response=F(nonce, username,
password, realm). F(.) is a one-way hash function. Next, the client sends back to the server the
message RESPONSE which contains the computed response, username, nonce and realm.

REQUEST

[
P

‘ Generate randopiy, noncs ‘

CHALLENGE(nonce. realm)
-

-

=F(nonce,
usemame, password, realm)

RESPONSE(nonce. realm. usemame.

»

Ll
Compute Finonce, usemarme,
password, realm)

And compare it with received
response

Figure 1. HTTP Digest Authentication
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4. Step 4.

According to username the server extracts the client's password. Then the server
verifies wither nonce is correct or not. If it is correct, the server computes F(nonce, username,
password, realm) and uses it to compare it with the received response. If they match, the server
authenticates the identity of the client.

2.3. Elliptic Curve Cryptography

Elliptic curve cryptography (ECC) was introduced by Neal Koblitz in 1987 [5]. ECC
proposed as an alternative to established public-key systems such as DSA and RSA. ECC have
lately received a lot of attention in information security. The main reason for the attractiveness of
ECC is the fact that there is no sub-exponential algorithm known to solve the discrete logarithm
problem on a properly chosen elliptic curve. This means that ECC uses the keys of small size
but offer the same levels of security offered by the Diffie-Hellman key large sizes. Some benefits
of having smaller key sizes include faster computations, and reductions in processing power,
storage space and bandwidth. This makes ECC ideal for constrained environments such as
cellular phones and smart cards.

The elliptic curve is a cubic equation of the form in (1).

E:y?+axy+by=x3+cx?+dx+e 1)

Where a,b,c and e are real numbers.

In cryptosystem, the elliptic curve equation is defined as the form in (2) over a prim finite
field F,, where a,b € F, and 4a*® + 27b® # 0 (mod p). Given an integer k € F,” and a pointP €
E,(a, b), the scalar multiplication kP over E,(a, b) can be computed as in (3).

E,(a,b): y? = x* + ax + b(mod p) )
kp = p+P+”'+p(ktimeS) (3)

Definition 1. Given two points P and Q over E(a,b), the elliptic curve discrete logarithm
problem (ECDLP) is to find an integer k € F,” such as Q = kP.

Definition 2. Given three points P,sP and kP over E,(a,b) for s,k € F,", the
computational Diffie-Hellman problem (CDHP) is to find the point skP over E,(a,b).

Definition 3. Given two points P and Q = sP + kP over E;(a,b) for s,k € F,,", the elliptic
curve factorization problem (ECFP) is to find two points sP and kP over E,(a, b).

3. Analysis of Proposed SIP Authentication Protocols Based on Elliptic Curve
Cryptography

In 2005, Yang et al., [6] demonstrated that the original SIP authentication protocol does
not provide the necessary security, because it is vulnerable to Off-line password guessing
attack and stolen verifier attack. For this, they proposed a new SIP authentication protocol that
is based on the Diffie-Hellman Key Exchange [7], which depends on the difficulty of the Discrete
logarithm problem. After a comparison with HTTP Digest Authentication and Key Exchange
Encrypted (EKE), they motioned that their protocol is secure against Off-line password guessing
attack, server spoofing attack and replay attack.

However the protocol of Yang et al. [6] heeds maintenance and configuration of the
passwords table. In addition, it functions on the discrete logarithm problem which need an
important computation time. Therefore, it is not desirable for applications with low memory and
limited computing capabilities [8].

In 2006, Huang et al., [8] propose a new protocol based only on hash functions. Then,
they compare the computational complexity of their protocol with the Yang et al., protocol. So
they concluded that their protocol is the fastest. Furthermore Jo et al. [9] demonstrated that the
protocol of Yang et al., and the protocol of Huang etet al al. are both vulnerable to Off-line
password guessing attack.

To overcome this weakness, Durlanik and Sogukpinar [10] based on the Yang et al.’s
protocol to propose another SIP authentication protocol using the Elliptic Curve Cryptography
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Diffie-Hellman (ECCDH). They demonstrated that their protocol reduces the computation time if
it is compared with Diffie-Hillman. In addition, it allows the use of small size key but offer the
same security offered by the Diffie-Hellman large key size. Consequently, this protocol offers an
advantage in terms of computing time and in memory spaces. However Yoon et al., [11-12]
introduced that the protocol of Durlanik and Sogukpinar cannot resist the stolen verifier attack
and Denning-Sacco attack.

In 2008, Wu et al., [13] proposed a new SIP authentication and key exchange protocol
based on elliptic curve cryptography (ECC). This protocol provides authentication and exchange
of the session key at the same time. Wu et al., demonstrated that their protocol provides several
security services such as confidentiality, integrity, authentication, access control and perfect
forward secrecy. Then, they showed that it is secure against man-in-the-middle attack, replay
attack, Off-line password guessing attack and server spoofing attack. However, this protocol is
vulnerable to Off-line password guessing attack, Denning-Sacco attack and stolen verifier attack
[14].

In 2008, Tsai [15] proposed an authentication protocol for SIP based on random nonce.
In this protocol all communication messages are encrypted and decrypted by one-way hash
functions, and a bit-wise exclusive-or (XOR) operation. As result, the calculation time is reduced
when computation cost is compared with the existing protocols. For this, it is desirable for
applications with low computing capacity. However, Yoon and Yoo [16] found that Tsai's
protocol is vulnerable to Off-line password guessing attack, server spoofing attack and stolen
verifier attack. In addition, it does not provide key exchange secrecy, key known secrecy and
perfect forward secrecy.

In 2009, Yoon and Yoo [16] proposed a new secure authentication protocol based on
elliptic curve cryptography discrete logarithm problem. They demonstrated that their protocol is
quicker when it is compared with previous proposed protocols. Moreover, it is secure against
the man-in-the-middle attack, Off-line password guessing attack, replay attack, modification
attack, Denning-Sacco attack and stolen verifier attack. In addition, it provides mutual
authentication, known key secrecy, session key secrecy and perfect forward secrecy. However,
Liu and Koenig [17] demonstrated that this protocol is vulnerable to Off-line password guessing
attack and partition attack.

In 2010, Yoon et al., [11] based on weakness of Sogukpinar and Durlanik protocol and
on the problems of Wu et al., protocol to propose another authentication protocol based on
ECC. However, this protocol is vulnerable to Off-line password guessing attack and stolen
verifier attack [18].

In 2011, Arshad and Ikram [19] demonstrated that Tsai et al., protocol is vulnerable to
Off-line password guessing attack and stolen verifier attack, and it does not provide key known
secrecy and perfect forward secrecy. As result, Arshad and lkram presented an authentication
protocol for SIP based on ECC. They showed that their protocol is secure against Off-line
password guessing attack, modification attack, stolen verifier attack, server spoofing attack and
man-in-the-middle attack. Furthermore, it provides known key secrecy, session key secrecy and
perfect forward secrecy. After a comparison of their protocol with Yang et al., protocol and
Tsai’s protocol, Arshad et al. concluded that their protocol is the more efficient.

In 2012, Xie [18] showed that the protocol of Yoon and Yoo is insecure against stolen
verifier attack and Off-line password guessing attack. Based on these attacks Xie proposes a
new SIP authentication protocol. Then, he demonstrated that his protocol is more secure, and it
is faster when it compared with existing protocols. However Xie’s protocol is shown vulnerable
to Off-line password guessing attack and impersonation attack [20].

In 2012, Tang et al., [21] noted that the protocol introduced by Arshad and lkram is not
secure against attack Off-line password guessing. In order to deal with this problem, they
suggested another secure and efficient SIP authentication protocol based on ECDLP. In the
same year Sadat et al., [22] show that the Tang et al.’s protocol suffers from Off-line password
guessing attack, registration attack and modification attack. Then, they also introduced a new
protocol based on ECDLP.

In 2013, Farash et al., [20] noted that the protocol proposed by Xie is defenseless to
Off-line password guessing attack and to impersonation attack. Therefore they presented
another authentication protocol SIP. Then they demonstrated that their protocol can resist to
Off-line password guessing attack, stolen verifier attack, Denning-Sacco attack, man-in-the-
middle attack and replay attack.
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In 2014, Sadat Nik and Shahrab [23] proposed a mutual SIP authentication Scheme
Based on ECC, then they demonstrated that their proposed scheme can resist to modification
attack, Denning Sacco attack, registration attack, replay attack, man-in-the-middle attack, and
stolen verifier attack.

The previous SIP authentication protocols proposed are based on the password
verification using several mechanisms. Then, the password must be shared between the client
and the server. The server store this password or its verifier in the database wish must be
maintained and protected. Therefore, these protocols are vulnerable to verifier stolen attack. In
addition to this attack these protocols suffer from the problem of managing of password’s
database, which often occupies a large memory space. In 2013, these problems begin to solve
when a first SIP authentication protocol using the Smart Card was proposed by Zhang et al.
[24]. Zhang et al., have demonstrated that their protocol offers several advantages such as
mutual authentication, session key secrecy and password updating. In addition, it is secure
against replay attacks, server spoofing attack, stolen verifier attack, man in the middle attack,
and offline password guessing attack. Despite this, the protocol is proven vulnerable to user
impersonation attack in [25, 27, 29]. In order to solve this attack, Zhang et al., propose a year
after their second protocol [25].

Irshad et al., [26] have noted that the lack of timestamp in the protocol of Zhang et al.,
[24] can be a source of the attack Denial of Service (DoS). Moreover, the use of a single server
secret to protect information during authentication can expose the whole system if
compromised. However, the protocol can be made more robust if server uses two secrets
instead of one. Also, they said that the number of messages exchanged during authentication
can be reduced by two instead of three messages. Consequently, Irshad et al. propose a new
authentication protocol for SIP based on the Elliptic Curve Cryptography and using the Smart
Card. This protocol consists of four phases which are system setup phase, registration phase,
authentication phase and password exchange phase. The first, the two and the last phases
are almost similar to the phases of Zhang et al., [24]. However, the authentication phase is
completed in a single round-trip instead of a round-trip and half. Next, Irshad et al. demonstrate
that their protocol is resistant to known attacks.

Wu et al., [27] also showed that the protocol of Zhang et al., [24] is vulnerable to user
impersonation attack. This attack is applied by a legitimate user having valid Smart Card, but
who tries to connect to the server under the name of his victim. The attacker in this case uses
his smart card and his valid password but he successfully connected using the name of another
legitimate client. Based on the work presented by He et al., in [28] Wu et al., proposed a new
SIP authentication protocol which consists of four phases: system setup, registration,
authentication, and password exchange. They justified that their protocol resists to the following
attacks: replay attack, server spoofing, stolen verifier attack, man-in-the-middle attack, Offline
password guessing attack, and modification attack. Furthermore, it provides mutual
authentication and perfect forward secrecy

In 2014, Jiang et al., [29] proposed a new SIP authentication protocol. This protocol is
composed of three phases: system setup phase, registration phase, authentication phase, and
password exchange phase. Jiang et al., have demonstrated that their protocol is secure against
known attacks and it is faster if compared with the protocol of Zhang et al.

In the same year, Tu et al., [30] also found that the protocol of Zhang et al., [24] is
vulnerable to the user impersonation attack using the same principle used by Wu et al., [27]. In
order to overcome this problem they proposed a new protocol that consists of four phases such
as Zhang et al., protocol. Tu et al., proved that their protocol is secure against replay attack,
server spoofing attack, stolen verifier attack, the man- in-the-middle attack, Offline password
guessing attack, and modification attack. After a comparison between the computing time of
their protocol and Zhang et al.,, protocol computing time, Tu et al., reduced that the
authentication phase of their protocol reduce the computing time cost to 75% compared to the
same Zhang et al., phase. Despite these advantages, Tu et al., protocol is demonstrated
vulnerable to many attacks by Farash et al., [31], Mishra et al., [32] and Zhu et al., [33].

Mishra et al., [32] discovered that the protocol of Tu et al. cannot resist server spoofing
attack, user impersonation attack and the man-in-the-middle attack. Consequently, they
proposed a new SIP authentication protocol that is proven secure against known attacks. A year
later, Zhu et al., [33] shown that the protocol of Tu et al., is vulnerable to user impersonation
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attack and server spoofing attack. Then they proposed a new protocol that can withstand
attacks found in the protocol of Tu et al.

Farah et al.,, [30] also showed that the Tu et al.'s protocol is vulnerable to user
impersonation attack. In order to overcome the weakness Farash et al., proposed their SIP
authentication protocol. However, in 2015, Chaudhry et al., [34] demonstrated that the Farash et
al., protocol is defenseless to replay attack and Denial of Service attack. As result, they
proposed a new protocol and they have proven to be secure against known attacks.

Kumaris et al., [35] noticed that Farah et al., protocol puts up with impersonation attack,
offline password guessing attack, lacks user anonymity and session-specific temporary
information attack. Based on these attacks Kumari et al., proposed a new protocol that can
resist user impersonation attack, Off-line password guessing attack, replay attack and man-in-
the-middle. In addition, it can provide mutual authentication and perfect forward secrecy.

In 2014, Arshad et al., [36] Showed that Irshad et al., protocol suffer from user
impersonation attack. In order to force the authentication of SIP, Arshad et al., Proposed a new
SIP authentication protocol. They have proven that their protocol is resistant to various attacks,
as it is faster when compared with existing protocols. However, in 2016, Lin et al., [37]. Have
discovered that Arshad et al., protocol is not secure enough because it does not withstand
server spoofing attack, denial of service attack and insider privilege attack. To overcome this
problem Lin et al. proposed a new protocol that is more secure and allows to users to update
their password using a new method.

4. Comparison And Cost Analysis

The effectiveness of a protocol meant resistance to known attacks and quick execution.
In this section we present the results of the comparison between the authentication protocols
SIP, in terms of security and in terms of computing time cost.

4.1. Security comparison

Table 1 shows the results of the comparison between the proposed protocols
depending on the type of attack. As can be seen; protocols that based on elliptic curve
cryptography are the most resistant to known attacks.

Table 1. Security performance

HASH ELLIPTIC CURVE CRYPTOGRAPHY
EXP FUNCTI i i
ATTACKS ONS With table of passwords Without table of piz%v)ords (Using Smart
bl g g B RRRRRERBBBRRBER
1 1 4] 21 1 1 71 9 31 8 9 0 1 21 3 4 5 6]
Y Y Y Y Y Y Y Y

\?é(r)i:‘?enr ’c\: No No ': ': ': E E E e e e e e e e e e e
S S S S S S S S S 5 S S S

. Y Y Y Y Y Y Y
Dse;‘;':’c‘)g 'c\)' No No ';‘ ';‘ E E E E e - e e - - -

S S S S S S S
password N N No No N N N N N N : Z : N : ) : Z : Z
guessing 0 o o} o} o} o} o} o} s s s o] s s < s S
N N Y Y Y Y Y Y Y Y Y Y Y N Y Y Y Y Y Y
Replay o o E E E E E E E E e e e o © e e e e e
S S S S S S S S S S S S S 5 S S S

. Y Y Y Y Y Y Y Y Y
M b b e EoEEE E o - e o oo

S S S S S S S S S
Y Y Y Y Y Y Y Y Y
g NN - E e B e N NN oo N
S S S S S S S S S
Impersona E E N N N E N N N N Z Z Z Z Z Z
tion s s o} o} o} s o] o o o] s s s S s S

IJEECS Vol. 4, No. 1, October 2016 : 231 — 239



IJEECS ISSN: 2502-4752 m 237

4.2. Computation Time Cost Comparison

The time computation of a protocol is generally dependent on the complexity or
simplicity of the calculation. So to calculate total running time of a protocol, we must firstly know
the running time of each function used. Then, calculate the number of times these functions are
used. Due to the importance of this issue, some researchers have focused on reducing the
necessary time for creating the session in progress, for example in [38].

In our paper we can compare the speed of protocols by comparing the running time of
each one or by comparing the number and the time execution of each function used. Table 2
shows result of computational cost comparison of authentication phases.

Table 2. Computational cost comparison of authentication phases
[1][6][14][4][8][12][10][11][21][17][19][20][18][23][28][29][30][31][32][33][34][35][36]
10 11 11

786 6 4 5 8 6 7 5 8 9 8 9 8
HPOOOOOO 00002 20 0 0 00 1 0O O 0 0
AECOOOOOOOOO11T 2 202211011100
MECOO 004 4 4 45 6 4 46 8 86 7 3 7 6 5 46
SKEOOOOOO O OO1O0O0OOOOOOOOTO OO OTO0OS3
SKbooO O OOO O OO 1 00 O0O0O0O0OO0OO0OT11 0003

H: one-way hash function; XOR : exclusive-or operation. HP: hash of point operation. AEC: elliptic curve point addition
operation. MEC: elliptic curve point multiplication operation. SKE : symmetric encryption algorithm. SKD : symmetric
decryption algorithm

According to H. F. Zhu [39] the computational time of a one-way hashing operation, a
symmetric encryption/decryption operation, and elliptic curve point multiplication operation
operation is 0.0005s, 0.0087s and 0.063075s respectively. In Figure 2 shows the total running
times of different protocols.
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5. Conclusion

Authentication is the most security service required by SIP. Different protocols have
been proposed to overcome the original SIP authentication protocol problems. Performance and
vulnerabilities of proposed protocols are analyzed in this work. As result, we conclude that the
protocols that are based on elliptic curve cryptography are the most resistant to known attacks.
Furthermore; we noticed that the send of password during authentication either in hashed or
concatenated with other public values can be the source of the Off-line password guessing
attack. Then, we need to think about another method that can secure authentication of SIP
against this attack. So our future work will focus on developing a new method to strengthen the
authentication of SIP.
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