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Abstract

Nowadays, the rapid evolution of communication systems offers, to a very large percentage of
population, access to a huge amount of information and a variety of means to use in order to exchange
personal data. Hence the search for the best solution to offer the necessary protection against the data
intruders’ attacks along with providing these services in time is one of the most interesting subjects in the
security related communities. Cryptography is usually referred to as “the study of secret”. Encryption is the
process of converting normal text to unreadable form. There are a variety of encryption algorithms have
been developed. This paper provides quantitative analysis and comparison of some symmetric key
cryptographic ciphers (DES, 3DES, AES, Blowfish, RC5, and RC6). The quantitative analysis approach is
a step towards optimizing the security operations for an efficient next generation family of network
processors with enhanced speed and power performance. A framework will be proposed as a reference
model for quantitative analysis of security algorithm mathematical and logical operations.
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1. Introduction

Cryptography is one of the most critical and necessary element of every network
infrastructure and communication. It is an important research topic due to the explosive growth
in data communications and Internet services. There are five goals of cryptography;
confidentiality, authentication, data integrity, non-repudiation, and service reliability and
availability. It can be divided into two families: Asymmetric key cryptography; the data is
encrypted with the public key and decrypted with private key. Symmetric key cryptography;
encrypt and decrypt data by using a single key. These are based on a mathematical function to
encrypt a plain-text message and to produce cipher message. In this Paper a quantitative
analysis will be conducted on the selected Symmetric key algorithms to abstract the algorithm
operations in terms of basic operations that could be directly implemented on arithmetic and
logic operator according to current network processor architectures.

The quantitative analysis approach is a step towards optimizing the security operations
for an efficient next generation family of network processors with enhanced speed and power
performance. In section 3, a framework will be proposed as a reference model for quantitative
analysis of security algorithm mathematical and logical operations.

XOR (&) operator and rotate shift left are the most importantl¥ used for all
cryptographic algorithms, which there are basic operation. Addition modulo 2° (mod 232) and
multiplication Modulo 2% operations are also used for some cryptographic algorithms.

2. Cryptographic Algorithms for Symmetric Block Ciphers

Original data that to be transmitted or stored is called plaintext, which can be readable
and understandable either by a person or by a computer. Whereas the disguised data so-called
ciphertext, which is unreadable, neither human nor machine can properly process it until it is
decrypted. A system or product that provides encryption and decryption is called cryptosystem.
Cryptosystem uses an encryption algorithms which determines how simple or complex the
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encryption process will be. The security of an encryption system should rely on the secrecy of
the encryption/decryption key instead of the encryption algorithm itself, the encryption system
will not be able to protect the ciphertext once the algorithm is broken. The security level of an
encryption algorithm is measured by the size of its key space. The larger size of the key space
is, the more time the attacker needs to do the exhaustive search of the key space, and thus the
higher the security level is. Data Encryption Standard (DES), 3DES, Advanced Encryption
Standard (AES), Blowfish, RC5, and RC6 are the selected algorithm used for quantitative
analysis. Description and function of these algorithms is briefly discussed.

DES [1-2] is the oldest data encryption standard. It operates on blocks of 64-bits in
size for plaintext and key. The key actually looks like a 64 bit quantity, but one bit in each of the
8 octets is used for odd parity on each octet. There are 2°° possible keys that must be tried to
encrypt or decrypt the data block. 56-bit key is used in DES and 16 round of each 48-bit sub
keys are formed by permuting 56-bit key. Plainedtext block size of 64-bit is made from L and R
blocks of 32-bit. The advantages of DES: any a change of one input or key bit results in
changing more than half output bits. Also, each bit of cipher text depends upon multiple bits of
plaintext and key. DES is now considered to be insecure for many applications. This is chiefly
due to the 56-bit key size being too small; DES keys have been broken in less than 24 hours
by Brute force attack in which it consists of systematically checking all possible keys until the
correct key is found. There are also some analytical results which demonstrate theoretical
weaknesses in the cipher.

3DES [2] is designed to increase the encryption level. 3DES runs three times slower
than DES, It also has low performance, 1/3 throughput of DES, or in other words it needs 3
times than DES to process the same amount of data. It is quite slow for hardware and software
implementations. But it is easy to implement, secure and very efficient in hardware. It takes
three 64-bit keys, for an overall key length of 192 bits (3*64 bit) that eliminates many of the
attacks that can be used to reduce the amount of time it takes to break DES. The procedure and
operations are exactly the same as regular DES, but it is repeated three times.

AES [2-3] was designed after DES and 3DES, so AES is more secure than them due to
the larger-size key. AES operates on a 4x4 matrix of bytes termed as a state. So the strength
of AES showed by the combination of security, performance, efficiency, implementation ability,
and flexibility. It allows the data length of 128, 192 and 256 bits, and supporting three different
key lengths, 128, 192, and 256 bits. AES works with byte quantities so it must be converted into
bytes. AES is an iterated block cipher. This means that the same operations are performed
many times on a fixed number of bytes. These operations are: ADD ROUND KEY, BYTE SUB,
SHIFT ROW, and MIX COLUMN.

Blowfish [5-7] is a symmetric block cipher that encrypts data in 64-bit blocks. The
algorithm has two parts, key expansion and data encryption. Eighteen 32-bit sub-keys, and four
arrays (the S-boxes), each of size 256 by 32 bits, from a key of at most 448 bits (56 bytes). The
data encryption uses a 16-round Feistel Network. The main operations used in Blowfish are
XOR and Addition modulo 2%,

RC5 [8-9] is a parameterized algorithm, designated as RC5-w/r/b, where w: word size
(in bits), r: number of rounds, b: length of key (in bytes). The allowable value of w is 16, 32 and
64; the allowable values of r and b range from 0 to 255. RCS5 is a highly efficient and flexible
cryptographic algorithm, for which many parameters (key size, block size, number of rounds)
can be adjusted to tradeoff security strength with power consumption and computational
overhead. The parameter of RC5-32/12/16 is commonly chosen. There are three operations:
words addition, XOR, and data-dependent left rotation of X by y denoted by x <<<'.

RC6 [10] appears to be a useful cryptographic solution that has taken the advantage of
RC5 and the AES evaluations. RC6 remains an ideal choice for many high-security and high-
performance applications. RC6 encryption, like RC5 parameterized algorithm RC6-w/r/b, (w=
32; (Ig(w) = 5), r= 20, and b= 16, 24, or 32 ). RC6 is based on seven operations like addition
modulo 2", subtraction modulo 2", XOR of w-bit words, multiplication modulo 2", Rotate the w-
bit word to the left or to the right, and Parallel assignment of values on the right to registers on
the left. The addition, subtraction, and multiplication operations use two’s complement
representations.
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Figure 1. Reference Model of Proposed Security Operation

3. Security Operation Reference Model (SORM) As a Framework for Quantitative Analysis
of Algorithms

Any security operation can be described by the reference model, it may classify as a
composite or primitive (basic /atomic). The primitive is a simple operation which can be
implemented by logic gates, and there are two kinds of atomic operations; combinational logic
and sequential logic. Composite operation is computations performed by an algorithm. It can be
mapped into one or more basic operation. This operation can be memory or memory less,
reversible or irreversible, data oriented tabular or not, event based or step based and
decomposable or not decomposable as shown in Figurel. Projection of reference model on
cryptographic selected security algorithm operations is listed below.

Reference Model of DES Operations, XOR operation can be classified as primitive,
memory less, reversible, and combinational. Rotation Shift Left operation can be classified as
atomic, memory (registers of 32bit), clock based, reversible, and sequential. Rotation shift left
by two bite is composite operation, memory (registers of 32bit), clock based, reversible, and
decomposable. It can be decomposed into more atomic operation like two register for input and
output, rotate shift left for shifting one bit and after another clock cycle make second shift.
Permutation operation is composite, data oriented table base, memory less, and decomposable.
It can be decomposed into more primitive operation like one table, two register for input and
output, and one combination. S-Box operation is composite, data oriented table base, memory
less, and decomposable. It can be mapped into more atomic operation like 8 s-box table (sl to
s8 table), three register 48bit for input, 4bit for output from s-box table, and 32bit for final output,
and 4 combinations, one for grouping of data 6* 8bit, two for selecting row and column, and one
for generate final output from this operation. The all reference model of DES algorithm
decomposed operations can be summarized in Table 1. The number of each operation used in
this algorithm will be found in the following table.

Table 1. Reference Model of All DES Algorithm Operations

Operation No. of operation in DES Primitive/Basic/ Atomic Composite
atomic, memory less,
XOR () 64 reversible, and

combinational
atomic, memory(registers of

Rofr:ﬁtleft 4 left shift by one bit 32bit)y , clock based,
reversible, and sequential
Composite, memory
Rotate left . . (registers of 32bit), clock
shift 12 left shift by two bit based, reversible, and
decomposable.
16for 32bit input & output , 1 for 64bit Composite, data oriented
input x56bit output, 1 for 64bit input & table base, memory less,
Permutation output, 16 for 56bit input x48bit output, and decomposable.

16 for 32bit input x48bit output, 16 for
64bit input & output
Composite, data oriented
Des S-Box 16 table base, memory less,
and decomposable.
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Reference Model of 3DES Operations, there are 3 different modes in 3DES; in DES-
EEE3 mode (encyrpte plainedtext with k1 followed by another encyrpte with K2 followed by
another encyrpte with k3), these are exactly the same as regular DES, but it is repeated three
times. The all reference model of 3DES algorithm decomposed operations is the same as DES
but number of operations in 3DES is multiply by 3 of DES operations.

‘ Input data 128bit for plaintext & key ‘

Combine every 8bit of data for *

plaintext & key, convert it into
hexadecimal, and arranged it in a |
4x4 matrix (square) i

\L Using AES S-Box table to pick
XORing plaintext with key (16 XOR basic output

operator)
:
Combine all XOR result

|
| !
Output data

y

Figure 2. Add Round Key Operation Flowchart

Input data for round key operation ‘

Figure 3. Sub Byte Operation Flowchart

Table 2. Reference Model of All AES Algorithm Operations

Operation No. of operation in AES

(10 round) Basic Composite

16 per one round for Add key operation,

48 per one round for Mix Column Primitive, memory less,

XOR (&) operation, and 20 per one round for Key rigﬁ:z:gﬁioﬁgﬁ
Expansion operation
Rotsar:ieftleft 1 left shift by 1byte, 1 left shift by 2byte, Composite, not data oriented,
(Byte shifter) 1 left shift by 3byte memory, and decomposable.
Add Round Composite, not data oriented
] 11 table base, memory less, and
Key Operation decompos%le
Composite, data oriented
g ugraBt)i/éi 10 table base, memory less, and
P decomposable
Shift Row 10 Composite, not data oriented,
Operation memory, and decomposable.
Mix Column Composite, data oriented
Operation 9 table base, memory less, and
P decomposable.
Key Composite, data oriented
Expansion 10 table base, memory, and
Operation decomposable.

Reference Model of AES Operations, add Round Key operation as shown in Figure 2
can be decomposed into more atomic operation like two register for input and output, XOR
operator, and 2 combinations, one for grouping of data 16* 8bit to be converted to hexadecimal,
and one for generate final output from this operation. Sub Byte operation is composite, it can
be decomposed into more atomic operation like AES S-Box table, two register for input and
output as shown in Figure 3. Shift Row operation is composite, it can be decomposed into more
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atomic operation like 4 register for input and one for output, 5 combination for data byte, and 3
rotate left shift operation (byte shifter not bit shifter) are be listed as one lbyte shifter, 2byte
shifter, and 3byte shifter. Mix Column operation is so complex operation. It is composite, It can
be decomposed into more atomic operation like two tables L and E, registers for input and
output, 5combination, for multiplication operation (16 total multiplications) there are 48 XOR, 64
mathematical addition, and subtraction for hexadecimal value. Key Expansion operation is
composite, It can be decomposed into more atomic operation like circular shift, AES S-Box,
registers for input and output, 2combination, 20 XOR operator as shown in Figure 4. The all
reference model of AES algorithm decomposed operations can be summarized in Table 2.

| Read input key (16byte) |

b

Combine each column 4byte of key and put it
into register A, B, C, D

J:

Circular shift on wor d (4byte) of D register

pick the hex value of register D from AES
S-Box

XORing the result wnh  regi ister A and with

b

Save the result in A' register

| XORing A' register with register B |

|

| Save the result in B' register |

|

| XORing A' register with register C

|

| Save the result in C' register |

|

| XORing A' register with register D

|

| Save the result in D' register |

b

| Combine the all registers A’, B', C', D' |

Figure 4. Key Expansion Operation Flowchart

Reference Model of Blowfish Operations, data encryption operation is composite, data
oriented table base, memory, and decomposable. As shown in Figure 5, it can be mapped into
more simple operations like 4 S-array (4 byte), registers 32bit for input and output, 1
combination for output cipher text, addition mod 2%, subtraction and 50 XOR operation for
generate final output from this operation. Key expansion operation is composite, data oriented
table base, memory, and decomposable. It looks like data encryption operation, it can be
mapped into more simple operations like registers 32 bit for input and output, 4 S-array (4 byte),
addition mod 2%, subtraction and 68 XOR operation (18 XORing key with P-array + 50 XOR for
data encryption operation) for generate final output from this operation as shown in Figure 6.
The reference model of Blowfish algorithm decomposed operations can be summarized in Table
3.
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Figure 5. Data Encryption Operation Flowchart  Figure 6. Key Expansion Operation Flowchart
of Blowfish Algorithm of Blowfish Algorithm

Reference Model of RC5 Operations, Data encryption operation is composite, not data
oriented table base, memory, and decomposable. It can be mapped into more simple operations
like 32bit registers for input and output, 1 combination for output cipher text, addition and
subtraction mod 2%, 24 XOR operations, and 24 rotate shift left by different value of LE and RE
as shown in Figure 7. Key expansion operation is composite, not data oriented table base,
memory, and decomposable. It can be mapped into more simple operations like addition and
subtraction mod 2, registers for input and output, 78(3t=78) rotate shift left by 3 and 78 rotate
shift left by unknown variable of X and Y as shown in Figure 8. The reference model of RC5
algorithm decomposed operations can be summarized in Table 4.

Table 3. Reference Model of All Blowfish Algorithm Operations

Operation No. ofoper_atlon in Basic Composite
Blowfish
50 for data encryption atomic, memory less,
XOR (@) operation, 68 for key reversible, and
expansion operation combinational
data Composite, memory (registers of 32bit),

1 data oriented table base, and

encryption decomposable.

ke Composite, memory (registers of 32bit),
ex an)éion 1 data oriented table base, and
P decomposable.
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Figure 7. Data Encryption Operation Flowchart  Figure 8. Key Expansion Operation Flowchart
with RC5-32/12/16 of RC5 Algorithm

Table 4. Reference Model of All RC5 Algorithm Operations

Operation No. of operation in RC5 Basic Composite

atomic, memory less,
XOR (&) 24for data encryption operation reversible, and
combinational

24 left shift by unknown variable  of

RE,LE for data encryption operation, 78 Composite, memory, clock

Rotate left shift

by unknown - . based, reversible, and
B shift by 3 and 78 shift by unknown y !
variable variable for key expansion operation decomposable.
Composite, memory (registers
. of 32bit), not data oriented
data encryption 1 table base, and

decomposable.
Composite, memory, not data
key expansion 1 oriented table base, and
decomposable.

Reference Model of RC6 Operations, Data encryption operation is composite. It can be
mapped into more simple operations like 32bit registers for input and output, 1combination for
output cipher text, addition, subtraction, and multiplication mod 2%, 40 XOR operation, and 40
rotate shift left by 5 and 40 shifter by different calculated value of u and t. Key expansion
operation is composite. It can be mapped into more simple operations like addition, subtraction,
and multiplication mod 2%, registers for input and output, 132 rotate shift left by 5 and 132 rotate
shift left by unknown variable of A+B. The reference model of RC6 algorithm decomposed
operations can be summarized in Table 5.
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Table 5. Reference Model of All RC6 Algorithm Operations

Operation No. of operation in RC6 Basic Composite
atomic, memory less,
XOR () 40for data encryption operation reversible, and

combinational
40 left shift by unknown variable z, and 40

Rotate left shift left shift by 5 for data encryption Composite, memory, clock
by unknown operation, 132shift by 3 and 132shift by based, reversible, and
variable unknown variable p= A+B for key decomposable.

expansion operation
Composite, memory (registers
of 32bit), not data oriented
table base, and
decomposable.

data encryption 1

Composite, memory, not data
key expansion 1 oriented table base, and
decomposable.

4. Comparison between Common Operations used in Security Algorithms

A new comparative study between selected algorithms according to reference model of
common operations used in these algorithms is listed in Table 6. The structure of DES, 3DES
uses fewer types of atomic and composite operations rotate shift left, XOR, and eight 6bit-to-4bit
S-boxes. Compared to AES uses byte shifting, XOR, one 8bit-to-8bit S-box, and field
multiplication. Also, for RC5 and RC6 uses b;/te shifting by different value, XOR, addition mod

2%, subtraction mod 2%, multiplication mod 2.

Table 6. Comparison between DES, 3DES, AES, Blowfish, RC5, RC6

DES 3DES AES Blowfish RC5 RC6

'r\(')%ncg 16 16*3 10 16 12 20

XOR 64 192 84 118 24 40

S-Box 16 48 10 - - -

1bit 2bit 1bit 2bit 1lbyte 2byte 3byte unknown o unknown

Rotate variable variable
shittleft 4 15 12 36 1 1 1 78 102 40 132 132
Addition 26+6+3*78= e
mod 2% ) - - 64 286 84+43+3*132= 523
frgg}fgg; ] - - <16 <12 <20

Multipl
mod 2}; ) ) ) ) ) 40

5. Conclusion

This paper proposes new comparative study between selected algorithms based on a
completely defined reference model and framework for security algorithms operations that
explained and defined mathematically a framework for common operations used in security
algorithms that is better to be interpreted in a new instruction set architecture for next generation
network processors. The study held included the following algorithms: DES, 3DES, AES,
Blowfish, RC5 and RC6 according to reference model of quantitative analysis for composite and
primitive operations. The quantitative analysis approach is a step towards optimizing the
security operations; increase overall performance and speed with low area and low power
consumption for an efficient next generation family of network processors used for network
application like machine to machine (M2M) communication.
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