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With the growth of internet of medical things (loMT), the continuous
transfer of vital biomedical data requires lightweight encryption with strong
resistance to statistical and differential attacks. The Speck cipher is a suitable
candidate because of its low memory and execution time. However, its
vulnerability to differential cryptanalysis limits wider use in healthcare
environments. In this work, a hybrid lightweight algorithm is proposed by
integrating the PRESENT substitution box within the Speck64/96 round
structure. The substitution layer was evaluated at three different positions in
the round function. Statistical and differential analyses were performed on
four sets of plaintext data, each containing 1,000 test pairs. Index of
coincidence (1oC), entropy, and avalanche effect were used as the primary
statistical metrics. Differential trail strength was assessed using ciphertext
differences and round-wise differential probability (DP). The experimental
results show that the proposed version, named Speckpres_S, achieves a
6.02% reduction in loC, a 3.8% improvement in entropy, and a 1.7% rise in
avalanche effect when compared with Speck64/96. The differential trail
becomes weaker, with a 46% reduction in trail probability and a 12-15%
increase in trail weight across all datasets. The execution time remained
within IoMT limits. This indicates stronger resistance to differential attacks
with predictable diffusion. The study demonstrates that Speckpres_S
improves security while maintaining practical latency and throughput for
IoMT applications. Although execution time increases marginally, the gain
in differential resistance and statistical performance makes the proposed
algorithm a more robust option for transmitting sensitive biomedical
parameters.
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1. INTRODUCTION

With the advent of internet of medical things (IoMT), vitals such as blood pressure, body tem-
perature, heart rate of patients can be transmitted, stored on cloud and retrieved by the health care
professional with speed and ease. The IoMT services have recently seen an exponential growth throughout
the globe. The growth can be estimated from the fact that the global market size of loMT services has been
USD 60.33 billion in 2024 and it has been forecasted that the compound annual growth rate (CAGR) in
IoMT services in the next 8 years will be 38.5% [1].

With petabytes of loMT data in transit or at storage, data security is an important issue of concern.
The 1oMT data should be confidential, authenticated and correctly received by the medical health care
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professional [2]-[4]. Data breaches have been recorded in IoMT networks in the recent years [5], [6], inspite
of many existing lightweight security algorithms. Lightweight encryption algorithms are designed to
minimize memory usage and latency and are well-suited for ensuring secure data transit from the loMT
sensor level to the cloud. Considering metrics of memory, latency and throughput, authors in [7] suggest that
Present [8], Speck [9], Simon [9], Midori [10], and Piccolo [11] are the best suit algorithms for loMT devices
currently. Given the rapid growth of loMT and the increasing attempts by attackers to access transmitted
personal health information (PHI), there is a critical need for more number of robust encryption algorithms
that surpass the security of existing solutions.

The objective of this paper is to propose a novel hybrid lightweight encryption algorithm which is
developed from the base algorithm of Speck by the inclusion of S box of Present algorithm. Speck has been
specifically selected for modifications as it is considered to be the most memory efficient algorithm
occupying less than 200 bytes of ROM and zero bytes of RAM [7]. Speck also has a low latency
(408 cycles/block) and high throughput (470.5 Kbps) [7]. Although Speck offers excellent performance in
constrained environments, several studies report that it remains susceptible to differential attacks on a large
subset of its rounds [12], [13]. Existing research largely focuses on analyzing these weaknesses rather than
proposing modifications that improve differential resistance without compromising lightweight performance.
This creates a clear research gap in developing an enhanced version of Speck that strengthens its security
while remaining suitable for loOMT devices.

To address this gap, the present work investigates whether integrating a lightweight substitution box
into the Speck 64/96 round structure can improve its statistical and differential strength. The S box of present
is incorporated in the round structure of Speck 64/96. The block length choice has been made on the
requirement of the vital parameters that are most frequently transmitted. The key length choice is based on
impact level of biomedical data and it’s confidentiality level requirements [4]. The S box has been included
at various positions in the round structure of Speck. These versions are compared using statistical security
metrics. The best performing hybrid algorithm is referred as Speckpres_S. The physical costs of Speckpres_S
such as memory, latency and throughput has been computed and compared with original Speck. The
differential trails of original Speck and Speckpres_S are compared. Lastly, a detailed comparative analysis
has been done of Speck and Speckpres_S.

2. LITERATURE SURVEY
The literature survey covers Speck algorithm summary, it’s vulnerability, methods to improve this
algorithm against differential attacks and properties of S box.

2.1. Introduction and structure of Speck algorithm

Speck is a family of lightweight block ciphers publicly released by the National Security Agency
(NSA) in June 2013 [8]. It has been optimized for performance in software implementations and is an add—
rotate—XOR (ARX) cipher. The block size in Speck ranges from 32 bits to 256 bits. A block is always two
words, but the words may be 16, 24, 32, 48 or 64 bits in size. The keyword size ranges from 64 to 256 bits.
The key can be of 2, 3 or 4 words, depending upon the key length. To encrypt a block of 64 bits, there can be
2 different options of key size. The key size can be either 96 bits or 128 bits. While designing these rounds,
major importance has been given to reducing the latency and memory requirements [14]. Due to simple
linear and non-linear operations in round functions of Speck, it requires a lesser execution time and latency.
Linear and differential attacks are the limiting attacks of Speck. Differential attacks on 70 to 75% rounds of
all Speck variants have been possible [15]. 19 out of 26 rounds in Speck 64/96 which accounts to 73% of the
rounds have already been attacked. Since Speck gives optimized performance with respect to execution
speed, latency and memory, it can be a promisable cipher for 10T applications if it is made more robust to
differential attacks. The next section elaborates on methods which can be used to make a cipher more robust
to differential attacks.

2.2. Methods for enhancement of robustness of ciphers against differential attacks

Increasing the number of rounds in the cipher can make it more resistant to differential attacks [15].
Larger block sizes or an enhanced key scheduling algorithm [16] can also increase the complexity of
potential differential characteristics, making it more challenging to perform differential cryptanalysis.
Integrating S-boxes (substitution boxes) into the encryption rounds can add non-linearity to the cipher.
For example, the granule cipher and the skinny cipher use a static Substitution box to improve its robustness
against both linear and differential attacks [17].

As stated in section 1, this paper analyses the performance of Speck 64/96 cipher with an inclusion
of S box. The choice of S box and it’s position in the round is crucial in deciding the security of the
algorithm. The metrics used to decide the quality of an S box is given in sub-section 2.3.
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2.3. Metrics used for substitution box selection

The difference distribution table (DDT) [18], linear approximation table (LAT) [18] and the
Boomerang connectivity table (BCT) [19] constructed from the S box can help us evaluate the effectiveness
of the S box towards certain attacks. Panchami and Mathew [20] has compared more than 20 S Boxes
with respect to SNR (DPA), transparency order, confusion coefficient, algebraic degree, differential
approximation probability (DAP), linear approximation probability (LAP). The DAP of Present S box was
stated to be 0.657 and the LAP was 0.256 [20] which indicates the robustness of the Present S Box against
differential and linear attacks respectively.

3. SOFTWARE IMPLEMENTATION
The tools and algorithms/methods used for Substitution box selection, hybrid algorithm
development, formation of the plain-text data, differential cryptanalysis is briefed in this section.

3.1. Evaluating the properties of present S boxes
To validate the claims presented in paper [20], the DDT, LAT and BCT of the Present S box as
shown in Figures 1-3 were constructed using SageMath tool [21].
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Figure 1. DDT of Present S box Figure 2. LAT of Present Sbox Figure 3. BCT of Present S box

From the DDT of the Substitution boxes, the differential branch number and differential unifor-
mity was found. Likewise, the BCT and LAT was constructed. Metrics such as boomerang uniformity [21],
linear branch number [21] and linearity was found. Table 1 shows the values of Present S box with respect to
the metrics obtained from table.

The absolute value of maximum difference probability (MDP) is found to be 4 which is the
minimum possible value. The differential uniformity (DU) which is a direct indicative measure of DAP is
found to be 4. Both DU and DAP should be as low as possible. While other key properties (e.g., differential
uniformity, boomerang uniformity, linearity) are equivalent across most S boxes given in [20], the Present
S-box provides stronger non-linearity propagation without compromising balance or linear structure.

Table 1. Metrics of Present S-box

Metric Present
Differential branch number 3
Differential uniformity 4
Boomerang uniformity 16
Maximal difference probability absolute 4
Linear structure True
Balanced/Unbalanced Balanced
Linear branch number 2
Linearity 8

3.2. Implementation of S box in Speck round

An attempt has been made to implement the S box of present algorithm at 3 different positions,
S Box for half of plain text in each round, the complete plain text in every round of Speck and at the start of
the rounds. Figures 4-6 show the positions of S box inclusion in the trials. All software implementations have
been done in ¢ programming with Visual Studio 2022 editor.
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3.2.1. Structure and implementation of the algorithm

As shown in Figure 5, the 64 bits plain text is fed to the Substitution layer and then inputted for the
regular operations of Speck. The substitution happens in every round of Speck algorithm. Other functions of
modulo addition, right and left bit rotations are kept the same. 64 bit user defined block is divided into 2
halves, namely X and Y blocks of 32 bits each. This data is fed to the S box. The key scheduling algorithm is
same as that of Speck. This version is henceforth called as Speckpres_S.

X block of ¥ block of X block of ¥ block of | S box of PRESENT before round 1 |
plaintext plaintext plaintext plaintext |
l ] H X block of ¥ black of
S box of PRESENT | S box of PRESENT | plaintest plaintext

OSOR

| Ciphered data of one round | I Ciphered data of one round ‘ I Ciphered data of one round |
7 T T ] . ¥
Figure 4. S box included for Figure 5. S box included for Figure 6. S box included at
half plain text whole plain text (Speckpres_S) start of rounds

3.2.2. Formation of the test data

The test data which serves as a plaintext is taken in the hexadecimal format for compactness in
representation. If a patient has a body temperature of 37.7 degrees Celsius, SPO2 value of 94% and a random
blood sugar of 550 mg/dL, then the sample of test data would look like as shown in Figure 7 [22]. As shown in
Figure 7, part A of the data can be further used for ensuring integrity or sending more biomedical parameters.
Part B is the concatenated biomedical parameters of temperature, SPO2 and glucose level in hexadecimal
format. For all testing purposes, part A of the plaintext in this paper is kept to be a series of “zeroes”.

i )

0000000 25075E226

A. Digits to be used for B. Biomedical data in hex

authentication and Integrity

\ 4

Figure 7. The format of plain text in hexadecimal

3.2.3. Differential trail of Speck and Speckpres_S

Differential trail of Speckpres_S was found primarily to assess its resilience to differential
cryptanalysis. This differential trail should be as weak as possible. A cipher with a strong differential trail is
more prone to attacks [23]. The differential trail was found using algorithm 1.

Algorithm for finding differential trails

Input:

1. A cryptographic algorithm E operating on n-bit plaintexts.

2. A specific plaintext difference AP , where AP =P1 @ P2.

3. N : Number of plaintext pairs to analyze (e.g., N = 1000).
Output:

Observed differential trail AP — AC for each round of the algorithm.
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Algorithm 1. Algorithm for finding differential trail of Speck and Speckpres S
Algorithm 1.1. Generate plaintext pairs:

Randomly generate N plaintexts P1,P2,...,PN of n-bits each.

for each plaintext Pi do:

Compute its pair P' such that:

P' = Pi @ AP

where AP = 00000000 08000000 (as an example).

end for

Algorithm 1.2. Encrypt plaintext pairs:

for each plaintext pair (Pi, Pi') do

Encrypt the pair using E to produce ciphertexts:
Ci = E(P1i), C' = E(P1i")

end for

Algorithm 1.3. Compute ciphertext differences: for each ciphertext pair (Ci, C’) do:
Compute the ciphertext difference:

ACL = Ci @ cC’

end for

Algorithm 1.4. Map plaintext-ciphertext differences:

Record and analyze the relationships between AP and AC:
E

AP —— AC

Algorithm 1.5. Repeat for each round:

for each round r of the algorithm E do

Observe and log the differential trail:

APr = (ALi, ARi) — (ALo, ARo)

where AL and AR denote the left and right halves of the plaintext/ciphertext difference at
round r.

end for

Algorithm 1.6. Analyze differential trail:
Identify occurrences where specific AP consistently produce specific AC. Summarize the
probabilities for each trail AP - AC.

4. RESULTS AND DISCUSSIONS
This section tabulates and interpretes the statistical metrics, the differential cryptanalysis metrics
and the performance costs of the hybrid cipher.

4.1. Comparison of Speck and modified Speck versions using security metrics

Index of coincidence (IoC) [24], Entropy and Avalanche effect [25] of all versions was computed
and compared with Speck64/96. It is seen that when S box is included in the complete plain text, the
percentage changes of the 3 metrics show the correct and desirable trend. Table 2 shows that Speckpres_S
supercedes Speck algorithm in all 3-security metrics. The entropy has increased by 3.8% and the avalanche
effect is also increased. The 1oC also decreases by 6.02%.

Table 2. Comparison of statistical metrics for Speck with different S-box integration strategies

Algorithm % change in 1oC % change in Entropy % change in Avalanche
Speck with S-box for half of plain text Increased by 25.45% Increased by 0.4% Decreased by 0.4%
Speckpres_S Decreased by 6.02% Increased by 3.8% Increased by 1.7%

Speck with S-box at the start of the round  Decreased by 2.02% Decreased by 3.3% Decreased by 2.1%

4.2. Comparison of Speck and Speckpres_S using differential trail

Tables 3 and 4 show the details of the differential trail of Speck and Speckpres_S for a single data
set of 1,000 pair of plaint-text samples. As shown in Table 3, differential probability (DP) and weight of
Speck was computed from this differential trail.

Total DP of the trail is the product of the probabilities at each round and is expressed as:

DPtrail = Proundl X Proundz X =—===X Proundn (l)
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the weight of a round which is the negative base-2 logarithm of its probability was computed as:
Weight(round) = — log2(Pround) 2
for the full trail:
Weight(round) = Y., ounas Weight(round) 3)

High-weight trails indicate that the cipher has strong diffusion and non-linearity, making it difficult
for differences to propagate predictably. A higher weight also indicates that a much larger number of plain
texts will be required for any type of attack. Thus, an algorithm having lesser value of trail DP and higher
value of weight is considered to be robust against differential attacks. For Speck algorithm, the DP,,; was
found to be 0.00805 and weight was calculated as 6.95. The DP,.,;; was found to be 0.00434 and weight was
calculated as 7.844. This clearly shows that Speckpres_S has a weaker differential trail which indicates it will
be more robust to differential attacks as compared to original Speck.

Table 3. Differential probability and weight of Speck
Rounds AX Ay Pround Weight (round)
Round 1 00080000 00080000  1000/1000 =1 0
Round 2 00080800 00480800 322/1000=0.322 1.634
Round 3 00480008 02084008 25/1000 = 0.025 5.32

DPtrail = 0.00805 Total weight = 6.95

Table 4. Differential probability and weight of Speckpres S
Rounds Ax Ay Pround Weight (round)
Round1 00004000 00004000  217/1000 =0.217  2.204
Round2  000050CO  0002DOCO  20/1000=0.020  5.64

DPtrail = 0.00434  Total weight =7.844

As seen in Tables 3 and 4, DPtrail of Speckpres_S is 46% lower than that of Speck. The weight of
Speckpres S is.12.86% higher than that of Speck. The differential trail, DPtrail and weight was found for 2
more sets of 1,000 pairs of plain text data. Figure 8 shows that all sets of inputs showed similar results with
Speckpres S showing a 40% to 50% decrease in the of differential trail probablity.

Differential trail probability of Speck and Speckpres_S with
3 different datasets

DPtrail values
o
[=]
o
&

Dataset 1 Dataset 2 Dataset 3

mSpeck mSpeckpres_S

Figure 8. Comparison of differential trail probabilities of Speck and Speckpres_S

4.3. Comparison of Speck and Speckpres_S using performance costs such as execution time and
latency on STM32 based boards

Execution time, latency was found of both algorithms on Nucleo F401RE development board.
The STM32 Nucleo-FA01RE development board is based on the STM32F401RE microcontroller, featuring
an ARM Cortex-M4 core operating at a maximum clock frequency of 84 MHz [26], [27]. Table 5 compares
the performance costs of the proposed hybrid algorithm with the original speck64/96. Results show that the
execution time and latency are well within acceptable limits of loMT transmission [28], [29].

Table 5. Execution time and latency comparison of Speck-64/96
and Speckpres-S-64/96 on STM32F401RE (84 MHz)
Speck 64/96 Speckpres_S 64/96
Execution time 42 microseconds 93 microseconds
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5. CONCLUSION

In this paper, a novel hybrid encryption algorithm tailored for loMT was proposed and evaluated.
The algorithm demonstrated significant improvements in critical cryptographic properties, including the 1oC,
avalanche effect, entropy and differential trail. These characteristics indicate an enhanced resistance to
statistical and differential cryptanalysis. The 10C decreases by 6.02%, avalanche effect increases by 1.7%
using the new hybrid algorithm Speckpres S. This algorithm also shows a weaker differential trail probability
of only 0.00434 as compared to the DPtrail of Speck which is 0.00825. This reiterates the robustness of the
Speckpres_S against differential attacks. These improvements contribute to stronger security guarantees,
making the proposed algorithm suitable for sensitive medical data transmission. However, the trade-off for
this increased security is a marginally higher execution time and latency, which is a common challenge in
advanced encryption techniques. The execution time increases by 51 us when tested on an STM32 Nucleo
board. This marginally increased execution time is well within limits of loMT data transfer rate requirements.
Future work will focus on modifying the same algorithm for providing authentication and Integrity.
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