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 The Internet of Things (IoT) represents an increasingly sophisticated 
paradigm which interconnects heterogeneous devices, enabling continuous 

data exchange and automation. However, IoT systems face significant 
challenges related to scalability, limited device resources, and data security. 
Blockchain technology provides an effective foundation for addressing such 
challenges thanks to its decentralized structure and consensus algorithms. 
This work focuses on improving the blockchain consensus protocol or 
consensus algorithm referred to as proof of authentication (PoAh) for 
adaptation to IoT networks using smart contract. It also presents a 
comparison of various existing consensus algorithms and explores different 

blockchain open-source platforms and their adaptation to IoT. Although 
experimental validation remains part of future work, the conceptual  
design and theoretical analysis presented here lay the groundwork for the 
future implementation and evaluation of the improved PoAh within real IoT 
use cases. 
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1. INTRODUCTION 

Internet of things (IoT) and blockchain are considered sophisticated technologies [1], that will have 

a transformative impact on various sectors [1], particularly in a variety of applications like smart homes [2], 

smart farms [2], [3], degree certification and electronic voting, though IoTs is considered effectively an 

interconnected system composed of devices which provide a variety of services for industry [4]. The IoT has 
the same characteristics:  

- The variety within IoT devices and systems. 

- This decentralization concerns their infrastructure. 

- Network complexity. 

- This heterogeneity regarding IoT datasets. 

All of these characteristics bring issues such as the diversity in IoT architectures, insufficient 

compatibility limitations, resource restrictions of connected devices in IoT, and risks related to 

confidentiality and protection [4], [5]. 

 

https://creativecommons.org/licenses/by-sa/4.0/
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This emergence related to technology offers the possibility of addressing the previousely mentioned 

issues associated with IoT. In essence, blockchain represents a decentralized ledger that spans the whole 

decentralized network. With decentralised consensus, blockchains enable transactions to be carried out and 

validated in a distributed system where mutual distrust prevails, with no intervention of an intermediary party 

[4]. as long as blockchain technology is an unhackable database that no one person controls but everyone can 

use and anyone can check. Additional blocks (or records) can be added to the old ones as long as every node 

on the network agrees to add them. Additionally, once blocks are written down, they cannot be changed or 
removed blockchain technology has the following key aspects: decentralization, immutability, non-

repudiation, transparency, pseudonymity, traceability [4]. Integration of blockchain in IoT has the following 

merits: interoperability, traceability, reliability, autonomic interactions [4]. Several studies have demonstrated 

blockchain technology’s ability in ensuring data authenticity as well as traceability in IoT environments. For 

instance, the Docschain framework introduces a blockchain-IoT based architecture designed to securely 

verify and authenticate academic documents [6]. 

The involvement of blockchain technology into the IoT raises various issues related to the 

adaptation of consensus algorithms to IoT networks, especially regarding computing power, latency, data 

storage as well as security [7], [8]. “Widely recognized proof of work (PoW) demands significant processing 

power and has a latency of several minutes, which is completely unsuitable for IoT networks” [9]. This 

vulnerability also affects other algorithms like proof of capacity (PoC), leased proof of stake (LPoS), proof of 

authority (PoA), Casper, proof of burn (PoB), ByzCoin, Definity, Algorand, RsCoin, and Elastico [8], [10], 
[11]. Other algorithms that are suitable to some extent for IoT networks include: delegated practical 

byzantine fault tolerance (dPBFT), Stellar, Ripple, Tendermint, Raft, OmniLedger, and RapidChain [8]. 

Several researchers [8] have attempted to address these concerns, for example by using the original proof of 

authentication (PoAh) algorithm. However, this algorithm has its own drawbacks, as described: 

- Network nodes mix transactions to form the block without validation. 

- Authentication only applies at the block level, which can compromise data security and integrity. 
To ensure secure communication, there are blockchain consensus algorithms such as PoW, but the 

issue of energy consumption means that PoAh is an algorithm suited to IoT networks based on authentication 

instead of processing computationally intensive operations that require higher performance. 

In other words, it seems clear that Blockchain is an ideal partner for IoT because of its enhanced, 

data confidentiality, protection, dependability, interoperability and system expansion. In the present article, 

we explore an improvement to the PoAh algorithm by integrating smart contracts in order to validate 

transactions before they are mixed into the block, meaning that the operation is performed directly on 

validated blocks. Smart contracts can improve PoAh by: 

- Trust development automatically: smart contracts serve to define authorization rules and adjust trust 
scores. The distributed ledger stores the identity and power information for each device, and smart 

contracts identify authorized devices and penalize inactive or malicious devices by reducing their trust 

scores. This makes the selection of validators dynamic, based on battery power and behavior history. 

- Ensuring fast latency with lower energy consumption: smart contracts automatically enforce access 

control and authentication policies. When a transaction is sent, the signature and trust score are verified, 

resulting in either acceptance or rejection, ensuring fast latency with lower energy consumption. 

The other parts of the present are subsequently presented as detailed below: section 2 outlines the 

consensus algorithms, with a particular focus on the PoAh algorithm. Section 3 outlines the research problem 
and its challenges. Section 4 introduces the proposed solution, detailing a new consensus algorithm. Section 5 

presents the perspectives of this paper, highlighting the future work dedicated to modeling, performance 

testing, and large-scale deployment of the PoAh mechanism. At the end, section 6 sums up the work through 

a recap of the important results and emphasizing the key inputs of both the original and improved PoAh 

algorithms to IoT-blockchain integration, as well as their potential for scalable and secure real-world 

applications. 

 

 

2. OVERVIEW OF CONSENSUS ALGORITHMS AND POAH 

The blockchain employs a variety of algorithms to help nodes to reach consensus on new blocks. 

Table 1 classifies these consensus algorithms. This section covers two major categories: validation 

algorithms and authentication algorithms. We first describe validation methods and assess their usefulness for 
blockchain-based IoT networks. Next, we compare the various consensus validation procedures described in 

Table 2. Algorithms that are either incompatible with IoT networks or reflect minor variations on current 

consensus mechanisms are briefly discussed [8]. Finally, we consider PoAh as an example of an 

authentication consensus algorithm. 
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Table 1. The categorization of blockchain consensus algorithms [8], [12], [13] 
Validation consensus algorithms Authentication consensus algorithms 

Raft, PoI, PoB, dPBFT, Tendermint, PoS, Stellar, PoA, PoET, ByzCoin,  

DPoS, Ripple, Casper, PoW, Tangle, LPoS, PoC, Definity, PBFT,  

Algorand, RSCoin, Elastico, OmniLidger, RapidChain. 

PoAh 

 

 

2.1.  Validation consensus algorithms 

The principal blockchain consensus algorithms each offer distinct validation mechanisms and levels 

of suitability for IoT environments. PoW [10] relies on miners’ computational power, while its variants such 

as PoC [10] and PoET [8] use storage and random waiting times respectively, though only PoET shows 

partial IoT adaptability due to low latency but suffers from hardware dependency [11]. PoS [10] and its 

derivatives, DpoS [11], LPoS [10], PoI, PoA, Casper, and PoB, select validators based on monetary stakes, 

making them energy-efficient but conceptually misaligned with IoT systems lacking currency-based 

incentives. BFT based algorithms, notably PBFT [10], effectively secure small private IoT networks, whereas 

extensions like dBFT [11], SCP, Ripple, Tendermint, and ByzCoin [11] incur higher latency and throughput 

constraints. Verifiable random function mechanisms [12], such as Algorand and Definity [12], enhance 
fairness through random committee selection but are hampered by significant latency. Sharding-based 

algorithms, RSCoin, Elastico, OmniLedger, and RapidChain, improve scalability via parallel processing yet 

demand high storage and introduce synchronization complexity [13]. Raft [12], derived from Paxos, achieves 

low latency through leader-based voting but risks single-node dependency. Finally, Tangle [11], used by 

IOTA, replaces traditional blocks with a directed acyclic graph (DAG) [14], allowing every transaction to 

confirm two others [14], thus offering a promising lightweight structure tailored for decentralized IoT 

ecosystems. 

Table 2 elaborates on an examination contrasting the aformentioned validation-focused agreement 

mechanisms and their respective adjustments [15], relative to IoTs [15], [16]. The appropriate consensus 

algorithms for IoTs are indicated by  [8], [15], partially adaptable consensus algorithms are symbolized by 

 [8], [15], and not adaptable algorithms to IoTs are represented by  [8], [15]. 
 

 

Table 2. Analytical overview on different validation consensus algorithms [8], [16]-[18] 
Consensus algorithm Through-put Latency Storage overhead Adaptation in IoT 

Raft HIGH LOW HIGH  
PBFT HIGH LOW HIGH  
PoS LOW MEDIUM HIGH  

Algorand MEDIUM MEDIUM HIGH 
 

PoET HIGH LOW HIGH  
Stellar HIGH MEDIUM HIGH 

 
PoA LOW MEDIUM HIGH 

 
PoI HIGH MEDIUM HIGH  

ByzCoiin HIGH MEDIUM HIGH  
DPoS HIGH MEDIUM HIGH  

Tendermint HIGH LOW HIGH  
PoC LOW HIGH VERY HIGH  
PoW LOW HIGH HIGH  

Tangle HIGH LOW LOW  
LPoS LOW MEDIUM HIGH  

Definity N/A (Not applicable) MEDIUM N/A (Not applicable)  
PoB LOW HIGH HIGH  

RapidChain HIGH MEDIUM LOW  
dPBFT HIGH MEDIUM HIGH  
Casper MEDIUM MEDIUM HIGH  
RSCoin HIGH LOW HIGH  

OmniLedger HIGH MEDIUM LOW  
Ripple HIGH MEDIUM HIGH  

Elastico LOW HIGH HIGH  

 

 

2.2.  Authentication consensus algorithms 

The category of authentication algorithms includes PoAh, which focuses on authenticity 

verification. PoAh is a consensus mechanism which integrates an confirmation process during block 
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validation. In the actual section, we will investigate the PoAh consensus algorithm, which is proposed to 

create a flexible and sustainable blockchain tailored for devices with limited resources. This algorithm 

incorporates an authentication process during the block validated process, while adhering to traditional 

communication protocols for the remainder of the process. 

Figures 1, and 2 give a study comparing the PoAh offered with the PoW. The participants within 

network environment create transactions (Trx) using data captured or collected to constitute a block. These 

are represented by B = {Trx1, Trx2, ..., Trxn} as illustrated in Figure 2. The blocks are propgated by nodes 
for supplementary evaluation and/or assurance in the network by trusted nodes. Figure 3 shows step by step 

the process involves in selecting a trusted node [16]. 
 
 

 
 

Figure 1. The machanism the consensus algorithm PoW [16] 
 
 

 
 

Figure 2. The original consensus algorithm PoAh [16] 
 
 

 
 

Figure 3. Process for selecting the authenticated node under PoAh [16] 
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The PoA consensus algorithm is designed for IoT networks to verify the authenticity of connected 

devices and achieve consensus on the network’s state. An authentication mechanism is introduced by  

PoAh algorithm, contrasting with the validating process employed by different consensus algorithms. 

Authentication requires less energy and fewer resources compared to alternative mechanisms, making it 

particularly beneficial for resource-constrained environments like IoT architectures [16]. 

 

2.3.  Analysis of PoAh 

Practically, each device within the network is interconnected through either a wireless or cable-

based network through a routing device. As a result, the devices’s media access control (MAC) addresses 

serve as identifiers during the initiation of a transaction. Once this later is initiated, the the designated 

validator node obtains it and initiates the verification procedure [16]. Subsequently, this validator node [16], 

appends blocks into local blockchain and subsequently broadcasts it on the network [16]. Other participants 

will only add the block if it originates from the trusted nodes [16]. Upon receiving blocks from the  

trusted nodes, the nodes integrate these entries within their individual ledger maintained within the storage  

layer [16]. 

The PoAh consensus algorithm is distinguished by its resource-efficient block validation process 

[19]. In comparison to PoW, PoAh offers the benefit of faster execution while ensuring security. This 

approach enhances security thanks to decentralized blockchain-based solution of the IoTs. Furthermore, 
PoAh offers a more suitable for IoT applications than other blockchain consensus algorithms. These 

characteristics position PoAh as a promising solution, balancing efficiency, security, and flexibility for IoT 

environments. However, the PoAh algorithm does have certain limitations, especially regarding scalability, 

its capacity for large-scale implementation. 

 

 

3. PROBLEMATIC STATEMENT 

Blockchain and IoT are transformative developed technologies which could drastically transform 

various sectors as well as reshape societal structures. Blockchain enables decentralization by removing the 

need for intermediaries to validate transactions. However, this integration presents several research 

challenges for IoT, including diversity within IoT systems, network complexity [20], resource constraints of 
IoT devices [21], and privacy vulnerability [22]. 

In general, consensus algorithms in IoTs environments face several critical challenges. Foremost 

among these is data storage, as IoT devices typically have limited memory capacity. Ensuring the 

availability, integrity, and secure storage of data presents a significant hurdle. Latency is another key issue, 

where timely decision-making is crucial. Energy consumption poses additional concerns, given that many 

IoT devices are battery-powered and must operate efficiently to prolong battery life [8]. Moreover, the 

constrained computational ability of IoT devices can complicate the deployment of consensus protocols [8], 

necessitating resource-optimized solutions [8], [23]. 

Numerous studies have explored consensus algorithms in applications, offering a range of solutions. 

The use of the PoAh consensus method, which utilizes the MAC address of each network node to achieve 

consensus. Human networks are classified into three categories: sensor human networks, aggregator human 
networks, and trusted human networks, which function as miners. Experimental results indicate that the block 

validation process has a latency of 29 ms and an energy consumption of 44 mJ. Another proposal, discussed 

in [8], also uses the PoAh consensus algorithm but incorporates the EL GAMAL cryptography model along 

with an authentication mechanism. In this setup, trust chains authenticate transaction blocks before 

determining whether to accept or reject them for inclusion in the blockchain. The observed latency in this 

case, based on experimental results, is 3.34 seconds [16]. 

The primary challenge lies in identifying a consensus algorithm that is adaptable for IoTs.  

A comparative analysis for blockchain consensus algorithms and their applicability to IoT networks has been 

conducted in sources [8]. Additionally, a research study has identified several key parameters guiding 

selecting an agreement algorithm tailored for IoT [8], such as latency, computational power, data storage 

capacity, and security. Many consensus algorithms designed for cryptocurrency are not suitable for IoT 

applications. Therefore, the choice of a consensus method for IoT networks must consider several factors. 
Based on the research projects and findings mentioned, the PoAh consensus algorithm emerges as 

the preferred choice due to its compatibility with IoT applications. PoAh was selected due to its 

authentication mechanism as well as energy efficiency, thus fitting for low-consumption IoT environments. 

Additionally, PoAh significantly reduces transaction latency, addressing common challenges faced by IoT 

applications. However, this method faces some challenges: 

- Scalability: the authentication process can become a significant challenge for large-scale IoT networks, as 

each device must undergo unique authentication with a trust seal. 
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- Centralization: the PoAh algorithm depends on trust-based consensus for user authentication, which could 

limit decentralization and resistance to criticism—key attributes of blockchain systems. 

- Susceptibility to attacks: the absence of trust within the system makes it vulnerable to cyberattacks, as 

malicious actors might exploit it to forge authentication credentials. 

In this context IoT still encounter major issues concerning latency, network communication capacity, as well 

as scalability [24]. Recent research has introduced optimized multi-user communication models aimed at 

enhancing efficiency and minimizing transmission delay [24]. 

In the area of integrating blockchain technology into IoT [25], many researchers, as referenced in 

studies [16], [25], have proposed the PoAh consensus algorithm as a suitable and viable solution for IoT 

networks. However, PoAh presents several challenges within the IoT environment. First, network nodes 

combine transactions without conducting prior validation, which undermines the reliability of the data saved 

in the blocks. Additionally, there is a limit of the authentication process to the block level, leaving the data 

vulnerable to security and integrity risks. Finally, the authentication mechanism could become a significant 
bottleneck in large-scale IoT networks, as each device must be individually authenticated by a trusted node, 

potentially hindering performance. 

The integration of the system of blockchain within IoT marks a major leap forward [26], “with the 

potential to transform the way connected devices communicate and exchange data” [27]. Blockchain offers a 

decentralized and secure framework, facilitating reliable transactions among IoT devices avoiding 

dependence on a central authority. Owing to the immutable and transparent features of blockchain, IoT-

produced data sensors may be securely logged, establishing an indelible record. 

Figure 4 illustrates the workflow for generating, checking and adding blocks into the blockchain, as 

well as that associated difficulties. Once a transaction is issued, it is disseminated to the network nodes, 

where each participant maintains an instance or portion of the transactional registry on its device-level 

storage [18]. Node administrators determine either to retain a full ledger copy or just the most recent blocks, 

based on storage and processing needs. Nevertheless, the entire blockchain remains available on the miners’ 
nodes. Miners then confirm each transaction and group them into a block for further processing [16]. 

 

 

 
 

Figure 4. Procedure for forming a block and appending it to the ledger.  

Visual flames are used to emphasize [16] 

 

 

4. PROPOSED SOLUTION (NEW ALGORITHM) 

The blockchain consensus algorithm designated by the abbreviation PoAh uses MAC addresses as 
identifiers for connected objects (interconnected devices). Initiated transactions are combined to form a 

block, and when trusted nodes receive the block, they verify the issuer’s digital signature along with the 

device identifier (MAC address). After validation, the resulting unit becomes incorporated into a node-level 

ledger before being broadcast toward the remaining participants, which only add the block if it comes from a 

trusted node. Unlike PoW algorithm, which requires solving a costly hash puzzle (mathematical operations) 

(10 minutes per block), PoAh is based on lightweight operations (digital signature verification (private key 

(PrK) and public key (PuK)) and MAC address checking) [28], [29]. 
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The theoretical and practical advantages are explained as follows [28], [30]: 

- Energy efficiency: by eliminating intensive mining operations, PoAh reduces energy consumption. 

- Fast execution: latency is in the sequence of milliseconds, that is suitable for IoT. 
- Security: PoAh is based on digital signatures and limits 51% attacks by restricting validation to trusted 

nodes. 

Despite the advantages mentioned, the original PoAh is highly dependent on trust nodes. If these fail 

(or are compromised), the system can become vulnerable. This means that the centralization inherent in this 

approach and the management of trust values pose challenges such as scalability and energy consumption. 

Based on our comparative analysis regarding blockchain consensus algorithms along with their 

adaptability to IoT, we selected the PoAh consensus algorithm. Additionally, we proposed an improvement 

to enhance its suitability for IoT environments. The improved PoAh algorithm based on smart contracts 

which offers several notable characteristics, including: 

- The improved PoAh verifies the transactions before they are intertwined in the block.  

- The improved PoAh serves as a mechanism of cryptographic authentication designed for lightweight 

blockchain systems [30]. 

We present a novel architecture for improved PoAh, depicted in Figure 5, incorporating the 

enhancements described below: 

When the transactions are released, they must be verified via the smart contracts that is using 

sophisticated conditions according to the specifities of the system. The rest of the process continues as in the 
original PoAh [16]. All of that is done to cater for: 

- Data security and integrity: to strengthen data security and integrity during transaction validation, a novel 

approach incorporates the use of smart contracts. This method employs a conditional verification 

mechanism that rigorously checks each transaction before it is added to a block. The verification criteria 

rely on private and PuK, referencing a pre-registered list associated with each network node. If an attack 

attempt involving fraudulent transactions is detected, smart contracts automatically reject these 

transactions and flag the incident as malicious. 

- Scalability: authentication should follow the verification of the transactions that constitute a block.  

The improved PoAh algorithm depends on an authentication process conducted by trusted nodes. 

However, this method faces significant scalability challenges. To overcome this, the proposed solution 

introduces a transparent network setup. This method guarantees that information such as the number of 

nodes, their list, and their MAC addresses are readily available to all participants. The goal of this 

transparency is to enhance transaction verification and minimize the potential for manipulation. 

- Latency: continues to pose a major challenge in implementing blockchain technology in the IoT sector  

[31], primarily due to the requirement for real-time consensus validation times within milliseconds.  
One possible solution to this challenge is the integration of smart contracts. These contracts enable the 

definition of specific conditions for block validation or rejection, thus automating the validation process 

within a set timeframe. Enhancing the original PoAh algorithm involves establishing transparent network 

configurations, validating transactions prior to block creation, and incorporating smart contracts. These 

improvements aim to address current obstacles and improve the original PoAh algorithm’s suitability for 

large-scale IoT applications. 

 

4.1.  An overview of blockchain open-source platforms 
Several open source blockchain platforms offer varying degrees of suitability for IoT applications as 

illustrated in Table 3. Hyperledger Besu, which supports PoA and IBFT 2.0, moderately compatible with IoT 

due to its low computational requirements. Multichain provides a configurable framework for private 

blockchains emphasizing privacy, control, and throughput, supporting customizable consensus mechanisms 
such as PoA, yet its enterprise focus limits optimization for resource-constrained IoT environments [32], 

[33]. Go Ethereum (Geth), initially based on PoW and later PoS, is unsuitable for IoT because of its high 

resource demands, low scalability, and high transaction costs, despite supporting hybrid consensus. Substrate, 

developed by Parity Technologies, stands out for its modular and extensible architecture, enabling developers 

to design tailored blockchains with flexible consensus algorithms and interoperability across networks [34], 

[35]. Lastly, open Ethereum (formerly Parity Ethereum), written in rust, offers efficiency and configurability 

through PoA based private networks and hybrid consensus experimentation [34], [36]. 

The comparative analysis of blockchain platforms illustrated in Table 3 provides essential insights 

into their capabilities and development ecosystems for implementing the PoAh. By evaluating which is based 

on the implementation of the PoAh in IoT [37], indeed Substrate is the ideal choice for both IoT and PoAh 

use cases. Its highly modular and flexible framework allows developers to build custom consensus 
algorithms, including identity verification features required for PoAh, making it uniquely suited to identity 

based consensus models. Additionally, substrate’s adaptability enables the creation of tailored solutions that 
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satisfy the specific needs of IoT environments [38], including lightweight and resource-efficient consensus 

mechanisms [38]. This combination of flexibility and customizability makes parity substrate exceptionally 

well-suited for both IoT and PoAh applications [16], [34]. 

For our case, the chosen platform was selected based on criteria such as compatibility with specific 

blockchain consensus algorithms like PoAh, which differs from PoA, and adaptability to IoT systems and 

networks. Based on these requirements, we chose parity substrate as it provides the flexibility to customize 

the consensus mechanism and is well suited for integration with IoT networks it contains pallets that allows 
to personalize and develop the consensus algorithm recommended [16], [39]. However, one can find other 

distributed-ledger systems like IOTA, Solana, Hyperledger Fabric, and Sawtooth [40]. 

 

 

Table 3. Adaptation of platforms for PoAh consensus algorithm and IoT [8], [10] 

Platform Features 
Adaptation 

for PoAh 

Programming 

language 

Hyperledger 

Besu 

Partially YES 

Supports various configurations, including PoAh for secure transactions. 

Allows for some customization of consensus algorithms but does not 

natively support PoAh. 

Partially 

YES 
JAVA 

Multichain 

NO 

Designed for enterprise use; can implement PoAh in private networks. 

Highly flexible; users can define their own consensus algorithms, 

including PoAh. 

NO C++ 

Go-Ethereum 

NO 

Flexible enough to adapt PoAh for secure authentication in applications. 

Primarily supports PoW and is not designed for custom consensus 

algorithms like PoAh. Customization is limited in this context. 

NO RUST 

Open 

Ethereum 

NO 

Discontinued; lacks support and updates for PoAh implementation. 

Customization for PoAh is not straightforward and would require 

extensive modifications. 

NO GO 

Parity 

Substrate 

Highly modular; can be customized to implement PoAh as needed. 

Parity Substrate is highly modular and allows developers to implement 

custom consensus mechanisms, including PoAh. This flexibility makes it 

a strong candidate for projects requiring tailored authentication 

solutions. 

YES RUST 

 

 

4.2.  The proposed implementation of improved PoAh in IoT 

Figure 5 shows the system architecture that describes how improved PoAh in IoT works. Combining 

transactions before verification is one of the problems encountered in the original PoAh, so we propose an 
improved version of PoAh by integrating smart contracts. In this case, when transactions are initiated and 

ready to be combined into a block, smart contracts intervene to verify them. Verification is performed 

according to the conditions to be processed. smart contracts operate as an automated enforcement layer that 

validates transactions against predefined operational constraints [28]. After verification, the valid transactions 

are combined into a block by the blockchain network nodes, signed with their PrK, and transmitted to trusted 

nodes. This prevents invalid transactions. Upon receipt of a block for validation [28], the trusted node 

performs signature verification by matching the sender’s PuK against the signed data [41]. Once 

authentication is successful, the approved blocks are disseminated by authorized nodes carrying PoAh 

credential. Next, participating entities on the network check the PoAh related data before appending blocks to 

the ledger [16]. Once accepting a confirmed block [16], the participant calculates a cryptographic hash used 

to connect the subsequent block [16], and obtains the previous block’s hash to record it in active block [16]. 
As illustrated in Figure 5, ledger continuity is maintained through the uniform application of this principle 

across all participating nodes [18]. The operational steps of the proposed procedure for improved PoAh 

consensus algorithm [42], are outlined within the proposed procedure as follows in Algorithm 1. 

 

Algorithm 1. Proposed procedure for the improved PoAh [43] 
- Inputs: Each node in the network employs SHA-256 cryptographic hashing, “every node is 

equipped with PrK and a PuK” [43]. 

- Outputs: 

Validated blocks added to the blockchain. 

Notation: 

Trx denotes a transaction. 

SC denotes a smart contract. 

- (V_SC)(Trx): Verify transactions using smart contracts; 
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/* Smart contracts validate transactions according to predefined, application-

specific conditions. */ 

- (Trx⁺) → block; 
/* Nodes aggregate multiple transactions to form a block. */ 

- (S_PrK)(block) → broadcast; 

/* “Each node generates a digital signature over the block using its PrK and 

propagates the signed block throughout the network” [16]. */ 

- (V_PuK)(block) → MAC verification [16]; 

/* “Signature validation is performed by the trusted node through the sender’s PuK” 

[16]. */ 

- If the trusted node completes block decryption successfully [16], then 

a. Authenticate the block; 

/* Block authentication is successful. / 

b. block ∥ PoAh(D) → broadcast [16]; 
/* “The authenticated block is disseminated across the network by the 

trusted node” [16]. */ 

c. H(block) [18] → append to blockchain [16]; 

/* “Following confirmation from the trusted node, participating nodes 

integrate the block into their local blockchain ledger” [16]. */ 

- Else 

a. Declare authentication failure; 

/* Block authentication is unsuccessful. */ 

b. Reject the block; 

- Return to Step 1 for the next block. 

 
 

 
 

Figure 5. System architecture diagram of improved PoAh in IoT smart contract 
 

 

4.3.  Future simulation evaluation 

The original and improved PoAh will be tested in an environment with programming languages 

such as Rust and JavaScript. The laptop is a trusted node where it runs the local blockchain network using a 

substrate node, and two Raspberry Pi devices act as IoT devices to interface with the local blockchain system 

as illustrated within Figure 6. This test will be based on latency calculation to measure latency. The original 

and improved PoAh. 

Figure 6 illustrates an applied example of the system architecture for performing a practical 

simulation of improved PoAh. This figure represents a localized blockchain-based IoT network composed of 

a PC node and two Raspberry Pi devices interconnected within the same local network. The PC functions as 

the validator node, hosting and maintaining the blockchain through a Substrate-based environment where the 
PoAh operates. Meanwhile, the Raspberry Pi devices act as IoT data sources, each responsible for collecting 

and transmitting specific sensor information. Raspberry Pi 1 continuously measures and sends the CPU 

frequency, whereas Raspberry Pi 2 monitors and transmits the processor temperature. These data packets are 

formatted as blockchain transactions and transmitted to the validator node (the PC) for processing and 

validation. 
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Figure 6. Case study for the proposed architecture for implementing the improved PoAh in the IoT 

 

 

The improved PoAh (Figure 5) algorithm enhances the original consensus model by introducing a 

smart contract layer that automates transaction verification before block formation. As shown in the proposed 

procedure, “every node in the IoT-blockchain network employs SHA-256 hashing for cryptographic 
integrity, with each node owning a PrK and a PuK for secure authentication” [44]. When an IoT device 

initiates a transaction (Trx), the smart contract automatically checks whether the predefined conditions, such 

as threshold limits, sensor data consistency, or device authorization are met. This automatic validation 

(V_SC) significantly reduces manual verification overhead, thereby improving trust, consistency, and 

adaptability to application-specific rules. After validation, the authenticated transactions (Trx⁺) are grouped 

into blocks, signed by the nodes using their PrK, and distributed to “the network for verification by trusted 

nodes” [16]. 

“At the validation stage, the trust node decrypts the received block using the sender’s PuK to verify 

authenticity and confirm the source’s MAC address” [45]. If the verification is successful [46], the trust node 

disseminates the authenticated block and adds it to the blockchain [46], ensuring integrity, immutability, and 

transparency. Otherwise, the block is rejected to maintain data reliability. Compared to the original PoAh, 

this improved PoAh with smart contracts achieves lower latency due to automated verification, enhanced 
security through dual-layer validation (cryptographic and conditional logic), and optimized storage since only 

validated and relevant data are stored on-chain. This hybridization makes it highly efficient for IoT 

applications requiring dynamic trust management and real-time data validation. 

The comparative analysis between the original PoAh and the improved PoAh enhanced with smart 

contract integration demonstrates a notable evolution with respect to latency [46], throughput, security level 

[46], as well as storage optimization [46], all associated with which are critical parameters in IoT-blockchain 

systems. Both algorithms share the same foundational principles of lightweight authentication through digital 

signatures and trusted validation, but the improved version integrates programmable smart contracts to 

automate decision-making and enhance transaction verification efficiency. 

The comparison between the original PoAh and the improved PoAh integrated with smart contracts 

clearly reveals a substantial improvement in the performance as well as adaptability within blockchain 
systems designed for IoT environments. Both algorithms rely on lightweight authentication using 

cryptographic key pairs to validate transactions and ensure data integrity, but the improved PoAh introduces 

a smart contract layer that automates transaction verification before block formation. This innovation reduces 

manual validator workload and ensures that only transactions meeting specific pre-defined conditions are 

processed, resulting in faster validation and greater consistency. 

Overall, these findings highlight the enhanced performance delivered by the improved PoAh.  

The combination related to smart contract automation and cryptographic authentication leads to lower 

latency, higher throughput, stronger security, and optimized storage usage, thereby rendering it more apt for 

extensive IoT environments. 

A hybrid approach integrating blockchain with edge computing has demonstrated the ability to 

lower processing latency while strengthening security in distributed IoT systems [7]. This aligns directly with 
the objective of enhancing PoAh performance in our proposed work. 
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5. PERSPECTIVES 

The current study has established the theoretical and conceptual foundations of the consensus 

mechanism within blockchain technology. However, the next phase of work will primarily focus on the 

practical implementation of the original and improved PoAh consensus algorithm. This algorithms.  

The testbed for evluation for performance will focus on characteristics in terms of latency, security, and 

scalability, but we will start with latency. 
The implementation process of this algorithm will involve several critical steps: 

- Original and improved PoAh algorithm modeling: the first phase will involve translating theoretical 

concepts into a computational model capable of managing transaction validation within the network.  

This will include developing a robust authentication protocol to ensure the reliability of participating 

nodes. 

- Performance testing: once the algorithm is modeled, extensive tests will be conducted to assess its 
performance under various conditions, particularly in terms of latency, fault tolerance, and security.  

These tests will help optimize the algorithm’s parameters to enhance its efficiency. 

- Comparison between original and improved PoAh algorithms: to measure the advantages of improved 

PoAh over original PoAh consensus mechanism. This will quantify improvements in energy efficiency, 

speed, and security. 

- Simulation and evaluation: will be tested in an environment using a laptop that is a trust node running the 

local blockchain network using a Substrate node, and two Raspberry Pi devices acting as IoT devices to 
interact with the local as depicted in Figure 6 of the blockchain network. The programming languages 

used are Rust and JavaScript. 

- Large-scale application: after validation, the algorithm will be tested on a simulated blockchain network 

to observe its behavior on a larger scale. This test will be crucial in evaluating the feasibility of its 

deployment in real-world distributed networks. 

These stages lay the groundwork for future efforts, with the goal of integrating improved PoAh into 

concrete blockchain environments. This will pave the way for new applications and strengthen the 

capabilities of distributed networks in terms of authentication and security. 
 

 

6. CONCLUSION 

The original PoAh mechanism has proven to be a lightweight, efficient, and secure alternative to 

traditional consensus models such as PoW and PoS, which are not suited to resource-constrained IoT 

environments. By relying on cryptographic authentication through public and PrK, PoAh effectively 

guarantees the consistency, authenticity along with trustworthiness of information exchanged among IoT 

nodes, while maintaining a low computational load and minimal storage requirements. However, the 

combination of transactions without verification remains a problem. This study therefore aims to propose an 

improved PoAh by integrating smart contracts for the verification of transactions before they are combined 

into a block. 

However, the introduction of improved PoAh through smart contracts marks a significant advance 
within blockchain-enabled IoT environments. This integration related to a smart contract layer automates 

transaction verification according to predefined rules, minimising latency and increasing throughput.  

In conclusion, future experimental validations will aim to confirm that the improved PoAh enables faster 

transaction verification and enhanced double-layer security, while maintaining low storage consumption. 

These optimisations should make improved PoAh both scalable and highly adaptable to dynamic IoT 

environments that require real-time decision-making, automated control and reliable data exchange. 

However, the challenge of implementing improved PoAh lies in its large-scale implementation, i.e., in an 

environment with a large number of trusted nodes. 

In conclusion, the improved PoAh algorithm closes the divide between the safety needs regarding 

blockchain along with the efficiency requirements linked to IoT by providing a trust-based low-latency, 

energy-efficient consensus model suitable for smart, decentralised applications such as smart agriculture, 
industrial monitoring and supply chain traceability. 
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