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 Blockchain is a technology that is evolving day by day, characterized by 
features such as security, decentralization, immutability, traceability, and 

privacy protection. These features make it a promising solution for internet 
of things (IoT) systems. However, the inherent constraints of IoT devices in 
terms of storage, computation, energy capacity, and other aspects present 
significant challenges to integrating blockchain into these systems. This 
emphasizes the necessity of developing a lightweight solution that considers 
these specific constraints. This conceptual article proposes a lightweight 
architecture based on delegated nodes, centered on blockchain technology, 
and an optimized practical byzantine fault tolerance (PBFT) consensus 

algorithm, to ensure scalability and reliability for IoT. Moreover, to reduce 
the storage overhead in the blockchain, an off-chain cloud-based storage 
solution is proposed in this article. The proposed architecture is designed to 
prevent direct IoT device-blockchain interactions. All system operations are 
defined in a single smart contract, which helps reduce the complexity and 
overhead of the system. 
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1. INTRODUCTION 

The emergence of the internet of things (IoT) marks a fundamental evolution that drives 

advancements in various sectors such as healthcare, industry, and agriculture. It enables a wide variety of 

physical objects, such as sensors, actuators, and smart devices, to connect to the internet. This technological 

advancement has the potential to revolutionize various fields by simplifying processes such as real-time 

monitoring [1], intelligent control [2], and automation [3]. Recently, there has been a revolutionary 

deployment of a wide range of smart IoT applications, including smart grids [4], e-health [5], and smart cities 
[6]. Consequently, the total number of devices connected to the IoT has grown exponentially. However, the 

massive integration of IoT brings several critical challenges, such as data preservation, security, and 

interoperability [7]. To overcome these challenges regarding security, privacy, and interoperability, 

blockchain technology offers a promising solution. A blockchain is a decentralized ledger technology (DLT) 

that ensures data security through cryptographic methods and facilitates the storage and processing of 

information in a distributed manner [8]. Utilizing blockchain to develop IoT systems is becoming a viable 

solution to address key IoT challenges, such as access security [9], data sharing [10], and efficient identity 

management [11]. In other words, implementing blockchain technology can enhance the efficiency of IoT 

solutions for various reasons. It eliminates the limitations of traditional centralized IoT models, such as 
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availability, transparency, and security, by enabling distributed IoT architectures. Furthermore, it ensures 

data reliability, decentralized management, and activity traceability. Additionally, blockchain employs 

programs called smart contracts, which enable the automation of transactions, making them transparent, 

traceable, and verifiable without the need for intermediaries [12]. 

In IoT environments, blockchain technology offers vast potential to address various challenges, as 

demonstrated by several review studies. The efficiency of IoT systems can be significantly enhanced through 
the intrinsic features of blockchain, such as decentralization, smart contracts, built-in trust, peer-to-peer 

structure, transparency, and asymmetric encryption [13], [14]. In their study, Khalid et al. [15] proposed a 

decentralized authentication system for lightweight IoT devices, utilizing fog computing and a public 

blockchain, which can be applied in various scenarios. Experiments have demonstrated that this mechanism 

is more efficient compared to existing state-of-the-art systems [8]. Dorri et al. [16], a lightweight and 

scalable blockchain (LSB) is proposed for IoT, featuring an adapted consensus algorithm and a distributed 

trust system to verify blocks. This two-tier system consists of interconnected networks and efficient domestic 

networks. Trust between nodes in the overlay network, based on direct and indirect proofs, reduces the 

number of transactions to be validated in each new block [17]. According to a study from Vishwakarma and 

Das [18], an IoT authentication model using blockchain is proposed to ensure communication security by 

employing a hybrid cryptosystem with lightweight cryptographic features. In this system, IoT devices are 

organized into clusters that operate independently without interaction. However, this structure ensures secure 
communication between devices within the same cluster after authentication through the blockchain. Due to 

their energy consumption, blockchain technologies are not well-suited for low-power IoT devices. To address 

this issue, Huang et al. [19] implemented a lightweight consensus algorithm based on proof of work, utilizing 

credit. A detailed analysis demonstrated the effectiveness of this model for an IoT system [8].  

Zhang et al. [20], IoT devices act as blockchain nodes, collecting information from sensors, encrypting it, 

and transmitting it to a cloud server. A searchable reference to the data is then integrated into the blockchain 

network. According to Gehlot et al. [21], the IoT architecture uses blockchain technology to ensure the 

security of data transmission, utilizing gateways that connect IoT devices to a cloud server. This cloud server 

manages the transmission of IoT data and connects the system to the blockchain network.  

The IoT architecture described in [22] uses blockchain technology to ensure the security of data transmission 

in an unstable environment. IoT devices establish direct communication with the blockchain, thereby 
ensuring security and identity verification, and can access the network in various ways, depending on their 

capabilities. According to the study presented in [23], an IoT data communication method relies on 

blockchain technology and uses homomorphic encryption. The information collected by IoT devices is first 

encrypted with fully homomorphic encryption on an edge server, then signed on a cloud server using a 

signature algorithm. Clients send computation requests to the cloud server to retrieve the data, which returns 

the encrypted texts required to recover the information stored on the blockchain. The smart contract used in 

the IoT data-sharing system described in [24] allows for the management of functions such as client 

registration, device identification, data storage, and task management. Blockchain is required for all elements 

of the network: IoT devices, servers, and clients, in order to interact directly with it. In the study from Lone 

and Naaz [25], it was also demonstrated that solutions using blockchain smart contracts can be used to 

manage aspects such as access control in IoT, authentication, integrity assurance, data protection, and secure 
key management. According to Rahman et al. [26], a study suggests an IoT solution that uses smart contracts 

to enable data sharing based on policies. Each IoT device owner benefits from a distinct smart contract, thus 

ensuring the security and privacy of the data. 

As indicated by the aforementioned research, it is feasible to use blockchain technology to address 

the challenge of efficiently managing data communications within an IoT network. However, certain design 

constraints have been identified that could hinder the practical implementation of IoT. These constraints 

include the direct interactions of IoT devices with the blockchain, the need to integrate additional entities 

[20], [22], [24] and the limited support for local intra-cluster communications [18]. In addition, there is the 

increased complexity caused by cloud-based blockchain communication [21], the analysis and computation 

of encrypted data based on the cloud [23], and the deployment of multiple smart contracts [26]. It is clear that 

there is still significant potential for further research and development in this emerging field. The integration 

of blockchain into IoT systems requires IoT devices to maintain a copy of the blockchain and participate in 
transaction verification and validation. However, most IoT devices face limitations in terms of storage, 

energy, and computational power. Additionally, large IoT networks, comprising hundreds of devices, 

demand a sufficiently scalable security solution. Consequently, integrating blockchain into IoT systems is a 

challenging task. 

The central objective of this conceptual article is to address all these limitations in order to develop 

a lightweight, efficient, and scalable blockchain-based IoT architecture. The proposed architecture is based 

on delegated nodes and is structured around the blockchain technology. IoT devices are not directly 

integrated into the blockchain, which enhances the usability of the proposed solution in various IoT scenarios 
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with limited capabilities. The system operates through a single smart contract, simplifying the entire process 

within the blockchain network and reducing communication costs between nodes. 

The proposed architecture offers the following main contributions:  

- Proposal of a lightweight, scalable, decentralized, and easy-to-manage architecture. 

- Implementation of lightweight nodes that perform all tasks on behalf of IoT devices not directly 

integrated into the blockchain network. This approach aims to achieve high performance and reduce the 

computational complexity of the blockchain. 
- Implementation of the optimized practical byzantine fault tolerance (PBFT) protocol in the main 

blockchain network of our architecture. This protocol is a highly scalable consensus mechanism  

well-suited for IoT. 

- Deployment of a smart contract encompassing all system operations to ensure traceability, operational 

transparency, and the reduction of communication and processing overhead in the proposed architecture.   

The rest of the article is organized as follows: section 2 provides a description of the proposed 

architecture. Section 3 details the interactions of the proposed system. Section 4 presents a hypothetical use 

case illustrating the application of a lightweight architecture. Finally, section 5 concludes the article and 

discusses future perspectives. 

 

 

2. PROPOSED ARCHITECTURE 
IoT devices often face constraints in terms of computing power, storage, and energy capacity. These 

limitations present a real challenge when integrating blockchain into the IoT network. To overcome these 

challenges and simplify the management of these devices, a lightweight architecture is proposed that 

incorporates delegated nodes to perform complex tasks such as data management, routing, and security for 

these devices. 

The proposed architecture consists of several layers designed to provide an IoT data communication 

system based on blockchain technology. The main architectural layers of the system, as illustrated in Figure 

1, include the perception layer, the management layer, the blockchain layer, and the storage layer. 

Additionally, the blockchain network incorporates a unique smart contract deployed within the system. The 

system defines two major categories of users: the system administrator and the end user. The system 

administrator is responsible for system control, granting access permissions to clients, maintaining the 
blockchain network, as well as deploying and updating the smart contract. Any remote user device can serve 

as a client, provided it can read and write data on the blockchain network. This subsection provides a 

functional description of each component. 

 

 

 
 

Figure 1. Proposed lightweight architecture 

 

 

2.1.  Perception layer 
IoT devices (sensors and actuators) form the perception layer, which often faces limitations in terms 

of computing power, storage, and energy capacity. These limitations prevent them from interacting with the 

blockchain network. To simplify the management of these devices, delegated nodes are introduced into the 

architecture (management layer), which are often more powerful and reliable, to perform complex tasks such 

as data management, routing, and security. IoT devices are registered under the control of the delegated 

nodes. Each interaction of these devices with the blockchain network occurs through these nodes, which act 

as smart intermediaries and enable the execution of certain tasks on behalf of the IoT devices. 

 

2.2.  Management layer 

The management layer consists of delegated nodes, which are multitasking devices serving as 

intelligent intermediaries between IoT devices and the blockchain. They are characterized by their unlimited 
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computing power, storage, and energy capacities. These delegated nodes manage the interaction between IoT 

devices and the blockchain, making it possible to transmit IoT data through the blockchain. They connect the 

IoT devices to each other and provide them with secure access to the blockchain network. Furthermore, they 

offer various other functionalities such as device registration, identity management, transaction verification 

for IoT devices, smart contract invocation, and encryption/decryption of information. The use of multiple 

distributed delegated nodes reduces the pressure compared to using a single node and prevents system 
failures caused by a single node crash. The replication of all information across all delegated nodes ensures a 

backup function in case of a single node failure. 

 

2.3.  Blockchain layer 

For the sake of simplicity, the architecture proposed in this paper is based on a private blockchain 

network that can only be used by authorized users. This blockchain network operates as a distributed ledger, 

recording transactions and operations in an IoT context. By using a single smart contract, the delegated nodes 

have the ability to access and modify the ledger based on the requirements of the IoT devices. The logic of 

this contract is predefined, and the code is based on mathematical functions. By utilizing a smart contract, the 

delegated nodes can access the blockchain network, autonomously, without the intervention of a third party 

[27]. Due to the irreversible and immutable nature of blockchain smart contracts, it is extremely difficult for 

an unauthorized entity (hardware or otherwise) to alter the transactions recorded in the ledger [8], [28].  
In the architecture proposed, the blockchain entity consists of four main modules as shown in Figure 2. 

The registration module links each IoT device to a unique identifier that corresponds to its blockchain 

address. The control module monitors node access to various system resources. The mining module manages 

blockchain transactions using mining nodes. Finally, the smart contract module simplifies the setup of  

a smart contract and manages all resulting events. 

 

 

 
 

Figure 2. Modules of blockchain entity 

 

 

As shown in Figure 2, miner nodes are essential for executing smart contracts. They verify and 

execute the contract instructions when conditions are met. They also validate the triggered transactions 

before adding them to a block, while ensuring everything complies with the network's rules. The smart 

contract operates autonomously and securely with the registration module, which manages device identities. 

It automates data management and updates the registration module according to predefined rules. It ensures 

transparency and traceability, allowing all participants to verify the registration module, thereby 
strengthening trust in the data. 

The triggering of an action by the smart contract begins when an event on the blockchain, such as a 

transaction or validation, activates the execution of the contract. The smart contract then sends a request to a 

cloud API via an oracle [29], a service that connects the blockchain to external systems. The cloud service 

receives the request and executes the requested action, such as storing data or launching a computation. Once 

the action is completed, the results are sent back to the blockchain to be recorded or to trigger other actions, 

ensuring an automated, transparent, and secure process between the blockchain and the cloud. The smart 

contract plays a central role in the secure and autonomous management of access, whether for IoT devices or 

data stored in the cloud. It defines precise access rules for IoT devices, limiting interactions to specific users 

or devices based on predefined criteria. Additionally, it automates authorization processes for cloud data, for 

example by dynamically generating an access key after authentication on the blockchain, ensuring 
transparent, secure, and reliable permission management. 
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2.4.  Storage layer 

The storage layer is based on two types of storage: raw data storage and the storage of hashes of that 

data. Blockchain is used to record immutable and secure transactions. However, blockchain has limited 

storage capacity, which makes it unsuitable for storing large amounts of data (e.g., video streams, raw sensor, 

and data). Off-chain storage thus overcomes this limitation by leveraging the cloud, which stores the raw data 

received from the network of delegated nodes. The data can be made publicly accessible, ensuring 

transparency of information, or it can be restricted to preserve the privacy of the entities involved. Each 
delegated node allocates a cloud space for each IoT device. Once the cloud space is allocated, the delegated 

node provides the IoT device with secure access information, such as a token or an authentication key, 

enabling access to the cloud. The IoT device uses this information to encrypt, transfer, or retrieve data. Each 

allocated cloud space is associated with a cloud public key (CPk) [30]. This process ensures that the data is 

transmitted appropriately and that the source is traceable. To summarize, blockchain is used to store the 

hashes of the off-chain stored data, ensuring the integrity, traceability, and authenticity of this data. 

 

 

3. INTERACTION BETWEEN THE LAYERS OF THE ARCHITECTURE  

The interaction process between the delegated nodes and IoT devices relies on a decentralized 

architecture, where the delegated nodes play a crucial role in managing, securing, and ensuring the efficiency 

of communications between the IoT devices and the blockchain network. The section below explains the 
interactions between the delegated nodes and the IoT devices on one side, and those between the delegated 

nodes and the blockchain nodes on the other side. 

 

3.1.  Interaction process between IoT devices and delegated nodes 

Figures 3 and 4 illustrate the interactions within our system. The process begins with the 

initialization of a smart contract and the registration of authorized clients. IoT devices register with delegated 

nodes, which validate their registration through the blockchain. These devices collect environmental data and 

transmit it to the delegated nodes, where the data is secured through encryption and hashing. The raw data is 

then sent to the cloud for processing, while the hash is transmitted to the blockchain to ensure its integrity. 

 

 

 
 

Figure 3. System initialization 

 

 

3.1.1. System initialization 
During the initialization phase, as shown in Figure 3, a smart contract must be created and deployed 

by the administrator on the blockchain network. The local addresses of authorized clients are also added by 

the administrator. This allows the system to manage client access and restrict system resource access to 

authorized users only. New clients can be added, and existing clients can be removed by the administrator as 

needed. The simplicity of this process is maintained to minimize system complexity while ensuring 

flexibility for integrating additional authentication and authorization mechanisms. 

Once the smart contract is deployed and accepted in the blockchain network, the administrator 

receives the address of the smart contract. This address is used to identify the smart contract within the system, 

and other components of the blockchain network require the contract's address in order to interact with it. 
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Figure 4. Device registration and data reception 

 

 

3.1.2. Device registration 
In the proposed scheme, the perception layer consists of various IoT devices such as sensors, 

surveillance cameras, and many others. Before a device can transmit the observed data, it must first register 

with a unique identifier under the control of a delegated node. The device sends a registration request to a 

delegated node in the management layer, as shown in Figure 4. 

The delegated node handles the device's registration request and submits it to the blockchain node as 

a transaction proposal. The smart contract confirms the device's identifier and performs the transaction on the 

blockchain network. After completing the PBFT process [31], a new block is generated and distributed to all 
blockchain nodes. The node then receives the registration confirmation. All devices are registered under the 

control of delegated nodes with a unique identifier, following the same process, as illustrated in Figure 5. 

 

 

 
 

Figure 5. Device registration process 
 

 

3.1.3. Data collection 
IoT devices (e.g., sensors) capture environmental information such as temperature, pressure, or wind 

speed. This data is then sent to their delegated node via lightweight communication protocols such as 

message queuing telemetry transport (MQTT) and constrained application protocol (CoAP) [32].  

These protocols are detailed in section 6. 

 

3.1.4. Data reception 
At the stage of data reception, as shown in Figure 4, the delegated nodes receive data from the IoT 

devices after verifying their authenticity. They can temporarily store the data to prevent network overload. 
The delegated nodes implement security protocols to ensure that the IoT devices communicating are properly 

authenticated. They use encryption mechanisms or digital signatures to ensure the integrity and 

confidentiality of the exchanged data. Afterward, they perform local analysis to process or filter the raw data 

and apply the hashing algorithm. The raw data is then transmitted to the cloud server, and the hash of this 

data is sent to the blockchain nodes. The process works as follows: 

Hashing the data: the delegated node applies the SHA-256 hashing algorithm [33] to the collected 

data to generate cryptographic digests. This allows for verifying the integrity of the transmitted data without 
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having to send the raw data to the blockchain network. Hashing is a security step that ensures the data has not 

been altered between the source and the destination. 

Sending raw data to the cloud server: after hashing and verifying the data, the delegated node sends 

the raw data (or, in some cases, the hashed summaries) to the cloud server for further processing, storage, or 

analysis. The cloud provides greater processing capacity and allows for centralizing data for more complex 

operations (data analysis and machine learning). The delegated node selects optimal communication paths 

and may retransmit the data to other delegated nodes if needed. 
 

3.2.  Interactions with the blockchain 

The delegated node is directly connected to a blockchain node, such as a miner. Multiple sensor 

networks can be connected to a delegated node, and multiple delegated nodes can be connected to the same 

blockchain node. IoT devices can only request access to blockchain information through a delegated node. 

For simplicity, the information of the nearest miners is manually defined in each delegated node. 

Figure 6 illustrates the interactions between the delegated nodes and the blockchain network. Once a 

delegated node generates a new block, this block must be sent to the associated blockchain node to be 

validated by validators before being added to the blockchain. Block validation involves verifying the data 

transactions by checking the public keys of the data sources and their signatures in the transactions. 

The delegated node sends the received transactions to the associated blockchain miner node.  

The miner node receives transactions from the delegated node, with each transaction containing  
<IDdevice, IDnode, Hash of data>. The miner node forms a block of transactions after verifying them. Then, 

the miner node broadcasts the block to the blockchain network. After executing the PBFT consensus, the 

miner nodes validate the block. Upon validation, the block is broadcasted throughout the blockchain network. 

 

 

 
 

Figure 6. Data storage process 

 

 

A delegated node can freely request information from any IoT device and obtain the result almost 

instantly from the blockchain node. On the other hand, the query operation is not stored in the blockchain, as 

the delegated node does not use a transaction to retrieve information from the blockchain. The information is 

directly extracted from the blockchain store in the blockchain node. Querying information from the 
blockchain incurs no fees or delays. 

Delegated nodes can also send commands to IoT devices in response to analyses performed or 

queries from central servers. For example, after processing temperature data, a delegated node can instruct an 

IoT device (such as a thermostat) to adjust the temperature in a building. 

 

3.3.  Consensus algorithm 

In the context of the IoT, consensus algorithms play a crucial role in coordinating connected 

devices, particularly in decentralized systems such as sensor networks or cloud computing. However, IoT 

devices often have limited resources (energy, computation, and memory), making it essential to develop 

optimized consensus algorithms that address these constraints. 

 

3.3.1. Analysis of the PBFT blockchain consensus mechanism 
The PBFT consensus algorithm, as shown in Figure 7, is commonly used in the blockchain domain. 

It relies on state replication to ensure the consistency of transmitted information. PBFT achieves consensus in 

three distinct steps: preparation, pre-commitment, and finalization. This algorithm guarantees fault tolerance 

of (N − 1)/3, where N is the total number of nodes, ensuring the protection and longevity of the system [34]. 
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Figure 2. PBFT consensus algorithm [33] 

 

 

PBFT guarantees satisfactory performance on the blockchain as long as the number of faulty nodes 

does not exceed one-third of the total nodes. However, with a communication complexity of O(n²), this 

algorithm requires a significant amount of communication resources. In the case of a simplified blockchain, 

where devices have limited bandwidth capabilities, the high resource requirements of PBFT make it 

unsuitable for contexts with constrained resources. Additionally, PBFT requires a high level of trust between 
nodes to maintain consistent and reliable operation. As a result, the presence of unusual or untrusted nodes 

seriously jeopardizes its efficiency. 

 

3.3.2. PBFT optimization 
The PBFT algorithm, designed to withstand Byzantine faults, is generally too resource-intensive for 

IoT contexts. This is why optimized versions are often preferred, as they consume less energy and require 

fewer messages. Recent studies [35]-[37] have also reduced the communication overhead associated with 

PBFT by streamlining the consensus process and identifying key points for achieving consensus more 

efficiently. 

To adapt PBFT to IoT contexts, simplified versions incorporate several improvements. They reduce 

the interactions between replicas, thereby decreasing communication costs [35]. Criteria such as computing 

capacity or remaining independence are used to determine the leader, aiming to accommodate nodes with 
limited resources. Allowing for acceptance of delays facilitates information gathering, thus reducing the 

volume of interactions and energy consumption. Finally, a partial quorum can be used for certain decisions, 

tailored to the level of security required [37]. 

The simplified PBFT reduces energy consumption by minimizing the number of messages and 

offering a flexible quorum. Thus, even in its simplified version, PBFT remains resilient to faults and 

malicious behaviors. However, the lightweight PBFT is still more complex than basic algorithms like proof 

of authority (PoA) [38]. Furthermore, a reduction in the quorum and communications could slightly lower 

security, making the system more vulnerable to attacks. 

 

3.4.  Protocols of communication 

In the proposed architecture, the perception layer consists of a wireless network of IoT devices, 
which are limited in terms of processing power, memory, and/or energy availability. IoT devices are 

characterized by their heterogeneity, as they are manufactured by different companies with varying 

specifications and communication protocols [39]. 

To address this issue, in the proposed architecture, delegated nodes can support different 

communication protocols to manage communications with various sensors. This flexibility is essential for 

heterogeneous networks where different devices may have distinct capabilities and communication 

requirements. Delegated nodes can convert messages from one protocol to another, allowing devices based 

on different technologies (such as CoAP, MQTT, and hypertext transfer protocol (HTTP)) [32] to 

communicate with each other. For instance, a sensor using CoAP to transmit data could be interpreted by a 

delegated node, which then retransmits the information in MQTT format to another part of the network. 

Devices use different protocols depending on their capabilities and specific needs. For example, the CoAP 

protocol is often adopted for resource-constrained sensors, MQTT is preferred for real-time communication 
in a publish-subscribe mode, while HTTP is used by more powerful devices that require connectivity with 

web services. 

In a smart home use case, an IoT network monitors the house using various sensors for temperature, 

presence, and air quality. The temperature sensors, which have limited resources, use the CoAP protocol to 

transmit their data. Presence sensors use MQTT to instantly notify status changes, while more powerful air 

quality sensors periodically send their data to a delegated node via HTTP. In this architecture, a multi-
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protocol delegated node that supports CoAP, MQTT, and HTTP centralizes the data from each sensor, 

processes it if necessary, and transmits it in a unified format to a cloud server or the blockchain network, 

ensuring smooth integration of the information. 

Multi-protocol delegated nodes are crucial in IoT architectures because they promote 

interoperability among diverse devices, ensure scalability without disrupting the infrastructure, and reduce 

complexity by managing multiple protocols. This makes IoT networks more resilient, flexible, scalable, and 

easier to manage. 
 

 

4. HYPOTHETICAL SCENARIO: APPLICATION OF THE PROPOSED ARCHITECTURE 

This section presents a hypothetical use case illustrating the application of a lightweight architecture 

integrating the Hyperledger Fabric blockchain and the IoT for environmental monitoring of the supply chain. 

 

4.1.  Context 

The IoT has become a key enabler in the digital transformation of supply chains, providing 

continuous product traceability, particularly in critical sectors such as agri-food and pharmaceuticals. 

However, the direct coupling of blockchain technologies with resource-constrained IoT devices introduces 

substantial challenges due to limitations in computational power, storage capacity, and energy efficiency. 

Consequently, the deployment of lightweight sensors, such as the DHT22, for monitoring essential 
environmental parameters necessitates an intermediate architecture that ensures scalability, traceability, data 

integrity, and overall technical viability. 

 

4.2.  The proposed lightweight architecture 

The proposed architecture is based on a layered strategy comprising the IoT layer, an intermediate 

layer, the blockchain layer, and a storage layer. as illustrated in the Figure 8. 

 

 

 
 

Figure 8. Proposed lightweight architecture for supply chain 

 

 

The IoT layer is equipped with DHT22 sensors for temperature and humidity monitoring, deployed 

throughout the supply chain to periodically collect essential environmental data. However, a direct 

connection to the blockchain is not feasible due to the resource constraints of these devices. An intermediate 

layer, built on delegated nodes implemented using Node-RED and associated with the various supply chain 

stakeholders, ensures interoperability by handling data collection, aggregation, and preprocessing, 
environmental threshold verification, IoT device authentication, and the transformation of data into signed 

blockchain transactions. The blockchain layer, based on Hyperledger Fabric, immutably records 

cryptographic fingerprints (hashes) of validated data following the execution of an optimized PBFT 

consensus mechanism. Hyperledger Fabric relies on smart contracts to automate compliance verification, 

critical event logging, and responsibility traceability, while ensuring confidentiality and auditability through 

its permissioned model. Finally, the storage layer is responsible for preserving the raw data. 

 

4.3.  Architecture operation 

Within the context of the studied agri-food supply chain scenario, DHT22 sensors are deployed to 

continuously monitor temperature and humidity during the transportation and storage phases of products. The 

collected data are transmitted via the MQTT protocol to an MQTT broker, which ensures reliable message 
management and distribution. These data streams are subsequently consumed by Node-RED, acting as a 
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delegated node for data processing tasks, including validation, timestamping, and aggregation of 

measurements. The raw data are stored in an off-chain storage system to optimize performance and storage 

capacity. In parallel, Node-RED generates a cryptographic hash for each data batch, which is recorded on the 

Hyperledger Fabric blockchain through the execution of a smart contract. This mechanism ensures data 

integrity, traceability, and non-repudiation, while preventing blockchain network overload. 

 

4.4.  Discussion 

Conventional IoT–Blockchain architectures generally rely on the direct integration of IoT devices 

with the blockchain, whereby each device or gateway acts as a blockchain client capable of signing and 

submitting transactions. While this approach ensures a high level of decentralization and trust, it proves 

poorly suited to supply chain environments employing resource-constrained sensors such as the DHT22. 

Indeed, cryptographic key management, the execution of blockchain network stacks, and participation in 

consensus mechanisms far exceed the hardware capabilities of such devices. 

In contrast, the proposed lightweight architecture adopts a clear functional separation between the 

IoT data collection layer and the blockchain layer. Unlike conventional models in which sensors are directly 

exposed to blockchain complexity, delegated Node-RED nodes act as intelligent intermediaries. This 

delegation significantly reduces the computational and energy burden on sensors while preserving integrity 

guarantees through the anchoring of cryptographic hashes on the Hyperledger Fabric blockchain. 
From a data management perspective, traditional IoT–blockchain architectures tend to store a 

significant portion of data directly on-chain or to generate a large number of transactions, which leads to 

scalability, latency, and operational cost issues. In contrast, the proposed hybrid off-chain/on-chain approach 

restricts blockchain usage to cryptographic fingerprints, thereby enabling improved scalability and a natural 

adaptation to the massive data streams generated by IoT-based supply chain systems. 

From a governance and access control standpoint, conventional architectures based on public or 

semi-public blockchains provide high transparency but limited control over participant identities. The use of 

Hyperledger Fabric in the proposed architecture enables a permissioned network that is more closely aligned 

with industrial supply chain requirements, where stakeholders are known and governed by contractual 

agreements. This characteristic represents a significant advantage over generic IoT–blockchain architectures, 

which are often designed for open environments. 
However, this delegated approach introduces a trade-off between decentralization and efficiency. 

Unlike fully decentralized classical architectures, the presence of Node-RED delegated nodes may introduce 

additional points of trust. Nevertheless, this compromise is considered acceptable in an industrial context, 

where priority is given to performance, regulatory compliance, and ease of deployment rather than absolute 

decentralization. 

Moreover, compared to traditional IoT–Blockchain architectures, the proposed lightweight 

architecture is distinguished by its integration flexibility. Node-RED facilitates interoperability with existing 

systems, including enterprise resource planning (ERP), warehouse management system (WMS), and cloud 

platforms, which often remains challenging in classical architectures tightly coupled with the blockchain. 

Therefore, within the context of the supply chain, the delegated approach represents a pragmatic solution that 

balances the theoretical requirements of blockchain with the operational constraints of real-world 
environments. 

 

4.5.  Limitations 

Despite its advantages, this architecture presents certain limitations. Reliance on a delegated node 

introduces a potential point of failure or compromise, necessitating additional redundancy and security 

mechanisms. Furthermore, the management of off-chain storage raises challenges related to data availability, 

confidentiality, and synchronization with the hashes recorded on the blockchain. Finally, the latency 

introduced by intermediate processing at the Node-RED level may affect applications that require strict real-

time decision-making. 

 

 

5. CONCLUSION 
This conceptual work proposed a lightweight architecture based on delegated nodes and centered 

around blockchain, aimed at addressing the constraints of resource-limited IoT devices. By establishing a 

clear functional separation between the IoT data collection layer and the blockchain layer, this approach 

enhances the efficiency, security, and overall performance of IoT networks while preserving the fundamental 

properties of the blockchain. Delegated nodes serve as intelligent intermediaries, capable of handling 

complex, resource-intensive tasks and optimizing data flows within large and heterogeneous networks. 

Through a hypothetical scenario applied to environmental monitoring of supply chains, the study 

highlighted the relevance of the proposed architecture in reconciling the limitations of lightweight sensors 
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with industrial requirements for traceability, data integrity, and governance. The use of Node-RED–based 

delegated nodes significantly reduces the computational, energy, and storage burdens on IoT devices, while 

the hybrid off-chain/on-chain approach improves system scalability and adapts to the large volumes of data 

generated in real-world supply chain environments. Moreover, the integration of Hyperledger Fabric 

enhances access control, confidentiality, and auditability, which are critical in regulated industrial contexts. 

Future research directions include exploring mechanisms for decentralizing delegated nodes, for 

instance through Node-RED clusters or multi-gateway approaches. The integration of advanced encryption 
techniques for off-chain storage, as well as the automation of compliance audits via more sophisticated smart 

contracts, also represents a promising avenue. Finally, large-scale experimental evaluation, including 

performance, scalability, and energy consumption metrics, will be necessary to validate the relevance of this 

architecture in real industrial environments. 
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