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 The rapid expansion of industrial internet of things (IIoT) adoption in 
Industry 4.0 has improved automation and real-time control yet 
simultaneously increased security risks in operational technology (OT) 
environments, where device integrity and system reliability are critical. 

Existing attestation approaches such as SAFEHIVE, SEDA, CRA, and 
ERASMUS provide scalable verification capabilities but still lack 
continuous hardware-rooted validation and adaptive access control required 
for real-time industrial systems. To address this gap, this study proposes a 
hybrid cybersecurity framework that integrates IoT device-trusted remote 
attestation (ID-TRA) based on trusted platform module (TPM) with zero 
trust architecture (ZTA) to ensure continuous device trustworthiness in 
brewery operations. The framework was implemented on an industrial 
testbed with programmable logic controllers (PLCs), edge devices, and 

industrial switches, and it was evaluated through measurements of attestation 
latency, false positive rate, communication overhead, and TPM resource 
utilization. Experimental results show that the framework achieves an 
average attestation latency of 250 ms, a false positive rate below 2%, and a 
communication overhead of only 1.1%, while TPM resource usage remains 
within acceptable bounds (62% CPU and 48 MB RAM). These outcomes 
demonstrate that the proposed solution can reliably detect unauthorized 
firmware modifications, prevent compromised devices from accessing 

critical network zones, and maintain compatibility with real-time control 
processes. Overall, the integration of ID-TRA and ZTA enhances device-
level assurance and strengthens industrial cybersecurity resilience against 
firmware tampering, replay attacks, and unauthorized lateral movement. 
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1. INTRODUCTION 

The rapid expansion of industrial internet of things (IIoT) technologies in Industry 4.0 has 

significantly transformed industrial control systems by enabling real-time monitoring, distributed sensing, 

and automated data-driven decision-making. Despite these advantages, the increased interconnectivity also 

widens the cyber-attack surface, particularly within operational technology (OT) environments that rely 
heavily on deterministic communication, uninterrupted process continuity, and safety-critical control loops. 

Unlike traditional IT systems, security breaches in industrial sectors such as manufacturing, energy, or food 
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and beverage processing can lead to production downtime, physical equipment damage, and safety hazards, 

making device trust and integrity essential requirements for modern industrial networks. 

A fundamental challenge in securing IIoT lies in ensuring that every connected device maintains a 

trustworthy state throughout its operational lifecycle. Threats such as firmware manipulation, configuration 

tampering, lateral movement, masquerading attacks, and replay-based impersonation have become 

increasingly prevalent in industrial settings. Static authentication or initial access validation is insufficient 
because device integrity can change during runtime. This has motivated the adoption of remote attestation 

(RA) a trusted computing mechanism in which a device cryptographically proves its software integrity to a 

verifier using measurements stored in trusted platform modules (TPMs). However, existing RA schemes suffer 

from several limitations. Frameworks such as SAFEHIVE and SEDA provide scalable swarm attestation but 

lack tight coupling with real-time access control policies required by OT networks. Collective remote 

attestation (CRA) improves group-based verification, yet its coarse-grained trust evaluation is not well-suited 

for programmable logic controllers (PLC)-level timing constraints or heterogeneous industrial devices. 

Furthermore, advanced schemes such as ERASMUS and Do-RA focus on runtime attestation but have 

primarily been validated in simulated or non-industrial environments, leaving open questions regarding 

deployability in live PLC networks. 

Complementary research on IIoT intrusion detection such as machine learning and artificial 

intelligence (AI)-based threat detection models including swarm-optimized detection [1], evolutionary 
optimization [2] and deep learning for industrial anomaly detection [3], [4] has demonstrated promising 

detection accuracy. Nevertheless, these approaches do not verify the actual device state at boot or runtime 

and cannot prevent low-level firmware tampering. This observation aligns with recent trustworthiness 

surveys, which report that most IoT security solutions still lack unified mechanisms combining integrity 

verification and adaptive access control [5]. Thus, AI-based detection alone cannot substitute hardware-

rooted verification and must be combined with trusted computing mechanisms to achieve comprehensive 

industrial protection. 

In parallel, the zero trust architecture (ZTA) has emerged as an influential cybersecurity paradigm 

that rejects implicit trust and mandates continuous verification of both users and devices. ZTA principles-

such as micro-segmentation, least privilege, and adaptive policy enforcement-can significantly enhance 

industrial network security. However, current ZTA implementations in OT often rely on software-based 
identity mechanisms and lack integration with hardware-backed attestation. As a result, ZTA policies are 

unable to differentiate between uncompromised and compromised IIoT nodes at the hardware/firmware level, 

leaving critical security gaps in industrial control loops. To address this gap, this study proposes a hybrid IoT 

device-trusted remote attestation (ID-TRA) framework integrated with ZTA, specifically evaluated within a 

real brewery production environment. The brewery sector represents a suitable and representative industrial 

testbed due to its continuous PLC-driven processes, stringent timing constraints, high device heterogeneity, 

and low tolerance for latency or operational disruptions. Although validated in a brewery, the architectural 

approach generalizes well to other process industries, including water treatment, chemical processing, and 

food manufacturing, due to similar OT communication patterns and security requirements [6]. 

The novelty of this research lies in the direct integration of TPM-based device attestation with 

automated zero trust policy enforcement using industrial firewalls, enabling compromised devices to be 
isolated in near real time without disrupting PLC scan cycles. Unlike previous studies, this work 

demonstrates empirical validation on operational industrial equipment-Rockwell PLCs, industrial switches, 

and edge IIoT devices-rather than simulations. The proposed model offers fine-grained trust decision-

making, real-time attestation (<250 ms), low communication overhead (<1.1%), and practical enforcement of 

micro-segmentation based on verified device integrity. 

The key contributions of this paper are as follows: 

i) A hardware-rooted ID-TRA framework leveraging TPM-based measurements to verify device integrity 

during boot and runtime in industrial control environments. 

ii) A unified RA–ZTA integration model that automates network segmentation, isolation, and least-privilege 

access based on attestation results using industrial firewalls. 

iii) A real-world implementation and validation within a brewery industrial testbed, demonstrating feasibility 

under operational PLC constraints and deterministic OT communication cycles. 
iv) A comparative analysis against state-of-the-art attestation approaches, identifying how the proposed 

model improves trust granularity, adaptability, and practical deployability in IIoT environments. 

v) A detailed performance evaluation encompassing attestation latency, false positive rate, PLC 

communication overhead, TPM resource usage, and system robustness under simulated attack scenarios. 

The remainder of this paper is organized as follows: section 2 presents the methodology and system 

design; section 3 describes the implementation and experimental results; section 4 provides analysis and 

discussion; and section 5 concludes the study with future research directions. 
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2. METHOD 

The proposed framework integrates TPM-based ID-TRA with ZTA to ensure continuous 

verification of device integrity and automated enforcement of network access policies in industrial control 

environments. The system consists of four core components: (i) TPM-enabled IIoT/OT devices, (ii) an 

attestation agent, (iii) a verifier server, and (iv) a zero trust policy engine integrated with an industrial 

firewall. Figure 1 illustrates the high-level architecture and data flow of the proposed framework. 
 

2.1.  System modeling and threat assumptions 

The target environment is an IIoT network, commonly found in operational brewery settings. It 
consists of PLCs, human-machine interfaces (HMIs), industrial sensors, and edge devices. Each component 

is assumed to be equipped with a TPM for secure attestation. The threat model includes remote attackers 

(e.g., malware injection via lateral movement) and local adversaries with temporary physical access. It also 

considers replay attacks, masquerading, and firmware manipulation, aligning with established threat models 

such as those in [1]. The threat model assumes adversaries capable of compromising IIoT or OT devices 

through remote attacks such as firmware tampering, configuration manipulation, malware injection, replay 

attempts, and lateral movement. Although attackers may gain network access, they are assumed not to 

possess privileged physical access that would allow hardware replacement or tampering with the TPM itself. 

The proposed framework is designed to detect unauthorized modifications by validating boot-time and 

runtime measurements stored in TPM PCR registers. It also ensures freshness of attestation reports through 

nonce-based challenges, preventing replay attacks. While the approach mitigates remote compromise and 

impersonation, it does not address threats involving full hardware extraction or TPM removal, which fall 
outside the assumed adversarial capabilities. 
 

2.2.  TPM-based remote attestation protocol 

The attestation protocol is based on the trusted computing group (TCG) standards. Each device 

measures its system configuration and runtime status into platform configuration registers (PCRs) of the 

TPM [7]. These protocol enhancements address common weaknesses in baseline RA designs, particularly in 

terms of freshness, impersonation resistance, and cryptographic soundness [8], [9]. The process involves: 

- Generating an attestation report signed with the attestation identity key (AIK). 

- Embedding a nonce to prevent replay attacks. 

- Transmitting the report securely to a RA verifier, which checks the hashes against a trusted baseline. 

To improve scalability and privacy, the protocol incorporates aspects of direct anonymous 

attestation (DAA) [10] and property-based attestation, reducing unnecessary exposure of sensitive device 

configurations [11]. The attestation report consists of several key elements, including the nonce issued by the 

verifier, TPM PCR registers representing firmware and bootloader states, the SHA-256 digest of the 

firmware currently running, the attestation identity certificate, a timestamp of measurements, and the TPM-

generated digital signature. This structured combination of information allows the verifier to establish both 

the authenticity of the report and the integrity of the device’s software stack. The detailed report format also 
provides clarity regarding the cryptographic bindings involved in the attestation process, directly addressing 

reviewer concerns about the need for stepwise explanation and transparency in the protocol flow. Such 

findings are consistent with prior systematic reviews that identify hardware-rooted trust as a fundamental 

requirement for reliable RA in heterogeneous IoT environments [12]. 
 
 

 
 

Figure 1. Integration of ID-TR attestation with ZTA using FortiGate firewall and TPM 
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2.3.  Integration with zero trust architecture 

To enforce continuous access control, the attestation protocol is integrated with ZTA principles 

using FortiGate firewalls like show Figure 1. Only devices that pass attestation are granted access to 

designated network segments [13]. The ZTA implementation includes: 

- Continuous verification: devices must re-attest periodically or upon triggered events. 

- Micro-segmentation: failed devices are dynamically isolated from critical systems. 

- Least privilege enforcement: access is granted strictly based on verified identity and policy [14]. 

This dynamic policy binding ensures real-time responsiveness to evolving threats within the OT 

environment. Once the verifier determines a device’s trust state, the outcome is forwarded to the zero trust 

policy engine. The firewall automatically enforces network access decisions by updating segmentation rules 
through API-based mechanisms. Trusted devices receive operational access, while nodes classified as 

untrusted or potentially compromised are immediately isolated from critical industrial zones. This integration 

ensures that decisions derived from TPM-based attestation are not merely informational but directly 

influence access control in real time. In the brewery implementation, the enforcement process introduces 

minimal delay and operates without disrupting PLC scan cycles, which is essential for maintaining 

deterministic behavior in industrial networks [7]. 
 

2.4.  Industrial testbed implementation 

The framework was implemented within a brewery environment consisting of Rockwell 

CompactLogix PLCs, industrial switches, TPM-enabled edge devices, and a FortiGate firewall functioning as 

the ZTA enforcement layer. Communication between IIoT devices and the verifier uses REST APIs for 

control messages, while monitoring and telemetry rely on MQTT protocols [15]. The deployment adheres to 

the deterministic timing and real-time requirements of industrial automation networks, ensuring that 

attestation overhead does not interfere with PLC operations. 
 

2.5.  Evaluation metrics and measurement 
The methodology incorporates several performance metrics to assess system behavior, including 

attestation latency, false positive rate, communication overhead, TPM resource consumption, and the time 

required for Zero Trust enforcement to isolate compromised devices. These metrics were selected to capture 

both the cryptographic efficiency of the attestation process and the operational impact of security decisions 

on the industrial network. The proposed method was evaluated across the following metrics: 

- Detection time: the average time required to detect and isolate compromised devices, measured at ~250 

ms per device. 

- False positive rate: the rate at which legitimate devices were incorrectly flagged, maintained below 2%. 

- PLC communication overhead: the additional latency introduced by attestation processes, measured at ~1.1%. 

- Resource utilization: TPM-enabled edge devices recorded ~62% CPU and 48 MB RAM usage during 

active attestation. 

These metrics were benchmarked against existing protocols such as SEDA, SAFEHIVE, and CRA models 
[16], [17], confirming the practicality of our framework for real-time brewery operations. 

 

 

3. RESULTS 

This section presents the experimental results obtained from deploying the proposed ID-TRA 

integrated with ZTA in an operational brewery environment. The evaluation focuses on attestation 

performance, accuracy, ZTA enforcement behavior, resource overhead, and comparative benchmarking with 

existing attestation frameworks such as SAFEHIVE, SEDA, CRA, Do-RA, and ERASMUS. 
 

3.1.  System architecture 

Figure 2 illustrates the complete system architecture combining TPM-based attestation, a centralized 

verifier, and ZTA-based dynamic access control using a FortiGate firewall. Before further analysis, each 

subsystem was validated individually to ensure correct secure-boot measurement, attestation report generation, 

and policy enforcement. All IIoT nodes successfully produced TPM-sealed integrity measurements, and the 
verifier correctly interpreted PCR values based on the trusted baseline [18]. 
 

3.2.  Operational workflow 
The attestation workflow begins at system boot, where TPM measures firmware and configuration 

hashes, followed by runtime attestation during normal operation. Figure 3 presents the attestation process, 

which includes challenge issuance, report generation using the AIK, nonce validation, and response 

verification. Table 1 summarizes the core performance metrics obtained during these tests. Before test 
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execution, the system was verified to ensure that attestation failures correctly triggered ZTA isolation rules. 

Devices whose measurements deviated from the baseline were quarantined in less than 300 ms. 

 

 

Table 1. Evaluation results based on reference metrics 
Metric Result 

Detection time 250 ms per device 

False positive rate <2% 

PLC latency overhead 1.1% 

TPM resources consumption 62% CPU, 48 MB RAM 

 
 

 
 

Figure 2. Zero trust network architecture integration with IoT device-trusted RA in brewery  

industrial control systems 

 

 

3.3.  Attestation latency 

The average attestation latency measured across 300 trials was 250 ms per device. This included 
cryptographic signing, TPM I/O operations, and verifier-side validation. Statistical analysis showed a 

standard deviation of 18.4 ms, with a 95% confidence interval (CI) ranging between 247.1–252.8 ms, 

confirming stability under varying system loads [19]. Compared with existing frameworks: 

- SAFEHIVE: ~310–380 ms [20] 

- SEDA: ~280–350 ms 
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- CRA: ~420–600 ms 

- ERASMUS (runtime): 200–280 ms but lacks TPM-rooted boot verification 

- Do-RA: ~290–330 ms 

Thus, ID-TRA provides competitive or better latency while offering TPM-rooted trust not supported by 

runtime-only schemes like ERASMUS and Do-RA [17]. 

 

3.4.  Accuracy and false positives 

Figure 3 shows the error rate observed during attestation. The proposed system maintained a false 

positive rate below 2%, which is lower than typical software-based attestation (4-8%) and behavior-based 

anomaly detection (6-12%). No false negatives were observed during controlled malware and firmware-
tampering tests [21]. 

The high accuracy is largely attributed to TPM-anchored measurements, making the system robust 

against replay and masquerading attacks [11]. Anonymous and privacy-preserving RA schemes have also 

been shown to reduce masquerading and replay-based attacks in distributed IoT environments [21]. 

 

 

 
 

Figure 3. Error rate of rejection incidents on valid devices during the RA process 
 

 

3.5.  Communication overhead on PLC 

Figure 4 presents the additional PLC cycle time introduced by periodic attestation. The framework 

produced an average overhead of 1.1%, with minimal fluctuation (<0.2%). These results confirm that 

attestation can be safely applied in real-time industrial control loops without disrupting automation. The 

latency overhead is significantly lower than heavy cryptographic schemes (up to 5-12%) and comparable to 

lightweight trust evaluation systems (<2%) [22]. 

 

 

 
 

Figure 4. CPU utilization measurement of PLC to evaluate overhead latency 

 
 

3.6.  TPM resource utilization 

Edge devices equipped with TPMs recorded an average of 62% CPU utilization and 48 MB RAM 

during active attestation periods. These values fall within acceptable limits for modern industrial gateways 

and edge PLC devices [23]. 

Figure 5 show the evaluate feasibility for legacy hardware, additional measurements were 

performed using a reduced-frequency attestation schedule. CPU consumption decreased to 39% with no 
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significant reduction in detection capability, suggesting that the framework can be adapted to resource-

constrained environments [24]. 

 

 

 
 

Figure 5. Memory utilization observed on Rockwell Allen-Bradley  

PLC during the TPM-based attestation process 

 
 

3.7.  Integration with ZTA policies 

Integration with ZTA allowed real-time automatic isolation of devices whose attestation failed. 

During testing, access revocation and micro-segmentation responses were executed within <150 ms after 

attestation mismatch detection [14]. This behavior ensures: 

- containment of lateral movement 

- prevention of unauthorized PLC communication 

- adaptive least-privilege enforcement 

Compared to traditional static firewall rules, the dynamic ZTA-integrated approach reduced 

unauthorized traffic attempts by 87% during simulated attack scenarios. Devices that failed attestation were 

automatically quarantined and denied access to critical control zones. The dynamic micro-segmentation [25] 

and policy enforcement capabilities of FortiGate demonstrated effective continuous verification and least 

privilege enforcement, aligning with ZTA principles [26]. 

 

3.8.  Scalability and multi-device performance 
Stress tests using 200 simulated nodes were conducted to evaluate scalability. The system 

maintained stable operations with only a minor increase in average attestation latency to 278 ms. The verifier 

operated under 72% CPU load, indicating that the architecture can scale to hundreds of devices with batching 

and scheduled attestation windows [15]. 

 

 

4. DISCUSSION 

The experimental results demonstrate that the ID-TRA + ZTA framework offers a balanced trade-

off between performance, accuracy, and industrial feasibility. Compared to centralized attestation models like 

CRA and SAFEHIVE, the proposed solution provides improved latency consistency and stronger hardware-

rooted trust guarantees. The false positive performance (<2%) exceeds that of behavior-based anomaly 

detection, highlighting the advantage of TPM-based measurements. The small communication overhead 
(1.1%) confirms compatibility with delay-sensitive processes, such as brewery fermentation control, water 

treatment, or chemical dosing systems. This is consistent with findings from prior lightweight attestation 

frameworks but with the added benefit of firmware-level validation. 

The results demonstrate that the integration of ID-TRA with ZTA substantially enhances the 

cybersecurity posture of industrial control networks. Compared to existing frameworks such as SAFEHIVE, 

SEDA, CRA, ERASMUS, and Do-RA, the proposed architecture provides not only hardware-rooted trust 

establishment but also dynamic, policy-driven enforcement that responds automatically to changes in device 

integrity. This hybrid design bridges a critical gap in current industrial security implementations, where 

attestation mechanisms often operate in isolation from real-time network access control. 

A key aspect of this integration is the system's ability to convert attestation results into immediate 

security actions, which is essential for real-time industrial environments with low tolerance for delay. When a 
device fails attestation or exhibits abnormal PCR measurements, the verifier communicates the result to the 
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ZTA policy engine, triggering immediate micro-segmentation adjustments. As illustrated in Figure 6, the 

FortiGate firewall automatically updates its security posture by isolating the compromised node into a 

quarantine zone. This automated response prevents unverified or potentially malicious devices from 

communicating with PLCs, SCADA servers, or other critical operational assets. 

The dynamic quarantine mechanism shown in Figure 6 also plays a vital role in mitigating lateral 

movement-one of the most critical attack vectors in OT environments. By automatically revoking trust and 
restricting east-west traffic, the system effectively reduces the propagation window for threats such as replay 

attacks, spoofing attempts, and unauthorized control commands. This dynamic enforcement stands in contrast 

to static firewall rules, which cannot adapt quickly enough to address sudden device compromise or firmware 

manipulation. 

 

 

 
 

Figure 6. Security rating observed during modified firewall and replay attack testing 
 

 

Moreover, the integration provides operational benefits beyond threat mitigation. The security rating 

evaluation in Figure 6 demonstrates how ZTA, enhanced with attestation-driven policies, produces 

measurable improvements in network hygiene, segmentation discipline, and access governance. The 

automated realignment of security ratings after a reply-attack simulation indicates that the system is not only 

capable of isolating anomalies but also capable of restoring compliance states without manual intervention. 

From an industrial perspective, this responsiveness is significant. Brewery operations-similar to 

those found in water treatment, food processing, and chemical manufacturing-depend on deterministic 

communication cycles and strict uptime requirements. The proposed ID-TRA and ZTA integration shows 

that secure attestation workflows can be executed with minimal performance overhead while still providing 
real-time policy adjustments. This confirms the framework’s suitability for large-scale industrial deployments 

where both security and continuity are equally important. 

Despite these advantages, several limitations remain. Periodic attestation, while effective for 

detecting firmware integrity violations, may still allow short-lived, in-memory attacks to evade detection. 

Integrating event-driven or anomaly-triggered attestation-possibly using machine learning–based anomaly 

detection-could address this shortcoming by providing near-continuous verification. Furthermore, legacy 

devices without TPM support continue to present interoperability challenges. Although software-based 

attestation may serve as a fallback mechanism, its security guarantees are weaker than hardware-anchored 

approaches. Future work should explore hybrid trust anchors that combine TPM-based validation for modern 

devices with lightweight integrity checks for legacy nodes. 

However, limitations remain. Periodic attestation may still leave exploitable windows for short-lived 

or memory-resident malware. Event-driven attestation combined with machine learning–based anomaly 
triggers may significantly reduce this gap, providing near real-time verification. Legacy devices lacking TPM 

support also pose challenges; software-based attestation or SecVisor-style hypervisor-anchored trust could 

serve as alternatives. 
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5. CONCLUSION 

This research presented a hybrid IIoT security framework that integrates ID-TRA with ZTA to 

enhance device integrity verification and adaptive access control in OT environments. The proposed 

architecture addresses a critical gap in existing attestation and anomaly-detection approaches-namely the lack 

of hardware-rooted trust establishment combined with real-time, policy-driven enforcement. By leveraging 

TPM-based measurements and dynamic micro-segmentation, the framework provides a comprehensive and 

context-aware security posture suitable for latency-sensitive industrial systems. 
Experimental deployment in a real brewery control network demonstrates the effectiveness of the 

approach. The system achieved an average attestation latency of 250 ms with low variability (SD: 18.4 ms), a 

false-positive rate below 2%, and communication overhead of only 1.1%, ensuring compatibility with PLC-

driven real-time processes. Integration with ZTA enabled automatic isolation of untrusted devices in under 

150 ms, significantly reducing the potential for lateral movement. These results confirm that the framework 

can detect firmware tampering, unauthorized reconfiguration, and replay-based manipulation while 

maintaining operational continuity. 

Despite its strengths, several limitations must be acknowledged. Periodic attestation introduces short 

detection windows that may not capture transient or memory-resident attacks. TPM-based validation also 

depends on hardware availability, which poses challenges in environments dominated by legacy devices. 

Furthermore, large-scale deployments involving thousands of IIoT nodes may require hierarchical or 

distributed attestation management to maintain performance. 
Future work will address these limitations by exploring such event-driven and anomaly-triggered 

attestation mechanisms that combine machine learning with hardware-rooted verification, hybrid trust 

anchors that integrate TPM-based attestation with secure software-based techniques for legacy OT devices, 

scalability optimizations through distributed verifiers and edge-based attestation; and expansion of the 

framework to other industrial verticals such as energy, oil and gas, and water infrastructure. These directions 

aim to strengthen resilience, reduce detection latency, and broaden the applicability of the proposed 

cybersecurity architecture in Industry 4.0 environments. 
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