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Accurate detection of network intrusions remains challenging under severe class
imbalance, where rare attacks such as remote-to-local (R2L) and user-to-root
(U2R) are poorly represented. Although many learning-based intrusion detec-
tion systems achieve high overall accuracy, conventional loss functions often
bias training toward majority classes, leading to weak minority-class perfor-
mance. This paper introduces a smooth margin-reciprocal loss (MRL), inspired
by distance-weighted discrimination (DWD), which emphasizes samples with
small or negative margins while rapidly attenuating penalties for well-classified
instances. Unlike probability-based focal loss, MRL operates directly on the
signed margin and enables stable optimization with first-order methods. Exper-
iments conducted on the NSL-KDD benchmark using linear and shallow mul-
tilayer perceptron models show that MRL consistently improves macro-F1 and
per-class precision—recall AUC compared with hinge, logistic, and focal losses,
with notable gains on minority attack classes.
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1. INTRODUCTION

Modern communication networks are exposed to a wide spectrum of cyber intrusions, ranging from
large-scale denial-of-service (DoS/DDoS) attacks to subtle and low-frequency threats such as remote-to-local
(R2L) and user-to-root (U2R). Early and reliable detection of such anomalies is essential for maintaining ser-
vice availability and protecting critical infrastructures [[1]], [2]. In response to this challenge, intrusion detection
systems (IDS) have increasingly adopted machine learning techniques to model normal traffic behavior and
identify deviations [3]-[7]. Beyond reactive detection, effective anomaly identification also supports proactive
defense by reducing system failures and limiting the impact of emerging attacks [8I],[9].

Despite these advances, many learning-based intrusion detection approaches suffer from limited ro-
bustness in practice, particularly when confronted with highly imbalanced network traffic data [[10]-[12]. In
commonly used benchmark datasets, rare but critical attacks such as R2L and U2R represent only a small
fraction of the samples, causing classifiers to bias their decision boundaries toward majority classes [13]. As
a result, high overall accuracy may coexist with poor minority-class recall, which is unacceptable in security-
critical applications. Addressing class imbalance at the learning level therefore remains a central challenge for
reliable intrusion detection.

Most existing imbalance-aware strategies focus either on data-level resampling or on probability-based
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loss reweighting. While such approaches can improve minority-class recall, they often introduce additional hy-
perparameters, alter the natural traffic distribution, or primarily adjust prediction confidence without explicitly
controlling the geometry of the decision boundary. In operational IDS environments, where traffic distributions
evolve and rare attacks may exhibit subtle feature patterns, improved geometric separation between classes is
particularly important for enhancing detection robustness.

Margin-based learning offers a principled way to control decision boundary behavior under imbalance.
distance-weighted discrimination (DWD) was originally proposed to alleviate data piling by penalizing samples
located near the classification boundary [[14]. Inspired by this idea, we introduce a smooth margin-reciprocal
loss (MRL) tailored to intrusion detection. The proposed loss assigns larger penalties to small or negative
margins-where minority samples typically lie-while rapidly attenuating penalties for well-classified instances.
Unlike probability-based focal loss, which rescales cross-entropy using predicted confidence scores, MRL
operates directly on the signed margin and enables finer geometric control of the decision boundary without
introducing additional tuning complexity.

From a computer science and engineering perspective, the contribution of this work lies in the design
of a loss function that can be seamlessly integrated into existing linear and neural intrusion detection archi-
tectures without modifying model structures or requiring synthetic data generation. By reshaping the margin
distribution during training, the proposed formulation enhances minority-class separability while maintaining
optimization stability with standard first-order methods. This makes the approach suitable for scalable IDS
implementations and compatible with practical deployment constraints.

The contributions of this work are threefold. First, we propose a novel MRL inspired by DWD and
provide a numerically stable formulation suitable for imbalanced network data. Second, we adopt a rigorous
evaluation protocol based on stratified data splits, leakage-free preprocessing, and imbalance-aware metrics
such as macro-F1 and per-class precision-recall AUC. Third, experimental results on the NSL-KDD benchmark
demonstrate that MRL improves minority-class detection compared to hinge, logistic, and focal losses, while
remaining simple to optimize using first-order methods.

2. RELATED WORK

Anomaly detection has long been a core problem in network security, aiming to identify traffic patterns
that deviate from normal behavior, including intrusions, DoS attacks, and subtle performance anomalies [15].
Early approaches were primarily based on statistical and probabilistic models, where anomalies were detected
through thresholding or deviations from expected distributions [16], [17]. While these methods are interpretable
and computationally efficient, their performance degrades significantly in high-dimensional settings and in
environments with evolving traffic characteristics.

The adoption of machine learning substantially broadened the range of intrusion detection techniques.
Supervised models such as support vector machines, decision trees, random forests, and neural networks have
shown strong performance when sufficient labeled data are available [18[]-[20]. However, most benchmark
intrusion datasets are highly imbalanced, causing rare but critical attack categories such as U2R and R2L to be
poorly detected [21]. As a result, many supervised classifiers achieve high overall accuracy while exhibiting
low recall on minority classes.

To reduce dependence on labeled data, unsupervised approaches-including clustering methods, isola-
tion forests, and autoencoders-have been widely explored to model normal traffic behavior and identify devia-
tions as anomalies [22]], [23]. More recently, graph-based techniques have been proposed to capture structural
and relational dependencies in network traffic, improving detection in complex environments [24]. Although
these methods enhance representation capability, they often remain sensitive to data imbalance and threshold
selection.

Hybrid strategies seek to combine the advantages of multiple paradigms. Semi-supervised methods
exploit limited labeled data to guide anomaly detection [25], [26], while ensemble techniques such as boost-
ing and stacking improve robustness by aggregating diverse classifiers [27], [28]. Deep generative models,
particularly generative adversarial networks (GANs), have also been applied to anomaly detection by learn-
ing compact representations of normal traffic and flagging deviations from the learned distribution [29], [30].
Despite these advances, the majority of existing approaches continue to rely on conventional surrogate losses,
such as hinge loss or cross-entropy, which are not explicitly designed to handle severe class imbalance or to
control decision boundary behavior. To the best of our knowledge, no prior work has explicitly investigated a
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reciprocal margin-based loss tailored to IDS for addressing severe class imbalance.

This limitation motivates the exploration of alternative margin-based loss formulations, such as the
MRL proposed in this work, which directly emphasizes ambiguous and minority-class samples during training.
Related efforts have also explored hybrid Al frameworks for anomaly detection and root cause analysis in
multi-agent systems, highlighting the importance of combining learning-based detection with explainability
mechanisms [31].

3. METHOD

This section describes the experimental methodology adopted to evaluate the proposed MRL for net-
work anomaly detection under class imbalance. It covers the problem formulation, dataset description, prepro-
cessing and feature engineering steps, the MRL formulation, model architectures and training protocol, and the
evaluation metrics.

3.1. Problem setting and margin-based learning
We consider a binary classification problem with training data,

T= {(Ijvyj)}?:h £ € Rd? Yj S {715 +1}7

where z; denotes a network traffic instance and y; its corresponding label (normal or attack). Let f(z) =
w " ¢(x) + b be a real-valued scoring function, where ¢(-) maps inputs into a feature space. The signed margin
of a sample is defined as m; = y; f(z;), which reflects both prediction correctness and confidence.

Classical margin-based classifiers, such as support vector machines (SVMs), learn decision boundaries
by minimizing a regularized empirical risk of the form,

I .
min o flwll +C ) fmy), (1)

j=1

where C' > 0 is a regularization parameter and £(-) is a convex surrogate loss. A widely used example is the
hinge loss ¢(m) = max(0, 1 — m), which penalizes samples with margins smaller than one. Although effec-
tive in balanced settings, such losses treat all margin violations uniformly and are not designed to emphasize
minority-class samples that typically lie close to the decision boundary.

When kernel functions are employed, the optimization is carried out in a reproducing kernel Hilbert
space (RKHS). By the representer theorem, the optimal solution admits the finite expansion,

fe) =Y BiK (xj,2)+b,
j=1

where 5; € R and K (-, -) denotes a positive-definite kernel. The corresponding optimization problem can be
written as,

min ClBI*+ > (y;(B ks +)) )

=1

with k; representing the j-th row of the kernel matrix.

For large-scale intrusion detection tasks, gradient-based optimization methods are particularly attrac-
tive due to their scalability and low memory requirements. Adaptive first-order optimizers such as Adam
provide stable convergence in both linear and neural models [32]. This general margin-based framework forms
the basis for the proposed MRL.

3.2. Dataset description

Experiments are conducted on the NSL-KDD benchmark dataset [33]], which is widely used for eval-
vating IDS and is known for its severe class imbalance. The dataset contains network traffic records labeled as
normal or attack, with attack categories including DoS, Probe, R2L, and U2R. In particular, R2L and U2R rep-
resent only a small fraction of the samples, making NSL-KDD suitable for studying imbalance-aware learning
methods.
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Unless otherwise stated, the detection task is formulated as binary classification (normal vs. attack).
For class-wise analysis, results are additionally reported using a one-vs.-rest strategy. The official NSL-KDD
Train+ and Test+ partitions were used as provided, without merging or cross-contamination. A portion of the
Train+ set was further split into training and validation subsets using stratified sampling, while the Test+ set
was kept strictly for final evaluation.

3.3. Preprocessing and feature engineering

All preprocessing operations are performed exclusively on the training data to prevent information
leakage and ensure fair evaluation. Duplicate records are removed prior to dataset splitting. Numerical features
with missing values are imputed using the median computed from the training set, while categorical attributes
are imputed using the most frequent category. The same transformation parameters are subsequently applied
to validation and test sets.

Categorical features, including protocol type, service, and connection flag, are encoded using one-
hot encoding. Continuous features are standardized using the mean and standard deviation derived from the
training partition. This normalization improves numerical stability during optimization and prevents features
with larger magnitudes from dominating the learning process.

For linear models, principal component analysis (PCA) is optionally applied to retain 95% of the total
variance, reducing dimensionality while preserving discriminative structure. Neural architectures operate on
the full standardized feature space, allowing them to learn hierarchical feature interactions directly.

Class imbalance in NSL-KDD is severe, with DoS attacks dominating the dataset and U2R samples
representing only a very small fraction of the total traffic. The class distribution is illustrated in Figure 1,
highlighting the skewed nature of the dataset and motivating the need for imbalance-aware learning strategies.

Series1; R2L; 12,1;
12%

= Normal

=D/DOS

= U2R
R2L

u Probe

w Series1; U2R;
1,9;2%

Figure 1. Class distribution in NSL-KDD (DoS, Probe, R2L, and U2R)

To further analyze feature relevance across attack categories, recursive feature elimination (RFE) with
a linear probe is employed. Figure 2 presents the subsets of features selected by RFE for different attack
families, illustrating how discriminative characteristics vary between majority and minority classes.

As shown in Figigure 2(a), the selected features for DoS and Probe attacks primarily emphasize traffic
volume, connection duration, and packet-level statistics, which are strongly represented in the dataset and
characterize high-frequency attack patterns.

In contrast, Figure 2(b) demonstrates that R2L. and U2R attacks rely on a distinct and more subtle
subset of features, often related to authentication behavior, access control indicators, and specific connection
attributes. The reduced representation and distinct feature profiles of these minority classes explain why con-
ventional loss functions tend to bias decision boundaries toward majority traffic.
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These observations confirm that minority attack categories exhibit class-specific feature signals that
are more difficult to separate under severe imbalance. Consequently, learning objectives that explicitly shape
the margin distribution-such as the proposed MRL-are particularly relevant for improving detection robustness
in such settings.
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Figure 2. RFE-selected features differ between majority and rare families, indicating class-specific signals,
(a) and (b)

3.4. Margin-reciprocal loss

The proposed MRL is designed to emphasize samples with small or negative margins, which typically
correspond to minority-class instances near the decision boundary. For a sample (x;,y;) with y; € {—1,+1}
and model output f(z;), the signed margin is defined as m; = y, f(z;).

The idealized reciprocal form of the loss is given,

Oari(m) = (14+m)7?, p=1 3)

which assigns large penalties to small margins while rapidly decaying for well-classified samples. To ensure
numerical stability and differentiability for all margin values, we optimize a smooth surrogate based on the
softplus function,

Salm) = Tlog(U4 €™, Fann(m) = (14 sam)) @

where o« > 0 controls smoothness. Unless otherwise stated, we use p = 1 and o = 1. The training objective
combines class weighting and /5 regularization,
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where w,,; are inverse-frequency class weights and A controls weight decay. Unlike focal loss [34], which
rescales probability-based cross-entropy, MRL operates directly on the margin and does not require additional
focusing hyperparameters.

3.5. Model architectures and training protocol

Three classification backbones are evaluated under identical preprocessing conditions: i) a linear clas-
sifier; ii) a two-layer multilayer perceptron (MLP) with hidden sizes 128 and 64, ReL.U activations, and dropout
rate 0.2; and iii) a long short-term memory (LSTM) network applied to time-windowed flow sequences, fol-
lowed by a linear output layer.

All models are trained using hinge, logistic, focal, and MRL losses for fair comparison. Optimization
is performed using the Adam optimizer [32] with learning rate 1072, (31, 32) = (0.9,0.999), batch sizes of
256 for linear/MLP models and 64 for LSTM models, and early stopping based on validation macro-F1 with
a patience of 7 epochs. Class weights are computed from inverse class frequencies, and no oversampling is
applied.

3.6. Evaluation metrics and statistical analysis

Performance is assessed using accuracy, precision, recall, F1-score, macro-F1, and per-class precision—
recall AUC (PR-AUC). Given the severe imbalance, model selection is based on macro-F1 and PR-AUC rather
than accuracy alone. Results are averaged over five independent random seeds, and paired ¢-tests are used to
compare MRL against the strongest non-MRL baseline on the same backbone. Improvements with p < 0.05
are considered statistically significant.

4. RESULTS AND DISCUSSION

This section evaluates the proposed MRL from three complementary perspectives: i) quantitative
detection performance under severe imbalance, ii) robustness across models and datasets, and iii) system-level
and deployment implications. All experiments follow the protocol described in section 3 using stratified splits
and leakage-free preprocessing.

4.1. Overall detection performance under class imbalance

Table 1 reports quantitative results on NSL-KDD across classical machine learning and deep learning
baselines. While several methods achieve high overall accuracy due to the dominance of majority classes,
imbalance-aware metrics such as macro-F1 provide a more reliable assessment.

Table 1. Quantitative comparison of baseline methods on NSL-KDD

Method Accuracy (%)  Precision (%) Recall (%) Fl-score (%) Macro-F1 (%)
Decision tree (DT) 93.10 90.22 88.65 89.43 84.17
Random forest (RF) 95.02 92.81 91.36 92.08 87.94
SVM (RBF) 94.87 91.74 90.92 91.33 86.21
XGBoost (XGB) 96.21 94.35 93.07 93.71 89.02
LSTM 97.04 95.41 94.28 94.84 90.15
Proposed MRL 99.39 98.81 100.00 99.35 96.87

All reported results are obtained using the official NSL-KDD Train+ and Test+ partitions without
merging, ensuring strict separation between training and evaluation data.

Compared to RF and XGBoost, the proposed MRL improves macro-F1 by more than 7 percentage
points, demonstrating a substantial gain in balanced detection capability. These improvements directly address
the limitations highlighted in prior work, where strong accuracy often masks poor minority-class recall.

4.2. Minority-class analysis

Accurate detection of rare attack categories, particularly R2L and U2R, remains a critical challenge in
IDS. As illustrated in Figure 1, these classes represent only a small fraction of the NSL-KDD dataset, leading
conventional classifiers to bias their decision boundaries toward majority traffic.
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Models trained with MRL consistently achieve higher recall and PR-AUC for minority classes com-
pared with baseline loss functions. This improvement can be attributed to the margin-aware nature of MRL,
which assigns stronger penalties to samples located near or across the decision boundary-where minority-class
instances are typically concentrated. In contrast, probability-based losses such as cross-entropy and focal loss
primarily emphasize confidence calibration rather than geometric margin structure, resulting in weaker sensi-
tivity to rare attacks.

These results confirm that explicitly shaping the margin distribution constitutes an effective and prin-
cipled strategy for mitigating class imbalance in intrusion detection.

4.3. Comparison with baseline algorithms

Beyond loss-function comparisons, the proposed approach was evaluated against commonly used in-
trusion detection algorithms, including DT, RFs, SVM, naive Bayes, k-nearest neighbors, XGBoost, LSTM-
based models, and a stacking ensemble. All methods were trained using identical preprocessing pipelines,
stratified data splits, and evaluation protocols to ensure a fair and unbiased comparison.

Figure 3 presents a comparative overview of the main performance metrics across all evaluated al-
gorithms. The MRL-based model achieves the strongest overall performance in terms of accuracy, Fl-score,
recall, and AUC. Importantly, these improvements are obtained without increasing architectural complexity,
indicating that the performance gains originate primarily from the proposed loss formulation rather than from
deeper or more sophisticated network structures.

This observation supports the central claim of this work: refining the learning objective can be as
effective as increasing model complexity when addressing class imbalance challenges in intrusion detection
systems.

mAccuracy WF1-Score  mRecall  mPrecision mR2-Score

)

Figure 3. Performance comparison across evaluated intrusion detection algorithms

4.4. Confusion matrix analysis

To further analyze classification behavior, Table 2 reports the aggregated confusion matrix statistics
across the evaluated models. The MRL-based classifier achieves the highest number of correctly classified
instances and the lowest number of misclassifications among all compared methods.

This result indicates improved reliability in distinguishing normal traffic from a diverse range of attack
types, including rare and security-critical categories such as R2L and U2R. The reduction in false negatives is
particularly important in intrusion detection contexts, where undetected attacks may lead to severe operational
or security consequences. The confusion-matrix analysis therefore reinforces the practical relevance and ro-
bustness of the proposed loss function.

Table 2. Confusion matrix summary across evaluated models
Metric DT RF LR SVM NB KNN XGB MRL
Correct 136 140 137 140 136 141 139 200

Incorrect 7 3 6 3 7 2 4 2
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4.5. Comparison with existing studies

To contextualize the obtained results, we compare our findings with representative studies reported
in the literature on the NSL-KDD dataset. As illustrated in Figure 4, classical machine learning models and
recent deep-learning approaches typically report accuracies below 99.1%, often accompanied by substantially
lower macro-F1 scores.

= Accura =
Accuracy; Our approach; ccuracy

99,39;21%

Accuracy; KNN; 83,45;
17%

mKNN
mSVM
CNN
ANN
m Our approach

\ Accuracy; CNN; 97,6; 20%

Figure 4. Performance comparison across evaluated intrusion detection algorithms

The proposed MRL-based approach achieves an accuracy of 99.39% while simultaneously improv-
ing imbalance-aware metrics, thereby surpassing prior work that relies on standard loss formulations. This
comparison demonstrates that margin-aware loss design can yield competitive or superior performance without
reliance on complex architectures or aggressive resampling strategies.

4.6. Cross-dataset generalization

To assess generalization beyond NSL-KDD, additional experiments were conducted on the CICIDS
2017 dataset using the same training protocol and hyperparameters. The results show consistent improvements
in macro-F1 and PR-AUC when using MRL compared with hinge and focal losses, confirming that the proposed
loss generalizes across datasets with different traffic characteristics. Detailed cross-dataset results are provided
in the supplementary material.

4.7. Discussion and practical implications

The experimental findings yield several important insights. First, overall accuracy alone is insuffi-
cient for evaluating IDS under class imbalance, as it may conceal poor minority-class detection. Second, loss
functions that explicitly account for margin behavior can substantially improve robustness without requiring
oversampling or complex ensemble designs. Third, MRL remains simple to optimize using standard first-order
methods, making it suitable for large-scale or near real-time deployment.

Nevertheless, certain limitations must be acknowledged. The experiments are conducted under offline
conditions, and real-world traffic may introduce additional challenges such as noise, concept drift, and evolv-
ing attack strategies. Moreover, although the computational overhead of MRL is modest compared to model
forward passes, it is slightly higher than that of standard hinge or cross-entropy losses due to margin-based
computations. Overall, these results demonstrate that MRL provides a robust and effective mechanism for en-
hancing intrusion detection performance under severe class imbalance, particularly for rare but security-critical
attack categories.

5. CONCLUSION

This paper proposed a MRL for network anomaly detection under severe class imbalance. By as-
signing stronger penalties to samples with small or negative margins while attenuating the contribution of
well-classified instances, the proposed loss improves the detection of rare but critical attack categories such as
R2L and U2R.

Experimental results on the NSL-KDD benchmark demonstrate that models trained with MRL achieve
consistently higher macro-F1 and per-class precision-recall AUC compared to hinge, logistic, and focal losses,
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without increasing architectural complexity. These findings indicate that margin-aware loss design plays a
crucial role in improving robustness to class imbalance in IDS.

Despite these advantages, several limitations should be noted. The evaluation was conducted on an of-
fline benchmark dataset, and real-world network traffic may exhibit additional challenges such as concept drift,
noise, and evolving attack patterns. Moreover, although the computational overhead of MRL remains modest,
it is slightly higher than that of standard hinge or cross-entropy losses due to margin-based computations.

Future work will focus on extending the proposed loss to streaming and online learning scenarios,
investigating adaptive mechanisms to handle concept drift, and evaluating the approach on more recent datasets
and real operational traffic traces. These directions aim to further assess the practicality and generalizability of
MRL in real-world intrusion detection environments.
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