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The integration of deep learning (DL) into cryptanalysis represents a
paradigm shift, challenging traditional mathematical approaches and
unlocking novel attack vectors against cryptographic algorithms and
implementations. This comprehensive review synthesizes findings from
recent pivotal publications to provide an in-depth analysis of the current
state-of-the-art,  methodologies, empirical  successes, fundamental
limitations, and future potential of DL in cryptanalysis. We focus
extensively on two primary domains DL-based side-channel analysis
(DL-SCA) and DL-enhanced cryptanalysis of symmetric primitives.
The review meticulously examines advancements in attack efficiency
(reducing the number of traces/queries), robustness against sophisticated
countermeasures, automated feature extraction, and the nascent exploration
of theoretical foundations. While DL demonstrates remarkable capabilities
in automating complex pattern recognition critical to cryptanalysis,
significant challenges persist, including the “black-box™ nature of models,
data dependency, scalability to full cryptographic primitives, and the critical
need for explainability and theoretical grounding. This review serves as a

foundational resource for researchers and practitioners navigating this
rapidly evolving intersection of artificial intelligence and cryptography.
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1. INTRODUCTION

Cryptography forms the foundation of modern digital security, enabling the protection of data
confidentiality, integrity, and authenticity. Cryptanalysis-the adversarial counterpart—aims to uncover
weaknesses in cryptographic algorithms or their physical implementations, exploiting either design flaws or
vulnerabilities arising from side-channel leakage and fault injection [1]-[4]. Traditional cryptanalysis has
long relied on advanced mathematical methods, including differential, linear, and integral techniques.
However, the rapid increase in computational capabilities and the emergence of machine learning (ML),
particularly deep learning (DL), have introduced a powerful data-driven paradigm for cryptanalytic research
(51-{7].

DL models, especially convolutional neural networks (CNNs), are adept at detecting complex,
nonlinear patterns in high-dimensional, noisy datasets-a capability directly relevant to numerous
cryptanalytic challenges [8]-[10]. In side-channel analysis (SCA), DL offers several distinct advantages over
classical approaches,
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— Automated feature extraction DL models can learn discriminative features directly from raw inputs (e.g.,
power traces, electromagnetic emanations, ciphertext pairs), eliminating the need for manual and often
error-prone feature engineering required by traditional SCA or statistical distinguishers [7],
[11]-[23].

— Noise and misalignment tolerance CNN-based approaches demonstrate robustness against noise and trace
desynchronization, effectively modeling complex dependencies that are difficult to capture analytically
[13]-[15].

— Countermeasure resilience techniques such as data augmentation enable DL-based SCA to mitigate the
effects of common countermeasures, including random delays, shuffling, and masking [15]-[17].

— Improved attack efficiency in many cases, DL-SCA achieves successful key recovery with significantly
fewer traces compared to template attacks or correlation power analysis (CPA). Similarly, in algorithmic
cryptanalysis, DL can uncover more efficient distinguishers and differential characteristics than
traditional heuristic search methods [18]-[20].

This review synthesizes findings from recent studies to provide an integrated perspective on the role
of DL in modern cryptanalysis. Specifically, it examines,

— fundamental concepts and DL architectures employed in cryptanalysis (sections 2-3),

— the transformative impact of DL on side-channel attacks (section 4),

— applications to the cryptanalysis of symmetric cryptographic primitives, particularly block ciphers
(section 5),

— limitations, challenges, and the “black-box” interpretability problem (section 6), and

— promising future research directions (section 7).

Unlike existing surveys that primarily focus on either physical side-channel attacks or isolated
neural distinguishers, this review provides a unified analysis of DL-based SCA and DL-assisted algorithmic
cryptanalysis of symmetric primitives. In addition to systematizing architectures, attack models, and
evaluation metrics, this work emphasizes explainability, scalability, and generalization, which are often
underexplored. Furthermore, the review offers comparative taxonomies and synthesized tables that highlight
practical capabilities, limitations, and open challenges.

This paper follows the IMRaDC structure. Section 1 introduces the background and motivation.
Section 2 presents foundational concepts and the review methodology. Sections 3 and 4 describe the methods
and architectures employed in DL-based cryptanalysis, with a focus on SCA. Sections 5 and 6 provide
results-oriented discussion and critical analysis of DL applications to symmetric cryptanalysis, including
limitations and challenges. Section 7 outlines future research directions, and section 8 concludes the paper.

2. FOUNDATIONAL CONCEPTS
2.1. Cryptanalysis primer

Cryptographic goals confidentiality, integrity, authenticity. Attack models ciphertext-only, known-
plaintext, chosen-plaintext, chosen-ciphertext. Implementation attacks vs. algorithmic attacks distinguishing
attacks targeting physical leakage (SCA, fault attacks) from those targeting the mathematical structure of the
cipher. Security metrics success rate (SR), guessing entropy (GE), number of traces to disclosure (NTD) for
SCA,; probability of differential/linear characteristics, data/time complexity for algorithmic attacks [21]-[23].

2.2. ML fundamentals

Supervised learning learning a mapping from inputs (traces, ciphertexts) to labels (key bytes,
distinguishing labels). Dominates cryptanalysis applications [15]. Profiling vs. Non-Profiling Profiling
(Supervised) attacks require a controlled profiling phase using a clone device; non-Profiling attacks attempt
key recovery directly. Core concepts training/validation/test sets, overfitting/underfitting, loss functions
(categorical cross-entropy common for classification), optimization algorithms (SGD, Adam) [24]. General
DL workflows, architectures, and application paradigms are discussed in detail in [25].

2.3. DL specifics

Artificial neural networks (ANNs) composed of layers of interconnected neurons (nodes). The depth
defines “deep” learning. Multi-layer perceptrons (MLPs) Fully connected networks. Early use in SCA and
block cipher distinguishers [26]. CNNs Specialized for grid-like data (images, time-series like SCA traces).
Use convolutional layers to extract local features, pooling layers for downsampling. State-of-the-art for DL-
SCA [8]. Activation functions rectified linear unit (ReLU) most common, enabling non-linearity.
Backpropagation Algorithm for calculating gradients and updating weights during training. D ata
Augmentation Artificially expanding the training dataset by applying transformations (e.g., random shifts,
jitter, noise addition) to improve robustness and generalization [27].
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2.4. Review methodology workflow

This review follows a structured scoping review methodology designed to systematically identify,
screen, and synthesize recent advances in DL-based cryptanalysis. The selection process was organized into
four stages-identification, screening, eligibility, and synthesis-to ensure transparency and reproducibility.

— ldentification: candidate studies were retrieved via keyword-based searches across major digital libraries
and cryptography repositories.

— Screening: duplicate records were removed and works not directly related to cryptanalysis or SCA
(e.g., general ML papers without cryptographic focus) were excluded.

— Eligibility: included studies applied DL (or advanced ML) to cryptanalysis or SCA and provided
empirical evaluation (e.g., GE, SR, NTD, or distinguishing accuracy/advantage).

— Synthesis: selected works were categorized by attack model, target primitive or device, neural
architecture, dataset/trace characteristics, and evaluation metrics, enabling a comparative synthesis of
capabilities, limitations, and open research challenges.

To clarify the scope and organization of this survey, Figure 1 summarizes the main categories of
cryptographic vulnerabilities and the corresponding attack families considered in the literature.
Vulnerabilities can be grouped into, i) implementation-level weaknesses, where physical leakage or fault
sensitivity enables side-channel and fault-injection attacks; ii) algorithmic-level weaknesses, where statistical
biases enable distinguishers and key-recovery methods such as differential and linear cryptanalysis; and
iii) protocol/system-level weaknesses related to composition, misuse, or system side effects. ML and DL act
as cross-cutting enablers across these categories: in DL-SCA, models primarily support denoising, alignment,
and automated feature extraction to enable robust profiling under countermeasures; in algorithmic
cryptanalysis, neural distinguishers and learned biases can be combined with classical techniques to guide or
filter search; and at the system level, learning-based pattern analysis is occasionally used for anomaly or
traffic/timing characterization (though it is less central to the present survey). This taxonomy supports a
structured synthesis and motivates the comparative analysis developed in the subsequent sections. In practice,
system-level exposure can also stem from misconfiguration of hardware security modules and permission
controls [28].
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Figure 1. Taxonomy of cryptographic vulnerabilities and corresponding attack families, highlighting where
ML and DL are integrated across implementation-, algorithmic-, and protocol/system-level attacks
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3. DL ARCHITECTURES FOR CRYPTANALYSIS
3.1. Architectures for side-channel analysis

CNN architectures predominant architecture. VGG-inspired networks (stacked small convolutional
layers) are highly effective. Residual connections (ResNet) help train deeper models. Custom architectures
tailored to trace characteristics are common [29]. Input representation one-dimension CNNs for single-trace
attacks (treating trace as 1D signal). 2D CNNs are sometimes used if traces are pre-processed into
spectrograms or combined with other data dimensions. Output layer typically, a softmax layer for
classification (predicting a specific key byte value). Regression (predicting a leakage value) is less common
but explored. Hyperparameter tuning critical for performance. Includes number/filter size of convolutional
layers, pooling strategies, dense layer size, learning rate, batch size. Automated methods (grid search,
Bayesian optimization) are increasingly used [30].

3.2. Architectures for algorithmic cryptanalysis

Distinguisher networks often MLPs or CNNs. Input is pairs of plaintexts/ciphertexts or differentials.
Output is a probability score indicating whether the input belongs to the cipher or a random permutation.
Gohr’s Speck attack [11] used a sophisticated CNN.

Key recovery networks less common and harder. Can involve building neural distinguishers for key-
dependent differentials or directly predicting key bits (extremely challenging for full ciphers) [5]. Often
combined with traditional key search or ranking. Hybrid approaches combining neural distinguishers with
classical cryptanalytic techniques (e.g., using a neural distinguisher to filter promising differential paths for
traditional key recovery).

3.3. Training methodologies and challenges

Data requirements massive datasets needed, especially for algorithmic cryptanalysis (millions of
plaintext-ciphertext pairs). Acquisition cost for SCA can be high but manageable. Imbalanced data in SCA,
classes (key byte values) are naturally balanced. In distinguisher training, balancing “cipher” vs. “random”
instances is crucial. Preventing overfitting techniques include dropout layers, L1/L2 regularization, early
stopping, and rigorous validation on held-out datasets. Transfer learning potential to leverage models pre-
trained on similar tasks or devices to reduce data needs, though exploration is limited.

4. DL FOR SIDE-CHANNEL ANALYSIS (DL-SCA)
4.1. The SCA landscape and DL’s entry point

Traditional SCA template attacks (optimal profiled), CPA (popular non-profiled), DPA. Limitations
Sensitivity to trace misalignment, noise, countermeasures; need for manual feature selection (Points-of-
interest (POISs)); performance degradation with complex leakage functions. DL revolution Maghrebi et al.
[31] and Cagli et al. [8] were among the first to demonstrate CNNs outperforming classical profiled SCA,
handling raw traces directly.

4.2. Profiled DL-SCA the new gold standard

Workflow i) Acquire profiling traces (known inputs, known keys). ii) Train DL model (e.g., CNN)
to predict intermediate values (e.g., S-box output) or directly key bytes from traces. iii) Acquire attack traces
(known inputs, unknown key). iv) Use trained model to predict key candidates. v) Rank/recover key.
Superior performance consistently shown to achieve lower NTD/GE than Template Attacks, especially in
noisy environments or with misalignment. Kim et al. [9] explicitly demonstrated CNNs effectively utilize
noise. Raw trace processing a major advantage is bypassing the need for explicit POI selection or trace
alignment. CNNs learn robust features invariant to small shifts. Multi-task learning training a single model to
predict multiple intermediate values or key bytes simultaneously, improving efficiency.

4.3. Combating countermeasures with DL

Jitter and random delays Cagli et al. [8] pioneered using data augmentation during training. By
artificially adding random temporal shifts (jitter) to profiling traces, the CNN learns to be invariant to such
countermeasures, outperforming classical attacks requiring explicit realignment. Desynchronization Similar
to jitter, handled effectively by data augmentation (shifting) and CNN’s inherent shift-invariance. Masking
More challenging, DL-SCA can potentially learn higher-order moments or complex interactions between
shares. Requires more traces and potentially more complex models or specific pre-processing. State-of-the-
art but still an active challenge compared to unmasked scenarios. Hiding (Noise addition) CNNs demonstrate
inherent robustness to Gaussian noise. Performance degrades gracefully compared to classical attacks.
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4.4. Non-profiled and semi-profiled DL-SCA

Non-profiled challenges significantly harder than profiled. Requires unsupervised or self-supervised
learning, dimensionality reduction (PCA, autoencoders), or clustering guided by DL features. Semi-profiled
approaches utilizing some limited knowledge or model from a similar device. An area of ongoing research
with potential for reducing profiling costs [13].
4.5. Systematization and comparative analysis

Surveys by Hettwer et al. [32], Masure et al. [33], and the comprehensive SoK by Picek et al. [13]
provide invaluable taxonomies, classifying DL-SCA works by attack type (profiled/non-profiled), target
(algorithm, implementation), DL architecture, countermeasures addressed, evaluation metrics. Highlighting
the evolution from MLPs to CNNs as the dominant architecture. Emphasizing the critical importance of
rigorous evaluation methodologies, reporting NTD/GE/SR curves, and using multiple datasets. Table 1
presents a structured taxonomy of DL-based SCA approaches, summarizing attack models, target algorithms,
neural architectures, countermeasures addressed, and evaluation metrics reported in the literature.

Table 1. Detailed taxonomy of DL-SCA approaches (adapted from [13], [32], [33])

Characteristic

Categories

Examples/Notes

References

Attack type

Target algorithm

Leakage source

DL architecture

Countermeasures
addressed

Key contribution
focus

Evaluation
metrics

Profiled, non-profiled, semi-profiled

AES, DES, RSA, ECC, Lightweight
(PRESENT, SIMON, SPECK),
ASCON, etc.

Power consumption (DPA),
electromagnetic (EMA), timing,
photonic, acoustic

MLP, CNN (1D, 2D), ResNet, VGG,

Autoencoders, RNN/LSTM (rare),
hybrid models

None, jitter/random delays, masking
(1st order, higher-order), shuffling,
hiding

Raw trace processing, robustness to
noise, countermeasure resilience,
few-shot learning, model
interpretability
SR, GE, NTD

Profiled dominates research and
performance. Non-profiled remains
challenging.

AES is the most common benchmark.
Lightweight ciphers are frequent targets due
to constrained implementations.
Power and EM are most prevalent. DL
shows promise for others.

CNN (1D) is state-of-the-art for profiled

SCA on raw traces. MLP used earlier/hybrid.

Autoencoders explored for non-
profiled/feature reduction.

Data Augmentation highly effective against
jitter/delays/shuffling. Masking remains a
significant challenge requiring more
traces/complex models.

[9] (Noise), [8] (Jitter), [11] (Algorithmic
link), [13], [33] (Systematization), nascent
work on explainable Al (XAl).

Reporting full SR/GE/NTD curves is
essential. NTD @ SR=80-90% common.

(81 [9]. [13], [31]-
[33]

(81 [9], [11]-[13],
(32]

(9], [13], [32], [33]

(81 [9]. [11]-[13],
[31], [33]
(81, [9] [12], [24],
[26]

[8]-[10], [12], [26]

(81, [9]. [13], [32],
[33]

5. DL FOR CRYPTANALYSIS OF SYMMETRIC PRIMITIVES
5.1. Motivation and scope

While DL-SCA targets implementations, DL is also applied to attack the mathematical structure of
symmetric ciphers (block ciphers, stream ciphers). Goals include distinguishers differentiating the cipher
from a random permutation with fewer samples than brute-force. Improved differential/linear cryptanalysis
finding better differential characteristics or linear approximations [34]. Key recovery directly or indirectly
reducing the complexity of key search.

5.2. Neural distinguishers

Concept train a DL model (MLP, CNN) to classify tuples (e.g., pairs of plaintexts and
corresponding ciphertexts, or input/output differences) as originating from the target cipher or a random
permutation [7], [11], [12]. PRESENT case study Mishra et al. [12] demonstrated that MLPs could
effectively distinguish reduced-round versions (e.g., 5-7 rounds) of the lightweight cipher PRESENT from
random with high accuracy. This demonstrated DL’s ability to capture non-randomness arising from the
cipher’s structure, albeit for rounds well below the full 31 rounds. Their work highlighted the potential and
the significant challenge of scaling. Methodology requires generating vast datasets of cipher and random
permutation outputs. Careful balancing is crucial. Evaluation involves accuracy on a separate test set and
often calculating the advantage over random guessing.

5.3. DL-enhanced differential cryptanalysis Gohr’s landmark
Attack Speck32/64 Gohr [11] presented a groundbreaking application of CNNs to differential
cryptanalysis of the lightweight ARX cipher Speck32/64. Methodology i) Train a CNN to predict the output
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difference of the last round given the input difference to the first round (or a differential characteristic over
multiple rounds). ii) Use this neural distinguisher to filter ciphertext pairs more likely to follow a high-
probability differential characteristic. iii) Use the filtered pairs in a classical key recovery attack on the last
round(s). Results Achieved significant improvements over classical differential attacks on round-reduced
Speck (e.g., up to 11 rounds). The CNN learned complex differential properties directly from data,
effectively automating a crucial part of the cryptanalytic process. This demonstrated DL’s potential to
improve traditional cryptanalytic techniques. Significance bridged the gap between “academic” neural
distinguishers and practical key recovery, albeit on reduced rounds of a lightweight cipher.

5.4. Critical examination of neural cryptanalysis

Benamira et al. [7] provide a crucial critical perspective distinguisher vs. key recovery emphasize
that a good neural distinguisher does not automatically translate into an efficient key recovery attack. Gohr’s
work is notable for making this link explicit. The “why” question critically question what the neural network
is actually learning. Is it capturing fundamental cryptographic properties (like high-probability differentials)
or superficial patterns specific to the training data distribution? Lack of explainability is a major concern.
Data efficiency and generalization neural distinguishers often require enormous datasets (millions of
samples) and their generalization to different key classes or slightly modified ciphers is not guaranteed.
Scalability the central challenge remains scaling these approaches to full-round versions of standardized,
secure ciphers like AES-128. Current successes are largely confined to lightweight ciphers or severely
reduced rounds. Singh et al. [6] also highlight this limitation. Table 2 highlights representative DL
applications in the cryptanalysis of symmetric primitives and summarizes key findings and limitations.

Table 2. DL applications in symmetric primitive cryptanalysis - extended analysis

Target Technique Key finding Limitations/Challenges References
PRESENT MLP Demonstrated capability of MLPs to Accuracy drops significantly [12]
(reduced) Distinguisher  distinguish 5-7 rounds of PRESENT from towards full (31) rounds.
random with high accuracy. Validated Limited to distinguisher, not key
DL’s ability to detect non-randomness. recovery. Lack of insight into
why.
Speck32/64 CNN CNN learned to predict differential Attack complexity still high. Full [11]
(reduced) Differential characteristics, significantly improving cipher (22/23 rounds) remains
Aid key recovery on up to 11 rounds vs. secure. Requires massive
classical differential cryptanalysis. training data (100M+ samples).
General MLP/CNN Multiple studies confirm DL’s ability to Practical impact on full ciphers [6], [7],
distinguishers find statistical distinguishers for various minimal so far. High data [12]
reduced-round ciphers. requirements. Explainability gap
(“black box™).
Key recovery  Hybrid (DL + Most promising approach Use DL Integration complexity. Requires [7], [11]
classical) distinguisher to filter/rank candidates for careful design. Still limited to
classical key recovery steps (like Gohr reduced rounds/lightweight
[11]). Direct DL key prediction is targets. Scaling is the core issue.

infeasible for secure ciphers.

6. CRITICAL ANALYSIS AND LIMITATIONS
6.1. The explainability (“Black Box”) problem

This is arguably the most significant criticism and limitation [35], [36]. Lack of Insight DL models,
especially complex CNNs, are opaque. It’s extremely difficult to understand why a model makes a specific
prediction or what specific cryptographic property it has learned [5], [7], [33]. This hinders gaining
new fundamental cryptographic knowledge from successful attacks [37]. Trusting the model’s output,
especially in security-critical contexts. Debugging or improving models systematically. Addressing XAl in
cryptanalysis applying XAl techniques (saliency maps, LIME, SHAP) to cryptanalysis models is nascent and
challenging due to the complexity and sensitivity of cryptographic functions. Benamira et al. [7] strongly
advocate for research into interpretable models or methods to extract human-understandable rules from DL
distinguishers. DL models used in cryptanalysis-particularly CNNs-often behave as black boxes, making it
difficult to explain why a prediction is made or which cryptographic/leakage features are exploited. This
limits the extraction of human-interpretable rules, systematic debugging, and trust in security-critical settings.
Accordingly, recent work advocates integrating XAl tools (e.g., saliency analysis and attribution methods) to
identify influential samples/operations and to connect empirical success with cryptographic insight [7],
[33], [35].
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6.2. Scalability to secure primitives

Scalability remains the primary barrier for DL-assisted algorithmic cryptanalysis. Current successes
mainly target reduced-round configurations and lightweight designs; extending neural distinguishers or DL-
aided differentials to full-round standardized primitives faces an exponential growth in complexity and data
requirements and remains an open challenge [6], [7], [38]. In DL-SCA, the analogous frontier is efficient key
recovery under high-order masking, very low SNR, and hardened secure hardware. From a deployment
perspective, practical SCA pipelines may also rely on edge/cloud offloading for trace processing and
inference, where latency and service placement constraints become relevant [39].

7. FUTURE RESEARCH DIRECTIONS
7.1. XAl for cryptanalysis

Developing specialized XAl techniques to interpret what DL models learn about cryptographic
algorithms or leakage functions. Designing inherently more interpretable DL architectures for cryptanalysis.
Using insights from XAI to guide traditional cryptanalysis or improve cipher designs [40], [41]. Priority
should be given to XAl methods tailored to cryptographic and leakage domains to reveal which operations,
time samples, or bits drive model decisions and to extract human-understandable rules from trained models.

7.2. Bridging the theory-practice gap

A major open challenge is to translate empirical neural distinguishers into theory-backed
cryptanalytic guarantees. Bridging this theory—practice gap requires clearer connections between what a
model learns, the statistical advantage it achieves, and how this can be converted into practical key-recovery
or proof of weakness [42].

7.3. Improving data efficiency and generalization

Transfer learning adapting models pre-trained on one device/cipher/task to perform well on a related
target with minimal new data [43]. Few-shot/meta-learning enabling models to learn effectively from very
few examples, crucial for attacking rare or highly secured devices [44]. Synthetic data generation exploring
high-fidelity simulation or generative models (GANSs, diffusion models) to create realistic training data,
reducing reliance on physical acquisition, especially for algorithmic attacks [45]. Self-supervised learning
Leveraging unlabeled data for pre-training, reducing the burden of labeled data acquisition. Transfer learning,
few-shot/meta-learning, and high-fidelity synthetic data generation (e.g., GANs/diffusion) can reduce
profiling cost and improve robustness across devices and noise regimes.

7.4. Advanced architectures and techniques

Graph neural networks, transformers, reinforcement learning, and ensemble/fusion approaches are
promising for modeling structured dependencies in cipher states or long traces and for automating parts of the
cryptanalytic search process [46]-[48]. Extending neural cryptanalysis beyond reduced-round block ciphers
to additional primitives and leakage modalities is a promising direction but requires careful threat modeling
and scalable training pipelines [49].

7.5. Standardization and reproducibility

Community benchmarks, standardized evaluation protocols, and reproducible open-source tooling
are essential to enable fair comparison and accelerate progress. Complementary to empirical benchmarking,
formal methods for verification/certification of implementations and defenses can strengthen confidence in
security claims, especially when ML components are used in the attack or defense loop [50], [51].

8. CONCLUSION

DL has significantly reshaped the landscape of modern cryptanalysis. In the domain of SCA, DL-
particularly CCNs-has emerged as the state of the art for profiled attacks, enabling direct processing of raw
traces, improved robustness to noise and common countermeasures such as jitter, and effective key recovery
with fewer traces. These advances, demonstrated in works such as [8], [9], and systematized in [6], [13], [32],
represent a substantial practical improvement over classical techniques.

For algorithmic cryptanalysis of symmetric primitives, DL has shown promise in automating tasks
such as statistical distinguishers and the discovery of differential characteristics. Notably, Gohr’s work on
Speck [11] illustrates how neural models can enhance classical cryptanalytic workflows and improve key
recovery on reduced-round ciphers. However, current successes remain largely confined to lightweight
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designs or reduced-round variants, and scaling such approaches to full-round standardized ciphers continues
to be an open and challenging problem.

This review highlights limitations that constrain broader impact: the black-box nature of deep
models limits explainability and the extraction of cryptographic insight, while data dependency and
generalization issues hinder robustness across devices, implementations, and attack scenarios. Additionally,
computational costs and the need for rigorous, reproducible evaluation frameworks remain important
concerns. Future research should therefore focus on improving explainability through XAl, bridging the
theory-practice gap, enhancing data efficiency and generalization, and exploring novel architectures and
hybrid strategies capable of addressing more complex cryptographic targets. While DL is not a universal
solution to cryptanalysis, its ability to automate complex pattern recognition ensures that it will remain a
powerful and evolving tool within the ongoing arms race between cryptographic design and cryptanalytic
attack.
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