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 The study examined cyber hygiene awareness among Malaysian youth by 

analyzing the roles played by individual knowledge, awareness, attitudes, 

gender differences, and educational level. An online survey was conducted 

with 414 respondents in Peninsular Malaysia. The results showed no 

significant differences in cyber hygiene awareness based on gender and 

educational level. This suggests equal access to cybersecurity information 

and training across genders and education levels in Malaysia. This study also 

found significant relationships between individual characteristics 

(knowledge, rationality, and attitude) and cyber hygiene awareness. These 

findings indicate that individuals who are more knowledgeable, have 

positive attitudes, and make rational decisions tend to have higher cyber 

hygiene awareness. The results highlight the importance of fostering 

rationality and consistency in approaches to cybersecurity practices. The 

study contributes to the thoughtfully reflective decision-making (TRDM) 

theory, providing insights for developing targeted cybersecurity training 

programs and policies. Future research could explore additional factors 

influencing cyber hygiene awareness and examine how these findings 

translate to actual cybersecurity behaviors in professional settings. 
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1. INTRODUCTION 

In this era of digital connectivity, information sharing on social media platforms has become a 

norm. The liberty to share thoughts, images, preferences, and aversions contributes to the rapid increase in 

user-generated content on social media platforms. This widespread practice has reshaped privacy and security 

in cyberspace. Social media users now face inherent cybersecurity hazards [1], such as the deliberate 

deception of users by irresponsible parties, which is one of the most challenging threats to address [1]. 

Malicious software is transmitted during content sharing on social media applications, leading to the prevalence 

of security issues, including fraud, phishing, software loopholes, and unauthorized system intrusions [2]. 

Cloudflare reported that 78% of cybersecurity managers across 14 countries, including Malaysia, 

experienced at least one cyber incident in 2023. More than 60% of the respondents faced over four attacks in 

the past year [3]. This trend was supported by Surfshark's report, where Malaysia experienced a 144% 

increase in breach rates in the third quarter of 2023, ranking eighth in the most breached country [4]. 

Kaspersky also reported that Malaysia was the second-highest country in Southeast Asia to prevent mobile 

malware attacks in 2022 [5]. 

A survey conducted on several organizations has identified key challenges in cybersecurity, 

including a lack of awareness, resources, and expertise [6]. It was revealed that Malaysian employees 

https://creativecommons.org/licenses/by-sa/4.0/


Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Cyber hygiene awareness among Malaysian youth (Amily Fikry) 

211 

exhibited a concerning level of ignorance and lack of accountability regarding cybersecurity practices [6]. 

This finding underscores the urgency for initiatives to enhance awareness and strengthen Malaysia's 

cybersecurity position in the face of escalating threats. Thus, this study aimed to diagnose the effect of 

individual knowledge, awareness and attitude, gender and educational level towards cyber hygiene awareness 

among Malaysians. 

 

 

2. LITERATURE REVIEW  

Cyber hygiene awareness is aimed at enhancing users' activities and can be associated with alertness 

in the system of instructions and recommendations. This awareness aids in equipping users with relevant 

knowledge and skills, besides instilling the attitude and behavior to maintain healthy network security and 

system through online safety measures and data privacy, protection, and prevention [7]-[12]. 

 

2.1.  Gender, educational level, and cyber hygiene awareness 

In the realm of cybersecurity, humans are considered the most vulnerable component [13]. 

Therefore, it is essential to understand the demographics relating to human security behavior, such as age, 

education, gender, knowledge, and profession [14], which significantly shape an individual's perceptions, 

attitudes, and performance. A study reported that managers recognize that more men demonstrated security 

misbehavior than women [15]. Nonetheless, studies on cyber hygiene awareness across various research 

settings exhibited that demographic factors (age, gender, education level) are unreliable predictors of cyber 

hygiene awareness [13], [16], [17]. 

Gender and age have been identified as significant predictors of cyber hygiene awareness, though 

findings are inconsistent. Some studies report males having greater awareness but indifferent attitudes toward 

cyber hygiene [18]-[20], while a Thai study found women, especially from generations X and Y, exhibit 

higher phishing awareness due to caution and vigilance [21]. Research from Malaysia indicates age and 

gender influence cyber hygiene awareness and practices, but academic qualifications do not [22]. Conversely, 

some internet users perceive education level as positively impacting awareness [19]. These mixed results 

highlight the need for further investigation into demographic influences on cyber hygiene [23]. Thus, the 

following hypotheses were postulated for this study: 

(H1): there is a significant difference between gender and cyber hygiene awareness among youth in 

Malaysia. 

(H2): there is a significant difference between educational level and cyber hygiene awareness among youth in 

Malaysia. 

 

2.2.  Knowledge, rationality, attitude and cyber hygiene awareness 

Knowledge significantly influences cyber hygiene awareness, with higher cybersecurity knowledge 

correlating to better awareness despite some insufficiency in risk mitigation [19]. Knowledgeable individuals 

are less vulnerable to cybercrime [24], while neglecting manufacturer guidelines results in poor awareness 

and increased cyberattack risk [25]. In healthcare, lack of cyber hygiene knowledge fosters risky behaviors 

[26]. Enhanced knowledge and positive cybersecurity attitudes improve awareness and practices at work, 

encouraging employees to model good habits for colleagues [27], [28]. Internet users with proactive attitudes 

toward cyber hygiene are more likely to adopt preventive measures [29]. Based on these findings, the 

following hypotheses were postulated for this study: 

(H3): knowledge significantly influences cyber hygiene awareness among youth in Malaysia. 

(H4): rationality significantly influences cyber hygiene awareness among youth in Malaysia. 

(H5): attitude significantly influences cyber hygiene awareness among youth in Malaysia. 

 

2.3.  Cyber hygiene awareness through the lens of TRDM 

The thoughtfully reflective decision-making (TRDM) theory was utilized to comprehensively 

understand cyber hygiene awareness among Malaysians by integrating knowledge and attitude variables [30]. 

This framework enables researchers to evaluate holistically the determinants of cybersecurity behavior 

(technical knowledge and attitudes) and decision-making processes when facing potential threats in the 

workplace. The integration of cognitive, emotional, and behavioral aspects of cybersecurity awareness could 

aid in the establishment of effective strategies to enhance cyber hygiene practices in the workplace. In 

summary, the study outcomes will shed light on the interaction between an individual's knowledge about 

cybersecurity threats, their attitudes towards security practices, and their rational decision-making processes 

and its impact on overall cyber hygiene awareness. 
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3. RESEARCH METHOD  

This study used the purposive sampling method to distribute an online survey powered by 

SurveyMonkey targeted to 414 Malaysians in Peninsular Malaysia. The survey contained a multi-item scale 

of Cyber Hygiene Inventory (CHI) developed by [31] to measure cyber hygiene awareness and the Human 

Aspect of Information Security Questionnaire (HAISQ) [32] to assess an individual's knowledge, attitude, 

and rationality [10]. Upon finalizing the data collection process, the researchers utilized SPSS version 28 to 

conduct the statistical analysis of all responses gathered through the online survey. 

 

 

4. RESULTS  

4.1.  Respondents' profiles 

The study sample comprised 414 respondents of Malaysian nationality who reside in Peninsular 

Malaysia. Table 1 shows a significant gender imbalance, with females representing more than two-thirds of 

the sample (72.0%) and only 28.0% males. Most respondents belonged to the <20 years age group (51.9%), 

suggesting that the data represents a predominantly younger demographic. The second largest group were 21 

to 25 years old (179 respondents, 43.2%). When combined with the previous age group, it can be inferred 

that the overwhelming majority of respondents (95.1%) are 25 years old or younger. Only a small fraction of 

the population falls within the 26–30 age bracket, accounting for just 2.9%, while the 31 to 35-year-old 

category only included three respondents (0.7%). Lastly, participants aged 36 years and above represented 

1.2% of the total population (5 individuals). This study data is heavily skewed towards younger respondents, 

with a sparse representation of those older than (4.8%), reflecting the specific characteristics of the sample 

population (youth). 

Most respondents possess a certificate/diploma (173 respondents, 41.8%), followed by SPM/STPM 

(121 respondents, 29.2%), bachelor's degree (117 respondents, 28.3%), and postgraduate qualifications  

(3 respondents, 0.7%). This distribution indicates that the population is composed mainly of early-career 

individuals or students. Meanwhile, a majority of the respondents resided in Selangor (50% (207 

individuals), possibly attributed to the state's population size and economic activities, followed by Pahang 

(77 individuals, 18.6%), Federal Territory of Kuala Lumpur with (31 individuals, 7.5%), and Perak (32 

individuals, 7.7%). A small percentage of the respondents resided across other states in Malaysia, including 

Johor (3.6%), Kedah (3.4%), and Melaka (1.0%). An overwhelming majority (87.2%) of the population are 

tertiary-level students, with only a small percentage employed in clerical (31 respondents, 7.5%), executive 

(14 respondents, 3.4%), and managerial positions (8 respondents, 1.9%). 

 

4.2.  Descriptive analysis of major variables 

The major variables of this research include knowledge, attitude, and rationality related to cyber 

hygiene awareness among Malaysian youth, as presented in Table 2. Respondents were asked to indicate 

their views using a five-point Likert scale ranging from 1 (strongly agree) to 5 (strongly disagree). 

The findings indicate that respondents tended to report only a moderate level of awareness regarding 

cyber hygiene, with many leaning toward the lower end of the scale (mean score=3.9878). As the score of 3 

on the Likert scale represents neutrality and is close to a score of 4, the mean score for this variable indicates 

some concerns about awareness levels among respondents. The low standard deviation (0.48212) implies that 

there is relatively little variation in responses, suggesting consistency among individuals in their perceptions 

of cyber hygiene awareness. 

The respondents also have moderate self-assessed knowledge about cyber hygiene (mean 

score=3.6373), indicating a tendency towards neutrality. A score of slightly above 3 suggests the respondents 

may have doubts about their proficiency in this area. Meanwhile, the low standard deviation (0.35442) 

reflects that most respondents had similar responses, indicating little diversity in their self-reported 

knowledge levels. 

The study sample is moderately neutral regarding their attitudes towards cyber hygiene (mean 

score=3.4213), reflecting their ambivalence or reluctance to have a positive attitude towards cyber hygiene 

practices. The standard deviation is relatively low (0.34362), indicating the consistency in attitude among 

respondents. 

Most respondents disagreed with statements related to the rational decision-making aspect of cyber 

hygiene (mean score=4.1335). A score above 4 is closer to the "Disagree" option, implying that the study 

population lack confidence or does not base their cyber hygiene practices on rational thought processes, 

suggesting the need for improvement in this area. The higher standard deviation (0.56735) indicates more 

variability in how respondents view the rationality component of their cyber hygiene behavior, reflecting 

differing levels of logical reasoning behind their actions. 
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Table 1. Demographic characteristics of the study sample 

(N=414) 
Demographics Frequency (n) Percentage (%) 

Gender   

Male 116 28 

Female 298 72 
Total 414 100 

   

Age Group 
18-20 years 215 51 

21-25 years 179 43.2 

26-30 years 12 2.9 
31-35 years 3 0.7 

>36 years 5 1.2 

Total 414 100 
   

Academic qualification 

SPM/STPM or below 121 29.2 
Certificate/diploma 173 41.8 

Bachelor's degree 117 28.3 

Master/doctor of 
Philosophy/doctor of 

Business administration 

3 0.7 

Total 414 100 
   

Occupation level 

Clerical 31 7.5 
Executive 14 3.3.44 

Managerial 8 19 

Unemployed/tertiary 
level student 

361 87.2 

Total 414 100 

   
Current place of residence 

   

Federal Territory of 

Kuala Lumpur 

31 7.5 

Selangor 207 50 

Melaka 4 1 
Negeri Sembilan 9 2.2 

Pulau Pinang 5 1.2 

Kedah 14 3.4 
Perlis 1 0.2 

Johor 15 3.6 

Terengganu 5 1.2 
Kelantan 6 1.4 

Pahang 77 18.6 

Sabah 6 1.4 
Sarawak 2 0.5 

Perak 32 7.7 
Total 414 100 

 

 

Table 2. Descriptive analysis of major variables 
Variable Mean Standard deviation 

Cyber hygiene awareness 3.9878 0.48212 
Individual characteristics 

Knowledge 3.6373 0.35442 

Attitude 3.4213 0.34362 
Rationality 4.1335 0.56735 

 

 

4.3.  Hypotheses testing 

The potential differences between gender and cyber hygiene awareness (H1) were determined using 

the independent sample T-test. Meanwhile, the differences between educational level and cyber hygiene 

awareness (H2) were evaluated via the one-way analysis of variance (ANOVA). Subsequently, H3, H4, and 

H5 were assessed using the regression analysis. The hypotheses testing outcomes are detailed in the 

following subsections. 
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4.3.1. Differences between gender, educational level and cyber hygiene awareness among youth in 

Malaysia 

(H1): there is a significant difference between gender and cyber hygiene awareness among youth in 

Malaysia. 

The results obtained from the independent-samples t-test demonstrated no significant difference in 

scores for males (M=4.0041, SD=0.51727) and females (M=3.9815, SD=0.46849; t (412)=0.428, p=.67, two-

tailed). The small differences in means between genders (Eta squared, η2=0.002) indicated that this variable 

did not significantly influence cyber hygiene awareness levels in the study sample. Therefore, the H1 was 

rejected. 

(H2): there is a significant difference between educational level and cyber hygiene awareness among youth in 

Malaysia. 

The study categorized respondents into four education levels—SPM/STPM and below, 

certificate/diploma, bachelor’s degree, and postgraduate qualifications—to assess educational effects on 

cyber hygiene awareness. Results from the between-groups one-way ANOVA showed no meaningful 

statistical difference among the categories at p<.05 in cyber hygiene awareness between education levels:  

F (3, 410)=0.808, p=.490. Thus, H2 was rejected. 

 

4.3.2. Relationship between individual characteristics of knowledge, rationality, and attitude towards 

cyber hygiene awareness among youth in Malaysia 

Table 3 shows an R2 of 0.319 for cyber hygiene awareness, indicating that 31.9% of the cyber 

hygiene awareness variance was explained by all three variables tested in this study. Therefore, the proposed 

model was significant (F=63.888, p<0.01). A closer examination revealed that individual characteristics, 

including rationality (β=0.488, p<0.01), knowledge (β=0.113, p<0.05), and attitude (β=0.115, p<0.05), were 

positively related to cyber hygiene awareness. Thus, H3, H4, and H5 were accepted. 

A strong positive relationship between rationality and cyber hygiene awareness suggests more 

rational individuals tend to have higher awareness. The strength of this relationship is notable, indicating that 

rationality is a critical predictor of cyber hygiene awareness. Meanwhile, higher knowledge levels were 

associated with increased cyber hygiene awareness in this study. Despite the statistically significant 

relationship, the small coefficient value suggests knowledge has a modest impact on cyber hygiene 

awareness compared to reliability. Similarly, attitude is positively associated with cyber hygiene awareness 

with a small effect size (β=0.115), suggesting a positive disposition or proactive stance towards cybersecurity 

contributes to higher awareness with limited impact. 

 

 

Table 3. Relationship between individual characteristics (knowledge, rationality, attitude) and  

cyber hygiene awareness 
Variable Standardized beta 

Individual characteristic  
Rational 0.488*** 

Knowledge 0.113** 

Attitude 0.115** 
F value 63.888*** 

R2 0.319 

Adjusted R2 0.314 

*p < 0.10, **p<0.05, ***p<0.01 

 

 

5. DISCUSSION  

Results indicated that cyber hygiene awareness did not vary significantly across gender or education 

levels, implying that Malaysian youth generally receive similar opportunities for cybersecurity-related 

information and learning. This parity may result from workplace environments offering comprehensive 

cybersecurity resources and awareness campaigns. These findings align with earlier research [33] but contrast 

with studies reporting higher awareness among men [19], [20], [34]. Additionally, the results differ from a 

Thai study where females showed greater awareness of phishing threats [21], possibly due to higher self-

consciousness. Another study suggested women’s heightened cyber hygiene awareness stems from distrust in 

government and telecom cybersecurity policies [35]. Furthermore, [36] found females to be more proactive in 

managing privacy settings compared to males, which contradicts the current study’s findings. 

This study also revealed that cyber hygiene awareness among youth in Malaysia is significantly 

influenced by their level of knowledge, rationality, and attitudes. The analysis of individual characteristics 

revealed compelling results. For instance, rationality, knowledge, and attitude collectively explained 31% of 
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the variance in cyber hygiene awareness. Among these factors, rationality emerged as the strongest predictor 

with a substantial positive relationship to awareness levels. This finding shows the importance of fostering 

rationality and consistency in individuals' approach to cybersecurity practices. Knowledge and attitude also 

demonstrated positive, albeit modest, relationships with cyber hygiene awareness. While these factors 

contribute to increased awareness, their impact appears to be less pronounced compared to rationality. This 

outcome reflects that knowledgeable individuals with positive attitudes and rational decision-makers tend to 

be more aware of cyber hygiene than those who do not exhibit these characteristics. 

An earlier study revealed that most Malaysians lack knowledge and exhibit poor attitudes towards 

cybersecurity awareness, delegating the majority of responsibilities related to cybersecurity practices to the 

technical department and top management in their organization [37]. In contrast, another study found a 

significant relationship between knowledge and cybersecurity awareness but not attitude [24]. In a different 

study, a significant relationship between knowledge and cyberhygiene awareness was reported [38], [39], 

which in turn influences protective behaviors and compliance with security policies [38], [40]. Likewise, this 

study found a significant relationship between attitude and intention to adopt cybersecurity hygiene [41] in 

the organization and conduct specific training programs that caters to the diverse discipline and needs of 

engineers [42]-[46]. This observation was supported by another research, where internet users with positive 

and proactive attitudes toward cyber hygiene awareness have a higher tendency to adopt preventive measures 

[29]. Besides, continuous education on cyberhygiene [47], [48], monetary incentives given to employees [49] 

and organization’s policy revision [50] that support cybersecurity practices will further enhance cyberhygiene 

awareness and practices among employees. 

 

 

6. CONCLUSION  

This study findings contribute to the literature on cyber hygiene awareness among Malaysian youth, 

revealing that gender and education level do not significantly influence awareness levels. The results suggest 

gender- and education-specific cybersecurity training may be unnecessary and support for more unified 

training strategies. Nevertheless, there is a need to explore other factors that potentially impact cyber safety 

knowledge among Malaysians. 

Future research on cyber hygiene awareness should investigate specific behaviors and knowledge 

variations across demographic groups, including gender, as subtle differences may exist despite no 

significant findings in the current study. Employing qualitative methods such as case studies and interviews 

can uncover motivations and perceptions influencing cybersecurity practices, potentially revealing gender-

specific challenges or strengths. Additionally, conducting meta-analyses of existing literature would clarify 

inconsistencies and identify moderating factors. Exploring other predictors across cultures and professional 

contexts is essential to enhance understanding of cyber hygiene awareness and behavior. 

The current study also discovered a lack of significant differences in gender and education level of 

respondents in determining cyber hygiene awareness, suggesting that interventions do not necessarily have to 

be gender-oriented among Malaysian youth. Nonetheless, future studies could explore how other variables, 

such as age, field of study, or profession, interact with gender and influence cyber hygiene awareness. The 

study outcomes could aid in developing more targeted and effective interventions in the future.  

The findings emphasize the importance of continuous, tailored cybersecurity training programs that 

address the specific needs and behaviors of diverse employee profiles, particularly engineers who handle 

sensitive data and complex systems. Awareness initiatives should target all employees regardless of gender 

or education, focusing on rational decision-making, relevant knowledge, and positive cybersecurity attitudes. 

Innovative methods such as apps, gamified training, and simulations—including spear phishing exercises—

can enhance engagement and provide real-time insights into cyber hygiene practices, enabling organizations 

to customize training effectively. Continuous education on emerging threats and best practices like strong 

passwords and phishing recognition is essential. Additionally, senior management support and fostering a 

culture that normalizes cybersecurity practices are critical for successful implementation. Incentives can 

motivate adherence to best practices, embedding cyber hygiene into organizational culture. Regular updates 

and reviews of cybersecurity measures—including system updates, new technologies, and policy revisions—

are necessary to keep pace with evolving threats. Together, these strategies improve cybersecurity awareness 

and practices, ultimately strengthening organizational security in the engineering sector. 
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