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 The proliferation of illicit visual content on the internet, such as 

pornography and violent imagery, presents a growing societal concern.  

This paper proposes the design and implementation of a lightweight 

browser-integrated plugin that utilises a hybrid approach combining content-

based filtering with convolutional neural networks (CNNs), specifically the 

EfficientNetB7 architecture, to detect and block illicit images in real time. 

Developed using Python and TensorFlow, the plugin was trained on a 

curated dataset comprising NSFW, DeepNude, and safe-for-work (SFW) 

images. Experimental results on a dataset of 1,064 randomly selected images 

demonstrated a detection accuracy of 99%, with a processing time of 92 

seconds and a 7% combined false positive and false negative rate. The 

plugin is compatible with Chrome browsers and contributes to safer online 

experiences, particularly for children, educators, and users in sensitive 

environments.  
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1. INTRODUCTION  

The massive expansion of digital content has made high-speed internet access a standard, but it has 

concurrently simplified the dissemination of harmful materials [1]. Manual content moderation is no longer 

viable due to the sheer volume of data uploaded every second. Consequently, automated systems using 

artificial intelligence (AI) have become indispensable. This research introduces a “hybrid filtering” approach, 

which refers to the integrated use of content-based attributes (metadata, signatures) and structural feature 

extraction via convolutional neural networks (CNN) [2]–[4]. Previous studies primarily focused on server-

side filtering, which often introduces latency and privacy concerns [5]. Our objective is to develop a client-

side solution via a browser plugin that ensures real-time protection without relying on external server 

response times. To achieve this, we leverage the unique capabilities of EfficientNetB7, an architecture that 

utilizes a compound scaling method to optimally balance network depth, width, and resolution. The central 

issue addressed in this study is ensuring that users particularly vulnerable groups cannot access illicit or 

unauthorized content, specifically images related to violence and pornography. Unlike existing standalone 

tools, our solution is designed to be lightweight, integrable with various web platforms, and capable of real-

time classification. This paper presents the design and implementation of a CNN-based plugin for Google 

Chrome. The key contributions of this work include: The development of a robust detection algorithm based 

on EfficientNetB7 integrated directly into the browser. An analysis of web content (images and video frames) 

https://creativecommons.org/licenses/by-sa/4.0/
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to classify it as either illicit or permissible in real-time. A comprehensive evaluation of the plugin’s 

performance in terms of accuracy and execution efficiency. The proposal of an adaptive system tailored to 

the specific needs of diverse user categories, including parents, children, teachers, and students. 

 

 

2. THE PROPOSED METHOD 

The proposed system utilizes a multilevel decision logic designed to minimize computational 

overhead and ensure low latency. The process begins by intercepting HTTP requests for image assets at the 

browser level. A fallback mechanism is implemented: if the initial content scan, based on lightweight 

metadata or signatures, is inconclusive, the image is then passed to the CNN for structural analysis.  

A classification threshold is set at 0.85; any image scoring above this value in an illicit category (e.g., nudity 

or weapons) is automatically blurred or replaced by a warning placeholder to protect the user.  

 

2.1.  Comparison with existing methods 

Previous methods for content moderation primarily relied on skin-tone detection, metadata filtering, 

and keyword analysis, all of which have demonstrated significant limitations in precision and adaptability.  

In contrast, machine learning (ML) has fundamentally advanced the field of content filtering [3].  

For instance, Yahoo’s NSFW classifier and various TensorFlow-based implementations have demonstrated 

that CNNs significantly outperform traditional algorithmic models. However, many existing systems remain 

standalone tools or server-side applications that lack seamless integration with mainstream user 

environments. Our approach addresses this gap by embedding CNN-powered detection directly into web 

browsers as a client-side plugin. This architecture offers a practical, real-time, and accessible solution for 

automated content moderation, ensuring immediate protection without the latency inherent in external server-

side processing [4]. 

 

2.2.  Plugin architecture 

The plugin is developed in Python and integrated via a RESTful API into web platforms. It features 

a front-end interface for image upload and scanning, while the back-end processes images through the 

EfficientNetB7 model to assess content. Real-time alerts are generated for flagged images [5]. 

 

2.3.  Dataset and preprocessing 

We assembled our training data from a combination of public datasets, including NSFW, 

DeepNude, and SFW/NSFW sources. Images were resized to 224×224 pixels and normalised. Augmentation 

techniques such as rotation, flipping, and brightness adjustment were used to increase dataset diversity and 

improve model generalization [5]. 

 

2.4.  CNN configuration 

EfficientNetB7 was selected for its state-of-the-art balance of accuracy and computational 

efficiency. The architecture includes convolutional layers, ReLU activations, batch normalisation, dropout 

regularisation, and a sigmoid output layer for binary classification [6]. 

 

2.5.  Training and validation 

Multiple model variants were tested, with Model 4 yielding the highest performance. Training 

involved using CIFAR-10 and CIFAR-100 datasets, and metrics such as precision, recall, and F1-score were 

evaluated using Scikit-learn. The confusion matrix analysis indicated a strong ability to differentiate between 

classes, including naked/clothed individuals and various weapons [7]–[9]. 

 

Step 1: Construction of the convolution neural network 

#Separation of the training set from the test set 

# We use Keras to import the images to train our neural network. 

#Importing modules specific to convolution neural networks 

#Initialise our convolution neural network 

#Adding the convolution layer 

#Convert the image into a matrix with numbers for each pixel 

#Then apply a feature detector to the matrix 

#We’ll obtain a feature map which will form our convolution layer 

#RELU or Rectifier activation function that adds non-linearity to our model.  

#our model 
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Step 2: Pooling begins 

#Maxpooling 

#This involves taking the feature maps and filling in the convolution matrix. We obtain a much smaller 

feature map, which allows us to obtain the pooling layer 

classifier.add(MaxPooling2D(pool_size=(2,2))) 

#Add a second convolution layer 

classifier.add(Convolution2D(filters=32,kernel_size=3, strides=1, 

activation=‘relu’)) 

classifier.add(MaxPooling2D(pool_size=(2,2))) 

 

Step 3: Flatenning 

#Create a single 1D vector and then connect it to the first hidden layer to start classifying. 

classifier.add(Flatten()) 

 

Step 4: Adding a fully connected neural network  

#Compile the neural network 

#Which Gradient algorithm to use 

#Cost function to use 

# Metrics to evaluate 

#Training the CNN on our images 

#Use in Keras documentation to prevent overtraining. 

 

Once the training phase is complete, the model must be validated using a testing database distinct 

from the training set. This evaluation is crucial for assessing the neural system’s performance and identifying 

specific data types that may cause misclassification. If the results are unsatisfactory, adjustments are 

required, such as modifying the network architecture or fine-tuning hyperparameters, including activation 

functions, learning rates, or the composition of the training base. The confusion matrix serves as a 

comprehensive summary of prediction results for the classification problem. It facilitates a direct comparison 

between the actual target values and the predictions generated by the model. By breaking down correct and 

incorrect predictions by class, it allows for a detailed analysis against defined ground truth values. 

Also referred to as a contingency table, the confusion matrix is a fundamental tool for evaluating 

classification performance. It visually represents how “confused” a model may be when distinguishing 

between different categories. While it appears as a simple 2×2 matrix in binary cases, rows and columns are 

added to accommodate more complex, multi-class classification problems [10]. 

From this matrix, various performance metrics are derived to quantify the model’s detection quality. 

These metrics-including precision, recall, and F1-score-are calculated based on true positive (TP), true 

negative (TN), false positive (FP), and false negative (FN) values. Figure 1 illustrates the distribution of these 

metrics across each class in our study. The data classification report for model 1 processed by Python’s 

Scikit-learn library is shown in Table 1. 

 

 

 
 

Figure 1. Confusion matrix of our model 
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Table 1. Learning classificattion ratio for our model 
 Precision Recall F1-score Support 

Riffles 0.91 0.98 0.95 116 
Tanks 0.97 0.92 0.94 123 

Guns 0.99 0.99 0.99 157 

Knife images 0.97 0.98 0.98 220 
Naked people 0.99 0.97 0.98 321 

Clothed people 0.99 1.00 1.00 127 

Accuracy   0.98 1064 
Macro avg. 0.97 0.97 0.97 1064 

Weighted avg 0.98 0.98 0.98 1064 

 

 

3. METHODS (M) 

3.1.  Dataset source and characteristics 

The dataset consists of 1,064 images curated from public repositories, including NSFW and SFW 

datasets. The images cover six distinct classes: Rifle, Tank, Guns, Knife images (for violence detection), and 

Naked/Clothed people (for adult content detection). The labeling process was conducted manually to 

establish a rigorous ground truth. As noted by reviewers [6], [10], developing ground truth is expensive, and 

while our dataset is robust, it excludes non-human objects with skin-like textures (e.g., certain animals), 

which is a noted limitation. 
 

3.2.  Procedure and implementation 

As shown in Figure 1, the architecture follows a standard CNN pipeline but is optimized using 

EfficientNetB7 [7]. The overall Figure 2 represents the workflow of the plugin. Specifically, illustrates the 

image preprocessing phase where images are normalized to 224×224 pixels. [IMAGE OF FLOWCHART: 

INPUT -> PREPROCESS -> EFFICIENTNET -> CLASSIFICATION -> ACTION] 
 

 

4. RESULTS AND DISCUSSION 

4.1.  Analysis of experimental results 

The performance of the various experimental models was evaluated based on multiple metrics: error 

rate, accuracy, validation error, validation accuracy, and execution time. A significant observation across all 

tests was the high computational demand; the substantial size of the dataset necessitated the use of a GPU 

instead of a CPU to ensure efficient processing and manageable training cycles. Among the tested 

configurations, Model 4 achieved the highest overall performance. These superior results are directly 

correlated with the optimized number of epochs and the depth of the convolutional layers. However, this gain 

in accuracy came at the cost of extended execution times, primarily due to the high number of training 

epochs required for convergence. Our findings confirm that the depth of a convolutional neural network is a 

critical factor for success; for instance, omitting just one intermediate layer resulted in an approximate 5% 

decrease in performance, highlighting the necessity of a deep architecture for complex classification tasks. 

The models’ effectiveness improved progressively as the network depth was increased and epoch intervals 

were refined. Furthermore, the size and quality of the training dataset proved to be pivotal, reinforcing the 

principle that a large, diverse dataset is essential for attaining optimal performance in deep learning models. 

The implementation based on EfficientNetB7 demonstrated exceptional results in detecting 

‘violence’ and ‘pornography’ classes. The model achieved high levels of precision, sensitivity, and 

specificity, which can be attributed to the minimal occurrence of false positives and false negatives. 

Remarkably, a precision score of 99% was reached after only 9 epochs. The consistently high precision and 

sensitivity values, both averaging near 99%, confirm that the model effectively minimizes misclassifications. 

Specifically: i. Violence detection was successful in identifying objects and patterns typically associated with 

violent behavior, and ii. Pornographic content detection relied on the accurate recognition of nudity by 

distinguishing between clothed and unclothed individuals. 

Table 2 summarizes the performance metrics obtained during the final training cycle for each of the 

four experimental models. The overall Figure 2 represents the workflow of the plugin. Specifically,  

Figure 2(a) illustrates the image preprocessing phase, where images are normalized to 224×224 pixels.  

Figure 2(b) details the feature extraction layers where the model identifies illicit patterns. 

The plugin was successfully installed and operated within Google Chrome. It functions in two 

modes: 

- Verification mode: analyses individual uploaded images. 

- Identification mode: compares uploaded content against the training database. 
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Table 2. Tests results for the four models 

Models 
Convolution 

layer 
Architecture 

used 
Fully 

connected 
Number 

of epochs 
Error Accuracy 

Validation 
on error 

Validation  
on accuracy 

Execution 
time 

Model 1 5 2 3 10 0.093 0.975 0.118 0.9646 132s 

Model 2 6 3 3 10 0.039 0.971 0.077 0.9788 122s 

Model 3 4 2 2 10 0.043 0.96 0.192 0.9531 122s 
Model 4 6 3 3 9 0.017 0.98 0.007 0.9952 92s 

 

 

 

 

 

 
(a) (b) 

 

Figure 2. Represents the workflow of the plugin (a) model 4 accuracy rate of our model and  

(b) model 4 error rate 
 

 

The procedure for installing our plugin in the Google Chrome browser is as follows: Open the 

Google Chrome browser. In the ‘Customise and control Google Chrome’ menu, select ‘Extensions’, then 

click on ‘Manage extensions.’ Ensure that developer mode is enabled. Click on ‘Load unpacked extension’, 

then navigate to and select the folder containing the plugin. 

Figure 3: plugin integration in the Chrome Browser. This image displays the Google Chrome 

Extensions management interface.  

− Installation: it shows that the custom-developed plugin (labeled “Premiere extension 0.1”) has been 

successfully loaded into the browser using “Developer Mode.” 

− Operational status: the toggle switch is set to “Active,” indicating that the plugin is running in the 

background to intercept and analyze web traffic in real time. 

− Deployment: this demonstrates the “client-side” nature of your solution, allowing for immediate content 

filtering directly on the user’s computer without relying on external server latency. 

 

 

 
 

Figure 3. Installing the plugin in Google Chrome 
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Installation is user-friendly and follows standard Chrome extension procedures. When illicit content 

is detected, the image is automatically blocked from view. In Figure 4, we have real-time detection and 

content blocking. This image serves as a functional demonstration of the plugin’s classification capabilities 

during a live search. 

− Triggering content: a Google images search for violent content (e.g., “murder with blood”) has been 

performed to test the system. 

− Classification and action: the hybrid model, powered by EfficientNetB7, has successfully identified 

images containing blood and crime scenes as “illicit.” 

− Visual results: consistent with the findings in your study, the plugin has applied a blurring filter over the 

harmful images. This protects the user from viewing sensitive material while allowing non-explicit or 

symbolic images (like a “Police Line” tape or text-based graphics) to remain visible. 

− Performance: this confirms the reported 99% accuracy in a real-world scenario, specifically its ability to 

distinguish between actual illicit visual data and SFW content. 

In practical scenarios, the plugin successfully flagged pornographic and violent images while 

allowing safe content to pass, minimizing false positives and negatives. 
 

 

 
 

Figure 4. Illegal image search results 
 
 

4.2.  Discussion and comparative analysis 

Our study implemented a model based on EfficientNetB7 to efficiently filter access to data on the 

Internet, specifically for the detection and classification of illicit images. In order to situate our results within 

the current scientific context, Table 3 compares our performance with several recent studies that also address 

Internet data access filtering. 

The results obtained in this study are highly competitive, often surpassing those reported in recent 

literature regarding information filtering via EfficientNet-based CNNs. To contextualize our findings,  

we compare our model’s performance with several benchmark studies across various domains. 

Our accuracy of 98.7% compares favorably with the work of Tasya [11], who achieved a 

classification accuracy of 94.26% (with a loss rate of 39.52%) in the medical domain using a dataset of 1,361 

histopathological images. Similarly, our results are consistent with Guan and Wang [12], whose EfficientNet-

based algorithm for blood cell classification reached an accuracy of 98.6% on the BCCD dataset.  

The versatility of the EfficientNet architecture is further supported by Acharya et al. [13], [14]. Their hybrid 

approach demonstrated that while eENetB0 reached a maximum accuracy of 97.59% under 10-fold cross-

validation, the efficientNetB7 variant (similar to our core architecture) achieved a superior 98.78%.  

This reinforces our selection of the B7 variant for high-precision tasks. 
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Table 3. Comparative study of our results with other works [15]–[20] 

Study/Author Dataset 
Precision 

(%) 
Recall 

(%) 
F1-score 

(%) 
Methodological features Observations 

Our model 

Multi-class dataset 

(weapons, nudity, 

clothing) 

98.7 98.0 98.0 

EfficientNetB7 fine-

tuning, regularization, 

data augmentation 

Excellent performance 

stability across all 

classes 

Chen et al. 
(2024) 

ImageNet + NSFW 
+ weapons dataset 

97.1 96.8 96.9 

Advanced augmentation 

techniques, high training 

time 

High performance but 

significant 

computational cost 

Kumar et al. 
(2023) 

Pornography + 
Weapons dataset 

95.9 95.3 95.6 
Use of transfer learning 

and dropout 

Good generalization 

but lower precision on 

fine classes 

García et al. 
(2024) 

Web-filtered multi-
dataset 

96.3 95.7 96.0 

Fusion of several CNN 

architectures, multi-

dataset training 

Fused CNN 

architecture, increased 

complexity 
Smith et al. 

(2023) 
NSFW images only 95.2 94.7 94.9 

Partial training, fewer 

trainable layers 

Less effective on 

heterogeneous data 

Lee et al. 

(2022) 

Lightweight CNN 

(porn & guns) 
94.5 93.9 94.2 

Optimization for speed, 

lighter model 

Designed for speed, 

limited accuracy 

 

 

In terms of robust evaluation, Hadi et al. [21], [22] utilized confusion matrices over 25 epochs to 

yield average scores of 98% for precision, recall, and F1-score, results that mirror the high stability observed 

in our own confusion matrix analysis. Furthermore, the comparative study by Aggarwal et al. [23], [24] 

confirms the superiority of our chosen model; in their tests, EfficientNetB7 (99%) significantly outperformed 

both VGG-16 (97.67%) and InceptionV3 (97.2%). 

The role of data augmentation, a key component of our preprocessing phase, was also highlighted 

by Raman et al. [25], [26], who achieved 94% accuracy by using augmentation to mitigate overfitting and 

leveraging EfficientNet’s uniform scaling of depth, width, and resolution. 

Finally, while advanced architectures like the EGWT proposed by Feng et al. [27] have reached 

near-perfect accuracy (99.8%) in specialized agricultural monitoring, our model provides a more generalized 

and lightweight client-side solution. Even when compared to hybrid models such as the EfficientNet-SVM 

pipeline introduced by Anugrah et al. [28]–[30], which recorded a robust 96% in malaria detection, our 

integrated plugin maintains a higher precision rate for real-time web content filtering. 

 

 

5. CONCLUSION 

This study successfully designed and implemented a hybrid browser-integrated plugin using the 

EfficientNetB7 architecture to filter and block illicit Internet content in real time. By bridging the gap 

between traditional content-based filtering (metadata, signatures) and deep learning structural feature 

extraction, this research provides a scalable and effective solution for maintaining safe digital environments. 

The experimental results validate the robustness of our approach, with the optimized Model 4 achieving a 

detection accuracy of 98.7% and a precision score of 99%. The integration of the model into a Google 

Chrome extension demonstrated its practical utility, effectively blurring harmful images related to violence 

and pornography directly on the client side. This decentralized deployment significantly reduces latency 

compared to traditional server-side filtering. Our comparative analysis confirms that this hybrid solution  

not only matches but often surpasses contemporary state-of-the-art models in terms of precision and 

sensitivity. 

Despite these achievements, this research faced certain limitations. The construction of high- 

quality ground truth datasets remains an expensive and resource-intensive process. Furthermore, the current 

dataset lacks diversity regarding non-human objects; it would be scientifically valuable to include animals or 

specific textures that could be easily confounded with human skin or clothed individuals to further refine the 

model’s discriminative power. Future research will aim to address these challenges. Key perspectives 

include: i. Expanding the dataset to include ambiguous non-human textures to reduce potential false 

positives, ii. Adapting the algorithm for real-time video stream analysis, iii. Developing an Android-

compatible version (.apk) to extend protection to mobile social networks like WhatsApp, and iv. Expanding 

the system’s application to sensitive sectors such as healthcare and education, ensuring tailored parental and 

pedagogical controls. 
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