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 Vehicular ad hoc networks (VANETs) represent a specialized category of 

Mobile ad hoc networks that are specifically designed to enable 
communication among autonomous (self-driving or partially self-driving) 
vehicles. These vehicles are equipped with onboard computers, network 
interfaces, and sophisticated sensors for data capture and processing. Within 
a VANET, vehicles have the ability to communicate with each other as well 
as with surrounding infrastructure, thereby exchanging critical messages 
aimed at enhancing road safety, reducing traffic congestion, and enabling 
new services and applications for drivers and passengers. Due to its unique 

characteristics, VANETs have succeeded in enhancing transportation 
efficiency and safety. However, VANETs are vulnerable to black hole 
attacks, where malicious nodes discard packets, compromising safety. 
Existing solutions suffer from high overhead or infrastructure dependence. 
We propose a lightweight enhancement to AODV using dual-confirmation 
(RepAck/Info packets) to detect and isolate attackers in real time. 
Simulations show a 98% improvement in packet delivery ratio under attack, 
with minimal protocol modifications. While routing overhead increases by 
25%, this trade-off ensures reliable communication in dynamic VANETs. 
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1. INTRODUCTION 

Over the past decade, mobile ad hoc networks (MANETs) have gained significant attention due to 

their decentralized architecture and ability to support dynamic, infrastructure-less communication. Within 

this domain, VANETs have emerged as a specialized subset, enabling autonomous communication between 

vehicles and between vehicles and infrastructure nodes, such as roadside units (RSUs) [1]. VANETs are 

designed to improve traffic safety, reduce congestion, and support intelligent transport applications by 

enabling real-time information sharing among vehicles through onboard sensors, computing units, and 

wireless communication devices [2]. 

VANET communication is typically categorized into vehicle-to-vehicle (V2V) and Vehicle-to-

Infrastructure (V2I) modes. V2V allows direct communication between vehicles without the need for fixed 

infrastructure [3], while V2I relies on RSUs for extended communication coverage and centralized coordination 
[4]. However, the high mobility of vehicles and frequent changes in network topology make the design of efficient 
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and adaptive routing protocols particularly challenging. Consequently, many routing protocols originally designed 

for MANETs, such as the ad hoc on-demand distance vector (AODV) protocol, have been adapted for VANET 

environments [5], [6]. Yet, these protocols often lack built-in mechanisms to handle emerging security threats [7]. 

One of the most critical security challenges in VANETs is the black hole attack, where a malicious node falsely 

advertises optimal routes to attract data packets and then discards them, causing data loss and compromising 

network integrity [8]. Given VANETs' reliance on shared information for real-time decision-making, such attacks 
have severe consequences for road safety and can result in loss of life. Compromised safety systems may fail at 

critical moments, directly causing accidents, collisions, and fatalities [9], [10]. 

Numerous studies have proposed mechanisms to detect and mitigate black hole attacks. Gautham 

and Shanmughasundaram [11] developed a two-phase detection scheme using RSUs. In the first phase, RSUs 

verify routing responses against a master routing table to identify inconsistencies; the second phase uses 

dummy (route request) RREQ packets to confirm malicious behavior. This approach leverages collaboration 

between RSUs and vehicles for rapid threat elimination. Cherkaoui et al. [12] proposed a statistical process 

control (SPC)-based method to monitor real-time metrics such as throughput and delay, using variable 

control charts to detect anomalies without modifying routing protocols. Kancharakuntla and El-Ocla [13] 

developed the enhanced blackhole resistance (EBR) protocol for MANETs, which uses test requests and 

round-trip time measurements to isolate malicious nodes based on a trust metrics strategy adaptable to 

VANETs. 
Other notable approaches include Stępień's smart intelligent nodes (SIN) algorithm [9], which 

periodically verifies node identities and routes to isolate suspicious nodes. Krundyshev et al. [14] adapted the 

Intelligent water drops (IWD) swarm intelligence algorithm to handle vehicular mobility and detect routing 

anomalies. Hassan et al. [15] proposed the intelligent black hole detection algorithm (IDBA), which 

combines hop count, sequence number, packet delivery ratio, and end-to-end delay to enhance reliability in 

autonomous vehicle networks. Despite these advancements, a gap remains in developing unified, lightweight 

solutions that balance security and efficiency in dynamic VANET environments. While prior work [9], [11]-

[19] has proposed detection mechanisms, many rely on centralized RSUs or introduce significant 

computational overhead, rendering them unsuitable for highly mobile VANETs. A lightweight, decentralized 

solution is urgently needed for real-time attack mitigation without compromising network performance. 

This paper proposes the lightweight dual-confirmation approach (LDCA), a lightweight method for 
black hole attack detection and mitigation. LDCA implements a dual-confirmation mechanism where 

intermediate nodes send both a route reply (RREP) to the source and an acknowledgment (ACK) to the 

destination. If the destination receives the ACK but no data packet within the timeout period, it marks the 

route as suspicious, alerts the source, and initiates malicious node isolation. Additionally, these dual-

confirmation packets (RepAck and Info) provide secondary benefits for QoS and energy optimization. The 

RepAck packet enables additional route discovery, while the Info packet delivers fresh route information, 

reducing redundant route discovery processes and conserving energy and memory. Table 1 in APPENDIX 

provides a summary of the literature review of mitigate black hole attacks in VANET 

 

 

2. PROPOSED METHODOLOGY 
This approach is distinguished from others [9], [11]-[19] by several characteristics. Most notably, its 

capability is not limited to detecting black hole attacks alone; rather, it is scalable to cover multiple types of 

attacks, in particular, those that lead to denial of service such as: (Wormhole attack, Sybil attack, Jellyfish 

attack and Grayhole attacks…), because it is helped by the destination node, in contrast to most approaches 

that operate only on the source and intermediate nodes. This solution also improves routing efficiency by 

eliminating the need for route rediscovery. Instead of initiating a new route discovery process when a link 

failure occurs due to an attack, it exploits an alternative route traced by the info packet, avoiding the time and 

resource costs typically associated with traditional route rediscovery mechanisms. 

To achieve this purpose, the proposal approach requires modifying the standard AODV protocol by 

introducing two new control AODV packets: the reply acknowledge (RepAck) packet and the Information 

(info) packet. The RepAck packet is generated by the intermediate node at the same time it generates the 

RREP packet, but it is sent toward the destination node. While the Info packet, on the other hand, is generated 
by the destination node if it does not receive the expected data packet, and it is sent to the source node. 

The following is a description of the steps and the events for implementing this proposal approach:  

- In the context of the route discovery process, when an intermediate node receives an RREQ packet and 

has a fresh route to the destination node, it simultaneously generates an RREP packet to send toward the 

source node and a RepAck packet to send toward the destination node. The RepAck packet informs the 

destination node that it will receive a data packet after a timeout from the source node indicated by the ID 

address included in the RepAck packet (Algorithm 1). 
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- While the route request timeout (rt_req_timeout) is defined as the time that a source node must wait after 

broadcasting a RREQ to receive a RREP before retrying or declaring route discovery failure. To account 

for additional delays such as data packet transmission, intermediate node processing, and network 

congestion, the total expected timeout can be conservatively estimated as:  
 

timeout =
3

2
× (rt_req_timeout) (1) 

 

- When a destination node receives a RepAck packet, it waits for the timeout to expire. If a destination 

node does not receive a data packet during this timeout, it generates an information (Info) packet and 

sends it to the source node to inform it that the awaited data packet did not arrive. 

- When a source node receives an Info packet from the destination node, it concludes that its data packet 

did not reach the destination, and that the intermediate node that generated the RREP packet is a 

malicious node that drops the data packets. Therefore, it generates and broadcasts an alarm packet 

throughout the network to isolate the attacking node.  

Figure 1 presents the Flowchart of LDCA in urban VANET scenarios. 
 

 

 
 

Figure 1. Flowchart of LDCA in urban VANET scenarios 
 

 

Algorithm 1. Algorithmic Pseudocode 
// SN:- The Source Node  

// DN:- The Destination Node  

// IN:- The Intermediate Nodes  

// RepAck :- The Reply Acknowledge packet  

// Info :- The Information packet 

1. start 

2. Source Node (SN) broadcasts RREQ 

3. Intermediate Nodes (INs) receive RREQ 

4. Intermediate Nodes: 

 ├── a. Send RREP to SN through the reverse route 

 └── b. Send RepAck packet to DN via route entry in its Routing Table (RT) 

5. Source Node (SN) receives RREP 

6. SN sends data packet to (DN) through (IN) 

7. When Destination Node (DN) receives RepAck packets: 
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 └── a. DN waits for timeout 

8. If Timer > Timeout: 

 └── Check if DN received the data packet 

 ├── If No: 

 │ ├── i. DN sends an Info packet to SN through the reverse route of RepAck packet 

 │ ├── ii. SN receives Info packet 

 │ ├── iii. SN adds ID of IN to a blacklist 

 │ ├── iv. SN broadcasts ALARM to its neighbors 

 │ ├── v. SN removes that route 

 │ └── vi. SN selects a new route through an IN that generated an RepAck packet 

 └── If Yes: 

 └── Proceed to end 

9. end 

 

 

3. SIMULATION RESULTS 

3.1.  Parameters and Scenarios of Simulation 
Figure 2 illustrates a geographic card of urban VANET scenarios from the town of Malaga [20] that 

is composed of three areas U1(small), U2(middle) and U3(large). Detailed parameters of the geographic area 

is presented in the Table 2. 

We conducted simulations using ns-2.35, with a maximum of 45 simulated vehicles. The number of 

connected vehicles varied between 10, 15, 20, 30, and 40, while employing the AODV protocol for routing. 

Our simulation consisted of three parts: a) Baseline Scenario (No Attack): This part involved simulating the 

network without any attacks to establish a reference point for comparison; b) AODV under Black Hole 

Attack with Two Malicious Nodes: In this part, we introduced two black hole nodes into the network to 

observe the effects of the attack on network performance; c) AODV under Black Hole Attack with Three 

Malicious Nodes: Here, we increased the number of black hole nodes to three to assess the heightened impact 

on network performance. 

In the scenario used, there is 40 vehicles are simulated, with using AODV routing protocol to 
simulate data transmission between pairs of communicating nodes during 900s. The primary simulation 

parameters are presented in Table 3. 
 

 

 
 

Figure 2. Geographic card of urban VANET scenarios 
 

 

Table 2. VANET scenarios details 
Scenario Area size Number of vehicules Number of connections 

urban-small  120,000m2 40 10,15,20,30,40 

urban-middle  240,000m2  40 10,15,20,30,40 

urban-large  360,000m2  40 10,15,20,30,40 

 

 

Table 3. Simulation parameters 
Parameters Value 

Propagation Model Nakagami 

PHY layer IEEE 802.11p 5(Phy/WirelessPhyExt) 

MAC layer IEEE 802.11p (Mac/802_11Ext) 

Simulation time 900 s 

Number of malicious nodes 2, 3 

Number of vehicules 40 

Number of vehicules connected 10, 15, 20, 30, 40 

Area size 120000m2 

timeout 3/2*(rt_req_timeout). 

Routing layer Normal AODV, AODV under black hole, AODV enhanced by our solution 
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To obtain more accurate simulation results, the Nakagami model is widely used in VANETs 

because it better reflects real-world wireless channel conditions in vehicular environments [21]. On the other 

hand, IEEE 802.11p is considered a suitable standard for vehicular communication, specifically for vehicle-

to-vehicle (V2V) and vehicle-to-infrastructure (V2I) communication, as it is designed to handle rapid 

topology changes caused by high-speed vehicle movement in VANETs [22]. 

 

3.2.  Performance metrics 
In order to measure the efficacy of our proposed solution, we evaluate its performance based on the 

following four metrics [23], [24]: 

- Packet delivery ratio (PDR): refers to the proportion of successfully delivered packets compared to the 

total number of packets sent in a network communication. 

- Average end to end delay (AE2ED): This metric measures the average time required for a data packet to 

travel from the source node to the destination node across the network, capturing the total transmission 
delay experienced by packets. 

- Drop packets (DP): refers to a mechanism or action in computer networking where packets of data are 

dropped discarded or not forwarded to their intended destination. 

- Routing overhead: This metric quantifies the proportion of routing control packets (RREQ, RREP, 

RERR, etc.) transmitted relative to the total data packets sent. 

 

 

4. RESULTS AND DISCUSSION 

4.1.  Packet delivery ratio 
Figure 3 illustrates the packet delivery ratio (PDR) evolution in a VANET under three conditions: 

standard AODV, AODV under black hole attack, and AODV enhanced with our black hole mitigation 

solution. These evaluations examine varying numbers of communicating nodes (10 to 40 nodes). 

In standard AODV without attacks, PDR remains consistently high (97.16%–98.33%), 

demonstrating the protocol's robustness in mobile environments even with 40 connected nodes. However, 

introducing black hole nodes severely degrades performance: PDR drops to 30.97% with one malicious node 

and further to 29.27% with three malicious nodes. This degradation is most pronounced at maximum network 

density (40 nodes), where attack impact is amplified. 

The proposed solution significantly restores PDR to near-normal levels across all scenarios, even 
with three malicious nodes. This effectiveness stems from its ability to detect and isolate malicious nodes, 

thereby enhancing overall network reliability. 

 

 

 
 

Figure 3. Packet delivery ratio PDR 
 
 

4.2.  Average end to end delay 

Figure 4 presents the AE2ED for varying numbers of connected vehicles under three scenarios: 

standard AODV, AODV subjected to black hole attacks, and AODV fortified with our security solution. In 

the absence of attacks, normal AODV maintains moderate AE2ED values, ranging from 3.53 ms with 10 

vehicles to 29.36 ms with 30 vehicles, averaging 15.89 ms at 20 vehicles. Notably, black hole attacks 

particularly with three malicious nodes cause a sharp decline in AE2ED, reaching as low as 1.86 ms. 
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This apparent improvement is deceptive, however, as malicious nodes respond instantly to RREQ 

packets without routing table verification or updates, unlike legitimate nodes that perform necessary routing 

table maintenance before responding. The reduced delay actually indicates packets being discarded early by 

attackers rather than being successfully routed. When our proposed security measures are applied, AE2ED 

increases noticeably, sometimes exceeding normal values (e.g., 97.01 ms at 20 vehicles). This additional 

latency results from destination nodes waiting for a timeout period to notify source nodes of missing data 
packets, ensuring route validation. Although this introduces a delay, it represents a worthwhile trade-off for 

reliable, secure communication during attack scenarios. 
 
 

 
 

Figure 4. Average end-to-end delay(ms) 

 

 

4.3.  Total packet dropped (TDP) 

Figure 5 depicts packet drops in a VANET using AODV routing across multiple scenarios: standard 

AODV (no attacks), AODV under black hole attacks (one and three malicious vehicles), and AODV 

enhanced with our security solution during attacks. In standard AODV without attacks, packet drops remain 

moderate, gradually increasing with network size from 10 to 40 vehicles across all scenarios. Total Packet 
Dropped (TPD) rises from 5,092 packets at 10 vehicles to 20,610 packets at 40 vehicles, as expected due to 

higher traffic load and routing complexity in larger networks. 

As shown in Figure 5, black hole attacks cause dramatically higher packet drops compared to normal 

AODV, since malicious nodes position themselves to intercept all communications and absorb forwarded 

packets between communicating vehicles. With one black hole node, TPD increases sharply from 6,125 packets 

at 10 vehicles to 41,411 packets at 40 vehicles. With three black hole nodes, the situation worsens significantly, 

reaching 47,294 dropped packets at 40 vehicles. This trend demonstrates the severe impact of coordinated black 

hole attacks, which cause massive packet loss through malicious interception and discarding. 

 

 

 
 

Figure 5. Total packets dropped 
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However, implementing the enhanced AODV protocol substantially reduces packet drops even 

under attack conditions. At 40 vehicles with one black hole, TPD drops from 41,411 to 5,047 packets (87.8% 

reduction). Similarly, with three black holes at 40 vehicles, TPD decreases from 47,294 to 4,975 packets 

(89.5% reduction). These results indicate that our solution effectively mitigates attack impact and provides 

reliable packet delivery even in hostile environments. 

 

4.4.  Routing overhead 
Figure 6 presents simulation results for a VANET network across multiple scenarios: baseline 

AODV without attacks, AODV under black hole attacks (one and three malicious nodes), and AODV 

enhanced with our proposed security solution during attacks. In standard AODV, routing overhead exhibits a 

gradual increase as the number of vehicles grows. 

For 10 communicating vehicles, as shown in Figure 6, the routing overhead begins at 127.50 and 

reaches a peak of 280.69 at 30 vehicles. This pattern is anticipated due to greater control packet generation 

for route discovery and maintenance in denser networks. Notably, it slightly decreases to 249.68 at 40 

vehicles, likely due to route stabilization in more established topologies. 

Under black hole attacks, routing overhead drops sharply compared to normal AODV. With one 

black hole at 10 vehicles, it falls to 34.73; with three black holes, it reaches 83.47. This apparent reduction is 

misleading, as it stems from disrupted routing processes where malicious nodes issue premature fake route 

replies, preventing proper route establishment. Consequently, fewer legitimate control packets are generated, 
but at the cost of invalid routes and substantial data loss. 
 

 

 
 

Figure 6. Routing overhead 
 
 

However, implementing the proposed solution results in substantially higher routing overhead 

compared to both standard AODV and AODV under attack conditions. For instance, at 20 connected vehicles 

with one or three malicious nodes, the enhanced AODV shows routing overhead values of 438.03 and 
492.60, respectively significantly higher than both normal and attack scenarios. This increase is anticipated 

and justified by the introduction of two additional control packets, along with supplementary processes 

including routing verification, path validation, and security mechanisms for detecting and isolating black hole 

nodes. Despite this overhead, the solution improves packet delivery and network resilience, as evidenced by 

previous performance metrics. 

To assess the effectiveness of the proposed LDCA scheme, Table 4 compares its performance 

against existing methods EBR [13], DPBHA [25], and AODV_BH_CBAA [26] across key metrics including 

packet delivery ratio, end-to-end delay, and routing overhead. Table 4 results clearly demonstrate that our 

proposed LDCA outperforms competing schemes across all metrics. In Packet Delivery Ratio (PDR), LDCA 

achieves the highest performance at 98%, exceeding DPBHA (95%) and substantially outperforming EBR 

(80%) and AODV_BH_CBAA (81%). This superiority stems from its precise malicious node detection 
mechanism, which effectively prevents packet loss due to black hole behavior. 

For Average End-to-End Delay, LDCA records an impressively low value of 30 ms far superior to 

EBR's 5,000 ms, DPBHA's 1,170 ms, and AODV_BH_CBAA's 423.45 ms while maintaining robust 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Enhancing AODV protocol for black hole attack detection and mitigation … (Ahmed Abderraouf) 

259 

security. Regarding Routing Overhead, LDCA exhibits a manageable value of 4,000, which could be further 

optimized by leveraging AOMDV's inherent multipath capabilities. Although DPBHA achieves slightly 

lower overhead (3,500) and AODV_BH_CBAA reports a 3.69% reduction, both suffer from substantially 

higher delays and inferior PDR. EBR's estimated 45% overhead increase, combined with its prohibitive 5,000 

ms latency, renders it unsuitable for real-time applications. 
 
 

Table 4. Comparison between the proposed scheme and existing schemes 
Scheme year PDR E2E delay (average value) Overhead (average value) 

DPBHA [25] (threshold+bait scheme) 2022 95% 1170ms 3500 

EBR [13] (trust scheme) 2022 80% 5000ms Estumed by 45% 

AODV_BH_CBAA [26] (cryptographic scheme) 2025 81% 423.45ms 19,693 Reduced by 3.69% 

LDCA (our approach) // 98% 30ms 4000 

 
 

Unlike existing black hole mitigation schemes, which lack a comprehensive roadmap for 

overcoming limitations, our LDCA provides a forward-looking framework. It can be extended to AOMDV 

by utilizing multipath routing: data packets travel the primary path while check packets traverse the 

secondary path, mitigating delay and overhead increases without compromising security. 
 

 

5. CONCLUSION  
The obtained results clearly demonstrate that the proposed mechanism provides effective and 

efficient routing security in VANETS against blackhole attacks by effectively detecting and eliminating 

blackhole attacks, significantly improving the packet delivery ratio (PDR), restoring it to levels close to or 

better than natural AODV. However, on the other hand, this solution causes an increase in end-to-end delay 

and routing overhead compared with the original AODV protocol. The increase in term delay is due to the 

security measures added in our proposal to secure routing, where destination nodes wait a timeout period to 

inform source nodes if they do not receive a data packet. While the increased routing overhead is due to the 

additional new control packets, as well as additional consequences such as routing checks, path validation, 

and security mechanisms introduced to detect and isolate blackhole nodes.  

These costs of routing overhead and delay represent a classic security-performance trade-off in 

network design, it is a worthwhile trade-off for achieving reliable and secure communication in the presence 
of attacks. Furthermore, this proposed solution offers an applicable future vision for addressing network 

attacks without negative consequences. This is achieved by applying our approach to the AOMDV protocol, 

which creates multiple paths for each destination. This feature is used to send a data packet through the first 

path while simultaneously sending a check packet through the second path. The check packet includes 

information about the first route. This future vision enables us to overcome all the drawbacks that were faced 

in the initial proposal based on the AODV protocol, such as increased delay and overhead, as well as 

detecting attacks accurately and efficiently. 
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Table 1. Summarized literature review of VANET 

References Year 
Approach 

description 
PDR Delay Overhead Advantage 

Disadvantage 

(Limitations) 

Kumar et al. 

[17] 
2020 

Modified AODV 

with 

cryptographic 

security measures 

for source and 

destination node 

verification. 

Enhanced RREQ 

and RREP packets 

with 

encryption/decryp

tion functions. 

The 

average 

PDR for the 

proposed 

approach is 

75.28%, 

which is 

improved 

compared 

to standard 

AODV 

The 

average 

end-to-end 

delay of 

this 

proposed 

approach 

is 0.03375, 

which 

shows 

decrease 

compared 

to standard 

AODV 

Routing 

request 

overhead 

measured 

Better 

packet 

delivery 

ratios and 

reduced 

delays 

compared 

to 

traditional 

methods 

Higher 

computational 

overhead due 

to 

cryptographic 

operations 

Kumar et al. 

[18] 
2019 

Anomaly-based 

intrusion detection 

system comparing 

destination 

sequence 

numbers. Uses 

threshold-based 

detection where 

constant DSN 

indicates 

malicious 

behavior. 

Mitigation 

discards packets 

with DSN greater 

than normal 

threshold. 

City: ~60-

80% (with 

mitigation), 

Highway: 

~40-60% 

(with 

mitigation), 

Random: 

~70-85% 

(with 

mitigation) 

City: 

~25ms 

reduction, 

Highway: 

~100ms 

increase 

during 

attack, 

Random: 

~50ms 

average 

Low 

overhead 

because it do 

not generate 

significant 

additional 

costs in a 

AODV 

protocol and a 

simple 

computation 

of 

comparison 

operations. 

Simple 

implementa

tion, 

effective in 

different 

mobility 

scenarios, 

25% delay 

reduction 

with 

mitigation 

Position and 

timing of 

malicious 

node affects 

performance, 

requires 

threshold 

calibration 

Malik et al. 

[19] 
2023 

Detection and 

Prevention of 

Gray Hole Attacks 

(DPGHA) 

mechanism 

combining trust-

based evaluation 

and efficient 

routing. Uses 

dynamic threshold 

values of 

abnormal 

differences in 

received, 

forwarded, and 

generated packets. 

The 

average 

PDR for 

this 

proposed is 

estimed as 

87.75%. 

improved 

by 3.0% 

compared 

to other 

schemes 

Decreased 

by 6.13% 

compared 

to existing 

methods 

Reduced by 

3.69% 

compared to 

traditional 

approaches 

Proactive 

prevention, 

improved 

security 

and 

dependabili

ty, high 

detection 

accuracy 

Complex trust 

calculation, 

may have 

higher 

computational 

requirements 

Younas et al. 

[20] 
2022 

Neural network-

based 

collaborative 

detection system 

for both black 

hole and gray hole 

attacks. 

Emphasizes 

timely detection to 

prevent data loss 

and systematic 

reactions against 

dangerous 

behavior. 

The 

average 

PDR for 

this 

proposed is 

assumed to 

be a high 

ratio due to 

the packet 

drop rate 

being much 

less 

leads to 

optimal 

end-to-end 

delay 

Optimized 

routing 

overhead due 

to lower 

processing 

overhead 

Superior 

performanc

e, handles 

both attack 

types, 

timely 

detection, 

enhanced 

security 

Neural 

network 

training 

complexity, 

computational 

overhead 
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