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Forging legal documents has been easier and faster with the advancement of
technology. Printer identification has become a critical field for tracing
criminals and validating the authenticity of documents. The current study
uses a non-destructive method to detect and identify covert embedded
hidden information (machine identification codes (MIC)). Samples were
collected from popular brands, including Xerox and HP color laser printers,
to attain this aim. Their printouts were then scanned at 600 dpi using a
Konica Minolta scanner. Scanned images were subjected to graphic editors
for linear and non-linear adjustments. Following this, yellow-toner dots were
observed as a base pattern. Grayscale imaging with a computational
approach to analyze the yellow dot patterns was utilized for intensity-
focused analysis, with edge detection algorithms applied using Python to
enhance and highlight the converted patterns in printed documents. The
printouts from Xerox printers exhibited repeating patterns. However, no

such detailed information was observed in prints from HP printers, even
when analyzed using binary code for deductions. A notable variation was
detected in the yellow tracking dots among both brands, which can be
instrumental in identifying the origin of printouts and scanned images for
forensic investigations. This methodology provides conclusive and
dependable accuracy.

Questioned documents
Yellow tracking dots
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1. INTRODUCTION

From the 1980s, document examiners have been working on various techniques for identifying the
source of colored printed questioned documents. Forensic Document examination is a vast area that involves
the identification of the source of color laser printers. The demand for improved quality printed materials,
including high-quality images, has risen with the improvement in technologies and their widespread adoption
worldwide [1]. The validity of printed documents frequently comes into question in various scenarios, with
authentication typically linked to the signature’s authenticity [2], [3]. The introduction of laser printing
technology, including color laser printers and copiers, has even made it easier for unskilled individuals to
indulge in high-quality forgeries related to documents [4], [5].

The identification of printed documents is broadly based on extrinsic and intrinsic features of the
documents [6]. The extrinsic features are specifically added for security purposes like watermarks, and
holograms while the intrinsic feature is added as a by-product of the normal document printing process
[6]-[8]. The active techniques for identification include halftone analysis [9], noise analysis [10], toner
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identification, and statistical analysis using discrete wavelength transform [11], [12]. These techniques are
reliable but not entirely accurate [13].

The design of the machines introduces a specific tracking pattern known as machine identification
codes (MIC) or counterfeit protection system (CPS) [14]. These codes are small yellow-colored dots created
by the yellow toner, forming an invisible base pattern to the naked eye [8], [15]. These dots are a part of
printer steganography, which is unique for the brand, irrespective of the content to be printed [16], [17].
Image processing techniques, including the use of convolutional neural networks (CNNs) [18] as
demonstrated [19], offer robust methods for pattern detection [20] and visualization. In addition, greyscale
conversion through various algorithms simplifies image data by focusing on intensity values [21], enhancing
the identification and analysis of intricate patterns embedded within the visual data [22].

In the present study, ninety-six colored printout samples from Hewlett-Packard Company (HP®)
brands and Xerox® were collected. The samples were analyzed using graphic editing software for better
visibility of MIC [23]. In an attempt to locate these micro-sized yellow dots, as well as to compare the
patterns observed among these brands [24], [25]. Also, a Python code was designed to detect yellow dots in
an image, analyze their spatial distribution, and visualize the results with overlays and polynomial
fitting [26].

2. METHOD
2.1. Sampling

Ad-sized white sheets (75 GSM, JK Copier) were chosen for their widespread availability for use
with color laser printers. The study involved a total of 96 samples, equally divided between Xerox and
Hewlett-Packard (HP) printers. The Xerox samples consisted of four models: Xerox Docucolor 250, Xerox
DC 252, Xerox Color C60, and Xerox Docucolor 242- 252- 260PS. Similarly, the HP samples were collected
from four models: HP LaserJet Pro 400 colour M451dn, HP color LaserJet Pro MFP M180n, HP color
LaserJet Pro MFP 33035dw, and HP color LaserJet managed MFP E77830. Samples were gathered using a
convenience sampling approach from different locations across Delhi-NCR, India.

2.2. Sample collection

The printouts were scanned using a Konica Minolta Bizhub C280 scanner at a resolution of 600 dots
per inch (dpi) in “.tif” format. While increasing the resolution could enhance the extraction and visibility of
these nano-sized dots, the chosen value was utilized as it was the pre-set default resolution unless manually
adjusted by the user.

2.3. Sample preparation
An indirect method was employed to extract samples for visualizing and identifying the yellow dots.

Image processing was performed on the digital copies using GNU image manipulation program 2.10.34
(GIMP) as illustrated in Figure 1. The RGB mode was applied with a blue filter to enhance extraction and
visibility, as the yellow dots appeared black in this mode, facilitating manipulation from the scanned images,
as illustrated in Figures 2 and 3.

To process the scanned file in GIMP 2.10.34, follow these steps:
Open GIMP 2.10.34 and click on File, then select Open to display the scanned file.
Navigate to Colors and choose the non-linear adjustment option, Brightness and Contrast.
Set Brightness to -108 and Contrast to 127 to enhance the visibility of the dots.
In the right-hand panel, deactivate the red and green channels in RGB mode to view the results using the
blue filter. This adjustment will improve the clarity of the yellow dots.

HPowppE

2.4. Identification of base patterns

The base patterns were identified and analyzed, with the yellow-colored nanodots appearing in black
for comparison (Figure 3). To ensure accurate tracking of the security features, the observations were
magnified to a zoom level of 200%-400% for enhanced visibility.

2.5. Automated detection of yellow dots using computer vision techniques

This involves employing Python-based computer vision techniques to identify yellow dots in
images. The process begins with pre-processing steps to enhance image contrast and reduce noise. The image
was then converted into an alternative color space (HSV) to isolate yellow regions based on predefined
threshold values. A mask is then generated to detect yellow areas, enabling the extraction of spatial
coordinates for further analysis.
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Figure 1. Sample preparation using GNU image manipulation program (GIMP 2.10.34)
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Figure 2. Sample preparation and processing using non-linear adjustments
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Figure 3. Sample processing and extraction using blue filter

3. RESULTS AND DISCUSSION

The findings of the present study reveal that yellow tracking dots are embedded in the outputs of
both Xerox and HP printers. These dots are distributed in a repetitive pattern, consistent across all 96 samples
analyzed, regardless of the content (text or image). This data highlights the need for enhanced visibility
techniques, including non-linear parameters and blue-filtering in a graphic editor like GIMP 2.10.34,
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for accurate identification and analysis of these micro-patterns. This outcome confirms the hypothesis that
yellow dot patterns are systematically embedded across printer brands and models and can be detected using
a combination of manual enhancement and automated computer vision techniques. Figure 4 illustrates the
yellow dots in a repeating pattern for Xerox printers. Enhanced visibility of the dots was achieved by shifting
the mode to a blue filter, rendering the dots black for improved identification and comparison (Figure 5).

This study provides concrete evidence that printer manufacturers embed identifiable patterns for
potential document traceability. This reinforces the idea that printed documents can be linked to specific
devices, an important aspect for forensic investigations, intellectual property protection, and document
authentication. The observation that newer printer models may incorporate modified base patterns challenges
the prevailing assumption that legacy patterns persist across generations. This finding highlights the evolving
nature of MIC and underscores the need for continuous research in this area. The results align with previous
work [8], confirming that MICs can be used for printer identification. However, the findings also reveal
deviations from earlier studies, suggesting that manufacturers may be modifying base patterns in newer
models, potentially in response to security concerns or advances in printing technology. This underscores the
necessity of regularly updating forensic databases and methodologies for printer identification. For instance,
the patterns identified in this research differ from those observed in other models of Xerox printers [13] and
HP printers [23], suggesting a shift in the base patterns used by manufacturers over time.

Figure 4. Tracking dots in the Xerox DC 252 sample are arranged in a regular grid pattern, illustrating their
repetitive structure

Figure 5. Tracking dots in the Xerox DC 252 sample are arranged in a regular 1 mmx1 mm grid pattern,
visualized using an RGB filter

In the case of Xerox printers, the repetitive structure followed a 15x8 grid, where the 2" and 4™
columns in binary format corresponded to time-of-printing metadata. This structured arrangement supports
the idea of manufacturer-embedded tracking for document verification (Figure 6). The grid formation
observed in these printers allowed for systematic deciphering of the patterns, with specific columns in the
binary coding (2" and 4™) used to extract information related to the time of printing [25]. The parities for
each row and column are represented by the first row and column when the data is displayed in a grid. In a
geometric progression of 2, the rows are successively numbered as follows: 1, 2, 4, 8, 16, 32, and 64.
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The values of the rows containing the dots are then added for each column. For example, the dots in the
second column (the first column being the parity) are located in rows 32, 16, 4, and 2, for a total of 54.
This process is repeated for all columns. This structured arrangement indicates a deliberate design in Xerox
printers to encode metadata for tracking purposes. Subsequent comparison and analysis reveal that the
second and fifth columns, respectively, indicate the depiction of time in minutes and hours. For HP
printers, while the yellow dots also formed repetitive patterns, their spatial arrangement differed slightly from
Xerox, suggesting brand-specific encoding strategies. Among the probable explanations for this variation are
differences in firmware design or updated steganographic schemes implemented in newer models over
the period of time (Figure 7). Yet, the core concept of embedding tracking dots remains shared across
both brands.

(1 ]2 [3 Ja [5 Je [7 |8 J9 1011121314 |15

Figure 6. Repetitive patterns in Xerox printers are structured into a 15x8 grid

Figure 7. Tracking dots in the HP LaserJet Pro 400 sample are spaced apart but exhibit a repetitive pattern
consistent across all samples

To automate the process, a mask was generated to detect yellow dots, and their contours were
analyzed to extract spatial coordinates. The patterns were visualized and further examined using scatter plots
and polynomial curve fitting to uncover underlying structures. The approach effectively demonstrated its
capability in analyzing micro-patterns. A repetitive pattern was consistently observed in both Xerox and HP
printers, as shown in Figure 8 and Figure 9, suggesting a standardized approach in embedding tracking dots
among printer manufacturers. Figure 8(a), the yellow mask illustrates the repetitive pattern of yellow dots
after preprocessing, displaying the distribution of these dots over a relatively large area. Figure 8(b) provides
a magnified view that highlights the structured arrangement of the detected yellow dots, offering a clear
representation of the pattern and regularity of the dots at a closer scale. Figure 9(a) displays the yellow mask
illustrating the repetitive pattern of yellow dots after preprocessing, while Figure 9(b) is a magnified view
highlighting the structured arrangement of these dots, clarifying the pattern and regularity of the detected
yellow dots’ distribution.
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Figure 8. Visualization of yellow tracking dots in Xerox printers: (a) yellow mask showing the repetitive
pattern of yellow dots after pre-processing and (b) magnified view highlighting the structured arrangement of
the detected yellow dots
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Figure 9. Visualization of yellow tracking dots in HP printers: (a) yellow mask showing the repetitive pattern
of yellow dots after pre-processing and (b) magnified view highlighting the structured arrangement of the
detected yellow dots

The results support the primary hypothesis that modern color laser printers embed detectable yellow
dot patterns. However, some findings contradict earlier assumptions, particularly the expectation that printed
content (image vs. text) might influence pattern appearance. Contrary to this assumption, the study
demonstrates that content type has minimal to no effect on the base pattern, although it may impact dot
visibility. This unexpected result could be attributed to internal printer firmware prioritizing consistent
encoding over page content. Alternatively, newer printer models may have been designed to maintain
uniformity across all outputs—a deviation from findings in older studies, such as [13] and [23].

A key strength of the study is the reliable detection of embedded patterns using standardized
methodologies. The results contribute to the growing body of knowledge on document forensics and provide
a foundation for future investigations into printer identification techniques.
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However, the use of a single scanning resolution (600 dpi) may limit the visibility of finer patterns,
though this choice aligns with standard forensic practice. Additionally, the study’s geographic scope was
restricted to Delhi-NCR, which may affect generalizability. Finally, the research focused exclusively on
Xerox and HP printers; incorporating a broader range of brands in future research will enhance the
applicability of our findings.

4.  CONCLUSION

The primary aim of this study was to investigate the presence, structure, and consistency of yellow
tracking dot patterns in printed outputs from modern Xerox and HP laser printers. The analysis confirmed
that both brands embed repetitive and structured yellow dot patterns, which remain consistent across different
content types. These findings reinforce the hypothesis that such patterns are intentionally embedded for
traceability and are not influenced by the nature of the printed material. This research has demonstrated the
effectiveness of combining manual pre-processing using GIMP with automated computer vision techniques
in detecting and analyzing steganographic dot patterns.

A distinct base pattern was observed among both brands. Notably, the yellow dots are reproducible
both within and across printers of the same brand. The observed variations in patterns were attributed to
differences in serial numbers, date, and time. The findings of this study enhance the current understanding of
how modern printers implement tracking technologies, contributing to ongoing research in document
forensics, counter-forensics, and digital privacy. The results offer new perspectives on the covert nature of
printer identifiers and underscore the importance of visibility-enhancing techniques within detection
workflows. This research broadens the scope of inquiry by highlighting not only technical detection methods
but also the ethical and regulatory implications of hidden tracking features. The study raises important
considerations regarding user awareness, consent, and the potential misuse of such technologies.

Future studies are encouraged to expand the sample set to include a broader range of printer brands
and models, including those from diverse geographic markets. Investigating the impact of firmware
variations on pattern generation may reveal additional nuances in how these identifiers are embedded and
maintained. Furthermore, exploring factors such as printing resolution, paper type, and toner composition
could help determine environmental influences on pattern visibility.

Additional research may also focus on implementing multi-resolution scanning techniques and
developing advanced feature extraction methods using both spatial and frequency-domain analyses. Machine
learning models could be trained not only for printer brand classification but also for anomaly detection,
aiding in the identification of tampered or counterfeit documents. By framing the issue within a broader
socio-technical context, this study lays the groundwork for interdisciplinary research that considers the
transparency, accountability, and potential regulation of covert security features in modern printing systems.
This work serves as both a methodological contribution and a call to further explore and regulate embedded
printer identifiers, striking a critical balance between their utility in forensic analysis and their implications
for personal privacy.
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