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Static rule-based models and cloud access security brokers (CASBs) — tradi-
tional cloud security frameworks— can no longer effectively mitigate modern
and evolving cyber threats. Two such examples include signature-based de-
tection methods which lack real-time versatility and are ineffective against ad-
vanced persistent threats or zero-day threats. In this paper, we introduce an adap-
tive zero trust framework (AZTF) based on the integration of zero trust architec-
ture (ZTA) and adaptive deep learning (ADL) approach to dynamically evaluate
threats and risks being targeted on cloud environments. It continually moni-
tors access attempts using DL models for real-time anomaly detection. Nine
synthetic datasets were generated and used in the experiment in two security do-
mains: network traffic and access pattern. The proposed system reached 96%
detection accuracy, 52% improvements in response time, and 12% resource con-
sumption optimization compared to traditional ZTA-based security models. The
results highlight the power of using a combination of continuous authentication

with artificial intelligence (Al)-powered dynamic security policy application to
strengthen the resilience of cloud security. Future research will focus on feder-
ated learning integration, multi-cloud security applications, and explainable Al
for increased transparency of models.
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1. INTRODUCTION

Cloud computing has revolutionized the way businesses operate by providing scalable, flexible, and
cost-effective information technology (IT) solutions [[L]-[3]. However, as cloud adoption grows, so does the
complexity of securing cloud environments [4]-[6]. Cloud service providers host a vast array of sensitive data
and critical applications, making cloud security a top concern for organizations worldwide [7]-[9]. The dy-
namic nature of cloud environments, along with the increasing sophistication of cyber threats, poses significant
challenges to traditional security models [10]. As a result, ensuring robust, adaptive, and real-time protection
for cloud resources has become a pressing necessity [L1]-[14].

Traditional security approaches, such as cloud access security brokers (CASBs), have been widely
used to monitor and control access to cloud services [[15], [16]. While effective to some extent, these solutions
are often static and unable to respond to the fast-evolving landscape of modern cloud threats [[L7]-[19]. CASBs
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typically rely on predefined rules and configurations, which struggle to keep up with the dynamic behavior
of cloud environments and the increasingly complex attack vectors. As cyber threats become more advanced,
these static security models are proving insufficient in providing the level of protection required to secure
sensitive cloud resources effectively [20]—[23].

To address these limitations, this paper introduces a next-generation cloud security framework that
combines zero trust architecture (ZTA) [24], [25] with adaptive deep learning (ADL) techniques [26]. Zero
trust has emerged as a transformative security model that operates on the principle of “never trust, always
verify”. Under this model, access to cloud resources is strictly controlled, and users are continuously verified,
regardless of their location within or outside the network perimeter. The zero trust model significantly reduces
the risk of unauthorized access, lateral movement, and data breaches. However, while ZTA provides a robust
foundation for securing cloud environments, it does not inherently address the challenge of detecting emerging
threats in real time or adapting to rapidly evolving attack techniques. To address the limitations of traditional
static security models, we propose a hybrid security framework that integrates ZTA with adaptive deep learning
(ADL) to increase the quality of security in the cloud. It employs DL for on-time threat detection, continually
analyzing user activity, network traffic, and access behavior, and thus, adapts and learns from new threats. As a
result, the framework also applies dynamic security policies and measures to reduce the attack surface, in other
words based on intelligent risk assessments conducted by these internal agents, they apply an attack surfaces
tailored to what is the behavior of the organization, ensuring a reactive posture. For performance, it reaches
a detection accuracy of 96%, better than CASB (85%) and ZTA-only (90%) models, with 52% less response
time (1.2 seconds) and 12% less consumed resources. It stands out even more from existing models in terms
of scalability and efficiency under load. The core enabler for these enhancements comes from ADL and its
integration within ZTA, establishing the framework as a next-generation enabler for adaptive, proactive cloud
security.

The rest of this paper is organized as follows: section 2 reviews related work in cloud security and
ZTA. Section 3 provides background of this paper. Section 4 presents the proposed hybrid security frame-
work in detail, outlining its design, components, and operation. Section 5 discusses experimental results and
compares the performance of the proposed framework with existing solutions. Finally, section 6 concludes the
paper and highlights areas for future research.

2.  RELATED WORK

In this section, we review the existing literature on cloud security, ZTA, CASBs, the application of
DL techniques in cybersecurity, and hybrid framework. The aim is to contextualize the proposed framework
within the broader field of research and to highlight the gaps that this work intends to address.

In this portion of their analysis, researchers delve into traditional cloud security methodologies like
identity management, encryption and monitoring. Which makes it clear just how limited these solutions are, in
terms of the dynamism and fluidity with which cloud-infrastructure evolves. Ramesh et al. [27] introduced an
antivirus with DL for rapid detection and effective treatment of polymorphic and encrypted viruses. Attou et
al. [28] proposed a cloud-based intrusion detection model with random forest (RF) and feature engineering. A
new method of the Salp swarm algorithm-based feature selection with DL-based intrusion detection (SSA-FS-
DLID) technique has been proposed by Sanagana and Tummalachervu [29] for improving cloud infrastructure
security. It also addresses the challenges of adopting ZTA, particularly in cloud environments. Patil ez al. [30]]
provided insight into the ZTA adoption security framework for cloud-based Fintech services. Dash [31] advo-
cated the use of ZTA for in cloud environments, specifically when deploying large language models (LLMs) in
artificial intelligence (AI) applications. CASBs — visibility and control over cloud usage a particularly impor-
tant point will be to analyze their strengths and weaknesses, especially where they may not yet adapt nimbly
enough to hyper fast moving cloud times. Abbas [32] provided an in-depth analysis of CASBs, and sheds light
on their role in stepping up cloud security. In response to more enterprises moving their sensitive data to the
cloud, Ahmad et al. [33]] addressed the demand for higher levels of cloud security. It suggested a GOSIMMG
method to improve the security of the cloud using identity-based CASBs. This post walks through benefits and
difficulties of employing DL models within security. Abirami and Bhanu [34]] involved secure data exchange
in cloud environments, specifically focusses on impersonation attacks and offers a solution based on the use
of a crypto-deep neural network (CDNNCS). Experimental results indicate that. CDNNCS reduce packet loss
by 10% and response time about improved 5%, significantly better than existing approaches. Aoudni et al.
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[35] proposed HMM-TDL, a DL model that aims to spot zero-day security intrusions on cloud platforms. In
this context, we take a look at hybrid security frameworks that blend conventional models and Al/ machine
learning (ML) strategies, before underscoring the urgency to deploy real-time adaptive cloud security solutions
against next-gen attack vectors. Yiliyaer and Kim [36] examined the increasingly widespread requirement to
work safely remotely and the difficulties organization face in giving public secure access to a network. Kim
and Song [37] proposed an abnormal behavior detection mechanism (ABDM) to enhance security for external
access, addressing the challenges of sophisticated attacks.

In this paper, we fill this gap by designing a new generation cloud security framework combining ZTA
capabilities with power of ADL algorithms. The hybrid framework is designed to do an effective real-time
adaptation, i.e., overcome the limitations of traditional methods and improve the effectiveness of cloud security
with a more dynamic responsive approach, including threat detection & mitigation towards evolving threats.
Although the model proposed is a step in the right direction, more work needs to be done to solve problems
such as interpretability and integrating DL models into existing security frameworks.

3.  BACKGROUND
3.1. Zero trust architecture

Zero trust is a security concept centered on the belief that organizations should not automatically trust
anything inside or outside its boundaries, they must verify anything trying to connect to its systems and data
[38]]. Rather, every user or device coming in over the network edge should be authenticated. ZTA works
on some core principles that focus on verification, monitoring, and least privilege access. The key principles
include: never trust, always verify: ZTA works under the assumption that no user, device, or system should be
trusted by default, even if they are inside the perimeter [25]. All-access requests must be authenticated, and
the trust is not given until authentication has happened (authorization). Least privilege access: users, devices,
and applications are only allowed the least privileged access they need to get their job done. When the rights
provided to each user or device are kept, there is a potential attack surface reduction. Micro-segmentation: the
network is broken up into several isolated segments and you enforce security policies with each segment. This
will by default limit lateral movement in the network and make it difficult for an attacker can compromise one
part of the system and then get access to many resources. Continuous monitoring and validation: unlike VPN,
ZTA provides continuous tracking of users, devices, and data flows to ensure that security policies are enforced
all the time. Even after the first authentication, access is continuously reconsidered depending upon the context;
i.e., a combination of factors such as user behavior, device security posture, or sudden environmental changes.
Data protection: ZTA stresses the importance of data security at rest as well as in transit; that is, permissioned
or sensitive data must be protected against unauthorized access or breach attacks also when within the network
perimeter [39]]. The use of encryption is a cornerstone in securing data.

3.2. Cloud access security brokers

CASBs serve as an intermediary between an organization’s on-premises infrastructure and the cloud
services it uses [40]], [41]. CASBs enforce security policies, monitor user activities, and also ensure that all
cloud products are in compliance with industry regulations. The fundamental principles of CASBs involve
the following: visibility: to help the enterprises with this, CASBs offer them cloud visibility that allows the
enterprise to monitor and control all cloud apps and services. This tool also identifies shadow IT (cloud services
not vetted by the organization) and enables activity tracking across hundreds of SaaS applications [36]. Data
security: CASBs are responsible for enforcing data protection policies that protect sensitive data when it is
stored, accessed, or transmitted in the cloud. They encrypt, tokenize and apply data loss prevention DLP
policies to protect data at rest and in transit. Access control: through centralization, CASBs can enforce fine-
grained access control policies — based on identity, role, device or location. Threat protection: one of the
primary objectives here is CASBs, designed to revoke the scope of an attack and get on top of threats before
they hit your users [42]. Cloud governance: a CASB ensures consistent security and compliance policies across
multiple cloud platforms, reinforcing the organizational control model. Application security: CASBs mitigate
cloud application security threats by assessing the security of applications and ensuring they conform to an
organization’s established security requirements [43].
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3.3. Adaptive deep learning techniques

ADL based methods are robust cybersecurity tools to detect complex evolving threats and mitigate
them in cloud environments. Such techniques are based on neural networks — particularly, recurrent neural
networks (RNNs) and convolutional neural networks (CNNs) — and allow computer to learn from huge datasets,
respond the changing threats and modify security mechanism [44]. CNNs—a widely employed DL technique
utilized for feature extraction and pattern recognition—has potential for use in both structured and unstructured
data, such as logs or network traffic, allowing for automatic detection of malicious activity with minimal manual
intervention [45]], [46]. On the contrary, RNNs work quite well with sequential time-oriented data [47]-[49]].
RNN in cloud: in the field of cloud security, RNN’s are used for the detection of anomaly in a continuous stream
of data such as user activity or network traffic, identifying patterns that deviate from normal behavior and may
suggest potential security threats. ADL techniques for cloud security: benefits. Enhanced accuracy: advanced
DL models enhance detection precision by enabling continuous learning and adapting to emerging threats,
whereas traditional rule-based systems lack the flexibility to comprehend evolving attack patterns. Real-time
response: by leveraging historical attack data, ML algorithms can identify suspicious activities and events,
allowing organizations to proactively respond to potential threats. Scalability: cloud based environments have
large data volumes and DL models can handle large data, fitting well into cloud. This makes security monitoring
across various cloud services much more scalable. Reduced false positives: DL models can learn to adapt
themselves to the particular behavior of any abnormality of users or devices, minimizing false positives and
allowing security alerts to be more pertinent and actionable.

3.4. Integration of zero trust and deep learning

ZTA for DL integrates a systematic access control-based approach focusing on validation of devices,
users, and networks combined with adaptive and data-driven capabilities. Priorities of these alignments consist
of: dynamic trust evaluation: zero trust is all about continuously assessing trust at each access point, and DL
further improves this by integrating and acting on real-time data to assess the risk and dynamically adjusting
security decisions made. Context-aware access: access control is enforced through strict identity verification
and contextual factors in zero trust. Threat mitigation and anomaly detection: specifically, CNNs and RNNs are
used to build DL models that classify background information and detect anomalies in it in order to determine
if it exhibits the typical pattern.

4. PROPOSED HYBRID SECURITY FRAMEWORK
4.1. Hybrid framework design
4.1.1. Zero trust architecture in the cloud

The core security model behind our proposed methodology is based on ZTA. Attending the cloud, ZTA
is based on the idea of ’never trust, always verify’, an approach that is especially relevant when it comes to cloud
environments, where perimeter-based security models fall short. Our methodology for ZTA implementation in
a cloud environment consists of some significant components.

4.1.2. Adaptive deep learning techniques

The next layer in our hybrid framework is the protection via ADL techniques when built on leveraging
the security offered through ZTA. They are used to multitask, interpret and act on new threats in their cloud
environment.

4.1.3. Integration of ZTA and ADL

It is the combination of ZTA and application development life cycle (ADL) that will be at the core
of our proposed methodology to overcome the cloud security issues [50]. Together, they facilitate advanced
threat detection and adaptive response mechanisms as ZTA offers the foundational framework for access con-
trol and continuous verification [51]]. Bringing dynamic adaptation: DL models can enhance ZTA’s real-time
monitoring mechanism to generate predictive insights/potential threats before they completely materialize.

4.1.4. Architectural design of the hybrid framework

The proposed hybrid framework leverages the ZTA principles, applied to the architecture of a ZTA
combined with the power of ADL models. The main components are: ZTA Gateways: enforce identity man-
agement, access control and least privilege. DL models: CNNs and RNNs are used to analyze network traffic
and detect anomalies. Cloud infrastructure: resources in a cloud environment secured through the use of ZTA
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and ADL techniques. Communication protocols: incorporate secure communication protocols for encrypted
data exchange between system components.

4.2. Designing the hybrid framework architecture
4.2.1. Three main Layers

The hybrid security framework is composed of three main building blocks: ZTA layer: Encompasses
authentication, authorization, access control, and continuous verification. ADL layer: this layer focuses on
real-time anomaly detection, predictive threat analysis, and adaptive response based on learned patterns. Cloud
infrastructure layer: this is the actual cloud environment (where services, data, and users are) secured by the
ZTA, as also enhanced by the ADL layer.

4.2.2. Key modules of the hybrid framework
Figure ] illustrates the pipeline of how the data gets sent through the respective systems from cloud
infrastructure to security decision-making through ZTA and ADL models.

Cloud Infrastructure

(Virtual Machines, Data Storage, Services)

(Logs, traffic, events)

Data Collection Module

(Collect security data, logs, traffic)

(Pre-processed Data)

Zero Trust Architecture (ZTA) Module

(Authentication, Authorization, Access)

(Security decisions)

Adaptive Deep Learning (ADL) Module

(Anomaly Detection, Threat Prediction)

(Feedback to ZTA)

Security Posture Management

(Adaptive Policy, Real-Time Responses)

Figure 1. High-level architecture of proposed hybrid framework

Cloud infrastructure-the cloud environment where virtual machines, data storage, and services are
stored. Data collection: this stage involves collecting raw data from different cloud services like activity logs,
authentication requests, and any other security events. ZTA, which helps ensure continuous authentication
and authorization, with fine-grained access control. ADL: uses DL methods for in-time detection of threats,
anomaly detection, and adaptive learning to help with the improvement of security function. Security posture
management: this involves security posture management to apply and manage security policies in real-time
adjustments from both ZTA and ADL approaches.

4.3. Components of the hybrid framework
4.3.1. Data collection module

It is a data collection module that collects security-relevant data from the cloud services to feed both
the ZTA and ADL layers. Data sources: cloud traffic: network traffic logs such as packet-level data and
flow data. Authentication requests: identity and access management (IAM) logs (e.g., login attempts, MFA
validations). Another source type would be system logs: logs coming from virtual machines, containers, and
cloud infrastructure services. How to ensure your security data collection process: monitoring of traffic in the
cloud and user and system events. Aggregation of both historical and real-time data to form a full security
context.
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4.3.2. Threat detection and prevention

The TAM module uses anomaly detection logic and ZTA principles to identify the security threats.
This both ensures a real-time watch and also responses to possible dangers straightaway when they come in
sight. Eventually, the module wants to use sophisticated techniques of finding and preventing threats in order to
raise cloud safety. ZTA authentication and access control: ZTA is a cloud-based framework that continuously
authenticates the users, applications and devices seeking access to resources. Micro-segmentation is for using
strict access policies for each cloud environment segment. Agent data lab for anomaly detection and predictive
analytics: CNNs and RNNs or other DL models are used to detect abnormal behaviors in the cloud data. It
detects threats by identifying anomalies in user behavior, access patterns, and network traffic in real-time.

4.3.3. Continuous adaptation

Hybrid frameworks have the virtue of flexibility and adaptability. They also use DL models that
continuously learn from new data, making it possible to detect present roads without needing past descriptions.
Furthermore, the framework has a feedback loop in which any anomalies discovered can be fed back into
training the model in order that access controls will be regularly updated with up-to-date threat intelligence
from the ADL module. DL models: models are constantly trained on new data, which enhances their ability
to detect new, emerging threats. Evaluators can also identify types of attacks that have not been classified
beforehand, thus not requiring labels. Feedback loop: anomalies that have been detected are used to train the
model further to learn and adapt to any new patterns. Updating access controls regularly based on current threat
intelligence from the ADL module.

4.4. Data collection
4.4.1. Dataset description

The success of our hybrid framework relies heavily on the amount and quality of data that we use to
train a deep network model. Thus, comprehensive and related datasets in this area are equally a hot topic now
as they have been for some time. Following is an introduction to several widely familiar examples: cloud across
multiple datasets: user activity, application calls, and infrastructure traffic when moving to cloud environments,
several systems are involved. These datasets can be utilized for training commonly like CICIDS or NSL-KDD
datasets. Security logs: contains data on historical incidents, success and failed logins, malware detections,
and any traffic anomalies. Attack simulation datasets: simulated distributed denial-of-service (DDoS), SQL
injection, and insider threats are useful for training ADL models to identify new attack vectors.

4.4.2. Data preprocessing

Data preprocessing, the key first step for both ZTA and ADL in this hybrid ZTA platform, also plays
arole in improving input. Before data can enter any of these systems, processing must be done to optimize the
information for ML. For example, normalization, feature extraction, and one-hot encoding. The whole process
is necessary to make the data “machine learning friendly,” thus prepared for ML operations and allow effective
analysis. Normalization: scaling numerical features for uniformity across features (e.g., traffic volume, no of
requests). Feature extraction: identifying key features from raw data that are relevant for security (e.g., packet
size, frequency of requests). Encode: convert categorical data (like user types, device data, and so on) into
numerical formats that are machine-learning friendly.

4.4.3. Ethical considerations

As cloud security data is being more used, it’s never been so crucial that we think about the ethics of
handling it. To make sure that collected data is handled according to acceptable moral standards and remains
ethically above board, is an absolute necessity. In addition, the structure must comply with stringent regula-
tory initiatives such as GDPR, which sets requirements for data transfer; CCPA, and HIPAA to protect user
rights and maintain integrity of how collected information can be used. Data: all collected data, especially
authentication requests and personal data must be stored without possible identifiers or pseudonymized. Regu-
latory compliance: the framework must follow regulations such as GDPR, CCPA, and HIPAA so that it doesn’t
infringe on user rights in terms of how data is collected.

4.5. Model development
4.5.1. Deep learning model architecture

It involves DL models that specifically focus on enabling models to detect anomalies, predict potential
threats, and make them more flexible and adaptable to new data. The architecture includes: CNNs: mostly used
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for recognizing spatial patterns in cloud traffic and network behavior. RNNs: certain types of network traffic,
like logs, are sequential and RNNs will be useful in identifying time-based anomalies or patterns indicative of
an attack in progress.

4.5.2. Training process

The training process includes both supervised and unsupervised techniques: supervised learning: this
approach requires labeled data from past incidents, such as labeled attack traffic, which are used as inputs when
training the models to identify certain types of threats. Unsupervised learning: this is where the model detects
anomalies without getting supervised beforehand, thus enabling it to find new attack patterns that have never
been seen before.

4.5.3. Adaptive mechanism

This approach will allow the DL models to continually improve with the introduction of new data as it
becomes available. Given that cloud environments are dynamic, the models will either be retrained periodically
or adapted in real-time via techniques like transfer learning and reinforcement learning.

4.6. Integration with zero trust architecture

Continuous authentication: in the ZTA for hybrid framework, ZTA will continuously authenticate
users, devices, and applications, where ZTA will be interfaced deeply with the DL models. When an anomaly
is detected (such as unusual user activity), the ZTA module can require additional verification or deny access
to sensitive resources. Real-time response: the ZTA and ADL modules interact in real time to create dy-
namic security policies according to the output from DL predictions. In the case of a detected anomaly (e.g.,
unauthorized access attempt) by a DL model, ZTA can instantly modify access governance and segment the
network to prevent further damage. Security posture management: with the feedback loop working between
ZTA and ADL, the system can continuously verify and update security policies. This allows the cloud envi-
ronment to maintain an optimal security posture, adjust to new threats, and reinforce its defenses in the face of
evolving risks.

5.  EXPERIMENTAL RESULTS AND EVALUATION METRICS
5.1. Experimental setup

An extensive experimental setup was designed to validate the effectiveness of the proposed Hybrid
Security Framework based on ZTA and ADL techniques. To replicate the realistic cloud environment, while
allowing us to close in on the framework’s performance under various security metrics.

5.1.1. The simulation of cloud environment

An extensive experimental setup was designed to validate the effectiveness of the proposed hybrid
security framework based on ZTA and ADL techniques. To replicate the realistic cloud environment, while al-
lowing us to close in on the framework’s performance under various security metrics. Cloud service providers:
the simulated cloud architecture used industry-leading platforms like Amazon web services (AWS) or Mi-
crosoft Azure, or hybrid configurations. AWS EC2 instances: for computational resource management and
deployment of the security framework. AWS S3 storage: for simulating storage-related security use-cases like
unauthorized access to the data and data leak prevention. Azure virtual machines: used to simulate various
user and service configurations to test hybrid security framework scalability. Network configuration: to mimic
a realistic cloud environment, the topology is comprised of virtual private networks and multiple subnets with
firewalls, providing various network-related security challenges targeting network breaches or unauthorized
access attempts.

5.1.2. Framework integration

The hybrid security framework was integrated into a model of the cloud simulation environment. The
integration process involved embedding the ZTA for real-time monitoring and access control, as well as de-
ploying the ADL model for anomaly detection and threat response. ZTA implementation: various cloud native
security services such as JAM, multi-factor authentication (MFA), and continuously authentication techniques
were used. ADL models deployment: perform deployment of DL model using frameworks such as Tensorflow
or PyTorch, thus tightly coupled with the cloud infrastructure. The model was set up to monitor user behavior,
network traffic, and system logs for signs of abnormal behavior indicative of a threat.
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5.1.3. Baseline comparison

The experimental setup consisted of a baseline comparison with current cloud security systems in
place to evaluate the performance advantages of the system proposed. The baselines used were not just static
cloud security frameworks without ADL or zero-trust approaches, but also existing zero trust models that are
not using DL to expose threats. Classic security architecture: classic cloud security methodology with ac-
cess controls, firewalls, and not very active monitoring. Zero trust-only framework: this is a cloud security
framework solely based on zero trust models but not adaptive learning in threat detection. Key performance
indicators (KPIs): including detection accuracy, response time, resource utilization, and scalability were com-
pared against these baselines.

5.1.4. Test cases and attack scenarios

Test cases and attack scenarios were developed to mimic real-world threats and challenge the system
response. These included: insider threats: simulating attacks for authorized users to unauthorized access
data exfiltration. DDoS attacks: on cloud services for testing the robustness of the framework. Malware and
ransomware: to simulate different types of installs and spread of malware in the cloud environment to verify
how the system identifies and contains the attacks. Zero-day exploits: assessing the system’s capacity for
identifying and protecting against new vulnerabilities. Anomaly detection: unsupervised learning techniques
for anomaly detection to find out lawyers deviations across the users of the cloud, the network traffic, login
users, and get through a parameter, even though for stay n of a with attack type are not known. The attacker
scenarios are implemented with different complexities such as low, medium, and high-intensity attacks to
validate the proposed framework’s ability to counter a wider array of security incidents.

5.1.5. Evaluation of performance metrics

The performance of the system was evaluated using the following metrics: detection accuracy: the
frequency of misidentification in a security system. Response time: the average time is taken from the oc-
currence of a security event to the moment the system initiates an appropriate response. Resource usage: the
framework usage on CPU, memory, and bandwidth while it is running especially when it is running the DL
models. Scalability: the system’s capacity to sustain performance with increased users, devices, and traffic
volume. These metrics were monitored continuously throughout test case execution, and result comparisons
were made across various baseline models and scenarios.

5.2. Results
5.2.1. Detection accuracy and false positive/negative rates

We measured the detection accuracy of AZTF against conventional CASB and ZTA-only frameworks.
Results are summarized in Table[T]

Table 1. Threat detection accuracy and error rates

Framework Detection accuracy (%)  False positive rate (FPR)  False negative rate (FNR)
Baseline CASB 85% 8.2% 12.5%
ZTA-only 90% 6.5% 9.2%
Proposed AZTF 96% 3.4% 4.8%

5.2.2. Scalability: performance under high workloads

To test the scalability of AZTF, we conducted experiments under varying cloud traffic conditions, sim-
ulating low, medium, and high workloads. The detection accuracy and system response were analyzed across
different traffic loads in Table[2l

Table 2. Performance at different workload levels
Workload level ~ Requests per second  Detection accuracy (%)  Response time (s)

Low load 1,000 96.5% 1.1
Medium load 5,000 95.8% 1.3
High load 10,000 94.3% 1.6
Extreme load 20,000 91.8% 2.0
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5.2.3. System resource utilization
To ensure efficiency, we measured CPU and memory utilization while running AZTF compared to
CASB and ZTA-only models in Table[3]

Table 3. System resource utilization
Framework CPU usage (%) Memory usage (GB)

Baseline CASB 80% 32GB
ZTA-only 75% 2.8 GB
Proposed AZTF 70% 25GB

5.2.4. Detection accuracy

The detection accuracy of the Baseline CASB was 85%, demonstrating a decent but narrow recogni-
tion of threats. Although it works on the file system and can handle basic security functions, it does not adapt to
changing and complex attack patterns. Figure 2] shows the comparison of detection accuracy between baseline
CASB, ZTA only, and the proposed security framework.

Detection Accuracy

98% %
96%
94%
92%
90%
R 88%
86% 85%

84%
82%
80%
78%

W Baseline CASB mZTAOnly  mProposed Hybrid Framework

90%

Framework

Figure 2. Comparison of detection accuracy

5.2.5. Response Time

The baseline CASB had an average response time of 2.588 seconds — a moderate time, but one that
can lead to delays when handling real-time threats, namely in high traffic conditions. Figure [3|shows the com-
parison of response time between baseline CASB, ZTA only, and the proposed security framework.

Response Time

2.58

1.2

seconds
-
o

mBaseline CASB mZTAOnly  m Proposed Hybrid Framework

Framework

Figure 3. Comparison of response time

5.2.6. Resource utilization

As the baseline CASB performs a great deal of traffic inspection and traffic security monitoring, it
consumes 80% of the available resources, which is quite a lot. This amount of resources can be taxing on
the system, particularly in large-scale settings. Figure [d] shows the comparison of resource utilization between
baseline CASB, ZTA only, and the proposed security framework.
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Response Time

2.58

seconds
N
1

Framework

W Baseline CASB mZTAOnly  mProposed Hybrid Framework
Figure 4. Comparison of resource utilization

5.2.7. Scalability

The baseline CASB scaled to a modest extent but showed degradation in performance with the in-
creasing scope of the cloud environment. Table []lists a comparison of scalability between baseline CASB,
ZTA only, and the proposed security framework.

Table 4. Comparison of scalability

Framework Scalability
Baseline CASB Medium
ZTA only High
Proposed hybrid framework High

6. CONCLUSION AND FUTURE WORKS

Proposed hybrid security framework that consists of ZTA and ADL technology should render modern
cloud business better protected from threats performance evaluations indicated significant advances over every
major indicator in contrast to baseline models with detection accuracy reaching 96%, 52% faster response
times and 70% greater resource utilization than baseline CASB and ZTA-only frameworks. Scalability of the
framework allows it to maintain high performance costs under high traffic loads, ensuring that it is well-suited
for dynamic cloud environments. By leveraging ZTA’s continuous verification principle and ADL ’ s real-
time threat detection and adaptability, the framework can address evolving security threats effectively. These
findings indicate the potential for enhancing cloud security through a hybrid approach, based on which we can
begin to probe unknown threats in real-time, real-time response to those threats and the allocation of resources
ALOG in different environments with great diversity.

Although our framework shows remarkably improved detection accuracy, response time, and resource
efficiency, some problems to solve in future research may include: DL models are not explainable: for Al-based
security systems, a critical challenge is the explainability of the decisions made by DL algorithms. Future
research may be directed towards XAl techniques to enhance interpretability in threat detection. Federated
learning for cloud security: the trend of adopting federated learning could bring benefits of improved privacy
when using multi-cloud computing environments and scalability compared to cloud training of a centralized
DL model. Logistics and stores - real-time adaptive policies: implementing self-learning policies that adapt
in response to the identified threat landscape can lead to more effective security enforcement. Application to
edge and IoT security: as edge computing and [oT-based architectures become pervasive, future research work
can explore further how the hybrid security model described here can be extended beyond traditional cloud
environments.
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