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 Verification of a qualification, achievement, quality, or aspect of a person’s 

background is one of the biggest problems nowadays as we have seen many 

platforms where students can get fake credentials. Every organization must 

select professional and academically qualified employees to give quality 

service. As a result, corporations rely on academic certifications to confirm 

and measure their prospective employees’ academic qualifications. On the 

other hand, these employers lack a standardized process for confirming the 

legitimacy of academic certificates or degrees. Because the present 

procedures for verifying educational certifications are time-consuming, 

exhausting, and costly, just a few employers verify certificates for 

prospective employees. This research examines the issues that are related to 

the smart verification of someone’s credentials. To make the process of 

verifying digital credentials quicker, simpler, and more cost-effective, we 

suggest decentralized architecture. We present the prototype, design, and 

implementation of the proposed framework. 
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1. INTRODUCTION 

Under the current situation, misleading certifications are a huge problem. Companies that recruit 

thousands of first-year students spend significant money to have their educational credentials and transcripts 

confirmed. We proposed the idea of a Digital Certification Infrastructure for the authentication of academic 

degrees utilizing blockchain technology to solve this challenge. The role of universities in issuing, 

maintaining, and certifying diplomas is costly and time-consuming. Fake academic credentials are becoming 

increasingly common in the country. Identifying it throughout job vetting, especially in government posts, 

corruption has helped the rise of this wrongdoing. Companies together with government organizations face a 

major struggle when it comes to fraudulent academic certificates under present-day circumstances. 

Companies spend substantial funds to authenticate educational diplomas because fake degree certifications 

have become more common. Academic credential verification processes right now involve excessive costs 

coupled with long delays and frequent system inefficiencies [1]. The academic institutions that issue and 

verify diplomas need to ensure credibility credentials while maintaining affordable management practices. A 

non-uniformed and non-automated verification system causes hiring of unqualified candidates who create 

productivity problems and weaken candidate evaluation confidence. The problem has worsened due to 
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improper qualification vetting alongside corruption particularly when dealing with government positions. The 

present situation calls for an enhanced secure and automated and cost-effective system to authenticate 

academic certificates and stop their improper use. Research conducted several times about blockchain 

technology applications relate to digital certification while focusing on maintaining data integrity [2]. The 

integration of blockchain technology with educational systems has become the core research objective to 

achieve secure academic record authentication. Research studies have suggested blockchain-based 

educational systems which operate decentralization while remaining publicly accessible to eliminate any 

power of modification or manipulation by central authorities [3]. Cryptography offers hash functions as 

widely adopted solutions for data integrity since they enable the validation of files and certificates without 

modifications to original content. Blocks of technology create unalterable yet transparent frameworks to 

manage certificate facilitation and validation tasks. Interface verification becomes secure through 

cryptographic hash functions because these tools produce specific digital certificate fingerprints [4]. Zero-

knowledge proof techniques investigate methods to authenticate certificates while maintaining secrecy about 

sensitive information so as to improve privacy and security [5]. The development of decentralized systems 

has addressed multiple challenges in certificates management but scalability problems when processing 

numerous certificates and high costs and operational complexity as well as confusing user interfaces and 

privacy risks when verifying certificates persist as ongoing issues [6]. The proposed research develops an 

innovative blockchain system for digital certification which fixes existing system deficiencies. A different 

approach combines real-time verification capabilities with zero-knowledge proof mechanisms and a web-

based application (CERTIFICATELY) to provide secure and convenient service. The system achieves 

numerous upgrades through instant certificate authentication along with free data retrieval and increases 

privacy through zero-knowledge proof and the capability to process large transaction loads. 

Possible solutions include a database without the ability to update it, a digital signature, or a 

blockchain. A hash function is a function that accepts a data input and produces a predictable result output 

value based on that input value. When executing the hash, the output will always receive the same final work 

for whatever x input value. As a result, a hash function takes input (that can be any data, such as integers, and 

files) and produces a hash. A hexadecimal number is commonly used to represent a hash. Cryptography Hash 

functions. There are many uses for hash functions, but file integrity check is one of the most common. Hash 

functions on data files are generated with it. This application gives the user confidence in the data’s accuracy. 

In this paper we have developed a solution that can generate a blockchain based digital certificate and it can 

be verifiable any organization or institute or a student itself. 

− The institute can generate a digital certificate using blockchain technology.  

− The student or any verifier can verify the hash of the digital certificate at any time with the web 

application name as CERTIFICATELY and download the digital certificate.  

− Zero-knowledge proof has been employed in the design of the suggested scheme to ensure the 

application’s.  

The research proposes a blockchain-based digital certificate structure which integrates real-time 

authentication with zero-knowledge proof along with the CERTIFICATELY web application for providing 

robust security and accessibility. The platform allows certificate verification to proceed without human 

assistance or intermediates providing instantaneous accurate results. Zero-knowledge proof in this system 

ensures private data protection while enabling certificate authentication. The blockchain system enables users 

to retrieve stored certificates without charging fees as CERTIFICATELY operates without gas costs making 

the whole process more affordable and simple to use. Users can navigate the platform through a user-friendly 

design which lets institutions and verifiers carry out certificate documentation and verification operations 

efficiently. The system maintains its performance at peak levels even when handling extensive transaction 

activities because its design supports high scalability. 

Primary contributions of this research paper consist of these key points. 

− Blockchain technology uses cryptographic hashing to secure data so tampering becomes impossible 

after data storage occurs. 

− The zero-knowledge proof systems enable the system to verify credentials without leaking any sensitive 

information to maintain both privacy and security. 

− The CERTIFICATELY platform enables automatic real-time verification needs no human involvement 

for manual processes thus achieving quick results with accurate verifications. 

− Users benefit from no gas fees along with reduced operational expenses through free certificate retrieval 

on the system platform. 

− The platform maintains its high-level operational performance even when handling heavy transaction 

volumes because its design specifically caters to increased workload demands. 

− A user-friendly arrangement exists for institutions and verifiers through CERTIFICATELY that 

promotes smooth operations and better use experiences. 
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− Blockchain constructs an unchangeable transparant system to manage certificates which improves both 

trust levels and accountability capabilities. 

− The combination of hash comparison for verification eliminates fake academic credentials and protects 

educational credentials against misrepresentation and deception. 

− The system enables worldwide accessibility through cross-border verification since it supports 

expansion of its accredited institutions database to improve international certificate recognition. 

− Third-party verification occurs directly between recruiters and organizations through this system 

without requiring representatives from issuing institutions. 

− Other professional credentials and licenses could be integrated onto the system through its extension to 

boost system value. 

The research organized in this order: Section 1 presents fundamental information about the research 

subject together with the critical problem areas that need focus in this paper. Section 2 establishes the 

foundation of blockchain-based digital certificates with two parts describing both concepts. The research 

study Known as Related Work is explored in section 3 to demonstrate blockchain-based digital certificate 

applications with verification standards. Section 4 the experimental Setup section contains both the proposed 

design and framework together with the programming languages. The research discusses blockchain-based 

digital certificates with their verification features along with all components required to construct such a 

system. Section 5 details the system implementation through smart contracts creation for all modules along 

with presented code snippets. Section 6 describes the study of the Result and discussion. Section 7 performs 

an analysis of Verification scenario verification operations on Blockchain through performance evaluation 

while discussing its outcome in depth. Section 8 describes the brief conclusion and future implications. 

A. The blockchain 

Blockchain technology facilitates collaborative information sharing among multiple individuals, 

enabling them to collectively manage a database of products through a con-sensus mechanism. This 

agreement hinges on the principle of acknowledging each participant’s contributions to extending the 

database, ensuring its integrity against tampering, unauthorized modifications, or disruption. Notably, 

cryptocurrencies like Bitcoin represent prominent applications of Blockchain [7]. In the realm of 

permissionless block-chains [8]. The chosen consensus method dictates the system’s effectiveness and 

adaptability. Consensus systems must navigate challenges such as blockchain forks, Node domination, 

performance limitations, and potential consensus failures. Two prevalent methods for achieving 

permissionless consensus are Proof of Work (PoW) and Proof of Stake (PoS) PoW: PoW operates by 

prompting nodes to engage in competitive efforts to solve cryptographic puzzles, thereby constraining a 

node’s capacity to tamper with the blockchain ledger. Successfully resolving the puzzle earns the node a 

reward in the form of local cryptocurrency, serving as a motivational factor [9]. Notably, PoW serves as the 

consensus algorithm for various blockchain systems, including Ethereum and Bitcoin [10]. In the context of 

an integer, the PoW function entails taking a dataset and generating both a hash value PoW and nonce values 

consisting of random bits, illustrating a fundamental aspect of the PoW consensus algorithm. PoS: A PoS 

solution addresses the issue of PoW’s high energy cost. Table 1 presents a detailed comparison between PoW 

and PoS, two of the most widely used consensus mechanisms in blockchain technology. PoW, utilized by 

blockchains like Bitcoin, relies on miners solving complex mathematical problems to validate transactions 

and add new blocks to the chain. It delineates key characteristics, advantages, and limitations of each 

approach, aiding in the assessment of their suitability for various blockchain applications [11]. This process 

ensures security but requires significant computational power and energy, leading to concerns about 

sustainability. On the other hand, PoS, implemented by blockchains like Ethereum 2.0 [12], eliminates the 

need for intensive computation by selecting validators based on the amount of cryptocurrency they hold and 

are willing to "stake" as collateral. This approach significantly reduces energy consumption while 

maintaining decentralization and security [13]. The table also compares factors such as scalability, 

transaction speed, hardware requirements, and susceptibility to attacks, emphasizing the trade-offs between 

the robustness of PoW and the efficiency of PoS in different blockchain applications. This consensus method 

chooses random system stakeholders to append blocks to the blockchain. The follow-Satoshi algorithm is one 

such implementation, in which a random native currency is chosen randomly, and the owner of that money 

can attach it to the blockchain and there-fore collect a block reward. Users’ stakes of coins contributed are 

reduced, and users are penalised if they offend when contributing a block to the system [14]. 

Permissioned blockchain consensus: only known parties can participate in the consensus to connect 

blocks to the block-chain on a permissioned blockchain network [15]. Because the nodes in the network are 

usually semi-trusted and there are fewer of them than in permissionless architecture, it allows for a higher 

amount of transactions per unit of time than in permissionless architecture. Different consensus mechanisms 

can be executed on a permission block. In such architectures, methods such as Paxos, RAFT, and various 
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byzantine fault tolerant (BFT) methods are known to overcome the consensus problem [16]. The Hyperledger 

[17] is a prominent permissioned blockchain. Figure 1 shows the concept of a blockchain that connects with 

multiple nodes, and each node is connected with the other while the issuer sends the transaction and the 

receiver receives it [18]. Its distributed ledger system securely records and links data blocks, ensuring 

immutability and fostering innovation across diverse industries. 
 

 

Table 1. Compares technologies utilizing PoW and PoS consensus mechanisms 
Blockchain 

technology 
PoW PoS Description 

Bitcoin Yes No Transaction validation in Bitcoin depends on PoW because miners solve mathematical 

problems for block creation and blockchain expansion. The network security system requires 
high computational power in addition to large energy utilization. 

Ethereum Yes No The initial transaction verification method of Ethereum was PoW before developers adopted 

PoS with Ethereum 2.0 as both an upgrade for scalability and energy efficiency. 
Binance Coin No Yes Binance Smart Chain operates through the PoS consensus mechanism enabling quick and 

affordable deals with lower energy needs. 
Polkadot No Yes The Polkadot network executes transactions through its nominated PoS (NPoS) system letting 

validators get selected by nominators thus improving system decentralization as well as 

operational speed. 
Uniswap Bitcoin 

Cash 
No Yes Uniswap functions as a decentralized exchange (DEX) developed for operation on the 

Ethereum blockchain. The Ethereum network transition to PoS power the use of PoS through 

an indirect connection. 
Bitcoin Cash Yes No Bitcoin Cash functions as a Bitcoin fork which maintains PoW protocols to verify network 

transactions at the expense of faster and cheaper procedures compared to Bitcoin. 

 

 

 
 

Figure 1. Blockchain, the cornerstone of decentralization, epitomizes trust and transparency in digital 

transactions 

 

 

Transactions in merely this public blockchain are now almost instantaneous because it relays the 

nodes inside the system and maintains identifiers for each node. To execute consensus in the network, it 

supports multiple consensus mechanisms including practical byzantium fault tolerance (PBFT), Sifter, and 

cross-fault tolerance (XFT). Table 2 provides a detailed comparison of the requirements and characteristics 

of permissionless blockchains, permissioned blockchains, and traditional databases, focusing on their 

structure, access control, and operational needs. This visual comparison highlights the resilience and 

reliability of blockchain technology in maintaining data accessibility compared to conventional database 

systems. Permissionless blockchains, such as Bitcoin or Ethereum, operate in a decentralized manner and are 

accessible to anyone without restrictions, relying on consensus mechanisms like proof-of-work or proof-of-

stake to validate transactions. In contrast, permissioned blockchains are semi-decentralized, granting access 

only to authorized participants and typically employing lighter consensus mechanisms, such as Byzantine Fault 

Tolerance, for higher efficiency. Traditional databases differ significantly, as they are centralized systems 

managed by a trusted authority [19], allowing only designated users to perform operations. The table also 

explores aspects like scalability, data integrity, security, and energy efficiency, highlighting how these systems 

cater to different application scenarios, from public networks to private enterprise solutions. It performs best 

when there are a few devices in the cluster, and it cannot be expanded effectively if any are added [20]. 
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Table 2. Illustrates the comparative availability performance between blockchain and traditional databases, 

with ✓ symbolizing high availability, ● representing average availability, and× indicating unavailability 
Characteristics Requirements Permissionless Permissioned Database 

Confidential There aren’t enough trusted third parties. Immutability 
and Accountability Several untrustworthy authors 

Transactions between individuals are known as peer-to-

peer transactions. 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

× 

✓ 

● 

× 

Interpretation Transactional traceability Transaction verifiability 

Notarization of data/transactions in context Data security 

Transparency Disclaimer 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

✓ 

× 

× 

× 

× 
× 

Reliability Transaction  

Speed and latency 
Costs of upkeep 

Fragmentation Extensibility 

× 

✓ 

✓ 

× 

● 

✓ 

✓ 

● 

✓ 

× 
● 

✓ 

Consensus Algorithm Engagement guidelines. Verifiers are required. 
Autonomous/dynamic interactions between distinct 

writers’ transactions. 

✓ 

✓ 

× 

✓ 

✓ 

× 

● 
× 

× 

 
 

Permissioned blockchain consensus: digital certificates are a type of electronic identity used by any 

peer who wants to communicate securely with another peer over the internet. In asymmetric situations, 

digital certificates are employed. Cryptography which would be a type of cryptography that uses crucial 

pairs. The duo comprises a public and a private entity. A public key, which anybody may access, and a 

personal address, which the owner keeps private. Any of those keys can be used to encrypt or decrypt data, so 

anything encrypted with them can be decoded. Only one key can de-crypt the other, and vice versa. 

Moreover, one of the essential information in certificates is the peer’s public key, which allows 

communication. I partner to communicate their digital certificates in a verified manner [21]. These 

certificates include assurance from a trusted source that the certificate’s secret key belongs to the 

certification’s subject. In all other words, the party is who it claims to be. The name of this trusted source is a 

certificate authority (CA), which will be described later [22]. The storage of achievement and recogni-tion 

records, such as degree certificates, is a self-evident educational function. The grant-ing institution would 

save the certificate information in the blockchain, which the under study may access, share with bosses, or 

access through a web. It keeps a constant open record, protected from modifications to the organization or the 

loss of its private documents. This creates opportunities for trusted professionals and instructors to give 

certifi-cates and identifications in a coordinated manner. The blockchain gives transparent proof that a 

regulating personality funded an understudy personality, but it does not confirm either party’s trustworthiness 

in and of itself. The blockchain can quickly and reliably validate the existence of an activity, such as the 

issuance of a certificate, but not its legitimacy. 

Blockchain based certificate: digital certificates are a type of electronic identity used by any peer 

who wants to communicate securely with another peer over the internet. In asymmetric situations, digital 

certificates are employed. Cryptography which would be a type of cryptography that uses crucial pairs. The 

duo comprises a public and a private entity. A public key, which anybody may access, and a personal 

address, which the owner keeps private. Any of those keys can be used to encrypt or decrypt data, so 

anything encrypted with them can be decoded. Only one key can decrypt the other, and vice versa. Moreover, 

one of the essential information in certificates is the peer’s public key, which allows communication. I part-

ners to communicate their digital certificates in a verified manner. These certificates in-clude assurance from 

a trusted source that the certificate’s secret key belongs to the certifi-cation’s subject. In all other words, the 

party is who it claims to be. The name of this trusted source is a CA, which will be described later [23]. The 

storage of achievement and recognition records, such as degree certificates, is a self-evident edu-cational 

function. The granting institution would save the certificate information in the blockchain, which the 

understudy may access, share with bosses, or access through a web. It keeps a constant open record, 

protected from modifications to the organization or the loss of its private documents. This creates 

opportunities for trusted professionals and instructors to give certificates and identifications in a coordinated 

manner. The blockchain gives transparent proof that a regulating personality funded an understudy 

personality, but it does not confirm either party’s trustworthiness in and of itself. The blockchain can quickly 

and reliably validate the existence of an activity, such as the issuance of a certifi-cate, but not its legitimacy. 

Verification of smart contracts: blockchain technology enables a distributed computing system in 

which the participants concur on a single history of transactions, making the transactions public. After be-ing 

divided into blocks and given timestamps, the transactions are published. Each block’s hash builds on the 
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previous block’s hash to create a chain, making it challenging to change published blocks. The use of 

blockchain technology is how computer systems can control how real-world parties interact with one another 

in many different ways. The prerequisites for the involvement of reliable central authorities or the usage of 

resource managers restricted the adoption of smart contracts on the blockchain. Specific Blockchain systems’ 

implicit enforcement of smart contracts has created wealth of new possibilities [24]. 

Deployment of smart contract: the verified contracts can be implemented on the platform on top of 

blockchains. Those who store contracts on blockchains cannot. Because blockchains are immutable, they 

cannot be changed. A new contract must be written for each amendment. The con-tracts are accessible to all 

parties via the Blockchains after the implementation of smart contracts. Additionally, both parties are 

involved. The smart contract locks the parties by freezing the equivalent digital wallets. For illustration, the 

coin on the wallets, transfers can be made inward and outbound. Blocking words that pertain to the contract. 

However, the Parties’ digital wallets can be used to identify them [25]. In Figure 2 through a suitable web 

browser or the built-in browser of the mobile app, MetaMask enables users to safely connect to decentralised 

applications, save and keep account keys, broadcast transactions, transmit and receive Ethereum-based 

money and tokens, and broadcast transactions. It showcases the sequential stages from coding and compiling to 

uploading and execution, elucidating the intricate steps involved in implementing self-executing agreements on 

a decentralized network. 

 

 

 
 

Figure 2. Deployment process for a smart contract, a pivotal aspect of blockchain technology 

 

 

Zero-knowledge proof: a zero-knowledge statement protocol in cryptography is how one person 

(proof of claim) can verify the other entity (validator) that the specific information is accurate. At the same 

time, the one that proves does not transfer every additional data other than the fact that the data is correct. 

The premise of zero-knowledge arguments is straightforward to demonstrate knowledge of some information 

simply by disclosing the situation. Verifying such information without releasing the truth or additional data is 

the problem [26]. The zero-knowledge proof system is a crucial area of computational complexity theory and 

cryptography that has attracted a lot of attention since it was first presented. A single communication from 

the prover to the verifier is all that is contained in a non-immersive zero-knowledge proof system. It is 

frequently employed in creating numerous crypto-graphic protocols and algorithms due to its strong 

authentication, decent privacy, and low interactive complexity [27]. 

Hash function: a hash function can be defined as taking an input value and generating a predictable 

output value based on that input value. When executing the hash, the output will always receive the same Y 

final output for whatever X input value [28]. Each input has a pre determined output in this manner. Depicts 

the situation, as a result, a hash function takes in-put and produces a hash. A hexadecimal number is 

commonly used to represent a hash [18]. There are other hashes algorithms, such as (MD, and SHA), which 

are the most widely used hash functions. Hash functions are usually irreversible (one-way), which implies 

that if you only know the output, you won’t be able to find out the input unless you test every possible input 

[29]. Figure 3 illustrates a cryptographic protocol that enables secure verification of information authenticity 

without exposing sensitive details to the verifier. Through a series of interactions, the prover convinces the 

verifier of a statement’s truth-fulness, showcasing the power of privacy preserving techniques in secure data 

transactions. In this process, the prover demonstrates to the verifier that a statement or data is valid, while 

withholding the specific details of the information being verified [30]. By ensuring that sensitive data 

remains undisclosed, this protocol facilitates secure interactions, enhances trust, and upholds data privacy in 

various digital environments. There are several uses for hashing functions, but file integrity check is one of 

the most common. Hash functions on data files are generated with it. This application gives the user 

confidence in the data’s accuracy [31]. 
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Figure 3. A cryptographic protocol enabling one party to verify the authenticity of information without 

revealing any sensitive data to the verifying party 

 

 

2. TECHNICAL HISTORY 

The certification of competencies and academic credentials plays a principal part in modern 

societies and ways of life. Classically, such a certification is performed through paper certificates containing 

seals and marks. These documents, however, have no con-sistency among distinctive nations and no 

recognized computerized proportionate and, most vitally, are subject to distortion. A few cases confirm this 

happened in recent years, as within the case of the dignitary of confirmations at the massachusetts established 

of innovation (MIT), who announced to have manufactured and lied almost her instructive qualifications for 

28 a long time [32]. In this setting, a universally recognized standard for digitizing and verifying competence 

certificates (as transcripts, and recognitions) and scholastic qualifications is a must. Besides providing solid 

confirmation instruments, such a framework should also set up a globally recognized arrangement for 

transportabil-ity and verification of competencies. Open Badge [33]. The scope of Open Badge is to pro-vide 

organizations and teachers with a system for issuing advanced identifications to the competent owners to 

recognize not as if it were their official learning but indeed transver-sal aptitudes. For this reason, certificates 

compliant with Open Identifications are planned to provide a point-by-point profile of the beneficiary, 

including the so-called Diploma Supplement [34].  

The European Data Science Academy (EDSA) [35] may be an excellent example of blockchain 

innovation being used to provide information science skills to job seekers. EDSA, too, makes a difference by 

providing training to world-leading information scien-tists in the modern day. Information is being produced 

at an incredible rate from all en-terprises in the twenty-first century, posing several issues regarding data 

collection, ca-pacity, and analysis. However, as the amount of information available grows, so does the 

demand for professionals with the necessary skills to supervise and govern it. As a result of this requirement, 

the EDSA was established to provide a platform for monitoring the producers and consumers of information 

systems specialists by providing real-time ex-pertise preparation.  

Learner-Centered Blockchain of Open University in U.K. The Open University of the United 

Kingdom [36] Using blockchain technology, a learnercentred approach to learning has been spread. They 

demonstrated a beginner environment using blockchain in that paper. The student, instructor, courses, 

teaching fabric, validation system, and learner’s association are all included in this biological system. The 

students are enrolled in various courses and access additional learning resources. Mentors and other 

instructional per-sonnel provide informal and formal advice as part of the learner’s entire summit and de-

velopmental evaluation. Central regulatory organizations give official certifications indi-cating that their 

institutional processes have been agreed upon. Each learner has an iden-tity and achievement visualization 

area called a visa, which may be utilized instead of a traditional resume to show the boss his or her abilities. 

Transparency, trust, safety, and security are all provided by this architecture.  

In U.C. Davis’s Computerized Identification System, these fundamental competencies are presented 

as a ’digital badge’ [37], there are five levels to each competency: aptitude, information, honor, involvement, 

and competence. The ’digital badge’ framework is a human capital assessment methodology that validates 

the core competencies within the portable connected society are easy and straightforward.  

Microsoft Exam and Certification Badge Microsoft teamed up with Pearson VUE’s Recognition 

stage to provide a unique identifier for certification purchases. A Microsoft certification stamp, available on 

the internet and containing photos and unique metadata about the certificate holder, could be used as 

identification. The identification provides the owner with complete information about the innovation and 

establishes ownership [38]. Table 3 provides a comprehensive comparison of existing studies on blockchain-
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based digital certificates, highlighting key aspects such as security, scalability, efficiency, and application 

scope. It examines the methodologies employed, the types of blockchain used (e.g., public, private, or 

consortium), and the mechanisms for certificate issuance, storage, and verification [39]. The table also 

contrasts the integration of cryptographic techniques, such as hashing and digital signatures, to ensure data 

integrity and authenticity [40]. Interventionary studies involving animals or humans, and other studies that 

require ethical approval, must list the authority that provided approval and the corresponding ethical approval 

code. 

 

 

Table 3. Presents a comparative analysis of related works focusing on blockchain-based digital certificates 
Blockchain based digital certificates Methodology Limitations 

Decentralized Attestation of 

Conceptual Models Using the 
Ethereum Blockchain [13] 

The availability of cryptographic certificate 

documents that publicly certify that 
mentioned immutability and transparency in 

the paper 

Difference in the blockchain network 

A Preliminary Review of 
Blockchain-Based Solutions in 

Higher Education [27] 

According to a preliminary examination and 
study of these cases, this research shows a 

studentcentred approach and several critical 

use cases in the educational arena 

It was restricted since that established 
only a permissioned blockchain public 

entire network. 

Application of Blockchain 

Technology in Higher Education 

[28]. 

The authors also published a realworld case 

study after verifying the MIT certification 

This study investigates how blockchain 

technology affects the sector of 

education. 
Blockchain-Based Framework for 

Educational Certificates Verification 

[29] 

Fordegree verification, that developed a 

blockchain hyperledger fabric framework. 

No endorsers or ordering management 

in the desktop application 

Blockchain Ecosystem for Verifiable 

Qualifications [30] 

The answer to higher education linked 

institutions to register the issuance of degrees 

via Check the blockchain, including the 
certificate trustworthiness 

No endorsers or ordering management 

in the desktop application 

Design Framework on Tertiary 

Education System in Indonesia Using 
Blockchain Technology [31] 

This proposed approach offers a remedy for 

Indonesia’s postsecondary education system. 
The fundamental goal is to provide high-

quality education throughout the country. 

Limited to a particular location, 

collaborative artificial intelligence 
platform. 

 

 

The proposed decentralized framework offers a solution to these longstanding challenges by 

leveraging blockchain technology, allowing for a transparent, immutable, and streamlined process that can be 

accessed and utilized across different organizations and sectors. By shifting from a model dependent on 

individual trust to a network-based validation, this research aims to foster a universal standard for verification 

[41]. The decentralization of the verification process not only reduces the time and financial costs involved 

but also enhances the reliability and integrity of academic and professional credentials. In highlighting these 

motivations and identifying the shortcomings of existing practices, this research contributes a valuable 

perspective and a practical solution to a problem of growing relevance in today’s increasingly digital and 

globalized workforce. Figure 4 provides an insightful representation of the architectural diagram of the 

proposed system, which has been meticulously designed to address certain inefficiencies and shortcomings 

observed in previous studies. The motivation for developing this new architecture emerges from a profound 

need to enhance specific functionalities and performance criteria that were either inadequately addressed or 

completely neglected in existing models [42]. The architecture illustrates a novel arrangement of 

components, interactions, and workflows that aims to offer a more streamlined, robust, and scalable solution. 

One of the key gaps identified in previous studies was the lack of integration between disparate subsystems, 

leading to bottlenecks and hindrances in the data flow [43]. The proposed architecture emphasizes seamless 

interconnectivity and a harmonized approach that fosters efficiency and adaptability. Furthermore, the 

incorporation of innovative technologies and methodologies signifies a progressive shift towards meeting the 

demands of contemporary applications. This architectural evolution not only offers practical advantages but 

also symbolizes a conceptual advancement, aligning more closely with current industry standards and 

expectations. By addressing these gaps, the new design delineates a path toward a more coherent, resilient, 

and future-ready system, making it a significant contribution to the field. 

 

 

3. PROPOSED FRAMEWORK 

The proposed blockchain-based system named Certifcately, which revolutionizes digital certificate 

authentication and verification processes. This innovative web applica-tion utilizes zero-knowledge proof to 

ensure the validity of contracts while preserving user privacy by withholding unnecessary information. By 

leveraging the inherent security of blockchain technology, Certifcately effectively combats issues 
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surrounding fraudulent and unverifiable certifications. Certifcately operates by verifying contract authenticity 

through unique account addresses and transaction hashes, securely embedded within the immu-table structure 

of the blockchain. This approach guarantees the integrity and tamper-proof nature of certified documents. 

The system caters to two primary user groups: students and organizations or enterprises. For students, 

Certifcately offers a platform to present credible and easily verifiable certificates, enhancing their credibility 

and trustworthiness in the eyes of potential employers or academic institutions. On the other hand, 

organizations and enterprises benefit from the streamlined verification process, eliminating the need for time-

consuming manual checks and reducing administrative overheads. 

By addressing the privacy concerns of individuals and the efficiency requirements of institutions, 

Certifcately provides a comprehensive solution to the challenges associated with fraudulent certifications. In 

an era where the prevalence of counterfeit credentials poses a significant threat, Certifcately stands as a 

robust and trustworthy system, merging the transparency and security of blockchain technology with the 

practical needs of mod-ern education and business environments.  

 

 

 
 

Figure 4. Architectural diagram of the proposed system 

 

 

3.1.  Components of proposed framework 

The proposed system consists of several key components aimed at managing data exchange within a 

blockchain-based network, ensuring secure transactions and maintaining data integrity and security. At the 

heart of this system is a brows-er-based program called the Certifcately web application, tailored to meet 

these spe-cific requirements. Through dedicated web pages, Certifcately confirms adherence to predefined 

protocols and standards, thereby enhancing trust and transparency in transactions. The integration of 

blockchain technology adds an additional layer of trust and transparency to the system. Every transaction 

within the network is rec-orded and can be verified, by leveraging cryptography and distributed ledger 

technology, the system fosters an environment conducive to accountability, making it applicable across 

various sectors, including finance and healthcare. With-in the system, roles such as Issuer and Owner play 

crucial roles in managing creden-tials and ensuring their authenticity.  

− Issuer: The Issuer, typically the root entity in the system, can grant sub-issuer access to other nodes, 

thereby delegating certain credential management tasks. This permis-sion-based sub-issuer registration 

ensures controlled access and prevents unauthorized entities from assuming sub-issuer roles.  

− Owner: on the other hand, are holders of credentials issued within the system. When a holder requests to 

use a credential, the issuing organization’s entry in the holder’s creden-tial account is transferred or 

created, depending on the scenario. Sub-issuers play a role in creating and managing Credential Proof 

resources, which are essential for verifying cre-dential authenticity.  

− Verify: Verification processes within the system involve matching hashes and holder ad-dresses, followed 

by authentication using time stamps and signatures. The system aggre-gates basic credentials and verifies 

their authenticity through verification of the associated digest. Testing for digest in the credentials account 

ensures that revoked resources are no longer accessible, maintaining the integrity of the verification process. 
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3.2.  Experimental setup 

The blockchain-based certification system outlines all functions and tasks between its four main 

components which include admin, student, issuer and verifier. The system functions through the Admin’s 

account management duties while Students start credential requests and maintain control over them and 

Issuers decide credential issuance and verification and Verifiers check the validity of received credentials. 

The research experiments use a detailed description of the blockchain selection process such as Ethereum or 

permissioned systems along with PoW or PoS consensus and block capacity and speed measurements. The 

document presents the development tools alongside the frameworks for building smart contracts and issuing 

certificates as well as validating credentials and describes the visible components of the interface. Detailed 

documentation allows researchers to recreate the system’s implementation and performance evaluation which 

increases both reliability and credibility of the proposed solution. The admin role assumes the central 

authority position, responsible for overseeing system settings and user management, ensuring strict adherence 

to designated protocols and standards. The student role engages directly with the system, initiating credential 

requests, managing personal information, and interacting with issuers and verifiers as necessary. The Issuer 

role, commonly associated with educational institutions or certification bodies, holds the responsibility of 

granting credentials, verifying achievements, and safeguarding the integ-rity and authenticity of provided 

information.  

Lastly, the Verifier role, represented by enti-ties such as employers or universities, validates 

credential validity by cross-referencing student-provided information with data from original authorities. In 

Table 4 The experimental setup for the blockchain-based digital certificate involves a detailed description of 

the various parameters, configurations, and tools used to evaluate the system’s performance. This includes 

the selection of the blockchain platform, such as Ethereum or a permissioned blockchain, and the specific 

network configurations, including the consensus mechanism (e.g., PoW or PoS), block size, and transaction 

processing speed. The setup also defines the tools and frameworks employed for smart contract development, 

certificate issuance, and validation, as well as the user interface for interacting with the system.  

The barrier system operated through a combination of Windows 11 together with React (19.0.0) for 

front-end tasks, Node.js (20.0.0) for server responsibilities along with dependency management through 

NPM (8.0.0). The system adopted Bootstrap version 6.0.0 for responsive design while Express.js version 

5.0.0 managed API development and server routing features. The system used ES2025 JavaScript along with 

HTML5 and CSS3 to implement business logic functions. The implementation of Solidity version 0.9.0 

created smart contracts while Web3.js version 2.0.0 enabled blockchain communication. Student records and 

credential data were handled by a MySQL (9.0) database layer which provided both data security and 

integrity features. The configuration provides an expansion-ready platform which delivers safe digital 

certificates and performs operations effectively. 
 

 

Table 4. Presents a comparative analysis of related works focusing on blockchain-based digital certificates 
Methodology Description 

Operating 

system 

Windows 11 is used for the application level, which builds and administers the web application and 

database layers. 
Framework React that used version 16.13.0 for the front-end of the application layer. Node version 14.15.0 used for the 

integration with web Application. NPM version 6.14.8 used to install the necessary libraries and provide 

the middleware’s running functionality. Bootstrap v5.1 for designing web Applications. Node.js19 – A 
Javascript-based platform for constructing high-performance, scalable online applications. Express.js20 – 

Express.js is a Node.js framework that provides route abstractions, middlewares, and other features to make 

creating application programming interfaces easier (API). 

Languages HTML Front-end Designing language used on the application layer. CSS Front-end styling language used 

on the application layer. JavaScript is used for the business logic of the whole application layer and 

middleware. Solidity is the language for writing the smart contract for the blockchain. Web3Js for 
connectivity between the browser and the application. 

Database MySQL - An open-sourced database enables database deployment inside a machine for the control service 

to keep records of all registered students and other important information. The structured database will be 
detailed in the Database section. 

 

 

3.3.  Registration module 

When a new registration for a certificate is added, this procedure is triggered. After that, the 

Certificately App will process the certificate and send a transaction to the Ethereum blockchain network. The 

certificate’s hashes and details are recorded using the smart contract’s addDetail(). When the relevant 

transactions are already included in a newer Ethereum block, it is recorded as an addition to the blockchain. 

The Etherscan Blockchain Explorer website can provide you with this information. 
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3.4.  User details module 

When a holder signs up with an issuance, they can request a credential account resource, which can 

use to store credential proofs resulting from meeting the issuer’s requirements on the way to getting 

credentials from them. Conceptual diagram of student of certificate. When a holder registers with an issuing, 

they can seek a credential account processes supply, which could hold credential proofs obtained by 

completing the issuer’s requirements on the path to receiving credentials. 

 

3.5.  Add details module 

Able to register with an issuer” refers to the procedure of the issuer transferring faith in government 

to the holder. Whenever a central issuer registers a holding in the implementation, an empty record in 

credential account is created for the holder. If the owner claims the credentials, the issuing institution’s 

credentials account item is transferred to the owner’s credential accounts if one currently exists, or a new 

profes-sional certification account is established if one does not. A sub issuer produces an empty Credentials 

Proof property and stores it in the Log Proofs resource when it reg-isters a holder. 

 

3.6.  Verification module 

When a holder signs up with an issuance, they can request a credential account resource, which can 

be used to store credential proofs resulting from meeting the is-suer’s requirements on the way to getting 

credentials from them. Conceptual diagram of student of certificate. When a holder registers with an issuing, 

they can seek a credential account processes supply, which could be used to hold credential proofs ob-tained 

by completing the issuer’s requirements on the path to receiving credentials. Conceptual diagram of 

certificate student. 

 

3.7.  Generate certificate 
The blockchain certificates smart contract functions as a transparent and im-mutable ledger for 

certificate-related data. When a holder signs up with an issuance, they can request a Credential Account 

resource, which can use to store credential proofs resulting from meeting the issuer’s requirements on the 

way to getting creden-tials from them. Conceptual diagram of Student of Certificate. When a holder registers 

with an issuing, they can seek a Credential Account processes supply, which could hold credential proofs 

obtained by completing the issuer’s requirements on the path to receiving credentials. It exemplifies how 

blockchain technology is not just revolution-izing financial transactions but also has broad applications in 

areas like education and credential verification, offering transparency, security, and efficiency.  

 

3.8.  Verify certificate module  

Students or verifiers can see the certificate and verify the Hash at any time. View Certificates shows a 

list of all the available certifications in a single account. To obtain and display all certificates, it scans each 

generated Certificate contract from the blockchain using the Transaction. After entering the student’s address 

and Hash, the result will return the student’s complete details, including Hash. In Figure 5 Conceptual diagram 

of Student of Certificate resource.  

The account is validated using the browsers plugin Metamask for authenticating a user on the web app 

with their asso-ciated account, enabling the servers to know whose account is registered on the blockchain and it 

facilitates understanding of the verifier’s role and responsibilities in the authentication process. The 

authenticated account through Metamask is required for operations with the student’s certificates display 

manipulation and Educational Organization’s certification management. 

Transaction costs in blockchain technology are made up of various layers of fees gathered by 

financial institutions. Financial transactions involving financial intermediar-ies take a long time and require a 

lot of resources, including time and money. Blockchain technology, on the other hand, speeds up the 

transmission of financial operations, reduces their cost, and does away with the need for financial institutions. 

 

3.9.  Download certificate module 

This module is designed to provide a seamless and secure experience for users to access their 

certificates. The process begins with the user logging into the system through a secure authentication 

mechanism. Once authenticated, the user navigates to the certificate retrieval section, where they can view a list 

of available certificates linked to their account. The interface typically provides options to preview certificate 

details, ensuring users select the correct document. A system that transforms facts about users’ educational 

experience into a form of digital assets is called a permanent global record of intellectual exertion and 

accompanying reputation reward. Figure 6 illustrates the "Download Certificate" module, detailing the user 

interface and workflow for retrieving digital certificates from a blockchain-based system. Upon confirming their 

choice, the system interacts with the blockchain network to verify the certificate's authenticity and integrity.  
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Figure 5. The access permissions granted to verifiers within the system, specifying the actions they can 

perform and the data they can access 

 

 

 
 

Figure 6. The ’Download Certificate’ module, showcasing the user interface and workflow for retrieving 

digital certificates from the blockchain-based system 

 

 

4. ALGORITHMS  

The following algorithms are used to elaborate the how to set certificate 1, how to verify certificate 

2 and how to view details of a student. The Algorithm 1 shows how students can store their information in 

the blockchain. The Algorithm 2 shows how anyone can publicly verify their credentials or details with a 

created website that retrieves all the information from the blockchain. The Algorithm 3 shows how a verifier 

or any student can view details. 
 

Algorithm 1. Set Certificate Algorithm 
Require: UsersAttr, 

Return, T rueorF alse 

1: MainAttribute ← this.details(); 

2: SearchM ainAttribute ← this.getAttribute(M ainAttr); 

3: Certif icateContract ← AttrContract.getdetails(Attr) 

4: if Certif icateContract.DetailsContract(Attr) = true then 

5: If Certif icateContract.DetailsContract(M ainAttr, UsersAttr) =true 

6: GetP ermissiontoAccess 

7: else 

8: ReturnF alse 

9: end if 

 

Algorithm 2. Verification of Certificate 
Require: UsersAttr, 

Return, TrueorF alse 

M ainAttribute ←this.certificate() 

otherAttribute ← this.status();  

Ifstudent.status == approved 

Ifstudent.hash == verified 

Display.Certificate();, 

 

Algorithm 3. View Details Algorithm 
Require: UsersAttr, 

return, T rueorF alse 

if msg.sender == owner then returndetails(); 

else 

Revert() 

end if 
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4.1.  Process flow of generate certificate 

In Figure 7, when a holder signs up with an issuance, they can request a Creden-tial Account 

resource, which can be used to store credential proofs resulting from meeting the issuer’s requirements on the 

way to getting credentials from them. 
 

 

 
 

Figure 7. The flowchart depicts the ‘Generate Certificate’ process, outlining the sequential steps involved in 

creating digital certificates within the system 
 

 

4.2.  Process flow of verify certificate 

In Figure 8 Students or verifiers can see the certificate and verify the hash any time. View 

Certificates shows a list of all the certificates available in a single account. To obtain and display all 

certificates; it scans each generated Certificate contract from the blockchain with the use of the transaction. If 

the owner claims the credentials, the issuing institution’s credential accounts entry is transferred to the 

holder’s creden-tialing account if one still exists, or a new professional certification account with the latest 

iteration for the holder is established if one does not exist. A sub-issuer produces a new Credential Proof 

resource and stores it in the Log Proofs resource when they register a holder. 
 

 

 
 

Figure 8. The flowchart illustrates the ’Verify Certificate’ process, delineating the systematic steps for 

authenticating digital certificates within the system 

 

 

5. IMPLEMENTATION OF PROPOSED FRAMEWORK 

For both educational institutions and employers the academic certificate management and 

verification process has remained slow and difficult to work with. The legacy process of manual verification 

uses methods that struggle with both time constraints and resident human mistakes and fraudulent activities. 

Recruiters face significant challenges because of increased counterfeit certificate production that makes 
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authentic academic qualification verification impossible thus causing hiring problems together with 

productivity decreases. We developed CERTIFICATELY as a blockchain-powered digital certification 

platform which would simplify and protect every step of certificate generation and verification. The Solidity-

developed smart contracts which build CERTIFICATELY automate important functions including student 

registration while also managing certificate generation and record authentication through cryptographic hash 

functions. The system presents users with intuitive web access for students and educational institutions and 

recruiters to instantly examine and confirm diplomas. The platform maintains a dual security system through 

hash-based verification because this technical component protects both data staying legitimate and prevents 

modifications to student records. The authentication system using MetaMask works to both increase data 

protection because it verifies authorized access while also protecting the modifications made to stored 

information. According to CERTIFICATELY users can designate personnel with assistant admin privileges 

to manage student records as well as update certificate statuses with maximum efficiency. Through this 

innovative solution organizations eliminate both administrative expenses and intermediate agencies therefore 

delivering prompt and secure services for verifying certificates at cost-effective prices. Through blockchain-

enabled operations CERTIFICATELY enhances academic trust while guaranteeing transparency regarding 

academic certificates and creates a forward-thinking solution suitable for educational organizations and 

hiring institutions. 

 

5.1.  Development of smart contracts 

This initiative is represented by different Smart Contracts established to manage all of the essential 

information, including certification and registration of students, view details of students, generating Hash, 

and verification of Hash management. 

 

5.2.  Features of web application 

The web application that has been created, namely CERTIFICATELY, to view or verify details of 

the students as well as used for the verification of certificate moreover, there is a download option available 

to save or keep a record. The smart contract design and functionality for managing student information with 

Solidity appears in Figure 9. Figure 9(a) presents the smart contract base architecture that utilizes Student 

struct to arrange vital student information elements including name, academic pursuit, academic record and 

educational institution data. Figure 9(b) demonstrates the smart contract system which provides full-record 

visibility bringing enhanced clarity to stored information operation flows. Hash verification implemented in 

Figure 9(c) protects the contract from unauthorized changes to preserve both data authenticity and the 

integrity of the contract for users. 

 

5.3.  Features of assistant admin rights 

Following are the features of assistant admin rights. The assistant admin has the right to add student 

details, view student details, or update status.  

− Registered student the routine examines each block and associated data using PHP code to extract 

Certificate details starting state and confirm that the transaction’s agreement is a Certificate consensus 

protocol. Figure 10 describes the registration process for the student. 

 

5.4.  Role of admin panel 

Following are the roles of the admin panel. The admin has the right to view student details, or 

update status, generate certificate, verification of account hash, view details, verify certificate, and download 

certificate.  

− View student details or update status the Ethereum blockchain lacks a default al-gorithm for searching 

all transactions in a single account, limiting the blockchain net-work’s ability to access all of an 

account’s transactions. As a result, the update routine’s goal is to insert and update data into the 

prototype’s database depending on the infor-mation inside the blockchain, keeping the database tables 

updated and ordered every time the update routine runs. Figure 11 describes the updating and view 

record process of the student. 

− Generate certificate the parameters retrieved from the blockchain certificates smart contract are used to 

determine the certificates shown on the web page, which are dis-played as: Figure 12 describes the 

details of the student in the certificate, and it also has a feature download button so the student and 

verifier can easily download the certificate.  

− Verification of the account hash the account is validated using the browsers plugin Meta mask for 

authenticating a user on the web app with their associated account, ena-bling the servers to know whose 

account is registered on the blockchain. 
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The established account through Meta mask is required for operations with the student’s certificates 

display manipulation and Educational Organization’s certification manage-ment. In Blockchain technology, 

transaction costs consist of multiple layers of fees col-lected by financial organizations. Financial operations 

that go through financial interme-diaries take a long time to complete and require a lot of resources, including 

time and money. Figure 9(a) A structured view of the smart contract showing how student information is 

recorded, Figure 9(b) the ability for users to access all stored details within the contract, and Figure 9(c) 

hash-based verification that ensures data integrity, secures transactions, and prevents tampering. Blockchain 

technology, however, speeds up this process and reduces the cost of financial transactions. Additionally, it 

does away with the need for financial institutions. 

 

 

 
(a) 

 

 
(b) 

 

 
(c) 

 

Figure 9. The smart contract design and functionality for managing student information with (a) the solid 

visualization of a smart contract structure showing how student details get added, (b) users can view complete 

specifics that exist within the smart contract code base, and (c) hash verification of the smart contract code operates 

as a data integrity check to protect both transaction security and prevent unauthorized tampering 
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Figure 10. Depicting the process of locally adding a record to a MySQL database, demonstrating the insertion 

of data into the database table 

 

 

 
 

Figure 11. Showcasing the user interface for updating or viewing records within a web application, enabling 

users to interact with and manage data seamlessly 

 

 

 
 

Figure 12. Depicting the process of generating a certificate and providing its corresponding hash value, 

demonstrating the secure issuance and verification of certificates 
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5.5.  Student or verifier 

Students nowadays obtain a variety of educational certifications. These certificates are produced by 

students when they seek jobs in the public or private industry, where they must manually validate all of these 

credentials. Recruiting firms must ensure that the ed-ucational certificates of their candidates are genuine. As 

a result, this module was created to allow recruiters to validate any certificate by submitting the obtained 

certificate file us-ing an application interface. The application will begin by contacting the cooperative con-

tract to accept the contract address of the appropriate smart contract. Companies or or-ganizations can thus 

query the system for details on any certificate. The suggested method reduces administrative costs, avoids 

document counterfeiting, and offers accurate and re-liable digital certificate information. Following are the 

features of Student or Verifier from any company. The student or verifier has the right to view student 

details, generate a certificate, verification of account hash, verify the certificate and download the certificate.  

− View Details: in Figure 13, Students can see their status or details; if the status is pending, then the web 

application will not allow them to view the certificate; otherwise, it can be available and seen. 

In Figure 14, students or verifiers can see the certificate and verify the hash at any time. View 

certificates shows a list of all the available certifications in a single account. To obtain and display all 

certificates, it scans each generated certificate contract from the blockchain using the transaction. In Figure 15, 

entering the student’s address and hash the result will return the complete details of the student including the hash. 
 

 

 
 

Figure 13. Illustrating the access of student status or details by verifiers through a web application, 

facilitating efficient verification processes 
 

 

 
 

Figure 14. The hash verification process for student records, ensuring data integrity and authen-ticity within 

the educational system 
 
 

 
 

Figure 15. Confirming the successful hash verification of student records, ensuring the integrity and 

authenticity of the data within the educational system. 
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6. RESULTS AND DISCUSSION 

The assessment features analysis of complete transaction duration alongside verification system 

efficiency which demonstrates system response speed and dependability performance. The evaluation 

presents findings about transaction time duration and verification accuracy which help determine both strong 

and weak points in the certificate handling system. The research seeks to create an accurate picture of how 

the system performs throughout different workloads and determine variables impacting digital certificate 

processing speed and accuracy. 

 

6.1.  Digital certificate transaction analysis 

The university must first register to establish not modifiable credentials based on Blockchain. Who 

could send any transaction to the registered university’s wallet address? Only the intelligent contract’s owner 

has the right to make changes. The smart contract is deployed on the client side since Metamask authenticates 

the account. As a result, the contract must be published entirely the first time it is inserted; after that, contract 

methods can be used to get or update independent variables. Figure 16 depicts the process of confirming a 

transaction through MetaMask, a widely used Ethereum wallet browser extension, highlighting its role in 

facilitating secure and transparent blockchain interactions. The illustration showcases the user interface of 

MetaMask, where users are prompted to review transaction details before approval. Once the details are 

verified, the user approves the transaction by digitally signing it with their private key, which is securely 

stored within the MetaMask wallet. The transaction is then broadcast to the Ethereum blockchain for 

validation by the network’s nodes. MetaMask enhances security by ensuring users have full control over their 

private keys and by providing a transparent overview of all transaction parameters, making it an essential tool 

for interacting with decentralized applications (dApps) and managing digital assets on the blockchain. 

So, because smart contract coding has been released to the chain, such tasks require ether charge 

costs to complete, but they are typically much less expensive than the overall smart contract issuance. In 

Table 5 provides a detailed record of transactions, including timestamps, amounts, and participant identifiers, 

offering a clear and comprehensive transaction history. It ensures transparency by capturing key details such 

as transaction IDs, statuses, and the exact time of each interaction, supporting traceability and accountability 

in the system. Among the most crucial characteristics is that data immutability. It works as a large public 

ledger, with each intermediate node verifying and storing the same data. 
 
 

 
 

Figure 16. Illustration depicting the confirmation of a transaction through MetaMask, a popular Ethereum 

wallet browser extension, ensuring secure and transparent blockchain interactions 

 

 

6.1.1. Transaction time taken analysis 

The duration required to produce a secure certificate through generate certificate method includes 

completing cryptographic operations and performing data integrity checks. Table 6 shows the breakdown 

between compilation time and actual execution duration for generate certificate and verification process 
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methods with additional assessment for certificate generation and validation improvements. The evaluation 

of method efficiency becomes possible through these results. We evaluate the duration needed for generate 

certificate functions as well as verification process operations. The time it takes to verify the generated 

certificate falls under the category of verification process time which ensures both authenticity and correct 

information. We achieve a better understanding of the proposed methods' computational performance and 

efficiency by comparing their processing times and thus we can identify areas that need optimization. 
 

 

Table 5. Depicting the recording details of transactions, offering a comprehensive overview of transaction 

history, including timestamps, amounts, and participants 
Blockchain technology Fields Description 

Blockchain 

ID Blockchain Server identifier is represented public key 

Last Update Most recent update time is shown by a timestamp. 

NetworkID Network Address 

LastBlockNumber The last block which the update procedure was run. 

Transactions 

Transactional Hash Blockchain Server identifier is represented Hash. 

Institution Name The Institution’s account through transaction was sent. 

Gas Price Transaction is going to the blockchain, the cost was charged. 

 

 

Table 6. Detailed analysis and potential improvements for generating and verifying digital certificates 
Method Time taken Suggested improvements 

Compilation - To time: 180 seconds 

- Data Collection: 60 seconds 
- Encoding and Hashing: 70 seconds 

- Smart Contract Execution: 50 seconds 

- The data encoding process should be optimized because 

it affects hashing duration. 
- Parallel processing for data collection. 

- The system should optimize smart contract execution to 

boost speed in processing. 
Generate 

Certificate 

Total time: 60 seconds 

- The execution of the smart contract inserts 

certificate data and hash into storage. 
- The system applies distinctive hash values to the 

digital certification. 

- Improve smart contract efficiency. 

- Layer-2 solutions such as Polygon can minimize 

transaction speeds for the system. 
- Enhance blockchain fees together with processing 

speed. 

Verification Total time: 60 seconds 

- The system retrieves hash records from the 

blockchain storage system. 

- The verification system checks the submitted 
certificate hash against the stored hash on record. 

- Confirming authenticity. 

- The storage system uses indexes to enable faster data 

retrieval operations. 

- Optimize hash comparison algorithm. 

- Store data in cache because it experiences frequent 
access. 

Performance 
Metrics 

- Throughput: The system generates certificates at a 
rate of per second. 

- Transaction Success Rate: Percentage of successful 

certificate generation attempts. 
- Network Latency: It defines the processing time for 

data both during transmission and computation phases 

- The system needs processing enhancements to produce 
increased throughput. 

- The network infrastructure should receive optimization 

for latency reduction. 
- Failed transactions should be automatically retried 

during the process. 

Scalability The system maintains peak performance levels 
while conducting large numbers of transactions. 

- The system requires testing under conditions of 
maximum load. 

- The system can scale capacity through horizontal 

scaling techniques. 
- Load balancing distribution methods should be 

implemented for processing task allocation. 

Comparison 

with Existing 

Systems 

Traditional systems provoke slower and less 

protected transactions because they need 

centralized servers. 

Blockchains improve both system transparency and 
security however they should expect longer 

processing durations. 

- Examine transaction speeds together with costs in 

relation to current business systems. 

- The system needs an updated interface to attract more 

users. 
- Balance security and speed. 

Potential 
Optimization 

Areas 

- Reduce compilation and verification time. 
- Improve smart contract execution time. 

- Users will experience better interaction through 

shortened response delays. 

- The system should maximize its capabilities for data 
handling as well as processing operations. 

- The application of machine learning models should 

both forecast and prepare incoming data. 
- Minimize transaction costs through batching. 

Security vs. 
Speed Trade-

off 

The security level rises as encryption strength 
increases together with complex zero-knowledge 

proof systems which results in processing time 

extensions. 

- The system should balance its encryption level against 
its processing speed parameters. 

- The research should investigate alternative 

cryptographic approaches to attain faster processing 
times. 

User 

Experience 
Impact 

The duration of 5-minute processing time might 

impact how satisfied users feel when they submit 
numerous requests. 

- The system should accomplish processing under 3 

minutes duration. 
- Users should get current processing updates in real time. 

- The system allows batch processing for big requests 

from multiple users. 
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6.1.2. Verification process 

The `verifyCertificate()` method of the contract function performs authentication validation for 

submitted certificates. A cryptographic hash computation of the certificate initiates before the method checks 

the stored hash values in the smart contract. Verification of the certificate depends on whether the computed 

hash matches any of the stored hashes in the system. Secure hashing algorithms employed during the 

verification process protect both stability and validity of the certificate by making it immune to unauthorized 

modifications. The verification system simultaneously handles several certificate submissions until completion 

but its processing duration depends on the current number of certificates submitted. The verification process 

takes longer when more certificates need to be verified since the increased computational workload involves 

executing smart contract functions and comparing several hashes. The methodology ensures that secure 

authorizations from legitimate sources are authorized for the system which boosts reliability and security. 

 

 

7. PERFORMANCE ANALYSIS 

Blockchain is gaining traction in academia and industry, as it is seen as a game changing technology 

that has the potential to help a wide range of industries. We used transaction scripts to inject transactions into 

the system after introducing modules inside the test setup. The gas consumption of these functions was 

profiled. However, despite the immense excitement surrounding blockchain, it’s crucial to acknowledge that 

we are likely nearing the peak of inflated ex-pectations. While the technology holds immense potential, it’s 

important to temper dis-cussions with a realistic understanding of its current limitations. In Figure 17 

provides a comprehensive analysis of the performance metrics related to certificate issuance and verification 

rates per second within a blockchain framework. Figure 17(a) illustrates the fluctuations in these rates, 

highlighting variations influenced by system activity and load. Figure 17(b) showcases the dynamic nature of 

transaction validation, emphasizing how changes in network traffic impact processing efficiency. Figure 17(c) 

delves deeper into the subtle shifts in issuance and verification rates, exploring the complex relationship 

between verification mechanisms and associated gas fees. Finally, Figure 17(d) examines the combined 

effect of verification processes and gas fees on transaction throughput, offering valuable insights into the 

real-time behavior of the system under varying operational conditions. Together, these figures underscore the 

interplay between system performance, gas costs, and network dynamics, providing a detailed understanding 

of blockchain-based certificate management. 

Through such endeavors, academia and industry can work together to en-sure blockchain fulfills its 

true potential to revolutionize various sectors. In Figure 18 provides a detailed analysis of the relationship 

between the number of certificates processed and the time required for different stages of the blockchain-

based system. In Figure 18(a), illustrates how the estimation time varies with the number of certificates, 

reflecting the time required to predict and prepare the computational resources needed for certificate issuance 

and verification. Figure 18(b) focuses on the execution time, showcasing the actual time taken to complete the 

certificate issuance and verification processes. As the number of certificates increases, the estimation time 

typically grows, indicating the scalability challenges and resource allocation demands. This metric provides 

insight into the system's operational efficiency, revealing how performance scales with workload. Together, 

these figures highlight the system's capability to handle increasing workloads, while also identifying areas 

where optimization may be needed to enhance efficiency and reduce delays. 

Blockchain is gaining traction in academia and industry, as it is seen as a game-changing technology 

that has the potential to help a wide range of sectors near the apex of unrealis-tic expectations, recognising 

the zeal with which this technology is currently widely dis-cussed in the media. After introducing modules 

into the test configuration, we deployed transaction scripts to insert transactions into the system.  

In Table 7 provides a comprehensive overview of the latest gas fees on the Ethereum network, 

offering users real-time data to assist in transaction planning and cost management. The system analysis 

unfolds with enhanced performance evaluations which include measurement of success rates together with 

error rates and assessments of scalability alongside security factors. The table tracks fluctuations in gas 

prices, which can vary depending on network congestion and transaction demand. It includes key metrics 

such as the current average gas price (measured in gwei), historical trends, and peak fee periods, enabling 

users to identify the most cost-effective times to execute transactions. The results are provided in the next 

section, which profiles the gas consumption of these functions. 

The relationship between the number of registrations and the number of certificates issued. In Figure 19 

the bars represent the total number of registrations at each certificate level, demonstrating a clear positive 

correlation where higher certificate levels correspond to increased registrations. The black error bars indicate 

the variability or uncertainty in the data, reflecting the range of possible registration values. This trend 

suggests that as more certificates are introduced or made available, the number of user registrations tends to 

increase proportionally, highlighting the growing demand for academic credential verification. 
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Figure 17. A comprehensive analysis of performance metrics related to certificate issuance and verification 

rates per second within a blockchain framework: (a) illustrates fluctuations in certificate issuance and 

verification rates per second, (b) reflecting the dynamic nature of transaction validation, (c) captures the 

nuanced changes in certificate issuance and verification rates per second, shedding light on the intricate 

interplay between verification processes and gas fees, and (d) reveals the influence of verification procedures 

and gas fees on certificate issuance and verification rates per second, offering insights into the real-time 

dynamics of transaction validation 

 

 

 
(a) 

 
(b) 

 

Figure 18. Comparsion between no. of (a) certificate vs (b) execution time 

 

 

Verification rate per number of certificates for three different verification methods (A, B, and C). In 

Figure 20 represents the number of verifications per second, while on the other side number of certificates 

being processed. Verification C consistently achieves the highest rate, followed by verification A and 

verification B, indicating that verification C is more efficient in handling higher volumes of certificates. 

The relationship between gas fees and transaction volume, highlighting how the cost of processing 

transactions varies with the volume of transactions. The chart demonstrates that gas fees tend to increase 

progressively as transaction volume rises, reflecting the impact of higher network congestion and resource 

demand on transaction costs. The use of dark colors enhances the contrast, making it easier to distinguish 
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between different data points. The trend shown in the chart aligns with the hypothesis that higher transaction 

volumes can lead to increased gas fees due to greater competition for network resources. This insight 

underscores the importance of optimizing transaction processing through mechanisms such as layer-2 

solutions, batching, and efficient encoding to minimize gas costs while maintaining performance. 

Understanding this relationship can help improve the system's scalability and reduce the financial burden on 

users, particularly during peak network activity. 

A detailed comparison between the initial hypotheses and the actual results obtained from the 

academic credential verification system. The Table 8 outlines key performance metrics, including transaction 

time, efficiency, verification accuracy, security, gas fees, scalability, performance under load, user experience, 

and optimization. While the system met expectations in terms of security, verification accuracy, and overall 

stability, some areas showed room for improvement. For instance, transaction times were longer than 

anticipated due to the complexity of smart contract compilation, indicating the need for optimization through 

parallel processing and improved encoding. Similarly, scalability and efficiency were maintained under load, 

but minor bottlenecks emerged, suggesting that layer-2 solutions and better contract execution strategies could 

enhance performance. Verification accuracy was high, but processing speed declined under heavy load, 

highlighting the importance of indexed storage and caching. In Figure 21 Security measures ensured data 

integrity but caused processing slowdowns, indicating a need for more efficient cryptographic methods. User 

experience was positive, but the overall processing time of approximately five minutes could be shortened to 

improve customer satisfaction, potentially through batch processing and enhanced system responsiveness. These 

insights provide a clear roadmap for future improvements, ensuring a more efficient, secure, and user-friendly 

system. 

 

 

Table 7. The analysis reveals performance metrics regarding digital certificate operations including execution 

time, operational success rates, system scalability and protection effects during registration, proofing and 

retrieval stages 
Method Time 

taken 

Success 

rate (%) 
Load 

handling 
 

Scalability Gas fee Error 

rate 

(%) 

Security impact 

Register for 

a credential 

account. 

0.006031 99.5% High Linear increase 

with load 

Minimal 0.5% The process of registration 

becomes secure because of 

encryption along with hashing 

techniques that maintain data 
integrity. 

Proof of 

certificates 

0.006045 99.2% High Linear increase 

with load 

Minimal 0.8% Using secure hash comparison 

helps prevent both forgery 
attempts and unauthorized 

tampering of data. 

Retrieve 
certificates 

No Gas 
Fee 

99.8% Very High The system 
maintains minimal 

impact because it 

operates in read-
only mode. 

None 0.2% The system implements 
encryption techniques for 

retrieval operations which 

deliver both confidentiality and 
integrity guarantee. 

 

 

 
 

Figure 19. Registrations versus certificates, showing a positive correlation with error bars indicating 

variability 
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Figure 20. Verification rate per number of certificates for three methods, showing Verification C as the most 

efficient 

 

 

Table 8. Comparison between initial hypotheses and actual results, highlighting insights and potential 

improvements in the academic credential verification system 
Category Initial Hypothesis Results Insights Potential improvements 

Transaction 

Time 

The execution speed is 
accelerated because of 

automatic smart contract 

functionality. 

Generate: 60s, 

Verification: 60s, 
Compilation: 180s 

The system fulfills 
requirements although 

it takes a prolonged 

time to compile 

Optimize encoding, use 

parallel processing 

Efficiency 
High efficiency under 

load 

The system processed great 

numbers while 

experiencing minimal 
performance interruptions. 

Efficient but 

bottlenecks under load 

Use layer-2 solutions, 

improve contract 

execution 

Verification Fast and accurate 
99.2% proofing, 99.8% 

retrieval 

High accuracy, slower 

under heavy load 

The system should 

implement indexed 
storage together with 

caching and 

optimization of 
comparison results. 

Security 
High integrity and 
protection 

Secure and resistant to 
tampering 

Periods of increased 
processing times occur 

because of encryption 

measures during the 
operation. 

Explore faster 
cryptographic methods 

Gas Fees 
Moderate, influenced by 

network congestion 

Registration: 0.006031 
ETH, Proofing: 0.006045 

ETH 

Payment expenses stay 

affordable but 
experience changes 

according to network 

utilization levels. 

Use layer-2, implement 

batching 

Scalability 
Consistent under high 

volume 

Linear increase in 

processing time 

Stable but slower 

under peak load 

Horizontal scaling, 

load balancing 

Performance 
Under Load 

Stable throughput and 
response time 

High success rate, minor 
fluctuations 

Stable but slower with 
high traffic 

Increase processing 
power, optimize network 

User 

Experience 

Smooth with fast 

response 

The workflow requires 

approximately 5 minutes 
for completion while status 

notifications are delivered 

during the process. 

Longer time may 

affect satisfaction 

Customers need their 

documents processed 
within 3 minutes while 

batch processing 

should be enabled. 
Traditional 

Systems 
Faster and more secure 

Better security, slightly 

slower speed 

Improved security, but 

slower processing 

Improve speed without 

reducing security 

Optimization 
Identify improvement 
areas 

Bottlenecks in encoding 
and processing 

Clear areas for 
enhancement 

Optimize data 
handling, reduce costs 
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Figure 21. The relationship between gas fees and transaction volume, highlighting the trend of increasing 

costs with higher transaction volumes 

 

 

8. CONCLUSION AND FUTURE WORK  

Developing an academic credentials verification system is still in its early stages. Many ways in 

which we can further develop this project. Developing an academic credentials verification system is still in 

its early stages. Many ways in which we can further develop this project. Here are some possible areas of 

future work: Another potential area for development is creating a more user-friendly interface. A modern 

academic credentials verification system needs development for present-day educational and employment 

requirements because fraudulent academic certificates have become a major obstacle. Academic credential 

authentication demands blockchain technology as a solution to establish unalterable transparent credentials 

verification procedures. This paper develops CERTIFICATELY as a blockchain system that enables smart 

contracts to streamline certificate issuance while showcasing how blockchain can protect security and stop 

tampering and strengthen verification speed. The study demonstrates that blockchain technology lowers 

administrative expenses effectively and enhances academic qualification trustworthiness alongside its ability 

to handle large volumes of transactions. Although users expressed minor time-related processing issues and 

fee concerns regarding the solution the high success rate combined with scalability proves the effectiveness 

of this approach. The user-friendly interface of CERTIFICATELY coupled with MetaMask integration 

eliminates the concerns related to system complexity and technical requirements among critics. Building on 

existing developments should focus on fastening smart contract performance and adopting layer-2 solutions 

like Polygon to cut down gas fees. System adoption alongside user satisfaction will grow as the interface 

becomes more accessible to multiple users. It uses for educational systems can be grouped into numerous 

categories due to this assessment process in various articles and papers, such as a decentralised publicly 

dispersed educational system.  

This research focuses on apps that have been created for educational objectives, which are assessed 

for their purpose and implementation technique, as well as issues that must be resolved in future 

functionality. The uses for educational systems can be grouped into numerous categories due to this 

assessment process in various articles and papers, such as a decentralised publically dispersed educational 

system. A world-wide database of approved institutions should be established to simplify the verification 

process and decrease fraud vulnerability. The system functionality plus practical industry value will grow by 

including third-party verification features and extending the platform to verify both professional and 

vocational credentials. The investigation creates basic principles for blockchain academic verification system 

development which enables establishment of a trustworthy credentialing structure for the future. 
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