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The internet of things (I0T) has been conceptualized to bring more efficient
and seamless connectivity to a large number of low-power and low-cost
embedded devices. In the context of 10T, limited radio resources create new
challenges, such as collisions and access conflicts. Another challenge arises
in dealing with energy constraints, as battery-powered 10T sensors have
limited energy capacity in the sensing layer. Consequently, routing
mechanisms play a fundamental role in dealing with route optimization and
reliable data transmission problems in the transport layer, whereas broadcast
and link scheduling are also considered as appealing solutions for fulfilling
the energy efficiency, collision-free transmissions and latency requirements
in the IoT. Also, security vulnerabilities are hard to identify in the loT
perception and transport layer due to its ad-hoc network topological factors.
Thus, deploying efficient routing schemes in loT demands effective
collaborative solutions for cost-effective and secure route formation with
energy-aware scheduling performance, which were not, explored much in
the past. This investigation thereby analyses the strengths and limitations of
existing efficient routing and scheduling solutions in loT and extracts the
critical findings which could provide quick survey to many researchers in
this application area.
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1. INTRODUCTION

Wireless sensor networks (WSNs) are essential internet of things (IoT) technology [1]. For this
reason, they continue to gain more popularity among the research communities. WSNs provide data
collection and communication for I0T devices by connecting them to the internet via a gateway. As loT
applications spread across industries such as agriculture, healthcare, and transportation, they require more
data transfer, increasing energy consumption and putting a strain on sensor nodes with limited capacity.
The fast growth of connected devices, which is expected to exceed 40 billion by 2025, emphasizes the need
for energy-efficient communication techniques that provide long lifespan and low latency [2]-[4].
10T networks are often divided into four layers: perception, communication, support, and application, with
low power wireless personal area networks (LoOWPAN) playing an important role in energy management and
reliable data transfer in low-power, lossy situations [5], [6].
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Due to the complex networking environments, loT-based sensor networks need these abilities,
including extended service periods, wide coverage, self-organization, dynamic cooperation and efficient
transmission capabilities [7]. However, unlike other wireless networks, 10T-based sensor networks demand
solutions to prolong the network lifetime, which can be achieved through energy-efficient communication
scheduling methods and efficient routing conventions. Researchers have also agreed that the root
improvement in 10T communication can be started from the lower layers such as sensing or perception and
data link layers [8]. Medium access control (MAC) based scheduling approaches have gained much attention
from researchers to decrease the energy consumption in IoT devices and realize enhanced connectivity and
increased capacity with significantly reduced delay. However, in the wireless communication environment of
10T, communication links could be unstable. Also, several factors, such as the breakdown of nodes due to an
increased rate of power depletion or other factors, joining or leaving of the network nodes, location change of
mobile 10T nodes, and wireless signal interference cause dynamic changes to the topology which brings new
challenges to the allocation and optimization of network resources and restrict fairness in packet scheduling,
latency, collision-free transmission, and effective bandwidth utilization [9]. Thereby, in traditional loT
scheduling, appropriate time-slot allocation has become a crucial challenge [10].

Scheduling communication in 10T's MAC layer is an NP-hard problem, with existing algorithms
having to deal with difficulties like as changing network topology, traffic circumstances, and delays. They
enhance energy efficiency and network longevity, but have low allocation efficiency, high energy
consumption, and synchronization overhead. These algorithms also have issues with fairness, congestion, and
packet loss, which reduce data delivery performance [11], [12]. Traditional routing methods have challenges
in dense loT contexts, such as poor route selection, excessive energy consumption, and security
vulnerabilities, especially under the IPv6 and 6LoWPAN standards. Optimizing routing performance and
guaranteeing reliable, secure data delivery in 10T networks remain significant problems [13]-[15].

Hence the statement of the problem considered in this proposed study is formulated as follows:
“Performing a thorough systematic investigational study on popular scheduling and routing approaches in
10T and reviewing a potential research gap is quite challenging”.

The study explores the popular energy-aware routing and communication scheduling methods for
delay-sensitive applications in 10T and finds their strength and limitations. Also, the methodology further
identifies the loopholes in existing 10T routing protocols from energy optimization and security aspects.
Finally, the identified issues in existing routing and scheduling conventions help showcase the significant
research gap. In contribution, the study also provides precise detail on the strengths and weaknesses of various
scheduling and routing methods in 10T; this brings insights into the research trends and the areas where
improvement is needed. The organization of this manuscript is as follows: section 2 provides perspective on
the proposed method towards carrying out the proposed review work. Section 3 further provides insight into
popular routing and scheduling schemes in 10T, whereas section 4 discusses popular security techniques for
low power networks 10T-LPN. Finally, section 5 provides a critical discussion of findings, which discusses the
trend pattern of research publication and research gaps. Finally, the conclusion is drawn in section 6.

2. METHOD

The proposed study strategizes a methodology for performing a systematic review of literature
where it emphasizes exploring the popular scheduling and routing strategies in 1oT from the perspective of
energy, delay and security indices. It also ensures concise discussion on adopting slot-based scheduling and
popular energy-efficient and secure routing strategies. This serves as a primary motive for this research
study, potentially influencing the collection of appropriate information (i.e., identification of most relevant
technical literature) from the digital libraries. Figure 1 exhibits the block-based overview of the research
methodology adopted in this presented review work.

The first process in the adopted research methodology involves exploring digital libraries to locate
very recent scientific and technical journals related to routing and scheduling approaches in loT.
While exploring digital libraries, it has been observed that the Institute of Electrical and Electronics
Engineers (IEEE) digital library and Multidisciplinary Digital Publishing Institute (MDPI) provide a massive
number of articles on the intended research topic that are easily accessible to researchers. Further, a primary
shortlisting is performed based on the keyword-based search. This method reviews the title and abstract while
screening perspectives, helps decide whether the articles follow inclusion and exclusion criteria. This primary
shortlisting process also eliminates the selection of repetitive publications in a very early stage. The selection
of rich scientific journals has defined both inclusion and exclusion criteria. Here, the inclusion criteria
consider the most recent (i.e., from 2017 till date) and relevant studies that have either talked about energy-
efficient scheduling or routing strategies in 10T to improve the data reliability aspect, followed by exploring
efficient and optimized secure routing approaches.
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Figure 1. Research methodology adopted in proposed review work

Based on inclusion criteria, the methods and their implementations, along with the simulation
parameters, are thoroughly reviewed, whereas exclusion criteria mostly discard the much older journals on
10T published before 2017 and do not discuss energy, delay, and security from implementation standpoints.
It also excludes theory or conceptual journals and publications on hardware-based models. In this stage, this
method eliminates replicated articles if it is found that the same author has written multiple journals
published on different websites. Also, there could be a possibility where journals depict similar
methodological implementation flow and hence discarded. This approach in the proposed research method
performs the final selection of papers. Finally, based on the learning outcome, the research gap is formulated,
reflecting the current research trend of popular methods and their strengths and weaknesses.

3. RESULT AND DISCUSSION

Table 1 presents highlights of effectiveness associated with existing studies. Jiang et al. [16] studied
the potential aspects of joint link scheduling and routing methods for two-tier wireless backhaul networks.
They aim to formulate the shortest time division multiple access (TDMA) link schedule that fulfills routers'
traffic demand and optimizes 10T devices' energy consumption. A linear programming method is derived to
formulate both routing and scheduling solutions, whereas a heuristic link scheduler, namely transmission set
generation (TSG), has been proposed to handle the transmit power allocation problem in routers. The method
also incorporates W-Dijkstra for optimal routing solution. The experimental outcome shows that the presented
method achieves shorter schedules when compared with other link schedulers, and the method offers better
energy management policies and also improves power allocation along with data transfer in 10T. However, the
TSG algorithm is more complex, which restricts its employment in more dense 10T deployments. Also,
W-Dijkstra poses longer routing time as the number of routers increases. Sah et al. [17] address the problem of
time-bounded data delivery and explore efficient sensor sleep cycle management in the industrial internet of
things (lloT). They further propose a heuristic method that helps the backbone sensor node balance the
incoming traffic for scheduling. The method explores TDMA-driven MAC and schedules the nodes for data
forwarding within the allotted time slot corresponding to each time frame. The scheduling method, namely
aggressive scheduling medium access control, offers an appropriate slot-management scheme for both owner
nodes and needy nodes. The uniqueness of this method is that it outperforms TDMA for any given load.
The study considers several evaluation criteria, including packet delivery rate, packet drop, energy
consumption and time frame requirement for different numbers of sensor nodes.

Abdullah et al. [18] also worked in a similar line of research in 10T and attempted to enhance the
lifetime of battery-powered sensor nodes, which positively influences the overall network lifetime. The study
explores message scheduling in an loT environment, employing group-based communication among loT
nodes where it enables a broker node in which the message scheduler operates and decides the priority of
packets to be delivered to the sink. The presented algorithm follows cross-layer architecture at the application
level and network level whereas the experimental outcome exhibits that the presented method outperforms
LEACH concerning different energy metrics while stabilizing the response time of the messages.
Chanak and Banerjee [19] identify the congestion problem during the data gathering process in loT-enabled
WSNs. As a result of congestion and missing packets, a decrease in reliability and throughput could occur,
which degrades the communication performance in 10T. The study thereby introduces a distributed
congestion control method that also incorporates a priority-based data routing strategy. The experimental

Insights on routing and scheduling approaches ... (Rajeshwari Kenchammana Hosakote Nanjappa Gowda)



338 a ISSN: 2502-4752

outcome shows that it offers an improved lifetime, the average received packet ratio and hop-by-hop delay
measures compared to the popular baseline strategies. Kim et al. [20] explore the IEEE 802.15.4 standard,
popular for short-range, low-rate wireless communications in 10T. The authors identify the challenge in
cross-layer design in 10T and realize the significance of efficient medium access control (MAC) and routing
protocols to mitigate interference and improve reliability. Further, an energy-efficient cross-layer protocol for
the MAC layer and routing layer, namely TSMR, is introduced to satisfy the requirements of loT.
The method enables scalable and reliable mesh networking in IEEE 802.15.4 standard, offering enhanced
connectivity and reliable route formulation procedures. The experimental outcome shows that TSMR
significantly reduces control overhead and end-to-end delay while improving network reliability.

Yang et al. [21] explored the problem of MAC scalability under variation of network traffic. The
authors propose a machine learning (ML)-assisted MAC framework to address this issue. The experimental
outcome shows stable throughput. However, the method lacks effectiveness due to high communication and
computational overhead and also, ML models require offline training, which incurs higher costs. On the other
hand, Kalita et al. [22] introduce the QoS-Aware MAC protocol to balance the QoS provisioning in M2M
communications in 1oT. The method offers superior throughput compared to the carrier sensing multiple
access (CSMA) method and ensures fairness for low-priority applications. However, a prominent drawback
of this approach is that it doesn’t provide a relationship between a number of possible successful devices and
available time slots. The presented method also doesn’t offer energy optimization at MAC, restricting its
applicability from energy-aware data transmissions. Shitiri et al. [23] introduced the orthogonal coded
medium access control (OrMAC) method to deal with contention collisions and loss of delay-sensitive data.
The method offers a better throughput and packet delivery ratio than DCQA but suffers from excessive delay
and false prioritization of devices. This method also does not much emphasize energy optimization.

Bui et al. [24] introduce the free access distributed queue (FADQ) Method to reduce synchronization
access issues in M2M communications. The method not only reduces access delay but also improves the
access success probability. However, the method could suffer due to the possibility of a very long queue in
large-scale loT (LS-1oT) and pose more overheads due to sub-header inclusion. Nawaz et al. [25] address the
problem of uniform grouping in RAW for 802.11ah. In this regard, the authors introduce a group-synchronized
distributed coordinated method. The experimental analysis shows better throughput performance while
suffering high delays for LS-1oT networks. Also, the study has not stressed on control frame overhead
problem, which also affects the energy performance in IoT. Xu et al. [26] formulate a route optimization
problem under TCAM capacity constraints and further demonstrate approximation algorithms with different
complexities to handle this problem. The performance metrics exhibit better link utilization under limited
TCAM capacity. However, the computational complexity associated with the global optimal strategy and node
optimal strategy is found to be comparatively higher; also, no evaluation of energy metrics is found. Han et al.
[12] also focuses on energy-saving and route optimization problems for underwater acoustic networks (UANS)
and further introduce a connectivity and energy-aware layering routing (CELR) protocol. The protocol
accomplishes better energy and QoS metrics when compared with depth-based routing (DBR) and layer-based
and energy-efficient routing (LEER). However, the protocol performance based on multi-objective
optimization has yet to be tested on mobile data sources environment of 10T.

In a similar direction, the authors Kaur et al. [14] introduced a DRL-based intelligent routing
strategy, which comes under the category of cluster-based routing. The method does not ensure reliability
and adequate collision control during packet scheduling. A self-organizing cognitive routing method, namely
MRoute, is proposed by Ghosh et al. [27] to deal with dynamic network behavior in 10T. However, the
algorithm poses higher complexity during path computation. Taghizadeh et al. [28] introduce the EM-RPL
protocol, which suffers from delay constraints under heavy traffic. Also, another version of RPL, namely
ARMOR, introduced by the authors Mohammadsalehi et al. [29] lacks energy optimization efficiency and
cannot deal with delay constraints properly. The DDSLA-RPL protocol, introduced in the study by
Homaei et al. [30] suffers from high control overhead when compared with the NCRM method. The authors
Kim et al. [31] introduce the MobiRPL protocol, which ensures a better packet delivery ratio but has
limitations due to improper routing decisions. Also, additional parameter tuning is required for better energy
efficiency, which is not cost-effective. The improper routing decisions also lead to high delay constraints.

Han et al. [32] introduced a routing optimization method based on ant colony optimization (ACO).
Here, the scheme aims to find the optimal routing path under both energy and delay constraints. The
experimental results have demonstrated positive implications for the measures of shortest path selection,
energy, and delay and throughput performance. However, the study doesn’t cover the challenges, such as
routing optimization under dynamic traffic conditions and does not retain a balance between energy
consumption and data transmission reliability. Also, attention should be paid to data security in terms of data
encryption and privacy protection. The authors (Deepa and Sridhar [33]) talk about the popularity and
profitability of WSN routing conventions in 10T smart environments. It also talks about how the mobility of
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nodes in loT significantly impacts network performance. The study introduces an loT-assisted mobility-
aware routing protocol (IoT-MARP) offering improved data routing strategy in Mobile Adhoc Networks
(MANET) over IoT. The study outcome shows significant improvement over energy and QoS performance
(e.g., latency, PDR, and throughput) with low communication overhead, but the focus on dynamic network
traffic conditions and 0T sensing/perception layer and transport layer data security is missing [33]. In a
similar line of research, the authors (Wang et al.) applied the grey wolf optimization method and fuzzy logic
to enhance the routing performance in IoT. The data-oriented RPL algorithm reduces the chances of duplicate
data transmission and optimizes energy and delay performance [34]. Similarly, the researchers in [35] and
[36] introduced efficient and intelligent cluster-based routing schemes for 1oT. However, these algorithms do
not offer much scope for optimized secure routing.

Table 1. Summary of popular scheduling/routing-methods in internet of things

Reference Problems Mechanism Advantage Limitation
[16] corsrqﬁﬁti::\;etion Transmission set Optimizes energy Longer routing time in W-
scheduling generation, W-Dijkstra demands for loT devices Dijkstra, complexity in TSG
[17] Time-bounded data AS-MAC Appropriate slot No implementation of energy-
delivery management for nodes efficient routing protocol
[18] Energy consumption Messa}%?nstcroeéitlijr:gg and Extends network lifetime No effective benchmarking
. . . Improved lifetime,
[19] Congestlolrg)Tproblem in C;?;;Zf;iﬁf ;%izggn delay, received packet High message complexity
ratio
Challenge in cross-layer Topological structure Improved energy Packet loss during the handover
[20] . . performance, delay, process, no effective
design mesh routing (TSMR) reliability benchmarking
MAC scalability under . High communication and
[21] variation of network A S&Eg'g;ﬂﬂi\?fsﬁ?w Near stable throughput computational overhead, offline
traffic training required
Best throughput over No relationship between no. of
[22] QoS provisioning QoS-aware MAC CSMA, fairness for low possible successful devices and
—priority applications no. of available time-slots
Elimination of
contention collisions, Ol_'thogonal coded Better throgghput a_nd Excessive delay, false
23] loss of delay-sensitive medium access control packet delivery ratio rioritization of devices
el (OrMAC) than DCQA P
Synchronization access Free access distributed . Reduces access delay, Possibility of very Iong gueue,
[24] issue queue (FADQ) improves access success more overheads due to inclusion
probability of sub-headers
Uniform Grouping in Group-synchronized
istributed coordinate etter throughput igh delays for LS-10T networks
25 pIng distributed coordinated Better through High delays for LS-loT k
RAW for 802.11ah method
Route optimization Approximation Better link utilization, High complexity in global
[26] problem under TCAM algorithms with different under limited TCAM optimal strategy and node optimal
capacity constraints complexity capacity strategy
Energy-saving and connectivity-and-energy- Superlgté)aecrl](:: delivery No Multi-objective optimization
reliable routing in aware layering routin - evaluation on mobile, data
(12] liabl ing i layering ing consum tlbn er?cito-end luati bile, d
UANs (CELR) protocol P deléay sources environment
High communication . No talk on reliability and
DRL-based Intelligent Enhanced network - .
(14] dell?}/ét;;r?]zrigteltg/vTork routing (cluster-based) lifetime, reduced delay coII|5|c5>2h<;?jrl1]tlricr)]lgdur|ng
. Self-organized cognitive . N .
Dynamic network . Reduces latency, link High time complexity to compute
[29] L routing method et
behavior in loT (MRoute) reliability path
Outperforms RPL in
130] Limitations in IPv6 EM-RPL terms of network Delay constraints under heavy
routing protocol lifetime and packet loss traffic
ratio
- - Better packet delivery S
. ratio, long lasting -
31 Mobility support in ARMOR ol lasti Lack of energy optimization,
IPv6 routing protocol . delay constraints
reliable p?th
. . Better energy fairness -
[32] Q::rl\'/ti{ec;fi:]or;$g DDSLA-RPL index, latency, lifetime High controtlool\\lngg?\;d compared
and packet delivery rate
Improper routing decisions,
133] Mobile routing issues in MobiRPL Better packet delivery additional parameter tuning

LLNs

ratio

required for better energy
efficiency, high delay
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WSNs in 10T (WSN-IoT) consist of multiple embedded devices (sensors and actuators) with limited
resources in which they connect via low-power and lossy manner. Thereby, due to low-power and lossy
network characteristics and mobility of 10T devices, data security in 10T has also become crucial to ensure
data delivery reliability under 10T-LPN. The proposed study further explores the strengths and limitations of
10T Routing strategies and also assesses their performance against different security threats.

3.1. Popular security tecniques in 1oT

Hussain and Hanapi talk about the security vulnerabilities in WSNs in 1oT (WSN-loT) and how
these networks are affected by threats such as sniffing, spoofing and intruders. The study also explored the
RPL protocol's security features against routing assaults, which have not been addressed much in the past. It
has been observed that RPL security features have been partially implemented in Contiki OS with the
addition of preloaded secure mode (PSM) and optimal protection system. The authors confirm that RPL
security features provide superior protection against neighbor attacks (NA) but need more optimization to
reduce their impact on energy usage. The exploration also reveals that RPL Protocol Variants in 1oT-LPN
architecture yield latency and packet delivery rate (PDR) when subjected to selective forwarding (SF) and
Black-hole attacks and are not strong enough against wormhole (WH) attacks [37].

Airehrour et al. [38] introduced a trust model in ContikiRPL that can defend both Rank and Sybil
attacks. The technique employs a time-based trust-aware routing protocol that doesn’t consider the mobility
of nodes and suffers from significant packet loss rate, high energy consumption and delay. Similarly, the
authors in [39] also introduce a trust model for RPL to combat RPL attacks. This approach is found to be
defensive only against Blackhole, Sybil and Rank attacks whereas the computing power performance could
be improved. Another trust-based RPL protocol implementation can be found in the study of [40], which
suffers from a significant packet loss rate, lack of mobility of devices and poses higher energy consumption
and end-to-end delay.

However, this approach can also defend against only a few attacks, such as blackhole, and selective
forwarding. Another trust-based security model is introduced in the study of [41], which enables
recommendation evaluation via belief functions. However, this approach is found not suitable for 10T routing
protocols. In the study from Ali et al. [42] machine learning-based scalable and lightweight security approach
is introduced for 10T devices, which considers privacy issues related to behavior logs. However, this method
is also unsuitable for 10T routing protocols. Sakthivel and Chandrasekaran [43], a fuzzy logic and dummy
packet-based acknowledgement framework is introduced to resist different packet-dropping attacks in 1oT.
However, packet drops occur due to the mobility of devices, and network operations create high packet
overhead and high energy consumption and, in this case, no RPL-specific attacks are considered.
Shayesteh et al. [44] another security model is proposed considering Bayesian learning. This presented data
trust model can identify the malicious behavior of nodes; however, this method does not consider dynamic
mobile and heterogenous 10T environments and handling of trust dynamics. On the other hand, the security
approach in the study of [45] introduces the JDICA technique to detect blackhole attacks. In this study, only
PDR is evaluated, whereas no evaluation of energy, delay and RPL-specific attacks is found.

Djedjig et al. [46] also introduce a secure routing strategy for RPL, capable of resisting black hole
and rank attack. The method is efficient regarding PDR and energy consumption but lacks consideration of
10T-LPN mobility factors. A lightweight cross-layer security approach is also introduced in the study of [47],
which doesn’t much emphasize attack prevention and does not much emphasize RPL attacks. Nandhini and
Vivekanandan [48], an energy-efficient and secure routing method is introduced to resist Greyhole attacks.
However, the method is not superior against routing attacks. Thulasiraman and Wang [49] introduce a secure,
lightweight, trust-based RPL protocol that can resist DoS and Sybil attacks but lacks consideration for
blackhole and RPL-specific attacks. Similarly, Kiran et al. [50] do not address RPL attacks but identify
routing misbehavior and packet-dropping attacks. It is also observed that the existing secure RPL routing
conventions in 10T also suffer from certain loopholes in scheduling methods, causing unnecessary energy and
resource burdens to delay-sensitive applications.

3.2. Critical disussion on findings

The study also provides a critical discussion of the findings after analyzing the recent literature on
scheduling and routing approaches from energy, QoS, and security perspectives. It explores the statistics on
research publications for popular problem domains in 10T, such as routing, scheduling, and security.

The findings are important to the audience because they illustrate fundamental issues and gaps in
10T routing, scheduling, and security, all of which are essential for improving energy economy, assuring
dependable performance, and protecting data. Addressing these concerns can enhance 10T network design
and application performance, especially in dynamic and resource-constrained contexts.
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The search criteria consider the timeline from 2020 to 2024 to analyse the recent trend in publication
in journals and articles from both IEEE and MDPI. Figure 2 presents discussion of the trends of research
publication to showcase that the pattern of frequencies of papers related to routing problem, scheduling
issues, and secure routing solution. Figure 2(a) shows that more publication is witnessed for scheduling while
less for secure routing in IEEE digital library. Figure 2(b) shows that routing related publications are fairly
more in number in contrast to scheduling and secure routing.
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Figure 2. No. of journals/articles retrieved on popular problem domain in 10T (year: 2020-2024)
(a) in IEEE xplore digital library and (b) in MDPI digital library

3.3. Research gap

The analysis of the M2M communication shows that in 10T, both non-critical and time-critical
traffic can coexist. Also, the possibility of bursty and spontaneous traffic poses heterogeneity and induces
networking complexities and challenges in sharing channel resources. The conventional standalone MAC
protocols, such as CSMA and TDMA, cannot be directly applied to M2M networks as CSMA suffers from
high collision rates and relatively high overhead. In contrast, TDMA suffers from low channel usage,
scalability problems, and high traffic loads. The crucial findings of the study are as follows- i) it has been
observed that majority of existing MAC-based scheduling approaches in 10T do not implement energy-
efficient routing strategies (for example the case of AS-MAC), also ii) many of the scheduling approaches
imposes communication and collision overhead with high message complexity and also lack proper
benchmarking, iii) Very lesser emphasize has been given on devising joint scheduling and route optimization
scheme to balance the trade-off between energy and QoS constraints in 10T, iv) Majority of the RPL routing
protocols in 10T lacks effectiveness due to lack of energy consumption optimization , device mobility factors
and delay constraints (e.g., EM-RPL and ARMOR), these protocols also poses high control overhead during
dynamic traffic, v) The analysis on security protocols in IoT also reveals that majority of the security
schemes are highly complex in nature and can able to resist very limited attacks, vi) Even though majority of
the trust-based security schemes in IoT better packet delivery ratio but not much evaluation of energy,
complexity and delay under RPL-specific attacks is found till date.

Future research can build on these findings by building integrated routing and scheduling solutions
that optimize energy, QoS, and security at the same time. Key studies should include testing joint
optimization methods in dynamic traffic situations, evaluating energy-efficient and safe protocols in
real-world 10T systems, and investigating the efficacy of novel security mechanisms against RPL-specific
attacks. The takeaway message is that efficient loT network architecture necessitates integrated solutions that
balance energy economy, QoS, and security while addressing current gaps to enhance performance in
dynamic and resource-constrained contexts.

4. CONCLUSION

In this study, an investigational analysis of popular routing and scheduling approaches in 10T-LPN
where the research has been narrowed down to the problems on energy, QoS and security metrics. It also
offers the learning outcome while systematically exploring related work that adheres proposed research
method. A significant research trend in publications and the research gap is also illustrated based on the
review and analysis study, which directs future research work. It has also created opportunities for
researchers to develop new solutions. In future lines of work, considerable effort should be given towards
ensuring simplified, efficient and optimized data transmission modeling with energy-aware cluster-based
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routing schemes for 10T-LPN. Also, integration of efficient scheduling strategies with cluster-based routing
and slot management could ensure collision-free transmission with shorter delay and optimized energy usage
under variable network traffic. Finally, new efficient and lightweight security mechanisms are needed to
ensure high data security against potential threats in l0T-LPN.

This study emphasizes the need for integrated routing and scheduling solutions in 10T that optimize
energy, QoS, and security, building on previous research that has frequently overlooked these combined
factors; future research should focus on joint optimization methods and real-world testing of energy-efficient
and secure protocols, with the key takeaway being that addressing these challenges is critical for improving
10T network performance in dynamic environments.
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