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 The flexibility of the unstructured supplementary service data (USSD) 

across mobile phones has caused its adoption surge as a payment channel. Its 
usage accommodates financial inclusivity and extends customer reach 
irrespective of their specific phone capabilities. With data conveyed on the 
USSD channel in plaintext–this has raised vulnerability issues with shoulder 
surfing attacks. The use of password yielded extra layer of security as 
authentication to USSD-based services. But, the rise in password guess 
attacks has necessitated a new scheme. This study is a randomized-
obfuscated single factor authentication (SFA) mode via a 5-digit PIN-entry 
as requisite for the USSD channel. It yields a list via which users select a 

key-array that corresponds to their PIN as concealed in a 10-digit array. 
Expert assess of MoBiSafe’s usability and security against shoulder-surf 
yielded 10.1 msecs and 2.26 msecs respectively to outperform existing 
models that utilize direct/indirect PIN-entry as in USSD transactions. And 
this was found to be both secure, usable and acceptable. 
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1. INTRODUCTION 

Society today is rippled with various transactions that allows the exchange of goods and services for 

money, which often occurs between 2-parties usually referred to as a buyer and a seller [1]. A transaction is 

deemed complete once both parties conclude a bargain that allows for the exchange of money so that 

purchased good are delivered [2], and allied services are rendered [3]. Our society today continues to witness 

an increased number of daily transactions, which has in turn–necessitated the need for third-party actor often 

referred to as the bank, to act as a witness of the bargained conclusions therein arrived at and to provision the 
safe habitat of the monies, pending further actions [4]. As transaction occurs across rural and urban dwelling, 

banks in their quest to reach many users [5], [6] provide payment channels as modes that authorize exchange 

of monies and foster more transactions. With customer’s account domiciled within these financial house (or 

https://creativecommons.org/licenses/by-sa/4.0/
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banks)–inherent channels created today includes credit-cards, automated teller machines (ATM) [7], point-

of-sales (POS), unstructured supplementary service data (USSD), online apps/platform, and wallets. These 

provide modes for financial inclusivity with a transactions beyond borders paradigm – and to extend a bank’s 

reach to her customers, at any time and place [8]. These digital channels are today, cornerstones that facilitate 

payments for transactions – empowering account holders to consolidate their prowess into easily manageable 

form(s) [9]. Such convenience and ease, continues to propel these digital products as the preferred choice for 
use in a variety of transaction scenarios; Rather, than the traditional exchange of printed monies in many 

instances. 

With the proliferation of smartphones that has continued to ease mobility, portability, usage ease 

and flexibility of transaction processing [10]–reliance on these digital products has consequently, raised 

security concerns as adversaries are continually on the look-out to explore and exploit unsuspecting user 

whose device have been compromised. Thus, with access gained, these adversaries exploit such 

compromised-user-device as entry point to explore network resources for personal gains. With telephony 

advances in 3G, 4G and 5G respectively – tele-penetration disparities still exist across rural/urban dwellers. 

Even with the increased use in smartphone users, many still restrict themselves to less sophisticated phone 

due to various reasons which include: (a) tele-penetration coverage, (b) status disparities [11]. These 

prevailing reasons has seen a surge in customer adoption of USSD. The USSD is an interactive 

communication protocol between mobile devices and their service providers. Its simplicity, broad 
compatibility and usage ease with basic features inherent in mobile phones, render it effective to facilitate 

payment across a vast collection of customers [12]. Such phones are simplistic in their design, and features: 

(a) limited computational power, (b) restrictive memory capability, (c) absence of biometrics [13], and  

(d) modest camera [14]. The utilization of USSD is devoid of a robust security mechanism for user data. 

USSD is vulnerable to shoulder surfing attacks. Thus, it poses significant security risk that currently drives 

extensive studies in lieu of deploying robust authentication schemes (i.e. text-based passwords, graphical 

methods, and biometrics) to protect user data from unauthorized access and/or theft [15].  

Studies have proven that amongst the various authentication methods utilized with USSD – the most 

common used is the personal identification number (PIN) mode, which is a text-based authentication 

approach [16], [17]. These are plaintext authentication data keyed in by a user at the mobile device interface 

during the USSD transaction [18]. Other forms of graphical methods [19] and biometrics [20] cannot be 
implemented in USSD channel due to the simplistic design and authentication data format. Thus, account 

holders explore unconventional modes such as screen-covering with hand, to secure their data from close-by 

associates. These offer no significant secure solution and portends financial loss [21]. To avert these, various 

PIN modes posited by [22], [23] failed to resolve inherent constraints in the USSD channel namely: (a) the 

need for authentication method to secures user data at mobile interface against shoulder-surfing [24], and  

(b) resolve interoperability issues that transmits only in plaintext data as channel prerequisite [25]. With 

literature discussed, USSD adoption is still growing, and can achieve enhanced security and performance. 

This study contributes thus: 
a) Review of existing USSD model with a view to optimizing its utilization as payment channel in Nigeria. 
b) Construct the randomized obfuscation-based authentication approach for the USSD payment channel 
c) Comparing the performance of our proposed ensemble in payment transaction tasks 

For the remainder part–section 2 deals with methodology for the Proposed MobiSafe via existing system 
analysis, proposed system workings, and evaluation metrics. Section 3 shows results with findings implication, 
comparison of results and findings discussed. Study concludes with recommendations to USSD channel. 

 

 

2. METHOD 

The USSD is a mobile-based, interactive transaction service that utilizes the direct PIN-entry mode 

with plaintext data factor authentication [26]. Its menu-based approach allows keyed in data to yield 
interactive queries for the transaction channel, which elicits response from the device user [27], [28]. Usually 

4-to-5 digits in length, the numeric plaintext, keyed in values are called PIN. If a PIN is matched against a 

predefined user-chosen USSD template of a user secure PIN stored during USSD registration). With a match 

– the payment is authenticated and money sent to the designated party: Else, the transaction is terminated 

[29], [30]. This scheme has proven to be insecure from adversaries that explore shoulder surfing [31], and 

there is the need to resolve its interoperability issue that transmits only in plaintext data as channel 

prerequisite [32], [33]. With these drawback, we proposed the use of an indirect, random-obfuscated pin 

entry factor authentication approach as in Figure 1: 

a) Stage 1: User Registration – creates and affirms the 5-digit PIN. Each user responds to queries that are 

retrieved via challenge response mode as commonly used in the USSD framework, and stored as a bag 

of soft biometrics (BoSB). The first dialed USSD code initializes registration of a new mobile number 
via the ‘create account option’. Once successful, a new USSD wallet is created and linked to the SIM. 
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To avoid misuse, each BoSB retrieved is stored and continually updated with every transaction until all 

queries are exhausted; And new queries are initiated [34]. See Algorithm 1 listing for actions taken by 

the proposed obfuscated USSD. A new user triggers this action by dialing any USSD code. With menu-

driven, interactive task, a new user provides answers to each BoSB [35]. This creates the 5-digit-PIN 

via a SHA-256 hash algorithm. The dialed USSD code is validated via the USSD API gateway; And if 

affirmed as correct, it registers the user phone number as newly created account, and stored in the bank 

database for verification [36]. Number is then linked to the account, so that each BoSB generated at 
USSD server is passed to a customer. And responses keyed are stored back on the cloud server; And 

generated OTP is passed to a user phone number as short message vis-à-vis stored both in cloud and 

bank’s database with a registration successful message therein [37]. 

 

 

 
 

Figure 1. Proposed methodology for MobiSafe ensemble 

 

 
Algorithm 1. Listing for the proposed USSD registration framework 
INPUT: get user_info() 

function get_option (input): 1 – create_account, 2 – check_bal, 3 – tranfer_funds, 4 – 

buy_airtime; START 

if (option_default = 1) then 

register_value: return true: ussd_API_verify == phone_nos_registered() 

else (input_value = others) // for returning registered users 

endif 

function option_default(create_account()): 

if option_default == true  function get (user_name, phone_nos, user_PIN, user_cardID) 

then 

return userID record_a_transaction (sha256(new_record)) 

create user_obfuscated_PIN = digits_five 

verify user_obfuscated_PIN == true 

challenge_question_response == true 

store user_data == cloud 

end 

function create_wallet (user_info): START 

if true function check (user_name, phone_nos, user_PIN, user_cardID) then 

return user_details  wallet(user_info, verified user_obfuscated_PIN) 

message ‘congratulations – your account has been successfully created’ 

cloud_API = get(OTP, phone_number) //send details to user phone number 

endif 

 

b) Stage 2: Authentication – Our challenge response approach uses a randomized obfuscation technique, 

which obscures the original user-keyed in PIN. Thus, as opposed to a user directly inputting their PIN, 

our proposed approach proffers a 2-step challenges derived from randomly generated digits. The users’ 

5-digit PIN is obfuscated via 10-random generated number mode at each instance or case of the single 

factor authentication (SFA) at each instance. The generated integers are transformed and ordered into an 
array of digits [26], and then – randomly shuffled to disrupt the original sequence of digits. Thus, 

making it tedious to identify the original PIN. The PIN is obfuscated via embedding it within the 10-

digit number such that the position of the PIN within the 10-digit number is randomly determined for 

each authentication attempt. This adds extra security against shoulder surfers – making it difficult to 

guess, identify and extract the actual PIN. The user is only thus, required to select the array-key 

representing his/her PIN. The mode successfully generates 10 different 10-digit arrays, with only one 
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containing the user first/last 3-digit PIN in a left-to–right order; And in turn – places strenuous recall 

burden on adversaries, though easier for the user. This technique sets a high security standard against 

shoulder surfing attack without revealing users PIN through-out the session [38]. Thus, each has an 

array key per authentication session as in the Algorithm 2 Listing.  

c) Stage 3: Evaluation – 30-experts assessed the usability, and security of the proposed USSD model. 

Sample profiles were utilized to complete registration-to-transaction processes. Both capabilities were 
tested both on the proposed system and the existing direct PIN-entry method in USSD channel. For 

usability test, each participant had an adversary (poised for shoulder surfing attack) standing behind 

them. Participants were instructed to repeat this process 15-times to give each shoulder-surfer ample 

time of retrieving the PIN with break intervals. For “Transfer fund Option”, the system had 10-to-

11hops (i.e. a hop is the number of steps required to complete a transaction). For usability, the error-

percent (β) and response time (t) were achieved as (0.1, 10) that agrees with [39], [40]. For security test, 

we adapt the hardness (security) factor as in [41], [42] as the ratio of the time taken by an attacker to 

capture relevant data from user’s response to the time taken by a user to submit a valid response. If the 

value of the security factor is > 1, it implies the shoulder surfer was unsuccessful [43]; And, a security 

factor ≤ 1, implies success by the adversary. Thus, we utilized the performance model for cognitive, 

perceptual, motor and goals, operators, methods and solution (CPM-GOMS) tool. The CPM-GOMS 

seeks to can be used in modelling the behavior of a user or/ and an attacker. It has three main operators 

known as Perceptual, Cognitive and Motor. 
 

Algorithm 2. Listing of the proposed USSD authentication framework 
OUTPUT: get user_info() 

function generate (10-digits) //to inject PIN in various order 

convert array == map_array(‘intval’, str_split); 

get numset == map_array(array_walk, dnum, ‘replacenum’) //for i = 1 to 10 digit arrays 

function inject_PIN(number_set(map_array): 

for inject_real_PIN == true function get(number_set(map_array)) 

dnum = rand(1000000000, 9999999999) 

oneopt = map_array(‘intval’, str_split(dnum)) 

realopt = array_walk(oneopt, ‘insertreal_n’): newrealopt = getreal(n): array_key = 

rand(0.9) 

PIN(3) = LTR: numset[arraykey] = newrealopt 

return PIN record_transaction (sha256(numset[arraykey] = newrealopt)) 

end 

function get_num_set() 

numshow = shuffle(numset): return numshow() 

end 

function PIN_validation() 

convert response_array == map_array(‘intval’, str_split($urnum)) 

search num_order = array(): num_order[] = array_search(pinno_$urnum_array) 

compare result = array_diff_associate(num_order_pin_order) 

if Is_Empty == true   

return(true): else return(false) //error message 

end 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Usability analysis feature 

Usability is the time it takes a user to efficiently key in his/her PIN without an adversary 

successfully capturing it and/or even with the error of mis-entry. With 15-random experts selected – we 

compute usability via (1)-(3) respectively [44] using a standard 8-hops per session. Table 1 displays the time 

taken to complete each session via the USSD_API gateway, for a certain bank in Nigeria. 
 

 

Table 1. The time taken to complete each session in milliseconds 
Users 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

Time  62 60 50 60 51 53 46 45 46 51 48 45 46 46 45 

 

 

𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑇𝑖𝑚𝑒 𝑡𝑜 𝑐𝑜𝑚𝑝𝑙𝑒𝑡𝑒 𝑇𝑟𝑎𝑛𝑠𝑎𝑐𝑡𝑖𝑜𝑛 = ∑ 𝑥𝑖 
𝑛
𝑖=1 = 𝑥1 + 𝑥2 + ⋯ + 𝑥15 (1) 

 

𝑇𝑠𝑒𝑠𝑠𝑖𝑜𝑛 =
∑ 62+60+50+60+51+53+46+45+46+51+48+45+46+46+45

8
=

754𝑠𝑒𝑐

15
= 50.3𝑚𝑠𝑒𝑐  

 

Thus, it takes an average 50.3 msecs/session to complete a transaction. Next, we seek to ascertain 

the average time spent on each hop–bearing in mind that there exists 8-hops per session as in (2): 
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𝑇𝑖𝑚𝑒ℎ𝑜𝑝 =  
𝑡𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 𝑠𝑝𝑒𝑛𝑡 𝑑𝑢𝑟𝑖𝑛𝑔 𝑎 𝑠𝑒𝑠𝑠𝑖𝑜𝑛

𝑡𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 ℎ𝑜𝑝𝑠 𝑓𝑜𝑟 𝑒𝑎𝑐ℎ 𝑠𝑒𝑠𝑠𝑖𝑜𝑛
 =  

50.3

8
= 6.3𝑚𝑠𝑒𝑐𝑠 (2) 

𝑈𝑠𝑎𝑏𝑖𝑙𝑖𝑡𝑦𝑓𝑎𝑐𝑡𝑜𝑟 =  
50.3

8
= 6.3𝑚𝑠𝑒𝑐𝑠  

 

With the existing direct PIN-entry, we clocked each participant to ascertain the time taken to 

complete each session [45], [46], and compared the obtained result with the gateway feedback. With 8-hops 

to complete a session–MoBiSafe reached an average 6.3msecs spent on each session. Since direct PIN-entry 

for USSD banking takes just a hop to enter PIN–it implies that only 6.3msecs was used; and this agrees 

with [47]. Thus, the total time spent for PIN entry as in (3) as thus: 

 

𝑇𝑜𝑡𝑎𝑙𝑡𝑖𝑚𝑒 =  𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑃𝐼𝑁𝑡𝑟𝑖𝑒𝑠 ∗ 𝑎𝑣𝑒𝑟𝑎𝑔𝑒 𝑡𝑖𝑚𝑒 𝑡𝑜 ℎ𝑜𝑝 (3) 

= 2 × 6.3 = 12.6𝑚𝑠𝑒𝑐𝑠 
 

3.2.  Proposed system throughput 

The throughput is defined as the actual transfer rate of data in a medium over a period of time. As a 

performance metric – throughput tests a system’s capacity to be impacted by interference and errors. Thus, it 

determines the application response time to user request in relation to the variety of attack times. 

From Figure 2, we observed that the total task time following the critical path to determine the 

duration for the completion of each task schedule is 830ms for the user response time; while, the attack time 

yields 1880 ms. Thus, the security factor is computed as in (1). 

 

𝑆𝑒𝑐𝑢𝑟𝑖𝑡𝑦𝑓𝑎𝑐𝑡𝑜𝑟 =  
𝑟𝑒𝑠𝑝𝑜𝑛𝑠𝑒 𝑡𝑖𝑚𝑒

𝑎𝑡𝑡𝑎𝑐𝑘 𝑡𝑖𝑚𝑒
  =  

1880

830
= 2.265𝑚sec (4) 

 
With the computed value that MoBiSafe yields a security factor of 2.265 msecs – it implies that the 

method is rather very difficult for an adversary to succeed in retrieving users’ PIN. This is so stipulated and 

agreed by [48] – that for user response time utilizing the direct PIN-entry for USSD that exceeds a value 

threshold above 1secs ensures that the system is secure from adversarial attacks [49], [50]. 

 

 

 
 

Figure 2. User response time using MoBiSafe 
 

 

3.3.  Comparison 

As we explore the high performance of our proposed USSD system, we benchmark it against 

previous methods that have utilized the same USSD channel mode. To this end–we found none. However, we 

decided to benchmark the proposed ensemble against similar design constructs that utilized both the 

(in)direct mode of USSD channel. Some domain tasks have proven easier to evaluate its usability and 

security features; While, others are more painstaking especially in scenarios for which the chosen system 

design metric strongly impacts on the security and usability [51] of the system cum platform. Thus, both 

measures become critical feats to be evaluated – using either the direct-or-indirect-mode PIN-entry for the 

USSD channel. These have also been found to be prone to shoulder surfing attacks as well as password 

guessing attacks as seen in Table 2. 
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Table 2. Benchmarking and comparative testing of proposed system 
Methods Usability Feature(s)  Security Feature(s) 

 Transaction 

per msec 

Time per Hop Usability 

factor 

Total time for 

PIN-Entry 

 User resp. 

time 

Attack 

time 

Secure  

factor 

Eboka and Ojugo 

[43] 

74.8msecs 17.9msecs 32.2msecs 9.8msecs  872msecs 1754msecs 2.00msecs 

Geteloma et al. [52] 94.5msecs 23.8msecs 43.4msecs 9.80msecs  831msecs 1453msecs 1.75msecs 

Binitie and 

Babatunde [53] 

57.7msec 8.9msecs 24msecs 10.3msecs  883msecs 1748msecs 1.98msecs 

Hadi et al. [54] 64.3msecs 12.4msecs 28.2msecs 11.3msecs  871msecs 893msecs 1.03msecs 

Proposed MoBiSafe 50.3msec 6.30msecs 12.6msecs 10.1msecs  830msecs 1880msecs 2.27msecs 

 

 

From the Table 2–it is observed that many existing system explore the direct pin entry method in 

USSD mobile banking with users response time is benchmarked at 871msecs; But, the study by [55] yielded 

user response of 831msecs; while MoBiSafe resulted in 830msecs to outperform others. With our focal 

attribute on data security against password guessing and shoulder surf attacks–our benchmark systems 

yielded a security-factor above 1.00msecs [56]. This implies that an attacker will not be able to capture user’s 

response. Thus, yielding a secure channel against shoulder surf and password guessing. 
 

 

4. CONCLUSION 

Our proposed MoBiSafe utilizes the indirect pin mode to enhance security. It maintains the usability of 

direct pin entry mode for the USSD-channel; while, providing enhanced security against adversaries that exploit 

shoulder surf attack and password guessing attacks. Unlike some existing pin entry methods, MoBiSafe places a 

recall burden on adversaries; while, users can simply select a single 10-digit array key that contains a user’s 

chosen PIN. Results affirmed that the time required to perform recall operation prevents an adversary from 

penetrative and intrusive issue to its security protocols. The use of (β, t) yields a (0.1, 10) ensures that MoBiSafe 

usability. Its security as tested via CPM-GOMS yields enhanced security against shoulder-surfing attacks and 

password guessing with a security factor of 2.265msecs, which is greater than 1. Despite being designed to 
mitigate shoulder surfing attacks, this model presents a promising foundation for further research and 

development in the domain of password-based attack prevention. Its underlying principles and mechanisms can 

be explored and adapted to address the growing threat of camera-based shoulder surfing attack. 
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