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Recently, cloud servers have increasingly been utilized for storing a large
amount of data, which is stored in the form of ciphertext. In a decentralised
system, the communication overhead on the network is recognized as the
main problem due to the numerous transaction data recorded across the data
Sharding and nodes with authorized users. Hash-Based Message
Authentication Code with Secure Hash Algorithm-256-bit (HMAC-SHA-
256 bit) is proposed for secure and effective data sharing in blockchain to
overcome this issue. The secure algorithm HMAC serves for authenticating
both the data origin and integrity. That uses a cryptographic hash procedure
in combination with a confidential key to validate both the verification and
tamper-proof content of a message. HMAC consists of a particular content
and an authentication key with a hashing code value. In the Blockchain
framework, the HMAC algorithm is utilized with the SHA-256bits to
generate and validate the signatures of many transactions. SHA-256 is a
hash algorithm that creates a 256-bit cryptographic checksum. The
blockchain uses HMAC along with SHA-256bits, which is a safe and clearly
expressed algorithm to allocate or convey the data securely. The
Authentication of HMAC-SHA-256bits achieves the optimal retrieval times
of 0.4s, 1.0s, 1.5s, 1.9s, 2.2s, and 2.8s for file sizes of 50KB, 100KB,
150KB, 200KB, 250KB, and 300KB, correspondingly, when compared to
interplanetary file system (IPFS).
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1. INTRODUCTION

The Application of network-based digital technologies has developed in the current era, in that
cloud-based storage (CBS) has been identified as a potential framework that helps to manage the expansion
of digital data transfer [1]. CBS is a significant emerging development in cloud computing, which offers
efficient, effective data management solutions in multimedia data [2]. Cloud storage technology is faced with
challenges such as availability, security, storage resource limitations, minimal consistency, poor scalability
performance, high cost, and lack of interoperability [3]-[5]. These service providers are particularly
unreliable because they are sensitive to attack from external cyber attackers, otherwise even interrupted by
their Employees [6]. Essentially, this enables improved data confidentiality risks utilizing whichever cloud-
based data transmission protocol. Encryption techniques is a critical security feature for securing data access
rights [7], [8]. However, blockchain is a network system that ensures data is secure from various computers
that are also called nodes [9]-[11]. The development and integration of blockchain technology in cloud
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storage take an approach to address the issues of availability and security in cloud storage [12]. Cloud storage

data is suitable for human life; however it has some privacy and security issues [13]. There has been a

proliferation of message shielded like meeting records, courtroom evidence, military command instructions,

communication records, educational platforms, health systems, business strategy, and other private
information like national and corporate confidentiality and individual privacy, which require robust security
measures to protect against unauthorized access and ensure data integrity [14]-[16]. The established
multimedia data management tools are insufficient to handle exponentially growing data volumes, which
leads to enhanced issues with data storage and privacy sharing [17]. The major issue is that users lack control
over storage data, which compromises its security when unauthorized attackers have access to speech and
cloud data [18], [19]. By focusing on effective data sharing, this research leads to scalable blockchain
solutions that are suitable for real-time applications such as secure data sharing [20]. Themost of the
traditional data-sharing methods demand on offline transmission that lacks practicality and prone to
significant issues like data loss [21]. Furthermore, the risk of privacy breaches based on internet of things

(10T) leads to dissuade individuals from participate in 10T data. While the 10T based data collection majorly

improves the decision-making thereby ensuring security and privacy in entire process are essential [22].

Jayabalan and Jeyanthi [23] implemented a elastic blockchain framework through Off-Chain-IPFS
for data privacy and security. The symmetric key encryption was utilized earlier then data storing in IPF
System model for data cryptographic transformation, and a dual-key encryption scheme served as utilized to
pass on the single-key encryption for producing secure key encapsulation to approved entities. The electronic
signature enables the transaction into valid and authorized access nodes, and hashing was done through the
SHA-256 algorithm. However, it suffered from scalability and indeterminate key management for access
control policies due to the utilization of searchable encryption algorithms. Wang and Guan [24] introduced a
blockchain-based traceable and secure data-sharing approach. A secure data storage approach was developed
which integrates off and on-chain association. The developed model was stored, sharing data records on
blockchain and shows as visual representation to recognize the tracking requirement of data parties.
However, the model focused on single-point failure which is inherent in the centralized system due to the
classical access control solution. Liu et al. [25] suggested a multi-authority attribute-driven access control
management in blockchain framework for allocation of data communication. The blockchain kept
cryptographic transformation data to obtain detailed with flexible permission control authorization.
A protocol designed for secure key creation was used in secret key production to realize the secure
distribution of key users through an attribute authority. However, the communication overhead on the
network is recognized as the main problem due to the numerous data backups and the data spread across
multiple nodes that can only be retrieved by users who have been both authenticated and authorized.

Gao et al. [26] presented a blockchain with Hierarchical blockchain resource scheduling for an
optimized data confidentiality and protection system. Monitoring past work helps to manage peer container
status and system resources, which enables to handling of additional tasks and accessible sources among
associated infrastructure nodes. However, the model suffered from load-handling limitations because the total
number of networking hosts and end-users grew which resulting in less performance. Ugochukwu et al. [27]
implemented a secure and effective distribution storage model using IPFS in blockchain. The model resolved
the logistic system privacy, interoperability, and security challenges, and it generates logistic
recommendations to adopt blockchain. However, the integration of various blockchain networks was
challenging because of the interoperability issue. From the analysis, the existing model has limitations, such
as it suffers from scalability and indeterminate key management for access control policies due to the
utilization of a searchable encryption algorithm. It focused on single-point failure, which is inherent in the
centralized system due to the classical access control solution. The communication overhead on the network
is recognized as the main problem due to the numerous data backups and the data spread across multiple
nodes that can only be retrieved by users who have been both authenticated and authorized.

It suffered from load-handling limitations because the total number of networking hosts and end-
users grew which resulting in less performance. The integration of various blockchain networks was
challenging because of the interoperability issue. The contribution of this research is summarized as follows:
— HMAC is a secure algorithmic user verification system in which a cryptographic secure hashing

mechanism is applied mutually along with a symmetric key to determine both the authenticity and
integrity of the data block. HMAC consists of a particular data block and a symmetric key with a secure
hash code.

— In blockchain technology, the HMAC system applies SHA-256 as its method for authenticating messages
securely. To generate and authenticate the signatures of numerous transactions. SHA-256 is a hash
algorithm that creates a fixed-length 256-bit hash. The blockchain uses HMAC, which implements SHA-
256 hashing algorithm, it is a very confidential and brief approaches to allocate convey data.
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The research paper is organized as follows: Section 2 describes the research method for efficient
data sharing in blockchain; Section 3 shows results and discussion in terms of quantitative and qualitative
analysis and comparative analysis; the conclusion with future work of this research is given in Section 4.

2.  RESERCH METHOD

In a decentralized system, the network communication overhead is recognized as the main problem.
A semi-decentralized approach is provided with the aim of reducing communication overhead caused by
authorized users replicating information on distributed nodes is used in which HMAC-SHA-256 is utilized on
the blockchain. The designed HMAC-SHA-256 is justified based on its capability to address challenges in
secure data sharing in blockchain. The existing methods are suffered fromindeterminate key management and
scalability issues thereby leading to communication overhead. HMAC-SHA-256 integrates cryptographic
hash function with secret key that ensures both integrity and authenticity of messages. Figure 1 depicts the
semi-decentralized system model. Initially, the data owner encrypts the data and uploads it to a cloud server
while the blockchain generates hash code for encrypted data. The hierarchical structure is formed on
blockchain in that domain authority is formed by its distributed user.
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Figure 1. Semi-decentralized system utilizing HMAC with SHA-256

The one domain user has access to and saves data copies while other domain users are unable to access
and transfer the data. When the data user needs to access data and upload it by the owner, the user accesses it
from domain authority and decrypts actual content on their local machine through decryption. Here, dual level
key management technique has developed; first the encryption time on the information holder and second
Blockchain framework via forming hash value. HMAC serves as a cryptographic mechanism for authentication
system in which a cryptographic hashing algorithm is applied concurrently with a symmetric key to determine
both the authenticity and integrity of the message. HMAC is consists of a particular data block and a symmetric
key with a secure hash code. SHA-256 is a hash algorithm that creates a constant-length 256 bits hash code
algorithm. The Blockchain mechanism utilising hash message authentication code (HMAC) which implements
secure hash algorithm techniques (SHA-256-bit), it is a very confidential and brief approaches to allocate or
convey data. Message authentication is a procedure to verify the message authenticity in which two significant
factors are taken into message authentication verification like source and the message are unable to be modified.
Figure 2 presents the data-block structure for the whole message integrity verification procedure that contains a
private key for producing information into the algorithm structure.

Message l HMAC l Message

Y

Key ——

Figure 2. HMAC based message authentication process
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The sender transmits the message with its MAC. At the receiver end, the received MAC is verified
using the same secret key. If both MACs are similar, it confirms that no modifications have occurred to the
message and it is sent by an authentic sender. The encryption-based HMAC is based on fixed-length-SHA-
256hit was developed in this research to produce and validate signatures of multiple transactions, ensuring
that the data is not tampered with or disclosed. The given input key is initially hashed any input text through
HMAC and the input key is produced through XORing operation the Inner pad (Ipad) with input text(IP).
The Ipad score is 36hex with 64byte timeout which is based on key length. The SHA-256 output of hash
function is provided into next SHA-256 for generating HMAC output design. The key input is XORed by
Outer pad (Opad) that has 5C scores in hex prior hashing primary SHA-256 output. The integration of 64byte
key, K,, Opad output and primary SHA-256 output are hashed together to generate HMAC output. The MAC
is estimated by HMAC function over textual data presentation as shown in the equation. (1), Where, & and ||
are denotes XOR and concatenation.

MAC(Messageinput), = HMAC (K, Messageinput), 1
H((Ky®0pad)||H((K,®0pad)||Messageinput)), (1)

The score from Ipad is transferred to the primary SHA-256 design and the encrypted-based HMAC
compute produces the result of the primary fixed-length-SHA-256bit to the next fixed-length-SHA-256bit to
attain the whole HMAC produce output. Dual similar hash code method frameworks are utilized in HMAC
architecture to attain its result, and it is used in HMAC architecture for the whole HMAC structure. As a
output, of the primary fixed-length-SHA-256bit is implemented first, and the secondary SHA-256bit waits
until it receives the message inputs from the outputs of the primary SHA-256bit implementation. Hence, the
primary SHA-256 validity stays critical for obtaining resulting HMAC based SHA-256bit. The 64-bit states
in the framework have a produced inputs sequences for primary and next SHA-256bit algorithms techniques.
Totally 32-bit state are implemented of which 16 are for the primary 512 bits and the other 16 are for the next
512 bits to process the primary SHA-256 messages. The message uses the primary 512bit hash function
result to attain the next 512bit result in the input message. The Ipad has a similar concept of inputting
messages to the next SHA-256 and key Opad is integrated through the primary SHA-256 result. Like earlier
SHA-256bit procedures, the result of the next 512-bit blocks in fixed-length-SHA-256bit process uses the
result of the primary 512bit blocks from the another hash code functions.denotes the HMAC design structure
with a dual SHA-256 hashing algorithm which presents how the Ipad data is incorporated by text input.
Figure 3 shows the structure of HMAC-SHA-256.
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Figure 3. Structure of HMAC-SHA-256-bit

Some of the hash functions have properties such as fixed-length output and computational feasibility
for defining x like that Hash (x) generated hash value. Similar hash codes are impossible to find, and these
characteristics are established weak hash functions. Moreover, no pair (x,y) is found for that Hash(x) =
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hash value, computationally (y). SHA-256 processed 512bit message input and 160bit primary score to
generate 160bit hash code result. The input message block is padded prevously in the SHA-256bit operation
and once it is received the messages is completed by data appending a single one-bit. Next n zero bit is
included, and the pattern is continued until the number of message bits is similar. The message input ability is
512bits and its scheduler calculates the message W, of SHA-256. For 0 < t < 15, the message is directly
extracted from input message while for 16 < t < 63, the message W, estimated by the equation. (2),52°¢

and o2°%are presented in the (3) and (4),

W, = messageinput 0 <t < 15

W, = a5 (Wy_p) + Wy + 05 (Wy_y5) + Wy_16 16 < t < 63 @
0256(x) = ROTR’ (x) + ROTR®(x) + SHR*(x)(3) 3)
0256(x) = ROTRY (x) + ROTR(x) + SHR'°(x)(4) 4)

Where, t is a number of transformation rounds,ROTR™(x) is a right rotation of x through n bits,
SHR™(x) is a right shift of x through n bits. At last, the proposed HMAC-SHA-256 provides an output
which secure and optimized data distribution in the Blockchain networks. The blockchain uses secure HMAC
with SHA-256, it is a encrypted and streamlined method to broadcast or exchange data. The Algorithm 1 for
secure HMAC-SHA-256-bit is given below.

Algorithm 1. HMAC-SHA-256-bit

Input : HMAC (KeyK,Msg M)

Output : HMAC-SHA-256 code

Step 1 : if (Len(K) > block_size) then
K = SHA — 256 (K)

Step 2 : if (Len(K) < block_size) then
Pad K with zeros to block_size

Step 3 : Inner_pad = K®ipad

Step 4 : Outer_pad = K® opad

Step 5 : Hash_Inner = SHA — 256(Inner_pad||M)
Step 6 : HMAC = SHA — 256(Outer_pad||Hash_Inner)
Step 7 : Return HMAC

3. OUTCOMES AND DISCUSSION

The cryptographic hash code produced by the hash function of the SHA-256-bit is simulated in an
environment of python language program code with computer system setup the Windows 11 Operating
system, RAM 12GB, and Intel i9 processor. The several parameters such as The evaluation, considers
retrieval time together with encryption and decryption speed and system throughput. for estimating the
HMAC-SHA-256 efficiency. The different file sizes such as 50KB, 100KB, 150KB, 200KB, 250KB, and
300KB, are considered to analyze the retrieval time of HMAC-SHA-256. The different shared data sizes,
such as 10MB-60MB, are considered to analyze the throughput of HMAC-SHA-256. The different shared
data sizes, such as 1MB, and 10MB-40MB, are considered to analyze the encryption and decryption time of
HMAC-SHA-256.

In Figure 4, the HMAC-SHA-256 performance is estimated by retrieval time with file sizes of
50KB, 100KB, 150KB, 200KB, 250KB, and 300 KB. The IPFS, Elliptic Curve Digital Signature Algorithm
(ECDSA), HMAC, and SHA-256 are taken as state-of-art methods, and their performance is compared with
HMAC-SHA-256. The HMAC-SHA-256 achieves best retrieval time of 0.4s, 1.0s, 1.5s, 1.9s, 2.2s, and 2.8s
for the file size of 50KB, 100KB, 150KB, 200KB, 250KB, and 300KB, respectively. In Figure 5, the
HMAC-SHA-256 performance is estimated by throughput with a shared data size of 10MB-60MB. The
IPFS, ECDSA, HMAC, and SHA-256 is taken as state-of-the-art methods, and their performance is
compared with HMAC-SHA-256. The HMAC-SHA-256 achieves the best throughput of 186, 185, 192, 187,
196, and 189 for the shared data size of 10MB-60MB, respectively.

In Figures 6 and 7, the performance of HMAC-SHA-256 is estimated based on encryption and
decryption time for shared data sizes of 1MB, 10MB-40MB. The IPFS, ECDSA, HMAC, SHA-256 is taken
as state-of-art methods and their performance is compared with HMAC-SHA-256. The cryptographic
HMAC-SHA-256bit achieves the best encryption time of 6ms, 72ms, 122ms, 173ms and 245ms for the
shared data size of 1MB, and 10MB-40MB correspondingly. Similarly, the hash code produced by the hash
function of the SHA-256 bit achieves the leading decryption times of 3ms, 36ms, 47ms, 88ms and 123ms for
the shared data size of 1MB, and 10MB-40MB correspondingly.
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3.1. Comparison study

The comparison study of Encryption-based HMAC-SHA-256-bit with existing techniques is
discussed in this subsection in terms of retrieval time, together with encryption and decryption speed, and
system throughput.. The existing methods, like IPFS [21] and IPFS-ECC file system [22], are taken and
differentiated with HMAC-SHA-256. From Figure 8, the encryption-based HMAC-SHA-256-bit achieves the
best retrieval times of 0.4s, 1.0s, 1.5s, 1.9s, 2.2s, and 2.8s for the file sizes of 50KB, 100KB, 150KB, 200KB,
250KB, and 300KB, correspondingly. From Figure 9, the HMAC-SHA-256 achieves the best throughput of
186, 185, 192, 187, 196, and 189 for the shared data size of 10MB-60MB, respectively. From Figure 10, the
HMAC-SHA-256-bit achieves the most efficient decryption time of 3ms, 36ms, 47ms, 88ms, and 123ms for
the shared data size of 1MB, 10MB-40MB correspondingly. From Figure 11, the encryption-based HMAC-
SHA-256-bit achieves the most efficient decryption time of 3ms, 36ms, 47ms, 88ms, and 123ms for the
shared data size of 1MB, 10MB-40MB correspondingly.
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Figure 8. Comparison in terms of retrieval time Figure 9. Comparison in terms of throughput
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3.2. Discussion

The existing techniques such as IPFS [21] suffered from scalability and indeterminate key
management for access control policies due to the utilization of searchable encryption algorithms. The IPFS-
ECC [22] suffered from scalability and indeterminate key management for access control policies due to the
utilization of searchable encryption algorithms. To overcome these problems, the encryption-based HMAC-
SHA-256bit is proposed for encypted and effective information distribution in blockchain. The encryption-
based HMAC is a secure cryptographic validation system in that a cryptographic secure hash function is
employed with a symmetric key to establish both the source validation and data reliability of the message. In
blockchain, the HMAC is implemented with fixed length SHA-256bit to generate and authenticate the
signatures of several transactions. SHA-256 is a hash algorithm that creates a fixed-length-256-bit
cryptographic hash. The blockchain utilizes encryption based HMAC is using SHA-256bit, it is a encrypted
and concise approach to distribute or communicate data.

The result of this research shows that the HMAC-SHA-256 improves security for data sharing in
blockchain through minimizing retrieval time, enhancing throughput and optimizing encryption and
decryption process. The findings denote that the incorporation of HMAC with SHA-256 provides better
cryptographic approach which measures data authentication and integrity thereby making it better for
decentralized data sharing system. The obtained retrieval time and throughput enhances the method
effectiveness specifically in large-scale data transmission.

4. CONCLUSION

In this manuscript, the encryption-based HMAC-SHA-256bit is proposed for encrypted and
effective information exchanging in blockchain network. The encryption-based HMAC is a cryptographic
access validation system in that cryptographic hashing function is utilized simultaneously with a private key
to specify both the authenticity and integrity of the data block. HMAC is contains of a message and a
encrypted key with a hash code. In Blockchain network, the encryption-based HMAC is utilized with fixed-
length-SHA-256bit to generate and verify signatures of several transactions.SHA-256bit is a hash algorithm
that creates a fixed-length-256-bit hash code. The blockchain uses encryption-based HMAC using SHA-
256bit, it is a secure and concise approachs to distribute or communicate data. In this work, the file size of
retrieval time is considered as 50KB, 100KB, 150KB, 200KB, 250KB and 300 KB. The shared data size of
throughput is 10-60, encryption and decryption time is 1MB, 10MB-40MB. The HMAC-SHA-256bit
achieves most effective message encryption time of 72ms and decryption time of 36ms for the shared data
size of 10MB.The existing approaches suffer from indeterminate key management and scalability, HMAC-
SHA-256 provides effective and secure data sharing through incorporating cryptographic hash functions with
secret key. The key findings show that the model reduces the retrieval time, improves throughput, encryption
and decryption time. The research sets new possibilities for future advancements that involve developing
stronger cryptographic approaches alongside efficiency modifications and multiple blockchain system and
decentralized cloud storage application. Future research aims to improve security measures of the system
while adapting the method to new blockchain developments for sustainability and reliable performance.
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