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In this paper, a new autonomous driving system is proposed and problems
such as systematic errors that may occur in the autonomous driving system
were solved through vehicle to everything (V2X) communication
technology. In the actual driving environment, accidents caused by the
absence of communication between drivers and communication with
infrastructure are frequently exposed. To solve these problems, a system was
established that linked V2X communication with a vehicle system. In order
to predict and study how this technology works in real traffic situations, it
requires a lot of time, manpower, and funds because it requires building an
environment similar to real traffic situations and using measuring
equipment. For this reason, the system was built with simple model, and the
research was conducted through simple simulation. In addition, as network
technology and sensing technology for autonomous vehicles develop, the
risk of hacking is also increasing. In this paper, various expected attack

paths and methods that can hack autonomous vehicles are explained, and
methods for defending them are presented.
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1. INTRODUCTION

Traffic accidents due to traffic congestion with the increase in vehicles, lacks of communication
between drivers and drivers, and lacks of communication between infrastructure and drivers are increasing
every year. As a result, enormous human and property damage are occurring. A representative example is a
case in which a traffic light changes from a green light, which means driving possibility, to a yellow light,
which means caution, while the vehicle is moving. In this case, the driving driver may think about stopping
and accelerating until the last moment, and may cause a big problem due to the delay in judgment. In order to
solve the problem including this example, various technologies are still being studied and developed around
the world, and vehicle to everything (V2X) communication technology has recently been in the spotlight
[1]-[3]. V2X communication is a technology that provides information through wired or wireless networks
around the vehicle. V2X is collectively referred to as vehicle to vehicle (V2V) [4]-[6], vehicle to
infrastructure (V2I) [7]-[9], especially in-vehicle networking (IVN) [10]-[12], V2V and vehicle to
pedestrians (V2P) [13]-[15]. By using V2X communication technology, information on vehicles, roads,
environment, stability, and convenience may be improved. V2X communication technology is currently
being developed based on IEEE wireless access in vehicular environments (WAVE) standards, and countries
around the world, including North America and Europe, are investing a lot of money as future technologies
to develop technologies and build testbeds [16]-[18].
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2. AUTONOMUS DRIVING SYSTEM

Autonomous driving cars refer to vehicles those move on their own without directly manipulating
handles or pedals. Various sensors must be attached to enable these cars to move on their own. Automobiles
collect driving data that is essential for driving from these various types of sensors and analyze the collected
data. These analyzed data replace the driver’s eyes and ears. There are six levels of development of
autonomous driving vehicles. Level zero is a warning of a dangerous situation. It sounds a warning when a
vehicle crosses a lane or when a vehicle exists in a blind spot of a side lane that is not visible in a side mirror.
This level is far from autonomous driving because the driver directly makes all the inputs for the car to run.
Level one is partially an automatic control. Level one includes a cruise mode in which a car travels at a speed
specified by itself without stepping on an accelerator pedal, and a lane keeping assist that returns a vehicle to
the original lane when the vehicle crosses the lane without a turn signal. Although level one has been
improved technically compared to level zero, it is a level that has an auxiliary tendency in that cruise mode is
designated or directional indicators should be put in person. Level two is also a partial automatic control
level, like level one. If only the acceleration pedal was automated in level one, level two automatically
intervenes with the brake in addition to the acceleration pedal. Levels three and four include all of the levels
zero to two described above, minimizing driver intervention by identifying road conditions and taking
appropriate action through the initiated sensor [19]-[21]. However, the steering wheel exists and leaves room
for the driver to intervene in times of emergency or difficulty. The distinction between level three and four is
the difference in the concentration of the driver on driving the vehicle and whether the priority of vehicle
control is on the vehicle or on the driver. In level five, all controls such as handles, brakes, and acceleration
pads are removed and all can be controlled with one monitor. Now, the concept of calling a vehicle driver
disappears and only the concept of a passenger remains. In any emergency, the vehicle’s artificial
intelligence identifies the situation, responds appropriately, and gives no room for passengers to intervene.

3. SENSORS

Various sensors are attached to autonomous driving vehicles to help autonomous driving.
Representative ones include ultrasonic sensors [22]-[24], cameras [25]-[27], radio detection and ranging
(RADAR) [28]-[30], light detection and ranging (LiDAR) [31]-[33], and others. Table 1 compares the
technical characteristics of representative sensors of an autonomous driving vehicle.

Table 1. Characteristics of autonomous driving vehicle sensor

Sensor Function Characteristics
Ultrasonic Uses ultrasonic waves to detect near-field * Mature stage of technology, low unit price of product
Waves obstructions and measure distances * Short measurement distance
* Parking aid technology
Camera Uses camera sensors to recognize and process * Sensitive to weather (rain, snow, fog) and time zones.
surroundings as images * Parking aid technology
RADAR Uses electric waves to measure the distance * Unrestricted use of weather and time zones
or speed of surrounding objects * Unlike ultrasonic sensors, it can recognize long distances
LiDAR Uses light to detect surrounding objects and * The unit price of the product is high
obstacles * High precision, capable of implementing 3D images
* Less detection compared to RADAR and more weather-
sensitive

4, COMMUNICATION SYSTEM
4.1. V2X communication system

V2X communication system is the next generation system of traffic control and management
[34]-[36]. V2X communication system provides pedestrians with a safe road, vehicle drivers with safety,
convenience and efficient driving, and, lastly, country with the improvement of road environment, like as
reduction of air pollution through the establishment of an improved traffic control system, and the activation
of the automotive culture industry. V2X communication system provides a safe and comfortable driving
environment for future smart cars through real-time intercommunication with other things such as driver’s
own car and other driver’s vehicle V2V [37]-[39], road infrastructure (\V21) [40]-[42], and pedestrian (V2P)
[43]-[45] in the vicinity. The sensors mentioned above are vulnerable to natural phenomena such as snow,
rain, and fog, and there is no significant difference in the range of normal operation of the sensor and the
distance from the view seen by driving drivers in real time. Unlike many sensors with these weaknesses,
V2X communication system has a fairly wide range of communication and has the ability to detect and cope
with various risks before the sensor operates.
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As shown in Figure 1, V2X communication system has a much wider detection radius compared to
several detection sensors such as RADAR and LiDAR and other computer vision sensors. The advantage of
this V2X communication system alone can be efficiently used in situations such as intersections and curved
paths.
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Computer Vision

Figure 1. Range comparison of vehicle sensor and V2X communication system

4.2. Cellular-V2X communication system

Cellular-V2X (C-V2X) communication system is a cellular-based vehicle communication
technology that can accelerate the emergence of autonomous vehicles [46]-[48]. C-V2X communication
system compensates for the lack of sensor information such as existing vehicle cameras, RADAR, and
LiDAR. As mentioned in Table 1, RADAR and LIiDAR have the disadvantage that the unit price of the
product is expensive or they are greatly affected by the weather. C-V2X communication system compensates
for the shortcomings of existing sensors and quickly identifies the surrounding environment under
intersections, blind spots in front of preceding vehicles, and non-line of sight (NLOS) conditions so that
drivers can make correct and safe judgments [49], [50]. C-V2X communication system has two transmission
modes as shown in Figure 2. The first transmission mode enables direct communication between vehicles,
pedestrians, and road infrastructure based on long term evolution (LTE) direct technology. The second
transmission mode is to use an LTE network widely constructed in the existing social infrastructure. Since
LTE network is a wide-established network, it can receive news of accidents several kilometers ahead and be
notified of the presence or absence of parking spaces and navigation information. Since the currently
established LTE network is built to suit the mobile communication environment, research is actively
underway to build an LTE network for vehicles and optimize it for vehicles.
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Figure 2. Two transmission methods of C-V2X communication system

In autonomous driving systems, communication interfaces are crucial for enabling vehicles to
interact with each other, with infrastructure, and with the broader network. Two key interfaces in this context
are the PC5 interface and the Uu interface. These interfaces are essential components of the C-V2X

Autonomous driving system and system hacking protection using V2X communication (Eugene Rhee)



134 a ISSN: 2502-4752

communication framework, which is a foundational technology for connected and autonomous vehicles
(CAVs). The PC5 interface is a direct communication link between vehicles V2V or between a vehicle and
roadside infrastructure V2I, or other road users V2P. The PC5 interface allows devices to communicate
directly without needing to go through a cellular base station (without the involvement of the cellular
network core). This interface operates in two modes: broadcast mode (for sending messages to multiple
receivers in the vicinity) and unicast mode (for direct communication with a specific device). It typically uses
the 5.9 GHz intelligent transportation systems (ITS) band for communication, ensuring low latency and high
reliability, which are critical for safety-related applications. The PC5 interface is used for exchanging
information such as vehicle position, speed, direction, and other sensor data in real-time. This enables
vehicles to coordinate maneuvers like lane changes, intersection crossing, and collision avoidance. It also
supports applications like cooperative adaptive cruise control (C-ACC), where vehicles can autonomously
adjust their speed based on the actions of other vehicles in the vicinity. On the other hands, the Uu interface
is the standard cellular communication link between a vehicle and the cellular network base station (4G LTE
or 5G). Unlike the PC5 interface, the Uu interface relies on the existing cellular infrastructure. It connects the
vehicle to the cellular network, enabling long-range communication with cloud servers, other vehicles, or
infrastructure that are not within direct communication range. The Uu interface supports high-bandwidth data
exchange and can provide vehicles with access to broader network services, including real-time traffic
updates, HD maps, and even over-the-air software updates. The Uu interface is crucial for non-safety
applications that require more data and can tolerate slightly higher latencies, such as infotainment, fleet
management, or cloud-based Al processing for decision-making. It also plays a role in enabling advanced
driver assistance systems (ADAS) to receive updates and additional data from the cloud, such as high-
definition maps and real-time traffic conditions.

In summary, The PC5 interface is for short-range, direct communication, typically within a few
hundred meters, without requiring cellular infrastructure. In contrast, the Uu interface provides long-range
communication through the cellular network infrastructure. And the PC5 interface is optimized for low-
latency, safety-critical communication (collision avoidance), while the Uu interface is used for broader, less
time-sensitive applications (cloud data retrieval, real-time traffic updates). In the context of autonomous
driving, these interfaces complement each other. The PC5 interface ensures rapid, direct communication for
immediate, local decisions, while the Uu interface connects the vehicle to the broader network, enabling
more complex and data-intensive applications.

5. HACKING

As autonomous driving cars develop, the risk of hacking is also increasing. In the case of short-
range RADARs used in autonomous driving vehicles, they are used in frequency pulses that require
permission. This frequency pulse has the disadvantage of being vulnerable to hacking because it does not
have a separate encoding or password. Hackers can use the RADAR’s frequency to hack autonomous driving
cars, manipulate the steering wheel of the vehicle, or fold side mirrors to disrupt driving. In fact, there was a
case of being hacked and damaged by Chinese hackers while test-driving an autonomous car at Tesla in the
U.S. There are two main ways to hack autonomous driving cars. The first is vehicle control using a
smartphone infected by a virus, and the second is a method of eavesdropping and analyzing network
communication such as Bluetooth, Wi-Fi, and wireless communication networks.

5.1. Vehicle control using a virus-infected smartphone

In the case of autonomous driving vehicles, various sensors connected to the vehicle are controlled
through smartphones and audio video navigation (AVN), and various types of information from the vehicle
are collected and utilized by linking with the smart car management system.

The expected process of controlling and operating autonomous driving vehicles using virus-infected
smartphones is as follows; i) the attacker inserts a malicious virus into the smartphone application in advance
and induces the driver to download and install the subtracted smartphone application, and ii) the installed
application can further infect the entire smartphone and manipulate the vehicle to malfunction contrary to the
driver’s intention through the application.

5.2. Vehicle control through radio communication vulnerabilities and data modulation

Modern vehicles, especially autonomous and connected vehicles, rely on wireless communication
systems for various functions, including V2V and V21 communication under the V2X framework. However,
these wireless communication systems introduce several vulnerabilities. Data modulation plays a crucial role
in ensuring secure and efficient communication between vehicles and infrastructure. It determines how
digital signals are encoded for transmission over radio frequency (RF) channels. In order for autonomous
driving cars to communicate with other objects, including themselves, wireless communication such as
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Bluetooth, Wi-Fi, and mobile networks must be used. This communication method exposes vulnerabilities in
the autonomous driving vehicle network, and attackers of the autonomous driving vehicle system can use the
vulnerabilities of wireless communication to obtain control of the vehicle using signal eavesdropping,
analysis, and packet modulation, and cause illegal malfunction.

6. COUNTERMEASURES AND RESULTS

There are two serious problems with autonomous driving cars. The first is the vulnerability of
security. As cars become ‘smart’, the risk of hacking also increases, and to solve this problem, security code
must be adopted and developed, and software firmware must be continuously updated. In addition, it is
necessary to develop an independent computer operating system for autonomous driving vehicles to prevent
viruses primarily, such as firewalls. The second is the ethical judgment of autonomous driving cars. Among
the theories related to autonomous driving cars is the theory of trolley dilemma. The trolley dilemma is a
theory that asks people whether the brakes can sacrifice a few to save the majority by presenting a broken
trolley situation. What choice should a car make when an autonomous driving car faces an accident that
cannot be avoided while driving?

There can be three cases for trolley dilemma; i) the case is that if you go straight, you will hit several
pedestrians, and if you turn away, you will hit one person. Can the value of the majority take precedence over
the value of the individual? ii) the case is that if you go straight, you hit one pedestrian, and if you turn away,
the passenger of the car is in danger. In this case, should autonomous driving cars protect passengers or
pedestrians? iii) the case is that if you go straight, you hit several pedestrians, and if you turn away, the
passenger of the car is in danger. Should autonomous driving cars prioritize the protection of passengers or
protect pedestrians? The trolley dilemma is not a systemic engineering flaw, but a matter of value that must
be judged in terms of ethics and morality, and there is no answer. Before autonomous driving cars become a
reality, social consensus must be reached on these issues. It is necessary to establish clear protection
measures for the three major areas of vehicles, networks, and applications for the autonomous driving vehicle
environment. This paper proposes a countermeasure for this. A method for device authentication and user
authentication that can block illegal access to autonomous driving cars. For example, all access except
normal access by vehicle drivers should be implemented. In order to respond to vehicle access through the
network, a secure smart car environment can be implemented through data encryption and communication
encryption to respond to possible eavesdropping and information leakage in all possible network sections.

7. CONCLUSION

In this paper, the purpose of this study was to exchange information in real time through
interworking with vehicles, pedestrians, and infrastructure networks using V2X communication technology
to establish an autonomous driving vehicle system. Currently, autonomous driving vehicles have reached the
level two of research among the six research levels and are entering the third stage. In order to commercialize
autonomous driving cars, it is necessary to replace existing sensors at high prices, and V2X communication
technology enables this. V2X communication technology provides information in real time through a
network with a vehicle, which provides information ahead of various sensors attached to the vehicle, thereby
replacing existing sensors and providing a safer situation to the driver.
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