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These networks are particularly vulnerable to sophisticated cyber-attacks due
to their distributed nature, resource constraints, and the diverse range of con-
nected devices. To safeguard IoT systems, intrusion detection systems (IDS)
have emerged as a critical security measure. Among these, convolutional neural
Keywords: network (CNN)-based models offer promising capabilities in recognizing and

mitigating malicious activities within IoT environments. This paper addresses
CNN . the security challenges specific to IoT networks and explores the critical aspects
Deep learning of identifying malicious packets that threaten their integrity. It also delves into

Revised Apr 20, 2025
Accepted Jul 3, 2025

IDS the general challenges associated with implementing IDS in IoT settings, such as
IoT the need for real-time detection, resource efficiency, and adaptability to evolving
Security threats. The discussion extends to potential strategies for enhancing CNN-based

IDS. The paper concludes by summarizing the key findings and proposing di-
rections for future research to overcome the identified challenges, ultimately
contributing to the development of more robust and effective IDS solutions for
securing IoT networks.
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1. INTRODUCTION

Internet-of-things (IoT) is a system of connected objects embedded with sensors, software, and con-
trol systems. The IoT is an emerging communication paradigm in which devices serve as objects or ’things’
that can sense their environment, connect, and exchange data over the Internet. IoT can be defined as an auto-
mated machine-to-machine (M2M) communication system that makes decisions and processes data operations
without direct human intervention, improving the quality of human life in terms of comfort and efficiency.

Numerous practical IoT applications can be found in various domains, including healthcare, smart
home, smart industry, and environmental monitoring. Recently, the IoT has played a vital role in the trans-
formation of fields such as education, healthcare, and agriculture into better management. In agriculture, the
traditional way of farming has been transformed into better water management and soil monitoring. Wearables,
telemedicine, and remote patient monitoring have facilitated the healthcare sector. IoT has become an integral
part of everyday life. However, the integration of real-world objects with IoT brings a range of cybersecurity
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threats. Commonly found attacks in IoT are denial of service (DoS), man-in-the-middle (MITM) and so on.
Such attacks can cause considerable damage to the IoT services. The intrusion detection system (IDS) is crucial
in the IoT security framework to detect known and unknown attacks. The frequency and variety of security
threats to these systems have increased in several ways, demonstrating the value of an effective intrusion detec-
tion system [1]]. Due to the limited computing and storage capabilities of IoT devices and the specific protocols
used, conventional IDSs may not be an option for IoT environments [2].

Security issues in IoT, with the extensive demand and continuous growth of various IoT applications,
the vast amount of invaluable data produced makes IoT vulnerable to various security attacks. The security
challenges in IoT systems are related to security issues arising in the different IoT layers. Physical damage,
hardware failure, and power limitations are challenges faced in the physical layer. DoS attacks, sniffing, gate-
way attacks and unauthorized access are challenges relevant to the network layer. Malicious code attacks,
application vulnerabilities, and software bugs are challenges faced in the application layer [3].

Unlike conventional internet technology infrastructure, IoT networks are deployed in hostile, hetero-
geneous, and dynamic environments, with potentially numerous types of networks and devices. There is no
standard in the security protocols since the security solution for each device depends on the vendor and the
heterogeneity of the devices in the IoT network. Due to the small processors in IoT devices, traditional security
methods become impractical. The additional challenge includes mobility and resource constraints in terms of
processor, memory, power, and size of the devices [4].

Vital information may be tampered with when IoT devices are compromised by malicious attackers
exploiting their resource constraints and relevant vulnerabilities. An attack against IoT devices could lead to
sensitive information leakage and can cause interruptions in workflows [S]. Accounting for the wide adoption
of 10T, security threats can cause severe privacy problems and economic damage. Security is vital in IoT to
maintain the customers’ trust. Failure to maintain security will consequently make the IoT network vulnerable
to security attacks, ultimately causing enormous financial and reputational losses [4].

Intrusion detection system, IDS can be classified as host-based, network-based, or hybrid IDS, based
on the target location. Host-based IDS is specific to a system, and it is expensive as one IDS is required
per host. Network-based IDS can well detect outside intrusion but require too much traffic to analyze. Hybrid
IDS combines features of both host-based and network-based IDS. Thus, provides more security and flexibility.
Centralized IDS use individual monitors for monitoring each host, as it does not scale according to requirement,
thus providing less flexibility. Moreover, centralized IDS is prone to a single point of failure. Distributed IDS,
on the other hand, works as a peer-to-peer (P2P) architecture, and in this case, each monitoring unit doubles up
as an analysis unit as well [4].

In general, the IDS detects malware based on two main approaches: signature-based detection and
anomaly-based detection [6]]. The signature-based detection technique is not reasonably effective in real-world
situations when the target is to detect new variants of malware, as the malware keeps on mutating, and the
signature also keeps on changing. Anomaly-based detection techniques, on the other hand, presume that the
malware traffic will be behaviorally different from normal traffic.

IDS for IoT; anomaly detection is a key technique used in IDS for IoT. It involves analyzing the
collected data to identify deviations from normal behavior. Statistical methods, machine learning (ML) algo-
rithms, and pattern recognition techniques are often employed for anomaly detection. For example, sudden
spikes in network traffic, unusual device behavior, or unexpected communication patterns could indicate po-
tential intrusions.

Although intrusion detection has been a considerable field of work for more than three decades, there
are still open-ended research issues of the IDS for the IoT environment. The ML-based approach is advanta-
geous for a wide range of malware classification. ML techniques are mainly used for feature engineering as
they are lightweight and less complicated, making them a suitable candidate for developing security solutions
for IoT [4]. ML versus deep learning (DL) solutions. In almost all areas including intrusion detection, learning-
based approaches have been extensively used due to their distinctive nature of resolving real-time problems.
ML as well as DL methods learn from existing data and predict the future behaviour of a system. By classifying
the normal or abnormal behaviour of a system, various security attacks and intrusions in the IoT system for the
application, network, and physical layers can be countered [7].

DL has been improved over ML in many computing domains due to current developments in hardware
and powerful DL algorithms. DL algorithms, a subset of ML, are characterized by the complexity (or depth) of
the hidden layers of neural networks (NN). ML contains either linear or nonlinear algorithms as a single layer.
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In ML, the feature extraction (selection) is the first step that precedes the implementation of the model, while
in DL, the feature extraction is embedded within the model. In IoT security, DL architectures are a powerful
method of data exploration to learn about normal and abnormal behaviours. DL techniques are used in IoT
security because they can perceptively predict future unknown attacks [J8].

The efficiency of learning-based approaches depends on attack detection accuracy, true and false-
positive rates, Fl-score, and some other performance matrix. DL algorithms can be trained on devices with
relatively high processing and memory capabilities because they require large datasets and the structure of
neural networks is complex. ML algorithms, on the other hand, can be trained on devices with somewhat
lower processor and memory properties. In terms of performance, the DL approaches provide higher accuracy
and reliability compared to ML algorithms. The structure of DL algorithms is more complex than that of ML
algorithms and requires larger dataset to be trained on [7]. Among DL NN the convolutional neural network
(CNN) is a well-known structure designed to process complex data. The CNN overcomes the typical limitations
of conventional ML approaches and is mainly used in IDSs [9]].

2.  KEY ASPECTS IN RECOGNIZING MALICIOUS PACKET

Common attacks in IoT networks include distributed denial of service (DDoS), eavesdropping, probe,
side-channel, botnet, MITM, phishing, malware, port scan, brute force, flooding and spoofing [10], [11]. Dis-
tinguishing between malicious and normal packets is crucial for ensuring the security and stability of IoT
networks. Malicious packets often contain harmful payloads designed to exploit vulnerabilities, disrupt net-
work operations, or steal sensitive data. By accurately identifying these packets, IDS can mitigate potential
attacks before they cause significant damage. Additionally, understanding the differences in packet behavior
and intent allows for the development of more effective detection models, enhancing the network’s resilience
against evolving cyber threats. This proactive approach not only protects connected devices and data but also
ensures the reliability and trustworthiness of the IoT ecosystem. Malicious packets typically differ from normal
packets of data in several key aspects, including their payload content, behavior, and intent [[12], [[13].

2.1. Payload content

Malicious packets often contain payload content that deviates from the expected or normal data pat-
terns. The content may include exploit code, malware payloads, command-and-control (C2) instructions, or
malicious scripts designed to compromise or manipulate target systems [[14], [15]]. In contrast, normal packets
typically carry legitimate data relevant to the intended communication or application, such as HTTP requests,
DNS queries, or sensor data in IoT environments.

2.2. Protocol violations

Malicious packets may exploit vulnerabilities or weaknesses in network protocols to perform unautho-
rized actions or bypass security controls. For example, they may contain malformed headers, invalid protocol
commands, or unusual packet sequences that violate protocol specifications [[16], [17]. Normal packets adhere
to established protocol standards and exhibit expected behaviors, such as following the prescribed communi-
cation sequence and structure.

2.3. Anomalous behavior

Malicious packets often exhibit abnormal behavior that deviates from typical network traffic patterns
[L8]]. This behavior may include scanning activities [19], port probing [20], brute-force attacks [21], or recon-
naissance attempts [22] aimed at identifying and exploiting vulnerabilities in target systems. Normal packets,
on the other hand, adhere to expected communication patterns and exhibit predictable behaviors based on the
application or service they represent.

2.4. Source and destination information

Malicious packets may originate from suspicious or unauthorized sources, such as known malicious
IP addresses, botnet nodes, or compromised devices [23]. They may also target vulnerable or sensitive des-
tinations, such as high-value servers, critical infrastructure components, or IoT devices with known security
vulnerabilities. Normal packets typically originate from legitimate sources and target authorized destinations
within the network or across the internet.
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2.5. Payload encryption or obfuscation

Malicious packets may employ encryption, obfuscation, or encoding techniques to conceal their true
intent or payload content [24]. This can make it challenging to detect and analyze malicious activity solely
based on packet inspection. Normal packets may or may not use encryption but typically do not attempt to
obfuscate their content in a manner designed to evade detection.

2.6. Frequency and volume

Malicious packets may exhibit unusual frequency or volume characteristics compared to normal traffic
patterns. For example, they may generate a high volume of requests or connections in a short period, engage in
rapid scanning activities, or exhibit bursts of traffic indicative of DoS attacks [25]]. Normal packets are typically
distributed more evenly over time and do not display abnormal spikes or surges in activity. By analyzing these
differences, intrusion detection systems can identify and classify packets as either normal or malicious, enabling
timely detection and mitigation of security threats in network environments.

3. GENERAL CHALLENGES OF IDS IMPLEMENTATION IN IOT

An IDS is a security mechanism that works mainly in the network layer of an IoT system. An IDS
deployed for an IoT system should be able to analyze packets of data and generate responses in real-time,
analyze data packets in different layers of the IoT network with different protocol stacks, and adapt to different
technologies in the 10T environment [26]]. An IDS that is designed for IoT-based smart environments should
operate under stringent conditions of low processing capability, fast response, and high-volume data processing
[2]]. Therefore, conventional IDSs may not be fully suitable for IoT environments.

IoT security requires an up-to-date understanding of the security vulnerabilities of IoT networks. Zero-
day attacks are inevitable in real-world networks, and introducing new devices to the IoT system is expected.
Furthermore, network traffic distribution is subject to change as these new devices join the network [27]].

The implementation of a strong security mechanism for IoT systems depends on the strength of the
power and memory factors of IoT devices. However, IoT devices are known to be constrained devices in terms
of processor, power, memory, and size. With constraints in place, maintaining security is a challenge. Since
IoT devices are computationally less powerful and embedded with limited memory, lightweight, yet robust
solutions should be considered while designing, developing, and implementing security protocols for IoT. This
is to ensure that the protocol is compatible with the device’s limited capabilities [2]], [4], [[7]. Apart from the
challenges mentioned earlier, several CNN-specific challenges need to be focused on including data diversity,
limited adaptation to IoT characteristics, high computational complexity, dataset issues and so on. These ideas
are portrayed in the following subsections.

3.1. Data diversity

Today, with the expansion of IoT different applications, IoT heterogeneous devices produce various
heterogeneous data with different scales according to the type of application. The data often contains a mix-
ture of structured and unstructured information. The diversity and heterogeneity of generated data with large
volumes from various applications pose challenges in designing effective feature extraction methods that
capture relevant patterns for intrusion detection. Thus, managing the produced data is one of the crucial
challenges [27].

3.2. Limited adaptation to IoT characteristics

Traditional CNN architectures are often designed and trained on large-scale image datasets like Ima-
geNet, which may not fully capture the characteristics of IoT network traffic data. IoT data, such as network
packets or sensor readings, exhibit different patterns and distributions compared to natural images. Therefore,
CNN architectures need enhancements to better adapt to the unique features of IoT data [[L1], [28].

CNN architectures, such as AlexNet, VGG, and ResNet, have been widely used in various com-
puter vision tasks, including image classification, object detection, and segmentation [29]. These architectures
typically consist of convolutional layers followed by pooling layers for feature extraction, followed by fully
connected layers for classification. While these architectures have demonstrated impressive performance on
tasks like image classification, they may not be directly suitable for intrusion detection in IoT networks without
enhancements.
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3.3. High computational complexity

Traditional CNN architectures are typically designed for high accuracy and may contain a large num-
ber of parameters and computations. The training time and computational complexity of DL methods depend
on how complex the structure is. For example, ensemble-based [30] and stack-based DL algorithms are com-
putationally costly [31]]. The deployment of these methods may create bottlenecks. It can be prohibitive for
real-time implementation on resource-constrained IoT devices, which often have limited processing power,
memory, and energy resources. Therefore, reducing the computational burden while maintaining or improv-
ing detection accuracy must be considered while designing and developing a learning-based algorithm for
enhancement [7]].

3.4. Datasets issue

Learning-based methods depend on the existing data or information from where the models learn and
classify the incoming traffic as normal or abnormal. However, finding real-world IoT-dedicated datasets to
train learning-based algorithms is challenging due to the limited datasets available on public platforms. Since
network activities (normal and malicious) are changing frequently, newer and more comprehensive datasets
which consist of a broad spectrum of malware activities are required to guarantee the effectiveness of the
developed model over time [[11].

Moreover, ML and DL algorithms may produce a higher false-positive rate if the dataset used in
training is not realistic. High-quality real-world and comprehensive [oT training datasets are required to train
these methods to produce better and smarter decisions [32]. Generating high-quality training datasets remains
a challenge for contemporary scholars in the field of IoT-related academic investigations [7]].

DL is a new type of ML in which the model itself can govern the prediction accuracy. IoT systems
with contextual and adapted assistance, DL models are best fit for classification and prediction due to self
service nature. ML and DL can provide promising results for IoT networks in several ways e.g., huge amount
of data is produced by IoT systems which can be utilized by ML and DL techniques to enable IoT systems a
better and smart decision [32].

3.5. Data quality and availability

CNN model development process requires more realistic and diverse IoT datasets which represent
various types of attacks. Unfortunately, the existing datasets may not capture the full range of potential attacks
and normal behavior in real-world IoT networks. High-quality labelled datasets are essential for training effec-
tive CNN models. However, obtaining comprehensive and well-labelled IoT intrusion datasets is challenging.
There is a lack of extensive, labelled, and diverse datasets specific to [oT environments.

3.6. Class imbalance

Intrusion detection datasets often suffer from imbalanced classes, with a disproportionate amount of
normal traffic compared to attack traffic. This imbalance can lead to biased models that perform poorly on
minority classes [33]. Techniques for data augmentation and synthetic data generation can be considered to
enhance training datasets [34]).

3.7. Non-image data handling

While CNNSs excel at processing image data, adapting them to handle non-image data, such as network
traffic, sensor readings, or log files, requires innovative approaches. The main challenges involve feature
representation and domain adaptation. Feature representation refers to a situation where the non-image data
requires effective preprocessing and transformation into a format suitable for CNN [35]. This transformation
process however can be complex and may not always capture the intrinsic characteristics of the data. Domain
adaptation, on the other hand, refers to the techniques proposed in [36] to adapt CNN for non-image data
without losing the advantages of its deep architecture. This approach is still under research.

3.8. Resource constraint

IoT devices are often resource-constrained, operating with limited memory, processing power, and en-
ergy supply. Traditional CNN architectures may not be optimized for resource efficiency, leading to challenges
in deploying them on IoT devices. Enhancements are needed to develop lightweight architectures that can
operate efficiently within the constraints of IoT environments. One example of the research is in [37]. CNN
models can be computationally intensive, requiring significant processing power and memory. IoT devices,
however, are typically resource-constrained, making it challenging to deploy these models on edge devices.
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3.9. Real-time detection and processing constraint

Intrusion detection in IoT networks often requires real-time or near-real-time processing to promptly
identify and respond to security threats. However, traditional CNN architectures may not be optimized for low-
latency inference, which is crucial for real-time applications. Enhancements are necessary to reduce inference
time and ensure timely detection of intrusions in IoT networks. Some of the proposed works to tackle this
issue can be seen in [38], [39]. Achieving real-time detection with CNN models can be difficult due to their
computational complexity. Thus, ensuring low latency in processing and classifying data is crucial for effective
real-time intrusion detection.

3.10. Adversarial robustness

CNN-based IDS might correctly classify normal and attack traffic under standard conditions but fail
to detect sophisticated adversarial attacks that subtly alter the traffic patterns [40]. IoT networks are vulner-
able to various security threats, including adversarial attacks aimed at fooling ML models. Traditional CNN
architectures may lack robustness against such attacks, as they are primarily optimized for accuracy on clean
data. Enhancements are needed to improve the robustness of intrusion detection models against adversarial
manipulations in IoT environments.

4. METHOD

This study follows a structured approach to investigate the security challenges in IoT networks, with
a particular focus on intrusion detection and malicious packet identification. The methodology is divided into
three main phases: literature review and problem identification, analysis of intrusion detection challenges, and
summary of CNN-based IDS strategies. The transformation from the literature review to the summary of CNN-
based IDS strategies occurs as researchers systematically analyze and synthesize the findings from previous
studies. By evaluating the strengths and weaknesses of existing CNN-based IDS approaches, a comprehensive
summary can be formed, highlighting effective strategies, architectural choices, and optimization techniques.
This progression ensures that the proposed research is well-grounded and aligned with current advancements
in the field. The methodology used for this research has been illustrated in Figure[T]

the rature ReVieW and + understanding of the current state of research in loT security
Problem Identification

+ Identification of gaps, limitations, and unresolved challenges in intrusion
detection and malicious packet identification

+ analyzing the primary obstacles in designing IDS for loT

+ understanding the strengths and weaknesses of previous approaches
+ formulation of relevant research questions

* comparing various methodologies (DL, particularly CNNs)

* various optimization strategies (including model architecture modifications
and lightweight implementations suited for loT devices)

+ proposal of potential future research directions

Figure 1. Three main phases in the research methodology

4.1. Literature review and problem identification

A comprehensive review of existing literature on IoT security threats, intrusion detection techniques,
and ML-based solutions was conducted. This helped identify the key challenges in implementing IDS in
resource-constrained IoT environments and the limitations of traditional approaches. A literature review is
essential as it provides a comprehensive understanding of the current state of research in IoT security. Ex-
amining existing studies helps identify gaps, limitations, and unresolved challenges in intrusion detection and
malicious packet identification. This foundational knowledge allows researchers to understand the strengths
and weaknesses of previous approaches, leading to the formulation of relevant research questions.
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4.2. Analysis of intrusion detection challenges

The study analyzed the primary obstacles in designing IDS for IoT, including limited computational
resources, high network traffic volume, and evolving attack patterns. Different IDS methodologies, such as
signature-based and anomaly-based approaches, concerning IoT constraints were identified. The role of DL,
particularly CNNs, in enhancing detection accuracy was explored by reviewing recent studies. Comparing var-
ious methodologies and findings facilitates the identification of recurring issues, emerging trends, and effective
strategies, which are crucial for precisely defining the research problem and justifying the need for further
investigation.

4.3. Summary of CNN-based IDS enhancement strategies

To address the identified challenges, various optimization strategies for CNN-based IDS were exam-
ined. This included model architecture modifications and lightweight implementations suited for IoT devices.
The findings were presented to propose potential future research directions in IoT intrusion detection.

5.  RESULTS-POTENTIAL STRATEGIES FOR COMMON ISSUES IN CNN-BASED IDS

As previously discussed in section |3.} several challenges in the implementation of IDS in IoT net-
works involve the heterogeneity of the data and devices in the network itself. From a CNN point of view,
the challenges are more related to the dataset issues and CNN architectures in making it suitable for the IoT
environment. Based on examination and analysis performed on previous studies, Table[T|below summarizes the
challenges and potential solutions to tackle the issues of CNN- based IDS.

Table 1. The strategies/possible solutions to common issues in CNN-based IDS

6.

Challenges

Issues

Strategies/Possible solutions

Lack of high-quality labelled
datasets
Non-image data handling

Imbalanced datasets

Real-time detection

Adversarial attacks

Resource constraints

Adaptability to new threats

Limited comprehensive and well-labelled
10T intrusion datasets

Complex non-image data pre-processing and
transformation into a CNN suitable format
A significant class imbalance, with normal
traffic vastly outnumbering anomalous or
malicious traffic

Due to resource constraints and the need for
low-latency processing

Vulnerability to adversarial attacks — small
perturbations in input data may lead to in-
correct classifications

Limited computational and power resources
of the IoT devices — restrict the deployment
of complex CNN models

Generalization to new and unknown attacks
that were not present in the training data,
making them less effective for detecting
zero-day attacks

Data augmentation [41].
Synthetic data generation [34].
Non-image-to-image data conver-
sion

Advanced techniques for han-
dling imbalanced datasets, such
as SMOTE (synthetic minority
over-sampling technique) [42] and
other resampling methods
Optimization of CNN architectures
for real-time performance [39].
Leveraging edge computing and
distributed processing to offload
computation and reduce latency
Adversarial training [43].

Lightweight CNN architec-
tures that can run on resource-
constrained ToT devices [44].
Model compression and opti-
mization techniques to reduce the
computational footprint of CNN
models

Adaptive residual blocks [45], [46].
Lightweight convolutional filters
[471, [48].

DISCUSSION

The inherent vulnerabilities of IoT devices, such as limited computational resources and heteroge-
neous protocols, pose significant challenges for the development of effective IDS solutions. CNN-based mod-
els, while powerful in recognizing patterns and anomalies, face obstacles in terms of detection accuracy, real-
time processing, and adaptability to new and evolving threats.
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Key aspects in recognizing malicious packets (involving feature extraction) and the classification of
normal versus abnormal behavior remain central to the success of CNN-based IDS. However, the balance be-
tween detection accuracy and computational efficiency is a critical consideration, especially given the resource
constraints typical of IoT devices. Moreover, the development of CNN-based IDS in IoT networks must account
for the diversity of devices and the dynamic nature of network traffic. Strategies such as data augmentation,
adversarial training, and lightweight architectures are promising avenues to enhance detection performance.
However, these strategies must be carefully tailored to the specific characteristics of IoT environments to en-
sure their practical applicability.

Intrusion detection in IoT networks faces several critical challenges, starting with the lack of high-
quality labelled datasets. The limited availability of well-labelled IoT intrusion datasets hinders the training of
robust models, making data augmentation and synthetic data generation essential solutions to enhance dataset
quality. Another challenge lies in non-image data handling, as IoT traffic data is typically in non-image formats,
requiring complex preprocessing before it can be fed into a CNN model. One proposed solution is converting
non-image data into image representations to better leverage CNN capabilities.

Additionally, imbalanced datasets pose a significant issue, where normal traffic vastly outnumbers
malicious traffic, leading to biased model performance. Techniques such as SMOTE and resampling methods
can be employed to balance datasets and improve detection accuracy. The need for real-time detection further
complicates the deployment of CNN models, as resource constraints demand low-latency processing. Optimiz-
ing CNN architectures for speed and efficiency, along with leveraging edge computing, can help meet real-time
requirements.

Another pressing concern is the vulnerability of CNN models to adversarial attacks, where small
perturbations in input data can lead to incorrect classifications. Adversarial training has been suggested as
a potential solution to improve model robustness. Moreover, resource constraints on IoT devices limit the
feasibility of deploying complex DL models. This challenge can be addressed by designing lightweight CNN
architectures and applying model compression techniques to reduce computational demands.

Lastly, adaptability to new threats, especially zero-day attacks, remains a major hurdle. Since in-
trusion detection models struggle to generalize to unseen threats, adaptive residual blocks and lightweight
convolutional filters can enhance their ability to detect new and evolving attack patterns. Addressing these
challenges is crucial for developing more effective and efficient CNN-based IDS systems for IoT networks.

One promising area of future research is the development of efficient non-image-to-image conversion
techniques to transform network traffic data into image representations while preserving crucial patterns and
relationships. Optimizing these conversion methods can improve the effectiveness of CNN-based IDS.

Addressing data imbalance remains a significant challenge. Future research could focus on exploring
novel approaches for handling imbalanced data and generating synthetic samples of rare attack types. This
could improve model performance in detecting underrepresented attack patterns. Similarly, there is a need for
aresearch ultra-low latency CNN architectures for IoT that can operate in real-time environments with minimal
computational overhead. This research could focus on optimizing network architectures, reducing redundant
computations, and leveraging specialized hardware for edge-based processing.

Given the growing threat of adversarial attacks, it is essential to investigate the robustness against
adversarial attacks by exploring defense mechanisms such as self-supervised learning, anomaly detection tech-
niques, or adversarial training strategies. Strengthening CNN models against adversarial perturbations can en-
hance their reliability in real-world IoT deployments. Moreover, the development of the DL model in resource-
constrained IoT devices requires research on energy-efficient CNNs through techniques that can significantly
reduce computational requirements while maintaining high detection accuracy.

Finally, ensuring adaptability to new and unknown threats is critical in cybersecurity. Research into
generalization for zero-day attacks could focus on meta-learning, continual learning, or self-evolving models
that can adapt to emerging threats without extensive retraining. By enabling models to learn from a limited
number of new attack instances, future IDS could become more resilient to evolving cyber threats.

7. CONCLUSION

In conclusion, securing IoT networks through CNN-based IDS presents both significant challenges
and opportunities. While CNN models are well-suited for the task of pattern recognition in complex datasets,
their deployment in resource-constrained and dynamic IoT environments requires innovative approaches to
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overcome limitations related to computational efficiency, real-time processing, and adaptability. The paper
has identified key security issues, general challenges in IDS implementation, and potential strategies that can
enhance the effectiveness of CNN-based models in detecting malicious activities within IoT networks. The
significance of our findings lies in their potential to enhance real-time intrusion detection in IoT networks while
maintaining computational efficiency. Given the increasing deployment of IoT devices in critical sectors such as
healthcare, smart cities, and industrial automation, improving intrusion detection is essential to mitigate cyber
threats. Failure to strengthen IDS mechanisms could lead to widespread IoT-based cyberattacks, compromising
critical infrastructure. Without adaptive CNN models, attackers can exploit zero-day vulnerabilities, leading to
severe financial and operational disruptions.

Future research should focus on refining the strategies previously stated, particularly through the de-
velopment of more lightweight CNN architectures and the exploration of hybrid approaches that combine the
strengths of CNNs with other methodologies. A comparative study among different strategies should be con-
ducted to determine the most effective approach for IoT security. Real-time deployment of CNN-based IDS
should be conducted in real IoT environments to evaluate their performance under live network conditions,
against various types of attacks. Continuous updates and improvements in the training datasets used for IDS
will be essential to maintain the relevance and accuracy of detection models as IoT threats continue to evolve.
By addressing these challenges, it is possible to advance the development of robust, efficient, and scalable IDS
solutions that can provide a critical layer of security for the ever-expanding IoT ecosystem.
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