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 Academic transcripts are essential documents in higher education, reflecting 

students’ academic performance and capabilities. However, the current 

management of transcript data at Halu Oleo University (UHO) lacks 

safeguards against unauthorized alterations, compromising their authenticity. 

This study proposes a method using the secure hash algorithm 3 (SHA-3) 

and the digital signature standard (DSS) scheme to ensure the integrity of 

transcript data. A Python-based web module for managing transcripts and a 

signing program using SHA-3 and DSS were developed and implemented. 

This method digitally signs transcript files, ensuring that subsequent changes 

invalidate the current digital signature. Efficiency tests demonstrated an 

average signing time of 0.242 seconds, indicating a practical and efficient 

solution. The study’s findings emphasize how SHA-3 and DSS effectively 

authenticate academic transcript files, preventing unauthorized modifications 

and safeguarding the integrity of critical educational records. This method 

presents a robust and efficient solution for educational institutions to 

strengthen the security and reliability of their academic record management 

systems. 
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1. INTRODUCTION 

Academic transcripts are important records of a student’s success in classes that act as an indicator 

of their skills and knowledge. The cumulative achievement index (CAI), which assesses if a student satisfies 

the requirements to pass, is calculated in part using these papers. Owing to flaws in their digital format, 

academic transcripts at Halu Oleo University (UHO) are currently not adequately managed, despite their 

significance in both academic and professional contexts. Transcripts created by the academic information 

system (SIAKAD) are available for viewing or downloading as common digital files, such as PDFs. But 

because there aren’t enough security safeguards in place to confirm their legitimacy, these files are 

vulnerable to manipulation and illegal changes. 

Transcript manipulation cases involving students fabricating grades and CAI scores for monetary or 

career advantage have been documented throughout Indonesia. For instance, students in Nagan Raya 

Regency falsified their transcripts in order to be awarded scholarships; this cost the government IDR 1.15 

billion. Similar to this, the selection committee in the Riau Archipelago was duped by the use of manipulated 
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transcripts in civil servant selection procedures. These occurrences highlight a serious issue: there is currently 

no trustworthy system in place to guarantee the validity and integrity of academic transcripts, which puts the 

reputation of educational institutions as well as the larger academic and professional community at risk. 

One way to overcome the problem of verifying the authenticity of transcript files is to use digital 

signatures [1], [2]. Digital signatures have been acknowledged as a workable solution to these problems, 

offering a method to confirm the authenticity of documents and identify changes by encrypting their content 

with secret keys. A digital signature is a security method that marks the authenticity of a document by 

breaking it into hash bits [3], using a secret key as encryption to create authentication, which is then agreed 

upon as a signature [4]–[7]. Digital signatures aim to assure that a document is owned by the signatory  

[8], [9], and the signer cannot deny ownership of the document. Besides ensuring document ownership, 

digital signatures can check for changes in document content [10], [11]. Digital signatures utilize a hash 

function in the form of a message digest to verify any changes or manipulations to the contents of a 

document [12], [13]. If related to the problem above, digital signatures can prove that the transcript value sent 

by scholarship applicants and CPNS selection to the committee is an original authenticated document from 

the campus that has been integrated and free from manipulation so that the possibility of falsifying or 

changing the authenticity of files can be avoided, especially from irresponsible people [14], [15]. They 

provide a distinct message digest using cryptographic hash methods like secure hash algorithm 3 (SHA-3), 

which can reveal any alterations made to the document’s content. 

A hash function also assists the digital signature scheme in digital signature standard (DSS), and for 

hash functions, there are various types, including MD5, SHA-1, SHA-2, SHA-3, RIPEMD-160, BLAKE2, 

and many more [16], [17]. However, judging from the comparison of hash systems, several essential things, 

such as MD5 and SHA-1, [18] have been considered obsolete because these algorithms have successfully 

solved and are vulnerable to hash collisions [19] (different data have the same hash value). However, SHA-3 

has a different structure than its predecessors (SHA-1 and SHA-2) [20], [21]. SHA-3 uses a sponge structure, 

while SHA-2 uses a Davies–Meyer structure. There is no user-visible difference here, but it makes a 

difference to cryptographers’ confidence in the design after many hash designs using Davies–Meyer based on 

MD4 completed completion in the late 90s and early 2000s [22]–[25]. Digital signatures are widely used 

across various industries, but their specific role in protecting academic credentials requires further exploration. 

This study aims to address this gap by focusing on the security of academic records. It evaluates the 

effectiveness of SHA-3 and the DSS in safeguarding academic transcripts against unauthorized modifications. 

To tackle the issue of document integrity, several cryptographic techniques have been created.  

The SHA are well known for their capacity to produce distinct hashes for data, ensuring that alterations made 

to the original document provide an entirely distinct hash value. Documents and other sensitive data have 

long been protected by earlier iterations of SHA, such SHA-1 and SHA-2. But studies have demonstrated that 

SHA-1 has flaws, which is why the national institute of standards and technology (NIST) decided to stop 

using it in favor of better algorithms like SHA-3 [26], [27]. The newest member of the hash function family, 

SHA-3, is based on the Keccak algorithm, which has been demonstrated to be resilient to a variety of 

cryptographic attacks and has enhanced security characteristics [28]. Despite SHA-3 is capable of identifying 

changes made to a document, it does not offer a way to confirm the document’s original source. 

Cryptographic digital signatures are used to handle both document integrity and authenticity.  

In order to confirm document integrity and authenticate its source, NIST’s DSS makes use of methods such 

as the elliptic curve digital signature algorithm (ECDSA) [29]. Sensitive record security using DSS has been 

investigated in earlier research [30], [31]. Although it is evident that educational institutions need a system 

like this, there is little study on integrating DSS and SHA-3 for the security of academic transcripts, 

moreover in practical applications. Regarding the aforementioned, although SHA-3 has proven effective in 

ensuring data integrity and DSS has been successfully utilized for verifying document authenticity, their 

combined application specifically for safeguarding academic transcripts has not been extensively studied. 

This research aims to fill that gap by proposing a practical approach that integrates the SHA-3 hash function 

with DSS, providing both source authentication and integrity verification within a unified system. By doing 

so, this study will enable educational institutions to strengthen the security of their digital records and 

enhance protection against document fraud. Specifically, it will examine the effectiveness of SHA-3 and DSS 

in verifying the authenticity of transcripts and preventing unauthorized alterations, addressing a critical 

security concern in academic record management. 
 

 

2. METHOD 

The research methodology began with a system requirements analysis, which included both 

functional and non-functional requirements. This was followed by the PHP and Python implementation 

phase, which included testing. Finally, the outcomes of the tests were examined. 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

 Ensuring transcript integrity with SHA-3 and digital signature standard: … (Wa Ode Siti Nur Alam) 

1959 

2.1.  Beginning 

At this stage, an analysis is conducted on the method that will be developed. This includes the 

benefits, objectives, and limitations of the problems to be addressed. Functional requirements analysis is the 

analysis stage that determines what processes/services must be available in the system to be built. 

Meanwhile, the functional requirements of the system to be built are shown in Table 1, and the analysis of 

non-functional system requirements is shown in Tables 2 and 3. 

 

 

Table 1. System functional requirements 
Aspect Need 

User Users in this transcript data integrity verification system have three categories of users, namely:  

a. Admin SIAKAD  

b. Study program admin 
c. Student 

Feature The facilities/features that this system must have are: 

a. Generate temporary and permanent transcripts 

b. Digital signature of the transcript (DSS) 

c. Verify the integrity of the transcript file 

 

 
Table 2. Minimum specifications for computer equipment 

Device name Specification 

Processor Intel Core i5 

Memory RAM 8 GB DDR4 L memory 

 

 
Table 3. Computer software specifications 

Software name Specification 

Operating system Windows 10 

XAMPP Version 3.2.4 

Browser Google Chrome/Mozilla Firefox/Opera GX Browser 

Text editor Sublime/visual studio code 

 

 

2.2.  Elaboration 

The system design will utilize the unified modeling language (UML). The use case diagram of this 

transcript data integrity verification system is shown in Figure 1. It shows the actors involved in the system 

and the services/functions that can be obtained from the system. 
 

 

 
 

Figure 1. Use case diagram of grade transcript data integrity verification system 

 

 

The transcript data integrity system architecture can be seen in Figure 2, it consists of three users: 

study program admin, SIAKAD admin, and students. The study program admin is tasked with generating 

transcript data automatically according to the study results card that has passed the semester and filling in the 
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digital signature. Then, the study program admin requests the SIAKAD admin to verify the integrity of the 

transcript file. After that, the SIAKAD admin received a request from the study program admin and checked 

the grades transcript file. After that, if the transcript file is guaranteed to be authentic, the SIAKAD admin 

can confirm that the file is genuine. Students can download transcript files signed with DSS by the system. 

 

 

 
 

Figure 2. Architecture of the grade transcript data integrity verification system 

 

 

The DSS scheme was implemented using the following key steps: (i) key generation, where a pair of 

public and private keys will be generated. The head of the study program owns these keys. The key pair is 

created using the Rivest-Shamir-Adleman (RSA) algorithm and stored in a file with a .p12 extension; ( 

ii) signature, the process schema for the digital signature (digital signature encryption) is illustrated in  

Figure 3. Digital signature process: Figure 3(a) signing using a hash and private key to generate a signature, 

and Figure 3(b) verification by comparing the regenerated hash with the signature. In this process, the 

transcript document and the previously generated .p12 file were hashed using SHA-3. Each file produced a 

message digest, which was then combined. The combined message digest was stored in the database and 

encrypted with a passphrase set by each head of study program. This process took place on the digital 

signature server, generating the digital signature. The digital signature was appended to the student’s 

academic transcript file; and (iii) verification, the verification process for the digital signature is shown in 

Figure 3(b). The transcript document containing the digital signature was described using a public key, which 

generated a hash. This hash data was checked by the digital signature server; if the hash file matched the data 

in the database, the file was considered authentic. If not, it was deemed fraudulent. 

 

 

 

 

(a) (b) 

 

Figure 3. Illustration of the digital signature process (a) encryption/signing, where the document is 

processed using a hash value and private key to generate a digital signature and (b) decryption/verification, 

where the document’s authenticity is confirmed by comparing the regenerated hash with the original 

signature 

 

 

Based on the design above, the system was implemented as a web-based application, following the 

structure of an existing web application (SIAKAD). This application was deployed on a server capable of 

running PHP and Python programs. The server used was still monolithic without load balancing. The 
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implementation consisted of modules for transcript creation, downloading signed transcripts, and transcript 

verification. The transcript management module was developed using PHP with a framework. Meanwhile, 

the SSH-3 and DSS algorithms were implemented in Python and then compiled for faster processing. The 

digital signature module, which was implemented in Python, was invoked through the transcript management 

module using PHP. 

In the implemented system, a series of tests were conducted. The testing in this research was carried 

out to determine whether the system operated according to the desired functionality, using black box testing. 

In addition, performance testing was conducted to assess system efficiency by measuring computation time. 

This research utilized a dataset of 10 transcript files from various study programs at UHO to evaluate the 

proposed method. Quantitative data collected from functionality and performance tests are analyzed to assess 

the efficiency and reliability of the system. 

 

 

3. RESULTS AND DISCUSSION 

This transcript data integrity verification system is implemented with a MySQL database and PHP 

and Python programming languages. The PHP programming language is used to create a transcript 

management module in SIAKAD, which the head of the department will later use. Python is used to 

implement the designed digital signature algorithm. This Python application is a shell program called via a 

website-based application. 

 

3.1.  Temporary transcript module 

The transcript module created is a temporary transcript application module. Departments will use 

this module to print temporary student transcript data, usually used to arrange scholarships, internships, and 

advanced requirements for seminar exams. This module is an additional module to the SIAKAD application 

that is already running. This module can only be accessed by study program admins. 

 

3.1.1. Temporary transcript 

The temporary transcript menu is the initial menu to start managing student transcripts. This menu is 

under the student menu. This page contains a list of students in managed study programs. The final column of 

the student list is modified by adding a link to the student’s transcript. The temporary KHS/transcript page 

can be seen in Figure 4. 

 

 

 
 

Figure 4. Temporary transcript 

 

 

3.1.2. Student temporary transcript page 

This page, the study program admin, manages transcript data and grades from one student’s 

transcript. This page can perform two main functions. The first is to fill in data regarding the transcript to be 

made. The second is to manage the value of the transcript. This temporary transcript page can be seen in 

Figure 5. 

The add/edit data transcript page has four main buttons: see the list of grades that can be added, print 

temporary transcripts, print temporary digital signature transcripts, and edit transcript data. The Edit/Add 

transcript data page will appear when you click edit transcript data. This page can be seen in Figure 6. 
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Figure 5. Student temporary transcript page 

 
 

 
 

Figure 6. Add/edit data transcript page 
 

 

When you click the view list of values that can be added button, you will be directed to the list of 

values that can be added. This page lists the grades for the courses that students have programmed. This page 

may have repeated courses if the student has programmed a course several times. On this page, the study 

program admin claims the grades for the classes he wants to include in the transcript by ticking the courses. 

This page can be seen in Figure 7. Next, the print transcript button will instruct the system to create a 

temporary transcript in PDF version. The PDF file created is a regular version of the digital/electronic 

handless sign. An example of the PDF results produced can be seen in Figure 8. 
 

 

 
 

Figure 7. List of grades that can be claimed on the transcript 
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Figure 8. Printed PDF of the temporary transcript 

 

 

3.1.3. Digital signature Python program 

A Python-based digital signature application was developed for the signing process. The web 

application generates a PDF from the transcript and gathers the necessary digital signature data. This data is 

then sent to the Python application for processing. 

In the Python application/program, the data sent from the web application is collected, digitally 

signed, and saved in the file with the name signed-OriginalDocumentName.pdf. An image of the results of 

the transcript document with digital signature can be seen in Figure 9. The red box is the signature panel 

visible from the Adobe Reader application. 

 

 

 
 

Figure 9. PDF document that has been successfully signed 

 

 

3.2. System testing 

At this stage, the system will be tested in two categories. The first test tests the temporary transcript 

website module and Python application, which have been developed using black box testing. The second test 

was carried out on the digital signature Python application in the form of performance in the digital signature 

process. 
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3.2.1. Blackbox testing 

A. Transcript module testing 

In testing the transcript module, various scenarios are carried out for each function in the module.  

The tasks tested are accessing the transcript list, viewing student transcripts, updating transcript data, adding 

grades to transcripts, and downloading transcripts to determine whether they have digital signature. The 

system runs as desired, both with standard parameters and invalid parameters. The list of test cases and the 

results for the black box testing conducted to evaluate the transcript module is shown in Table 4. 

 

 

Table 4. Results of black box testing of the SIAKAD transcript module 
Test cases Desired outcome System results Status 

Access the transcript list page with 

the URL /Prodi-khs/index 

Displays a list of students and a link 

to each student’s transcript. 

Displays a list of students and a link 

to each student’s transcript. 

Success 

Access the transcript page with the 
nim parameter listed /prodi-

khs/view-

transcript2?id={parameter} 

Displays student transcripts 
according to the NIM parameters 

sent. 

Displays student transcripts 
according to the NIM parameters 

sent. 

Success 

Accessing the transcript page with 

the unregistered nim 

parameter/prodi-khs/view-
transcript2?id={parameter} 

Send bad request response (#400) Send bad request response (#400) 

Error KRSM001: student with NIM 

not found 

Success 

Access the value list page with the 
nim parameter listed /prodi-

khs/register-value?id={parameter} 

Displays a list of grades that can be 
added to the student’s transcript 

according to the parameters. 

Displays a list of grades that can be 
added to the student’s transcript 

according to the parameters. 

Success 

Accessing the value list page with 
the nim parameter not listed /prodi-

khs/register-value?id={parameter} 

Send bad request response (#400) Send bad request response (#400) 
Error KRSM001: student with NIM 

not found 

Success 

Add/claim grades to student 
transcripts. 

Grades are successfully claimed and 
appear on the transcript. 

Grades are successfully claimed and 
appear on the transcript. 

Success 

Values claimed do not appear in the 

list of values that can be added. 

Values claimed do not appear in the 

list of values that can be added. 

Success 

Accessing the transcript data edit 

page /Prodi-khs/add-

transcript?id={parameter} 

Displays the transcript data edit form. Displays the transcript data edit 

form. 

Success 

Save transcript data /Prodi-

khs/add-transcript?id={parameter} 

Saved data Saved data Success 

Downloading Transcript Files 
Without digital signature 

The transcript file was downloaded. 
The transcript file does not have a 

digital signature. 

The transcript file was downloaded. 
The transcript file does not have a 

digital signature. 

Success 

Downloading Transcript Files With 
digital signature 

The transcript file was downloaded. 
Transcript files have digital 

signature. 

The transcript file was downloaded. 
Transcript files have digital 

signature. 

Success 

 

 
The results show that the transcript management system is both functional and dependable in 

managing the diverse inputs that are expected in real-world application. The use of SHA-3 and DSS digital 

signatures protects the transcript files’ integrity, giving a high level of protection against potential document 

tampering or manipulation. The black box testing indicates that even when erroneous parameters are entered, 

the system handles the mistakes effectively while maintaining security, demonstrating its robustness.  

This is crucial for keeping academic records untampered. 

B. Python application testing 

Table 5 shows the set of test cases and results from the black box testing used to evaluate the Python 

application. In this test case, testing is carried out by combining the three primary parameters of the Python 

application execution. The three parameters are the NIDN of the head of the study program, certificate file 

name and certificate PIN. The most important thing is ensuring that when modifications are made to a PDF 

file with digital signature, the modified transcript PDF file will be damaged or invalid. 

The Python application testing demonstrates that the digital signature generation and verification 

operations are quite efficient. The most important conclusion here is that any changes to a transcript file 

automatically invalidate the document, as indicated by the deletion of the signature panel in Adobe Acrobat. 

This behavior is consistent with the planned security standards and indicates the effectiveness of the SHA-

3/DSS combo in preventing unwanted alterations. 
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Table 5. Python application black box testing results 
Test cases Desired outcome System results Status 

The head of the study’s NIDN is 
correct. The certificate name and 

PIN are accurate. 

Sends a success status response with the 
message: signature successful. 

Sends a success status response 
with the message: signature 

successful. 

Success 

The head of the study’s NIDN is 
correct. The certificate name is 

accurate, but the certificate PIN 

is incorrect. 

Sends an error status response and a Failed 
message—incorrect PIN. 

Sends an error status response and 
a failed message—incorrect PIN. 

Success 

The head of the study’s NIDN is 

correct, the certificate name is 

wrong, and the certificate PIN is 
correct. 

She was sending error status responses and 

failed messages. The certificate file was not 

found. 

She was sending error status 

responses and Failed messages. 

The certificate file was not found. 

Success 

The head of the study’s NIDN is 

correct, the certificate name is 
wrong, and the certificate PIN is 

incorrect. 

She was sending error status responses and 

failed messages. The certificate file was not 
found. 

She was sending error status 

responses and failed messages. 
The certificate file was not found. 

Success 

The NIDN head of study 

program is wrong, the certificate 

name is correct, and the 

certificate PIN is correct. 

She was sending error status responses and 

failed messages. The certificate file was not 

found. 

She was sending error status 

responses and failed messages. 

The certificate file was not found. 

Success 

The head of the study’s NIDN is 

incorrect, the certificate name is 
correct, and the certificate PIN is 

incorrect. 

She was sending error status responses and 

failed messages. The certificate file was not 
found. 

She was sending error status 

responses and failed messages. 
The certificate file was not found. 

Success 

The head of the study’s NIDN is 
wrong. The certificate name is 

incorrect, but the certificate PIN 

is correct. 

She was sending error status responses and 
failed messages. The certificate file was not 

found. 

She was sending error status 
responses and failed messages. 

The certificate file was not found. 

Success 

Incorrect NIDN of study program 

head, incorrect certificate name, 

incorrect certificate PIN 

She was sending error status responses and 

failed messages. The certificate file was not 

found. 

She was sending error status 

responses and failed messages. 

The certificate file was not found. 

Success 

Make modifications to Transcript 

Files that have digital signature 

Digital signature is damaged or invalid Digital signature is missing from 

Adobe Panel. 

Success 

 

 

3.2.2. Digital signature application efficiency testing 

In this testing scheme, we test the success of the running application and the efficiency of the 

process. This ensures that the application can dash and is practical for users. This test only tests the signature 

process running in the Python application. This test runs on a PC with an Intel(R) Core(TM) i5-9400T CPU 

@1.80 GHz 1.80 GHz and 12.0 GB RAM. The operating system is Linux Ubuntu, and the Python version is 

3.12.0. There is only one request to the application at a time. This test was applied ten times; the results are 

shown in Table 6. 

 

 

Table 6. Python application execution time test results 
2nd test Signature time (ms) 

1 248,99888038635254 
2 251,6953945159912 

3 238,9659881591797 

4 232,00106620788574 

5 230,03578186035156 

6 236,48890356622267 

7 240,12890895863266 
8 239,90949358785479 

9 258,03809844680743 

10 248,05890356935898 
Average 242,43214192586300 

 

 

The observation results in Table 6 show that the time to sign takes an average of 

242.43214192586300 milliseconds or around 0.242 seconds. The range of values from 10 tests shows values 

between 230.03578186035156 – 258.03809844680743 milliseconds. In stormy conditions, we can see that 

the maximum time is around 0.258 seconds. This time is speedy and efficient even though the signature 

process using a cryptographic algorithm is very complex and has many iterations. This process is fast 

because the signature does not rely on the web application, in this case, PHP. The signature cryptography 

process uses Python, which runs in a computer program shell instead of other applications such as PHP on 

the Apache server. 
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Of course, with this fast value, the application can simultaneously sign several files in one program 

execution. With around 0.25 seconds to sign 1 document, in 1 second, the program can sign four documents. 

In 1 minute, the application can sign 240 papers. So, this signature process can also be implemented for batch 

processing in the digital signing of student transcripts. Apart from having an efficient signature process, this 

system also checks the validity of transcript documents efficiently. Documents signed can be sent via the 

internet network, and their validity can be confirmed quickly, speeding up business processes in higher 

education. Previous studies have explored various methods of securing academic documents. For instance, 

Nadzifarin and Asmunin [32] used Blake2b Hash and ECDA, while Indriyawati et al. [33] utilized QR codes 

for signature verification. However, these methods have limitations in terms of processing speed, document 

integrity, and ease of implementation within institutional frameworks. This study addresses these gaps by 

integrating the SHA-3 algorithm and DSS, offering a more efficient, secure, and easily implementable 

solution. 

The results demonstrate that the proposed system achieves both speed and efficiency in the digital 

signing process, with an average signing time of approximately 0.242 seconds per document. This 

performance supports batch processing, enabling the signing of up to 240 documents per minute, which is a 

significant improvement for administrative tasks. Furthermore, the system not only processes signatures 

efficiently but also validate document authenticity seamlessly over the internet, providing a robust solution 

for accelerating business processes in higher education institutions. 

Compared to previous studies, our system shows superior performance in terms of processing time. 

For example, the SHA-3 algorithm and DSS implemented here outperformed the Blake2b Hash and ECDA 

methods used by Nadzifarin and Asmunin [32]. Furthermore, while Indriyawati et al. [33] employed a QR 

code for verification, our method directly integrates DSS, offering immediate detection of document 

modifications, unlike QR codes, which only reveal changes after accessing the link. Additionally, while 

Rustemi et al. [34] explored blockchain-based systems, our centralized system ensures simpler integration 

into existing frameworks, though it introduces the potential for a single point of failure. 

Although the system performs efficiently, the centralized nature of the architecture could pose a 

potential limitation. The centralization introduces a single point of failure, which could be a risk in terms of 

security and system reliability. Future studies could address this by developing a hybrid system combining 

the benefits of both centralized and decentralized models, increasing redundancy and security. This study’s 

findings suggest that the system can be expanded to enhance scalability and security. Future research should 

explore a hybrid model that combines the strengths of both centralized and decentralized systems. 

Additionally, testing this system at a larger scale across multiple institutions could provide valuable data on 

its long-term effectiveness. Expanding the system to cover other academic documents, in addition to 

transcripts, would make it a more comprehensive tool for managing academic credentials. 

Recent observations highlight the efficiency and security advantages of the proposed digital 

signature system. Our findings provide clear evidence that this system significantly enhances document 

integrity and scalability for academic institutions, reducing processing time while maintaining robust 

cryptographic security. These benefits are achieved without reliance on traditional paper-based methods, 

showcasing the system’s potential for streamlining academic records management in the digital era. 

 

 

4. CONCLUSION 

This study addressed the critical issue of safeguarding the integrity of academic transcript data.  

It proposed an innovative method that integrates the SHA-3 with the DSS scheme. By developing a web-

based transcript management module and a digital signature program using SHA-3 and DSS, this research 

facilitates the secure signing of transcript files, which is essential in today’s digital landscape. 

The findings demonstrated that the proposed method effectively prevents unauthorized 

modifications to transcript files. By digitally signing these files, any subsequent alterations would invalidate 

the digital signature, thus providing a reliable mechanism for verifying the authenticity of transcript data. 

Moreover, efficiency testing results reveal an average signature time of just 0.242 seconds, highlighting the 

practicality and speed of this approach. Such efficiency is crucial for ensuring smooth integration with 

existing academic information systems and reducing delays in managing academic records. 

The implications of this study are significant for educational institutions, as it offers a robust 

solution to enhance the security and reliability of academic record management systems. By implementing 

the proposed method, institutions can prevent transcript manipulation or fraud, thereby preserving the 

integrity of vital educational records and upholding academic standards. This not only strengthens trust in 

academic qualifications, but it also improves the overall quality of education in the community. 

Future research could look into combining this approach with blockchain technology to improve the 

security and transparency of academic record management. Furthermore, investigating the scalability and 
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performance of this approach in bigger academic information systems or across many institutions could 

provide useful insights for future deployment. Finally, the study’s findings not only contribute to the 

advancement of data integrity in education, but also lay the groundwork for future innovations that can 

improve the authenticity of academic records, fostering trust and reliability in educational outcomes for 

students, institutions, and employers alike. 
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