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 The ability of advanced encryption standard (AES) algorithm to protect 

information systems has given cryptography a new dimension. Recent 

encryption approaches to enhance randomness include the use of chaotic 

algorithms, which provide resistance to differential attacks. We have 

proposed the application of robust chaotic maps in the block cipher to design 

a secure authenticated encryption scheme to get advantages of both. The 

chaotic sequence is generated using hyperbolic tangent map and added to 

input image initially to increase randomness. The basic 256-bit AES key is 

generated using the robust Renyi modulo map. An additional 128-bit key 

enhances security. Instead of static values used in AES, dynamic 

initialization vector (IV), different for every image will be generated. The 

results are mathematically verified using various security parameters. The 

algorithm provides lower values of peak signal-to-noise ratio (PSNR) (7.81 

to 9.10 dB) for encrypted images and higher dissimilarities between input 

and encrypted image histograms. Thus, it is highly resistant to statistical 

attacks. The experimental results and their comparison prove the superiority 

of our proposed cryptosystem against statistical, differential and brute-force 

attacks. Thus, the novel multi-chaotic AES-GCM (galois/counter mode) 

algorithm can be used for color image encryption in military and industrial 

applications demanding high data security and authentication. 

Keywords: 

Advanced encryption standard  

Authenticated encryption  

Color image encryption 

Cryptography  

Robust chaotic maps 

This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Rupaliben V. Chothe 

Department of Electronics and Telecommunication Engineering 

K. K. Wagh Institute of Engineering Education and Research, Savitribai Phule Pune University 

Pune, India 

Email: rvchothe@kkwagh.edu.in 

 

 

1. INTRODUCTION 

The security of data is a major concern in the advanced communication networks. Encryption is 

employed to safeguard the information and maintain its confidentiality. Advanced encryption standard (AES) 

is widely recognized as the industry standard for encryption due to its unique blend of flexibility and security. 

Many studies are being conducted to fully utilize the potential of AES in various security applications ever 

since the National Institute of Standards and Technology (NIST) recognized it as the next generation security 

algorithm. Smart grid communications, wireless multimedia sensor networks (WMSN), smart cards, web 

servers, and internet of things (IoT)-enabled healthcare infrastructure [1] are some of the areas where 

enhanced AES is being researched and used. 

Authenticated encryption (AE) systems are often employed in transport layer security (TLS) and 

IPsec. TLS 1.3, the most recent version, no longer supports non-AE schemes [2]. The United States NIST 

adopted the galois/counter mode (GCM) [3] to offer a fast method for authenticated cryptography. GCM has 

https://creativecommons.org/licenses/by-sa/4.0/
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been used in a number of standards, including the IEEE 802.1AE for media access control (MAC), the IEEE 

P1619.1 for storage devices and the IETF RFC 4106 for IPsec encapsulating security payload [4]. An 

additional authenticated data (AAD), initialization vector, plaintext, and an AES key are the inputs to the 

GCM. The output consists of an authentication tag which is used at the receiver to confirm the authenticity of 

the AAD and the ciphertext [3]. The researchers have improved throughput of AES by algorithmic 

modifications [5], [6]. The AES-GCM encryption algorithm was modified by rotating the initialization vector 

(IV) to raise the randomness [7]. 

Compared to the conventional encryption, which has a poor diffusion effect, the chaos theory has 

been believed to be an effective method. These chaotic systems are very sensitive to design parameters and 

initial values. Chaotic maps are used to provide random sequences that enable precise encryption, but the 

chaotic techniques with poor ergodicity are vulnerable to attacks [8]. The output of two chaotic maps were 

combined in order to create a hybrid chaotic map. The hybrid chaotic map outperforms the single chaotic 

encryption in terms of security [9]. Arnold transforms and fractional order chaotic sequence were used to 

encrypt the data. But the validity of the algorithm is to be verified in detail [10]. 

Kari et al. [11] introduced a novel image encryption algorithm in which Arnold’s cat map is used for 

confusion and the combination of sine, logistic, and tent map provides diffusion. Sine map was used for 

parallel permutation and diffusion of pixel values in [12]. Xian et al. [13] introduced chaotic sub-block 

scrambling using spiral transformation, and digit selection diffusion, requiring the attacker to break each 

algorithm individually. Mondal and Singh [14], a light-weight, chaotic map-based concept was put into 

practice. They were able to execute substitution and transposition of the image pixels in a single scan, which 

decreased time complexity. The novel block-based encryption includes used of optical signals [15], fractional 

fourier transform based logistic map [16] and Fibonacci sequence [17], [18] to raise security. Research on 

hyper-chaotic algorithms includes the design of fourth order systems for medical image encryption [19], [20]. 

The literature includes the work on either improved AES or chaotic encryption. The previous research work 

on AES+chaos is not explored to its full potential and does not include authentication [21]–[23]. Also, less 

security and loss of image attributes are major concerns. 

The summary of shortcomings of previous research work focusing on block and chaotic encryption: 

a) For some AES related implementations, resistance to attacks is not tested. 

b) In chaos-based image encryption, most of the research is based on medical grayscale images. Color 

image encryption is not included. 

c) The chaotic encryption research does not include a scheme with Authentication. 

d) The initial conditions of a chaotic system do not depend on the input image, which makes the system 

weak against differential attacks. The image attributes may be lost during encryption.  

e) The security against statistical attacks is hampered because histogram of the encrypted image is not 

uniform. 

Recent research focused on comparing block cipher with chaotic and hybrid chaotic systems. The 

study demonstrated that AES is immune to statistical attacks, it has lower peak signal-to-noise ratio (PSNR) 

and more difference between histograms of input and encrypted images. The hybrid chaotic maps are more 

resilient to targeted plain text attacks or differential attacks [24]. Thus, both block cipher and chaotic schemes 

are providing advantages against different levels of attacks. For this reason, the development of new 

algorithm facilitating authenticated block encryption along with advantages of chaotic encryption, providing 

resistance to both differential and statistical attacks, is of interest. The unpredictable nature of chaotic 

systems enhances the complexity and widens the key space of traditional AES-GCM for enhancing the 

security. 

The following is a research contribution of the work: 

a) The hybrid implementation of authenticated block cipher encryption along with chaotic improvements 

b) Increased randomness using hyperbolic tangent map 

c) Secret key generation using robust Renyi-modulo map 

d) Unique chaotic IV generation using parameters from input image data 

e) Additional 128-bit key for improved security 

f) Substitution box is shuffled using Arnold cat map for enhanced security 

g) Authenticated encryption - verification using tag at the receiver 

h) Analysis of the obtained results shows the excellent performance and robustness to attacks 

i) Applicable not only to grayscale images but also to colour images 

The paper is arranged as follows: the section 2 provides detail description of proposed algorithm 

with block diagrams and equations. The section 3 presents results in terms of mathematical parameters and 

visual representation along with discussion and comparison with previous results. Section 4 concludes the 

research work. 
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2. METHOD: THE PROPOSED ALGORITHM 

AES-GCM is a block encryption algorithm offering data integrity and authentication both. It 

combines universal hashing over the binary field GF (2128) with a block cipher running in counter mode. 

AES provides high security against statistical attacks. The advantages of chaotic systems include high 

randomness and sensitivity to initial conditions and control parameters. To get advantages of both to provide 

high security along with authentication, a novel algorithm is designed.  

The algorithm requires following inputs: plaintext P (or input color image) split into blocks of  

128-bit sequences, an IV, AAD and the secret key K. Chaotic sequence is generated using hyperbolic tangent 

map (explained in section 2.1) and input image is initially XORed with it to increase randomness. Chaotic 

AES key is generated using robust Renyi modulo map (explained in section 2.2). Unique IV is generated 

from the image data (explained in section 2.3). Traditional AES S-box is rearranged for additional security 

(explained in section 2.4). The authentication tag is correctly matching at the receiver for all images. The 

simulation is performed on MATLAB R2023a. Figure 1 presents the picture of MATLAB simulation. Figure 2 

presents the block diagram of overall encryption.  

 

 

 
 

Figure 1. MATLAB simulation of color image encryption 

 

 

2.1. Chaotic sequence gen. using hyperbolic tangent map and XOR with input image 

Hyperbolic tangent map is used to generate the chaotic behavior. The research in [25], [26] 

demonstrates the use of hyperbolic tangent function to increase randomness in the image. This map is used to 

generate random stream of bits. Instead of using just present value 𝑥𝑛 to generate sequence, past two values, 𝑥𝑛 

and 𝑥𝑛−1 of chaotic map are used because the performance of this method is verified using NIST tests in [27]. 

Algorithm of generating bit stream for XOR operation: 

a) Read the color image I with size (M, N, 3). 

b) Generate a vector A of length M×N×3 and convert integers with values [0; 255] to bits. 

c) Calculate length of vector A as len (A). Initialize the chaotic keys a=300, b=1 and 𝑥0 = 1. 

d) Iterate the following steps len (A) times, where a, b and x0 are the initial parameters. xn and xn−1 are the 

chaotic map values. ⌊x⌋ indicates the nearest integer less than or equal to x.  

 

 
 𝑥𝑛 = 𝑎 tanh(𝑠𝑖𝑛(𝜋 𝑠𝑖𝑛(𝜋 𝑥𝑛−1))) + 𝑏 

𝐵𝑖𝑡𝑖 = ⌊𝑚𝑜𝑑(𝑥𝑛 × 𝑥𝑛−1, 2)⌋
}   n = 2,3, … , [len(A) + 1] (1) 

 

e) XOR generated bit stream with the image vector of step 2.  

f) Provide the resultant vector 𝐼𝑋𝑂𝑅𝑒𝑑 = (𝐴 ⨁ 𝐵𝑖𝑡𝑖) for AES encryption. 
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2.2.  Key K1 generation using robust Renyi modulo map  

Chaotification can be applied to any one-dimensional map to increase its complexity by involving 

the remainder operator. The resulting map can achieve increased statistical randomness [28], [29].  

Moysis et al. [30], stated the bit generator using nonlinear hashing is proved to provide resistance to brute 

force attacks because of its sufficiently high key space. So, it is used here to generate 256-bit chaotic AES 

key. Robust Renyi modulo map is used as a source for the bit generator. The initial variables used are: a=5, 

b=7, r=10, k = 9.99 with x ranging in [0, 1). 

 

𝐹𝑜𝑟 𝑖 = 1 𝑡𝑜 [
𝑘𝑒𝑦_𝑙𝑒𝑛𝑔𝑡ℎ

64⁄ ]  ∶ (2) 

 

𝑀 = 𝑚𝑜𝑑((𝑟 × 𝑥), 1)

𝑥 = 𝑚𝑜𝑑( 𝑥 + 𝑎 + 𝑏 × 𝑀, 1)   
 (3) 

 

𝐵1 = 𝑖𝑛𝑡_𝑡𝑜_𝑏𝑖𝑡𝑠[ 𝑟𝑒𝑚(⌊1010 × 𝑀⌋, 232), 32] (4) 

 

𝐵2 = 𝑖𝑛𝑡_𝑡𝑜_𝑏𝑖𝑡𝑠[ 𝑟𝑒𝑚(⌊1010 × 𝑥⌋, 232), 32] (5) 

 

𝐹𝑖𝑛𝑎𝑙_64_𝑏𝑖𝑡𝑠 = [ 𝐵1, 𝐵2 ]  (6) 

 

2.3.  Generation of initialization vector  

The IV is generated from the image pixel values and dimensions. Thus, a totally different value will 

be generated for every image even with same dimensions. This method can also be used to generate initial 

key of hyperchaotic system [17]. Algorithm to generate 96 bit IV from input image: 

a) Accept the color image I as the input. 

b) Get the height (M) and width (N) of the plaintext image I (image dimensions: M×N×3). 

c) Convert the image array to a vector V. Assign lIV, length of IV as 96. 

d) Calculate 
∑ 𝑉(𝑖)+(𝑀∗𝑁)𝑀∗𝑁

𝑖=1

223+(𝑀∗𝑁)
 from the image, where, V(i) are image pixel values. 

e) Multiply it with the constant 1010. 

f) To convert the values within range of 0 to 255, divide by 256 and find the remainder. 

g) Iterate the process (lIV) times and convert the result to bit stream of 96 bits. 

h) Convert the binary vector to hex and provide as IV. 

Final IV obtained can be given as  

 

𝐼𝑉 = 𝐼𝑛𝑡𝑒𝑔𝑒𝑟_𝑡𝑜_𝑏𝑖𝑡𝑠𝑡𝑟𝑒𝑎𝑚 [𝑀𝑜𝑑 ((
∑ 𝑉(𝑖)+(𝑀∗𝑁)𝑀∗𝑁

𝑖=1

223+(𝑀∗𝑁)
∗ 1010) , 256)] (7) 

 

2.4.  S-box shuffling 

The use of basic and modified Arnold cat map can be observed in previous research [10], [24]. It is 

used to randomly rearrange the original substitution box of AES. Arnold cat map can be represented using: 

 

𝑎 = 13 + 𝑚𝑜𝑑(𝑇, 29) (8) 

 

𝑏 = 7 + 𝑚𝑜𝑑(𝑇, 47)  (9) 

 

(𝑥′

𝑦′) = (1
𝑏

 𝑎
(𝑎×𝑏)+1

) (𝑥
𝑦

)  𝑚𝑜𝑑 16 (10) 

 

Where, T is sum of all s-box values. Original position is (𝑥, 𝑦) and the shifted position will be (𝑥′, 𝑦′). 

Diffusion and confusion operations are essential for cryptographic algorithms to achieve high 

security. To encrypt the block of data, each basic round of AES uses the following four transformations as 

shown in Figure 3: byte substitution using shuffled s-box, based on a matrix to replace a byte with another 

data. Cyclic shift of rows, which involves shifting of bytes of the state cyclically to the left as per row 

number. Mixing columns, column-wise multiplication and addition with round key. Multiple similar rounds 

are incorporated in AES encryption. The core function in AES-GCM is Galois counter (GCTR), which is 

presented in Figure 4. 
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2.5.  Algorithm for overall encryption 

a) Read the color image I with size (M, N, 3). 

b) Initialize the keys for chaotic maps and set authentication tag bit-length (96 bits). 

c) Generate the random bit stream and XOR it with image vector to increase randomness before actual 

encryption (shown in Figure 2) (explained in section 2.1). 
 

𝐼𝑋𝑂𝑅𝑒𝑑 = (𝐼 ⨁ 𝐵𝑖𝑡) (11) 
 

d) Generate secret key K1 using Renyi-modulo map (section 2.2). Select 128 bit additional key K2 for AES. 

e) Generate chaotic IV is from the image pixel values and dimensions (section 2.3). 

f) Initialize the counter and concatenate generated IV with counter. 𝑃0 = 𝐼𝑉 ∥  0311 
 

𝑃𝑖 =  𝑖𝑛𝑐𝑟𝑒𝑚𝑒𝑛𝑡(𝑃𝑖−1), 𝑖 = 1,2, . . , 𝑛  (12) 
 

g) Initialize the s-box and shuffle it using Arnold cat map (section 2.4). It will be used for AES encryption 

process (Figure 3). 

h) Generate hash sub-key using AES encryption of stream of 128 bit zeros (shown in Figure 5). Use secret 

key K1. Encry (X, K) indicates AES encryption of the block X with the key K. 
 

𝐻 = 𝐸𝑛𝑐𝑟𝑦(0128, 𝐾1)  (13) 
 

i) Provide secret key K1, additional key K2, image vector and P (from step 6) to GCTR function. 

j) GCTR includes (shown in Figure 4) ( 𝑃𝑖 is the IV with counter-generated in step 6): 
 

 
𝑌𝑖 = 𝐸𝑛𝑐𝑟𝑦(𝑃𝑖 , 𝐾1, 𝐾2)  
𝐶𝑖𝑝ℎ𝑒𝑟𝑖 = 𝐼𝑋𝑂𝑅𝑒𝑑𝑖

⨁ 𝑌𝑖  
}  i =  1, 2, . . . , n (14) 

 

k) AAD, cipher text and lengths of both are authenticated using GHASH function. The concatenation of 

Cipher, len (Cipher), AAD and len (AAD) is divided in 128-bit blocks. 
 

𝐴𝑢𝑡ℎ_𝑑𝑎𝑡𝑎 =  𝐴𝐴𝐷 ∥  𝐶𝑖𝑝ℎ𝑒𝑟 ∥ 𝑙𝑒𝑛 (𝐴𝐴𝐷)  ∥ 𝑙𝑒𝑛(𝐶𝑖𝑝ℎ𝑒𝑟)  (15) 
 

l) GHASH includes (shown in Figure 5):  
 

𝐴𝑢𝑡ℎ_𝑜𝑢𝑡𝑖 = 𝐴𝑢𝑡ℎ_𝑑𝑎𝑡𝑎𝑖  ⨁ (𝐴𝑢𝑡ℎ_𝑑𝑎𝑡𝑎𝑖−1 × 𝐻) (16) 
 

Auth_Tag = GCTR(𝐴𝑢𝑡ℎ_𝑜𝑢𝑡𝑖 , 𝑃0, 𝐾1, 𝐾2)  (17) 
 

Tag is also calculated at the receiver end using similar process and compared with the received tag. In case of 

mismatch, the decrypted data is discarded.  

 

 

 
 

Figure 2. Authenticated encryption block diagram 
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Figure 3. Advanced encryption standard encryption 

 

 

 
 

Figure 4. Galois counter (GCTR) block diagram 

 

 

 
 

Figure 5. Galois hash (GHASH) generation for authentication 

 

 

3. RESULTS AND DISCUSSION 

The sample Lena, Pepper and Baboon images are taken from USC-SIPI database, because they are 

standard images used by most researchers. This section presents all details of the statistical parameters and 

the results obtained. The interpretation and the analysis are also presented. 

 

3.1.  Histogram analysis 

The intensity of pixels in an image is displayed through a histogram. The original and encrypted 

images as well as their histograms are presented in Figure 6. Figure 6(a) shows the actual images, Figure 6(b) 

includes their histograms, Figure 6(c) shows the cipher images, and associated histograms are added in 

Figure 6(d). As shown, the encrypted images are random and noisy. The histogram of the actual input image 

shows concentrations of pixels at specific levels and the histogram values of the encrypted output are 

uniform. Since the cipher image's histogram makes it difficult to anticipate the actual data, the method offers 

strong security against histogram attacks.  
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Lena 

 

 

   
Pepper 

 

 

   
Baboon 

 

 

   
 (a)  (b) (c) (d) 

 

Figure 6. Original and encrypted images with their histograms: (a) input images (b) input image histograms 

(c) cipher images (d) cipher image histograms 

 

 

3.2.  Information entropy 

Entropy H is the statistical parameter used to analyse confusion. It has a maximum value of 8. If M 

is the total count of pixels in the image, and pi is the possibility of pixel redundancy, entropy can be given by 

 

Entropy H = − ∑  pi log pi
M
i=1    (18) 

 

As it can be seen from Table 1, the cipher image's entropy values are approaching 8. Thus, it proves that 

pixel values of cipher image are randomly distributed. So, it is quite difficult to derive the actual image from 

the cipher image. 

 

3.3.  Analysis of encryption quality using maximum deviation 

Maximum deviation evaluates the difference in pixel values. For high security, plain and cipher 

images should be entirely different. So, the maximum deviation between input and cipher images should be 

high. High values for cipher images (232 to 254) as shown in Table 1 prove robustness of the algorithm 

against attacks. It is evaluated using: 

 

𝑀𝑎𝑥. 𝐷𝑒𝑣. =
𝐷0+𝐷255

2
+ ∑ 𝐷𝑖

254
𝑖=1   (19) 

 

where Di is the difference in the histogram values between the input and the cipher images at index i. 

 

3.4.  Frequency (Monobit) test suggested by NIST statistical test suite 

The randomness in the encrypted images can be measured using NIST statistical test suite. For the 

random sequence, p-value should be more than the significant level of 0.01. Our results are summarized in 

Table 1. The p-values (>0.01) prove that our system is producing the cipher image with sufficient 

randomness. 

 

 

Table 1. Entropy, maximum deviation, p-value analysis and MSE results 
Sr. No. Image Entropy Max. deviation p-value 

(NIST test) 

MSE for cipher images MSE (Decry.) 

R G B Encry. 
images 

Decry. 
images 

R G B R G B 

1 Baboon 7.9993 7.9993 7.9993 253 0 0.5637 8.6518e+03 7.7439e+03 9.4968e+03 0 0 0 

2 Pepper 7.9994 7.9993 7.9994 232 0 0.5637 8.0006e+03 1.1268e+04 1.1134e+04 0 0 0 
3 Lena 7.9954 7.9960 7.9959 254 0 0.3173 1.0759e+04 8.9328e+03 7.1930e+03 0 0 0 

 

 

3.5.  Analysis of mean square error 

Table 1 indicates mean square error (MSE) results for sample images. The Avalanche impact is 

assessed by MSE. It shows that even with minor changes to the input data or the key, the algorithm can yield 

a significant variation in the encrypted image. The high value between input and encrypted images (between 

7.1930e+03 to 1.1268e+04) indicate dissimilarity between both [31]. Whereas, between input and decrypted 

images, MSE is zero indicating the extraction of correct original image without any loss [32]. If M and N are 
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the number of adjacent pixels in the images, Input_image(i,j) and Cipher_image(i,j) indicate input and 

encrypted image pixel values at location (i, j), MSE can be calculated using: 

 

𝑀𝑆𝐸 =
∑ ∑  [𝐼𝑛𝑝𝑢𝑡_𝑖𝑚𝑎𝑔𝑒(𝑖,𝑗)−𝐶𝑖𝑝ℎ𝑒𝑟_𝑖𝑚𝑎𝑔𝑒(𝑖,𝑗)]2𝑁

𝑖=1
𝑀
𝑖=1

𝑀∗𝑁
   (20) 

 

3.6.  Analysis of correlation coefficients 

To resist statistical attacks, adjacent pixels of encrypted image should be uncorrelated. Table 2 

presents the correlation coefficients in horizontal, vertical, and diagonal directions. The values are between 

−1 and 1. The adjacent pixels of cipher images are weakly linked, so the values are close to zero. Figure 7 

presents visual correlation distribution of Lena image. Figures 7(a)-(c) show horizontal, vertical and diagonal 

correlation analysis for original Lena image respectively. Figures 7(d)-(f) show horizontal, vertical and 

diagonal correlation analysis for encrypted image respectively. The scattered graphs for the cipher images 

demonstrate that this method offers strong resistance against attacks based on correlation. 

 

 

Table 2. Correlation coefficient values for input and cipher images 
Image Channel of image Correlation coefficients for input image Correlation coefficients for cipher image 

Hori. Vert. Diag. Hori. Vert. Diag. 

Baboon  R 0.9231 0.8660 0.8543 0.0025 -0.0005 -0.0013 

G 0.8655 0.7650 0.7348 -0.0005 -0.0016 -0.0011 

B 0.9073 0.8809 0.8399 -0.0010 0.0058 0.0001 
Pepper R 0.9635 0.9663 0.9564 -0.0003 -0.0012 -0.0003 

G 0.9811 0.9818 0.9687 0.0001 0.0036 0.0028 

B 0.9665 0.9664 0.9478 0.0001 0.0013 -0.0028 
Lena  R 0.9317 0.9668 0.9029 0.0097 -0.0038 -0.0200 

G 0.9357 0.9692 0.9098 -0.0013 0.0078 -0.0017 

B 0.8800 0.9388 0.8342 0.0023 -0.0040 0.0071 

 

 

   
(a) (b) (c) 

   

   
(d) (e) (f) 

 

Figure 7. Visual correlation distribution of Lena image: (a) horizontal, (b) vertical, (c) diagonal correlation 

distribution for input image, (d) horizontal, (e) vertical, and (f) diagonal correlation distribution for  

cipher image 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

 Authenticated image encryption using robust chaotic maps and … (Rupaliben V. Chothe) 

1551 

3.7.  Analysis of inconsistency of pixels using peak to signal noise ratio 

Table 3 shows PSNR values for encrypted and decrypted images. Lower (<10 dB) PSNR values 

obtained between the input and encrypted images indicate less noise ratio in encrypted images [24]. Thus, it 

is highly resistant to statistical attacks. The infinite values for decrypted images indicate that the image is 

reconstructed properly. PSNR is determined mathematically as [31]: 

 

𝑃𝑆𝑁𝑅 = 10 ∗ log10
(255)2

𝑀𝑆𝐸
 (𝑑𝐵) (21) 

 

3.8.  Structural similarity index measure 

Structural similarity index measure (SSIM) compares two images based on three parameters: 

contrast, luminance and structure. SSIM=1 represents similarity between both images, while a value of 0 

indicates that both images are different [32]. It ranges between 0 and 1. Table 3 represents SSIM values. 

Close to zero values for encrypted images and one for decrypted images prove the correctness of the 

algorithm. 

 

3.9.  Key sensitivity analysis 

An encryption algorithm should have a key space of at least 2100 to reduce risk of Brute-force 

attacks. Here the key space of 2256 along with extra 128-bit key is used. The chaotic map parameters also 

serve as keys enhancing the security performance. Thus, the system is safe against brute-force attacks. For 

checking key sensitivity, 256-bit key is incremented by 1 and used for decryption. Thus, the key was 

modified by the factor of 1 2256⁄ . The image was not correctly decrypted using it. So, it can be concluded that 

the crypto system is secure even if the attacker has some partial information of the key. 

 

 

Table 3. Analysis of inconsistency of pixels using PSNR and SSIM 
Image PSNR SSIM 

For encry. images For decry. images For encry. images For decry. images 
R G B R G B R G B R G B 

Baboon 8.7598 8.7731 8.7527 Infinite Infinite Infinite 0.0102 0.0088 0.0077 1 1 1 

Pepper 9.0996 9.0941 9.1098 Infinite Infinite Infinite 0.0107 0.0086 0.0074 1 1 1 

Lena 7.8132 7.8852 7.8560 Infinite Infinite Infinite 0.0082 0.0116 0.0099 1 1 1 

 

 

3.10.  Discussion 

The authors in previous research mentioned that the major issues that the hybrid chaotic approaches 

must tackle is to maintain the picture attributes that are likely to be lost during decryption [7]. The proposed 

algorithm has achieved infinite PSNR for decrypted images. Thus, our method preserves image visual 

properties after encryption and achieves proper reconstruction of original image without any loss. Also, lower 

PSNR for cipher images and totally different histograms of actual and encrypted images prove that the 

algorithm is secure against statistical attacks [24]. Recent research [32], [33] including medical image 

encryption works on grayscale images. Our algorithm can be used in color images related applications too. 

In the presented results, for every cipher image, the SSIM is extremely near to 0, the PSNR is below 

10 dB, and the MSE is quite high. This indicates a substantial difference between the actual and cipher 

images. Thus, it is difficult to derive original data from the encrypted one. Also, for the decrypted images, the 

maximum deviation and MSE values are zero, the SSIM values are 1 and correlation coefficients are close to 

0. These parameters prove a good reproduction of the decrypted images without loss. The results are in 

agreement with previous research works [24], [32]. 

Our algorithm enables great randomization of the image data by using various chaotic parameters as 

secret keys. The chaotic keys of initialization vector depend on original image parameters, making the 

algorithm resistant to differential attacks. The system performance is compared with previous research in 

Table 4. Table 5 compares the entropy values using different algorithms for the Lena image. Close to ideal 

entropy and lower correlation of cipher images achieved by our algorithm prove that it is providing higher 

security.  

Future studies may explore the creation of crypto-coding algorithms combining error correcting 

channel codes with encryption. The security of our algorithm is verified using statistical parameters as done 

in [34], [35]. As AES-GCM [3] is already employed in security standards, the chaotic maps can be easily 

integrated for advanced applications. 
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Table 4. Comparison of results for Pepper image 
Image Ref. Entropy Correlation coefficients (Cipher image) 

R G B Vertical Horizontal Diagonal 

 

Proposed algorithm 7.9994 7.9993 7.9994 R: -0.0012 

G: 0.0036 

B: 0.0013 

R: -0.0003 

G: 0.0001 

B: 0.0001 

R: -0.0003 

G: 0.0028 

B: -0.0028 
[36] 7.9973 R: 0.0231 

G: 0.0220 

B: 0.0121 

R: -0.0009 

G: -0.0053  

B: -0.0056 

R: -0.0003 

G: -0.0045 

B: -0.0035 
[37] 7.9989 0.0020 -0.0035 0.0016 

[38] 7.9974 -0.0018 -0.0025 0.0030 

 

 

Table 5. Comparison with previous work for Lena image 
Image References R G B 

 

[39] 7.7228 

[40] 7.9913 

[41] 7.9913 7.9914 7.9916 
[16] 7.579 7.6321 7.5589 

[15] 7.7771 7.7190 7.7150 

Our method 7.9954 7.9960 7.9959 

 

 

4. CONCLUSION  

The purpose of the presented research was to develop a novel image encryption scheme combining 

the chaos sequences with the improved Galois counter mode of AES to provide higher security with 

authentication. The chaotic algorithms are sensitive to initial conditions and control parameters, which are 

used as the keys of block encryption algorithms to make them resist the differential attacks. The crypto 

system is implemented and tested using various security parameters like entropy, histogram and 

mathematical as well as visual analysis of correlation. PSNR value and structural similarity index measure 

values demonstrate the robustness of the algorithm against statistical attacks. The NIST Frequency test of 

statistical test suite is also successful. The proposed crypto system is secure even if the attacker has partial 

knowledge of the key. Thus, the multi-chaotic AES-GCM provides high security against all differential, 

statistical and brute-force attacks. So, it is suitable for the confidential data transmission. As TLS 1.3 is 

declining support to non-authenticated encryption methods, the proposed algorithm with chaotic 

improvements can be easily adopted for data security with authentication. From the perspective of presented 

work, the authors plan to implement the hyperchaotic maps with block codes. The error correcting codes can 

also be combined with encryption algorithm in future to enhance the performance.  
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