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Steganography aims to conceal secret data within images without affecting
image quality. Traditional methods often struggle with balancing simplicity,
effectiveness and payload capacity while maintaining imperceptibility.
Proposed algorithm: the paper proposed a novel steganographic
mshEdgeRGB_T1 algorithm that combines Mamdani fuzzy type-1 logic
with the least significant bit (LSB) method. The LSB method is chosen for
its simplicity and effectiveness in hiding messages. The mshEdgeRGB_T1
algorithm focuses on embedding secret messages in edge pixels, detecting
more edge pixels compared to other methods, thus increasing payload
capacity. Findings: the algorithm’s performance is evaluated using metrics
such as peak signal-to-noise ratio (PSNR), mean squared error (MSE) and
histogram analysis to measure the similarity between the cover and Stego
images, quantifying the level of imperceptibility. Experimental analysis
demonstrates that the mshEdgeRGB_T1 algorithm offers improved payload

capacity, enhanced security and reduced imperceptibility compared to many
existing methods. Conclusion: the proposed mshEdgeRGB_T1 algorithm
effectively balances simplicity, payload capacity and image quality, making
it a better use for image steganography.
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1. INTRODUCTION

In the modern world, due to the increasing developments in communication and internet technology,
transmitting confidential information securely presents a significant challenge. Before transmission over
public channels, confidential information is well-defined and formatted [1]. Well-formed refers to the data
being converted from one form to another so that only the intended recipient can understand it [2]. There are
mainly three techniques used for this purpose: cryptography, steganography and watermarking, which ensure
the security, quality and capacity of the transmitted message.

Cryptography and steganography are two major branches of information security [3]. Compared to
cryptography, steganography is considered a more secure method. The term steganography originates from
the combination of two Greek words: Steganos which means to covered and graphie which means to writing
[4]. Cryptography can change the version of a message, such as converting a text message into binary form,
which can be decrypted by the intended recipient only [5]. Steganography is the art and science of hiding
data in such a way that only the sender and receiver can extract the information. Steganography uses audio,
image, text and video files mainly, which are referred to as Stego objects and are used to embed and transfer
secret data [6].
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Edge detection techniques are used to extract information about the image, such as shape, area and
colour intensity, which play an important role in steganography to select areas for embedding the secret
message [5]. Edge detection is an essential tool in the field of digital image processing [7]. The human eye is
susceptible to finding areas for embedding secret messages, such as smooth-edge portions, changes in color
intensity and changes in image brightness [8].

Image steganography techniques primarily have three basic requirements: payload capacity,
imperceptibility and similarity index. The payload capacity refers to the number of secret message bits that
can be hidden in the cover image without causing noticeable distortion. Imperceptibility is measured by
evaluation parameters such as peak signal-to-noise ratio (PSNR) and mean squared error (MSE). The
similarity index is represented by the histogram of the cover and Stego images, which shows the frequency of
the pixels in ten sites. The proposed algorithm has been evaluated for all metrics mentioned above.

Neamah et al. [1] proposed the least significant bit (LSB) steganography method to hide secret data
in colour images. An encryption key and the XNOR gate are employed to encrypt the secret information.
Wu and Tsai [2] focused on grayscale images and introduced a new reverse steganography method in image
steganography, which yields a better similarity index and higher payload capacity. Yusuf and Hagras [5]
proposed a new steganography technique by combining a fuzzy system and the Canny operator.
Melin et al. [8] suggested no filter is needed to find edges in an image. A new edge detection technique was
proposed, which relied on gradient values and fuzzy set theory. Nadernejad et al. [9] proposed a novel
method for detecting the edges of any colored object, which operates on Euclidean distance. Comparative
analysis is conducted between the proposed edge detection methods and the Canny operator, mainly aimed at
overcoming difficulties in multiflash edge detection. Yuvaraja and Sabeenian [10] used the DWT technique
to normalize colour images, both horizontally and vertically, as well as diagonally. The fuzzy typel is
utilized for hiding information. Tang et al. [11] introduced a chaotic method for embedding secret messages.
A new fuzzy inference system (FIS) was designed to work with LSB and embedding bit optimization, aiming
to improve payload capacity and imperceptibility. Tang et al. [12] focused on the LSB steganography
method, comparing PSNR and MSE values for 1-LSB and 4-LSB in color images. Al-Faydi et al. [13]
proposed a new steganography method based on LSB and MSB techniques, utilizing the LZW technique for
compressing sensitive data in digital images. Muhammad et al. [14] presented a new steganography method
referred to as SKA-LSB, where SKA stands for Stego key algorithms and LSB stands for LSB. These 2
algorithms employed two types of LSB, namely two-level LSB and Multi-level LSB, to achieve better
similarity between the original image and the Stego image.

Recently, a new image steganography technique has been proposed for embedding secret data into
digital images. This technique is based on a fuzzy edge detector and the LSB method. The LSB and MSB
methods for embedding secret messages have been discussed by Al-Faydi et al. [13]. Motivated by the work
done in this field, the present research proposed mshEdgeRGB_T1 algorithm based on fuzzy sets and the
LSB method, which satisfies all three basic requirements of image steganography. To improve security, edge
pixels are used to hide the secret data. A fuzzy type-1 system is employed to find more edge pixels than
traditional edge operators to increase embedding capacity. Lastly, for the similarity index, the LSB method is
used to hide the secret message in the cover image, resulting in a Stego image identical to the cover image.

The paper is organized as follows: in section 2, we propose the mshEdgeRGB_T1 algorithm to
embed and extract the secret data from RGB images based on fuzzy type-1 and the LSB method. In section 3
covers the LSB method and the FIS. In section 4, we analyzed the similarity and quality between the cover
and Stego images. Also shows a comparative analysis between the total number of edge pixels obtained from
mshEdgeRGB_T1 algorithms and traditional operators like Prewitt, Sobel, Canny, and LoG operators. The
last section 5 concludes the paper.

2. PROPOSED ALGORITHMS

In this section, we proposed mshEdgeRGB_T1 embedding and extracting algorithms that combine
the simplicity of the LSB method with the robustness of a type-1 Mamdani FIS to embed and extract secret
messages in RGB images. Algorithm 1 represents the embedding process which starts with reading the cover
image and extracting the pixel intensity values for the RED, GREEN, and BLUE channels separately.
A mask is applied to each channel and the differences between neighboring pixels in both horizontal and
vertical directions are calculated. A FIS is then created and initialized with input and output variables, and
fuzzy rules are defined to capture the relationships between inputs and outputs. The image data undergoes
fuzzification and defuzzification to obtain fuzzyEdgeOut, which helps identify edge pixels. The secret
message is then embedded within these edge pixels using the LSB and XOR methods, resulting in the Stego
image.

Indonesian J Elec Eng & Comp Sci, Vol. 37, No. 1, January 2025: 123-133



Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 a 125

Algorithm 1. mshEdgeRGB_T1 embedding algorithm

Input RGB Cover image, secret message.

Output RGB Stego image.

Step 1 Read Cover image.

Step 2 Extract pixel intensity wvalues of Cover image for all three channels separately
(RED, GREEN, and BLUE).

Step 3 Mask on cover image for each channel.

Step 4 Find the difference of two neighbouring pixels in the horizontal and vertical
directions for each channel separately.

Step 5 Create FIS and initialize its input and output variables.

Step Set the rules for FIS.

Step 7 Apply fuzzification to the image data and defuzzification to the intermediate
results to obtain fuzzyEdgeOut.

Step 8 Use the LSB and XOR method to hide secret message within edge pixels of Cover image
based on fuzzyEdgeOut and obtain Stego image.

o

Algorithm 2 represents the mshEdgeRGB_T1 extracting algorithm, in the extraction process the
Stego image is read and pixel intensity values for the three channels are extracted. The differences between
neighboring pixels are calculated again and the FIS is worked with the same input and output variables and
applies the same fuzzy rules. The data undergoes fuzzification and defuzzification to regenerate
fuzzyEdgeOut. The secret message is finally extracted from the edge pixels of the Stego image using the
modulus method based on fuzzyEdgeOut. This approach ensures a high level of security and imperceptibility,
making it difficult for the human eye to detect differences between the cover and Stego images.

Algorithm 2. mshEdgeRGB_T1 extracting algorithm

Input RGB Stego image.

Output RGB Cover image, secret message.

Step 1 Read Stego image.

Step 2 Extract pixel intensity values of Stego image for all three channels separately
(RED, GREEN, and BLUE) .

Step 3 Find difference of two neighbouring pixels in the horizontal and vertical directions
for each channel.

Step 4 Create a FIS and initialize its input and output variables.

Step Set the rules for FIS.

Step 6 Apply fuzzification to the image data and defuzzification to the intermediate
results to obtain fuzzyEdgeOut.

Step 7 Use the modulus method to extract the secret message from the edge pixels of Stego
image using fuzzyEdgeOut.

(€}

3. METHOD

This section describes the specific procedures and techniques used in this work to address the
research questions and hypotheses raised in section 1. The mshEdgeRGB_T1 algorithm for RGB image
steganography which are described in section 2 based on type-1 fuzzy logic system and LSB method.

3.1. Materials
In this paper, we worked on a standard PC with 10 GB RAM using MATLAB (version R2015a) for
experimental analysis of the different sizes of images sourced from Google Photos.

3.2. Method and technique
3.2.1. LSB method

Image steganography involves two major domains: transform and the spatial domain. In spatial
domain, the LSB technique is a simple method for hiding secret messages. This technique involves
embedding the confidential message within an image’s least significant pixel bits [15]. Following LSB
algorithms make it easy to hide secret data and the implementation process becomes straightforward. In this
method, message bits are hidden in every pixel’s LSB value of the cover image. For example, 1 LSB
procedure is illustrated as follows: cover image pixel=01010010 00110101 01000101 10100110, message
bits=1010, Stego image pixels=01010011 00110100 01000101 10100110. Detecting the difference between
cover and Stego image using the RGBdetectfuzzyLSB algorithm can pose a challenge to the human eye.
Researchers might utilize a greater number of LSB bits per pixel to augment payload capacity and bolster
security [16].

3.2.2. Fuzzy inference system
Lofti Zadeh first introduced the concept of fuzzy sets in the twentieth century. Fuzzy set theory is a
mathematical model that addresses problems related to uncertainty and imprecision in data [17]. In such sets,
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linguistic variables represent input and output values and fuzzy sets define membership functions that
determine the degree of membership [0-1] for each input value. In this paper, we use two input variables to
determine a single crisp output value [18]. This research work applies four fuzzy if-then rules, where the
antecedent and consequent parts contain fuzzy propositions, to capture expert knowledge or empirical
relationships between inputs and outputs [19]. Three types of membership functions are used to represent the
membership value of any fuzzy set: triangular, trapezoidal, and gaussian membership functions.

Figure 1 depicts the input and output variables initialized for FIS for edge detection. Input 1
represents the difference between horizontal pixels, labeled as differencePixelsColumnWise and Input 2
represents the difference between pixels vertically, labeled as differencePixelsRowWise. Two membership
functions low and high are associated with each input variable using triangular member functions, which
define the degree of membership of different input values. On the other hand, three membership functions
black, gray, and white are associated with the fuzzy output variable fuzzyEdgeOut using triangular member
function.

Low FUZZY INFERENCE SYSTEM - INPUT 01 o FUZZY INFERENCE SYSTEM - INPUT 02 Hgh

¥
0

Dagrae of membacshp
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Figure 1. Input and output variables for FIS

3.3. Procedure

In this step, we give an example that explains the proposed algorithms step by step. Example of
mshEdgeRGB_T1 algorithm is:
Step 1: let us take a sample block of size 6x6 from the RGB cover image (Lena) of size 256x256 pixels [20].
Separate different color intensities red, green, and blue in three different matrices. D, where 1 < r < 3.
All pixel intensities fall in the range [0-255].

Figure 2 shows the intensity values for all three channels red(R), green(G), and blue(B) of sample
block. Drxy represents the intensity values of x row and y" column of r'" channel, where 1 < x, y < 256.
Let us take the intensity values given below from the RED channel as an example, D123 = 174, D124 = 146,
D113,3 =134.

RID

RGB Cover Image (Mona)

» irtasyty wibe before

onbedSag secret 81 i

174

EllJE- -

GREEN

Figure 2. Sample block of Lena cover image
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Step 2: mask last four bits of all pixels for all three channels using (1).
D}y = int16 (222) x 4 1)

Now, the masked image pixels are D; , =172, D124=144, D133=132
Step 3: calculate horizontal difference between adjacent row pixels (HDARP) of masked image as,

D;,xy 1= mod [Drxy 1 D;,x,y] (2)
the HDARP values which are obtained by using (2), on masked image pixels are as,

Dy, 3 =mod [D;,,— Di,3]=mod (144 — 172) =28
Step 4: calculate the vertical difference between adjacent column pixels (VDACP) of masked images as,

D;‘I;c 1y — = mod [Drxy D;,x—l,y] (3)
from (3), the obtained VDACP values are,

D'y 3 =mod [D133—D;,3] =mod (132 —172) =40
Step 5: now, we need to identify the edge pixels using FIS. Here, we have used Mamdani FIS for type-1
fuzzy systems. HDARP and VDACP provide the crisp inputs to the system and each input is associated with
two triangular-shaped membership functions low (L) and high (H). The vector parameter related to the
triangular membership function (trimf) is initialized in the form [p, q, r], where p and r define the extent of

the membership function and g defines its peak. This function returns fuzzy membership value for y in fuzzy
set z using (4).

(0, y<p
2 (y) = i%,pSy ! @
2V |i_—z, q<y<r

kO, y=>r

Low (L) triangular membership function is initialized with vector parameters [0 0 255], while high
(H) triangular membership function is initialized with vector parameter [0 255 255]. On evaluating trimf
function, we get the degree of membership for HDARP and VDACP input values, with which they are
associated with the low (L) and high (H) fuzzy sets. The degree of membership lies in the range [0 - 1]. Here,

Hiow (HDARP): membership degree of HDARP values within the fuzzy set labeled as low.
pHigh (HDARP): membership degree of HDARP values within fuzzy set labeled as high.
puLow (VDACP): membership degree of VDACP values within fuzzy set labeled as low.

pHigh (VDACP): membership degree of VDACP values within fuzzy set labeled as high.

By using (4), we get,

255-D1',5 _ 255-28

uLow (D1, 3) = 255‘ === 0.890
uHigh (D', ) = ° 2[;1523 = 220109
uLow (D}%5) = 255;’5{"2"3 = 2540 - 0,843
HHigh (D) = S22 = 40 - 15

After evaluation for given values, we observe that Dy, ; belongs to fuzzy set R. with 0.890 degrees
of membership. Similarly, other results can be analyzed by observing their degree of membership in different
fuzzy sets. Similarly, the output fuzzyEdgeOut is associated with three trimf functions black, gray, and white.
The vector parameters initialized for black, gray, and white triangular membership function are [0 0 0.3],
[0.30.30.8], and [0.8 1 1] respectively.
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Step 6: define fuzzy rules to categorize the fuzzy inputs into different fuzzy outputs. Here, we have defined
four fuzzy rules.

Figure 3 demonstrates the fuzzy logic rules applied for edge detection based on (HDARP) and
(VDACP) values. Each subfigure illustrates a specific rule’s output.
—Figure 3(a) Rule 1: if HDARP is low and VDACP is low, then fuzzyEdgeOut is white.
—Figure 3(b) Rule 2: if HDARP is low and VDACP is high, then fuzzyEdgeOut is gray.
—Figure 3(c) Rule 3: if HDARP is high and VDACP is low, then fuzzyEdgeOut is gray.
—Figure 3(d) Rule 4: if HDARPP is high and VDACP is high, then fuzzyEdgeOut is black.
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Figure 3. Fuzzy logic rules for edge detection output; (2) Rule 1- fuzzyEdgeOut is white, (b) Rule 2-
fuzzyEdgeOut is gray, (c) Rule 3- fuzzyEdgeOut is gray, and (d) Rule 4- fuzzyEdgeOut is black

Fuzzy rules are evaluated in Figures 3(a) to 3(d) and their implications are performed through fuzzy
set operations. These operations employ the maximum for OR and minimum for AND operators. Here, we
have combined the individual results using minimum operation.

—Rule 1: min (ULowD1'5 3), HLowD1'3,3) = min (0.890,0.843) = 0.843.
—Rule 2: min (ULowD;'; 3, HHighD1'2 3) = min (0.890,0.0.156) = 0.156.
—Rule 3: min (UnighD1'5 3, HLowD;'2 3) = min (0.109,0.843) = 0.109.
—Rule 4: min (UhighD1'5 3, MHighD1'2 3) = min (0.109,0.156) = 0.109.

In a FIS, decisions are made by evaluating all rules, the rule outputs must be combined in same
manner. Aggregation refers to the merging of fuzzy sets representing each rule’s output into a singular fuzzy
set. As a result of the aggregation process, a single fuzzy set is produced for each output variable. Figure 4

illustrates the outcome of this aggregate process, showcasing the fusion of all four fuzzy sets derived from
the evaluation of four fuzzy rules.

fuzzyEdgeOut(1,2.3) = 0.669

0 1

Figure 4. Aggregation of fuzzy outputs

The defuzzification process takes the aggregate fuzzy output set as input, producing a single crisp
value as the output. We have used center of sum (COS) method for defuzzification’s, which returns the
center of the area under the aggregated fuzzy set. According to COS which is defined in (5), the crisp value
will be changed.

256 S
ey AiXi
256 (5)
Z i=1 Aj

X* =

Here, A; Is the area of the region bounded by the fuzzy set got after evaluating i fuzzy rule and X; is the
geometric center of that area. After defuzzification, the final crisp value that we got is 0.669 which is within
9 the defined threshold values [0 0.8], so, the current pixel is marked as an edge pixel. The same steps are
repeated for all pixels of every channel to mark edge pixels.
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Step 7: for embedding process let us take the secret message in binary form 01000100101 and hide one of its
msgbit (0) in the identified edge pixel using (6).

Sr,i,j = Gr,i,j + XOR (mod(Gr,i,j,2), msgbit) (6)

Where, Gy,ij is marked edge pixel, msghbit is the secret bit to embed and S;; is corresponding pixel of Stego
image. In, our example, let us take G123 edge pixels to embed secret message bit. Then, using (6).

S123= G123 + XOR (mod (G123, 2), 0)
S123= 174 + XOR (mod (174, 2), 1) = 174 + 1 = 175.

Finally, the receiver gets a Stego image containing the secret data, Figure 5 shows the sample block of RGB
Stego image.

RED

RGB Stego Image (Mona)

Wtensty  value  after
" embeccing secret Nt Iy
175

.
/ .
alu‘- -

GREEN

Figure 5. Sample block of Lena Stego image

Extracting process: on the receiving side, the receiver extracts the secret message from the Stego
image using mshEdgeRGBT _1 extracting algorithm. Steps 1 to step 6, to find edge pixels are similar to those
in the embedding algorithm. To extract the secret message bit, use the modulus function on the Stego image
pixel Sr,i,j.

SecretMessageBit = mod (Sy,ij, 2) (7)

Using (7), SecretMessageBit = mod (175,2)=1.
Similarly, extract all secret message bits, concatenate them to get the secret message in binary form, convert
them into ASCII format and finally, get the secret message in readable form.

4. EXPERIMENTAL RESULTS

In the present section, mshEdgeRGB_T1 algorithm has been tested on five color images (Mona,
Rose, Parrot, Lena, and Baboon) [21]-[24] using MATLAB software to demonstrate its results. In this paper,
both quantitative and qualitative parameters have been used to evaluate mshEdgeRGB_T1 algorithm.
The mean square error (MSE) and peak signal to noise ratio (PSNR) were used to compare the cover and
Stego images quantitatively, while histograms were utilized for qualitative analysis to show the similarity
between cover and Stego images.

4.1. Mean square error
MSE parameter defines the pixel-to-pixel difference between the Cover and Stego image. It can be
calculated as:

MSE = Zh=1 Zmey (U0um) = (nm)y?
PxQ

where U (n, m) and V (n, m) are the corresponding pixels value of Cover and Stego image at position (n, m).
P and Q are the dimensions of the images. Lower the MSE value, the higher the quality of Stego image [25].
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4.2. Peak signal to noise ratio
Another parameter PSNR is used to measure the quality of Stego image. It works inversely
proportional to the MSE [26]. It is calculated as:

10log19(MAX)?
MSE

PSNR =

The experimental result indicates that a lower MSE value corresponds to a higher quality Stego image, as
shown in Table 1. For example, when the message length is 1496 bits, the PSNR value for the Mona image is
71.332, which decreases to 68.796 when the message length is increased to 2,592 bits. Similarly, the MSE
value increases from 0.0048 to 0.0086 for the same image as the message length increases.

Table 1. Evaluation parameter with different message lengths
Image name  Message length (bits)=1496  Message length (bits)=2592
PSNR value  MSE value  PSNR value  MSE value

Mona 71.332 0.0048 68.796 0.0086
Rose 69.933 0.0066 67.714 0.011
Parrot 73.584 0.0028 71.314 0.0048
Lena 72.298 0.0038 69.867 0.0067
Baboon 72.364 0.0038 69.963 0.0066

While embedding the secret message in a cover image, the pixel intensities must be least affected so
that the changes remain undetectable to human eyes. The experimental analysis shows that the distribution of
pixels over all three channels red, green, and blue in Stego images remains almost similar to that of cover
images which is shown in Table 2, which makes the proposed algorithms mshEdgeRGB_T1 more
trustworthy and robust.

Table 2. Distribution of pixel intensities for R, G, and B channels
Image Cover image Cover image Stego image Stego image
name (Distribution of pixel intensities) (Distribution of pixel intensities)
Cover Image Stego Image 2

Mona

Rose

Cover Image

Parrot ’ \
AN

4

VN T X
o . 2 A \
1)\ A\ [ |
' R (B! J WV [
»” [ R 1
' NN i I

Cover Image Stego lmage
Lena
\ Sbeqo lmage =
M, . -\ M
“:'i N g
N M 4 R
Baboon ' o A (B “

In another experiment, researchers compared the mshEdgeRGB_T1 algorithm with other edge
detectors like Prewitt, Sobel, Canny, and LOG to analyse identified edge pixels which are shown in Table 3
and Figure 6. As depicted in Table 3, for Mona image, where Prewitt detected 2326 edge pixels, Canny
detected 7,426 edge pixels, proposed mshEdgeRGB_T1 algorithm detected 12149811 edge pixels, which are
sixty times more than Prewitt and twenty times more than Canny edge detector. So, it increased the
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embedding capacity image many times as compared to other operators. Figure 6 shows compare the edge
pixel counts produced by different edge detection methods. In Figure 6, the images are displayed on the
X-axis and the methods on the Y-axis, with each image color-coded for clarity. It effectively illustrates how
each method performs across different images, emphasizing the differences in edge detection results and the
overall effectiveness of the MshEdgeRGB_T1 algorithm.

Table 3. Number of edge pixels identified using different methods
Image Cover image Edge detector operator mshEdgeRGB_T1
name Prewitt Sobel Canny Log algorithm

Mona
149811
Rose
113940
Parrot
293973
Lena
196469
Baboon
200274

Figure 6. Comparison of edge pixels using different methods

This study aimed to enhance the performance of image steganography through the
mshEdgeRGB_T1 algorithm. The results underscore the algorithm’s ability to maintain high-quality Stego
images, even with increased message lengths, and its superiority in edge detection compared to traditional
methods. The importance of this study lies in its potential to significantly increase the embedding capacity of
images, making the proposed algorithm highly effective for secure communication. However, some
unanswered questions remain, such as the algorithm’s performance on a broader range of images and its
robustness against various types of attacks.
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5. CONCLUSION

In the digital world, sending information through digital media has increased rapidly. Image
steganography plays a big role in keeping the data secure while sending information. It is pivotal in ensuring
secure and high-quality information exchange. In this study, we explored the mshEdgeRGB_T1 algorithm for
image steganography, demonstrating its effectiveness, robustness and flexibility in maintaining image quality
while securely embedding data. These attributes make it highly suitable for secure communication
applications, such as confidential data transfer and covert operations. The evaluation of the algorithm
consistently yields high PSNR and commendably low MSE. Overall, the mshEdgeRGB_T1 algorithm stands
as a valuable contribution to the development of secure and efficient data hiding methods, with broad
implications for the research community and practical applications. In the future, the work can be extended to
implement fuzzy type-2 logic to identify edge pixels and other interesting features of an image. Payload
capacity can be further improved by increasing the number of bits embedded per pixel.
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