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 This research paper systematically reviews the financial system’s computer 
security risks associated with information theft. The objective is to explore 

the security risks and their implications concerning information theft in the 

economic system. Three research questions were formulated to identify these 

risks, their nature, and potential consequences to achieve this objective. 
Fifty-five articles obtained from reliable databases linked to both study 

variables were analyzed using the PRISMA methodology. To ensure the 

validity and reliability of the information, various filters were applied, such 

as year, keywords, and elimination of duplicate articles. In addition, an 
exhaustive reading of the content of each article was carried out, organizing 

all the information through a systematization matrix. After a thorough 

review of the research articles, mostly written in English and representing 

34.55% of the total in 2023, risks associated with the financial sector were 
identified, including malware, ransomware, phishing, distributed denial of 

service (DDoS), hybrid XSS, eavesdropping, and social engineering. 

Geographically, India leads with 14.55% of the articles, followed by South 

Korea and the United States, with 12.72% each, while the other countries 
have lower percentages. In conclusion, these risks coincide with previous 

research and the consequences they generate, highlighting the importance of 

this type of study for the basis of scientific research. 
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1. INTRODUCTION 

Currently, the issue of security problems or computer vulnerabilities continues to be a major concern 

for the development [1] of the financial system, giving way to data access violations and data theft [2]. 

Therefore, using a username and password would not be enough to cover all the risks of these systems, 

causing a security risk of critical information for the customer [3]. For this reason, such financial institutions 

must implement appropriate technologies to ensure an adequate and secure environment [4]. However, it is 

essential to consider these vulnerabilities that could represent an IT risk, as they refer to flaws in the system 

that can be exploited by attackers and could cause fatal consequences [5]. According to the aforementioned, 

these risks could compromise security and privacy [6]. Given that the information handled in the financial 

sector is susceptible and critical, this situation entails a significant information security risk [7], in which any 

exposure or breach could be used to cause economic damage, compromise data, affect personal security, or 

directly harm others [8]. Therefore, information theft becomes an IT risk to be considered in the financial 

sector [9]. 

https://creativecommons.org/licenses/by-sa/4.0/
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The research plays on the critical need to address security risks and computer vulnerabilities in the 

financial system. Closely exploring the threats related to information theft highlights the urgent need to 

analyze these cyber threats [10]. Although the article does not seek to implement solutions, it will provide a 

broader view of these risks, which will help guide future research and development projects to ensure the 

protection of data from potential online attacks [11]. 

Regarding the above, these research results would be accurate and reliable, as they are based on a 

wide range of studies and data, which will be collected from academic repositories to gain a deeper 

understanding of these risks and their implications in the financial system. This will provide an up-to-date 

and comprehensive view of these risks in the financial system [12]; they are also directly related to the most 

important issues of the ISO 27001 standard [13], which covers the confidentiality and integrity of 

information by financial systems. 

Furthermore, the main objective of this paper is to explore the security risks and their implications 

related to information theft in the financial system. Following the central idea of the review article, questions 

will be addressed that seek to identify these risks, what they consist of, and what types of consequences 

would negatively affect the financial system. A systematic literature review will be carried out through a 

comprehensive analysis of 55 articles. To achieve this, articles from reliable databases linked to both study 

variables were identified and analyzed, thus making it possible to acquire up-to-date scientific knowledge. 

From a methodological perspective, the systematization is elaborated using the PRISMA methodology, 

ensuring information filtering to obtain valid and reliable data. 

 

 

2. RELATED WORK 

2.1.  General risks in the financial system 

This section explores how cyber attacks affect the financial sector, followed by related work. For 

example, the article [14] explored the challenges faced by Ecuador’s financial sector. To achieve this 

purpose, they had to interview financial security managers, security officers, authorities, and managers of 

internet service providers. The findings indicate that Ecuador’s financial sector faces cybersecurity risks 

caused by external and internal actors, which can result in fraud and operational failures. Furthermore, in [15] 

they implemented an Internet of things (IoT)-based risk monitoring in the financial industry. They collected 

IoT-related data, improving reliability and efficiency. The results show a 7.1% reduction in risk 

measurement. Similarly, the study [16] strengthened cyber security in environments where the banking 

infrastructure is highly distributed. Advanced algorithms and techniques for intrusion detection and security 

event correlation were implemented to achieve this. Implementing improved intrusion detection strengthened 

cyber security and protected the banking infrastructure by identifying and mitigating threats more effectively. 

 

2.2.  Data and privacy risks 

For the present area, it focuses on how cyber-attacks affect users’ data and put their privacy at risk. 

For example, in [17] they discussed security and privacy issues in big data. To do so, they analyzed the 

implications of massive data’s velocity, volume, and variety. They identified several security and privacy 

issues in big data, including unauthorized access, data loss, and data misuse. In addition, Schyff et al. [18] 

conducted a comprehensive review of online privacy fatigue. For this purpose, they conducted a scoping 

review based on the PRISMA-ScR check. The response to this is the identification of five categories of 

antecedents of privacy fatigue: privacy risk, privacy control and management, knowledge and information, 

individual differences, and privacy policy characteristics. On the other hand, Rodrigues et al. [19] They 

presented PTMOL to analyze the privacy threats faced by OSN users. To realize the objective, they 

conducted two studies in which they evaluated the use of PTMOL for the design stages. The result mentions 

that PTMOL can be effectively incorporated into software development during the design phase of OSNs. 

 

2.3.  Financial management and transaction risks 

For example, Riad and Elhoseny [20] proposed a new access control scheme that uses blockchain 

technology for the key revocation process, and they performed a security analysis to evaluate the scheme’s 

robustness against known attacks in open banking systems. For this purpose, they conducted a security 

analysis to evaluate the scheme’s robustness against known attacks in open banking systems. The research 

indicates that the proposed BKR-AC scheme has a faster response time. In turn, in the study [21], they 

addressed the problem of corruption and money laundering in non-governmental organizations and 

governmental fundraising organizations. They presented a blockchain-based transaction system that uses 

smart contracts to prevent illegitimate block changes during financial transactions. The results of this system 

show that this approach is much more secure and less susceptible to scams than traditional financial 

transaction systems. Furthermore, Choithani et al. [22] explored the relationship between artificial 
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intelligence, cybersecurity, and cryptocurrencies. Specific artificial intelligence techniques were reviewed 

and analyzed, such as support vector machines and neural networks of the artificial, short-term memory, and 

recurrence unit type. The result is that the impact and potential of artificial intelligence transform how 

cryptocurrencies and the financial system interact. 

 

2.4.  Risk assessment and risk management in the financial system 

Finally, the next area highlights the risks faced by the financial sector, including a predictive model 

of threats in mobile money services and techniques to mitigate these risks. In line with the above, the 

research [23] delved into the growing threat of cybercrime in mobile money services. To achieve this, they 

gathered information through interviews with mobile money practitioners and applied the Synthetic Minority 

Oversampling Technique. The results mention that machine learning algorithms are effective in modelling 

and automating the prediction of cyber threats. Also, Asher et al. [24], they evaluated the capability of tools 

for reverse engineering mobile applications. They collected a dataset to be evaluated through these tools and 

compared the execution times. The results revealed that none of the existing tools could independent ly 

complete the reverse engineering process. Similarly, Swetha and Dara [25] they implemented LAN security 

to protect the data center of an organization in the BFSI industry. To achieve this, they configured the 

security functions in LANenforcer and added an intrusion prevention system for all traffic to pass through. In 

response, they found that implementing LAN security successfully protected the organization’s data center. 

However, in the study [26] They proposed a new digital risk assessment framework. They identified 17 types 

of digital risks and quantified the probability of loss and impact of each risk using the Bernoulli distribution. 

 

 

3. METHOD 

The article uses a qualitative approach, like a systematic review, as existing knowledge on the 

proposed topic was collected and analyzed [27]. This will help to understand the present topic better and to 

answer the questions posed. Systematic review involves a methodical and transparent process of locating, 

selecting, and critically evaluating the relevant literature in each field. This process involves clearly defining 

research questions, identifying key terms and search strategies, selecting relevant data sources, evaluating 

included studies, and synthesizing results [28]. 

For this case, articles on the risks of financial systems in the period 2018-2023 have been collected. 

For this process, searching for and selecting information based on the parameters established by the Prisma 

methodology was necessary. The following aspects were considered for the acceptance of these articles in 

this systematic review: 

In this case, articles on the risks of financial systems were collected during the period from 2018 to 

2023. The search and selection of information based on the requirements given by the Prisma methodology 

was necessary for this specific process. In this systematic review, the following aspects were considered for 

the acceptance of such articles: 

- It needs to be written in English, as it will have a greater source of international information related to 

the variables of this systematic review. 

- It must be from reliable databases because it guarantees a clear review of this article. 

- Publication date belonging to the year 2018 - 2023, given that adequate and updated information about 

the proposed article can be obtained in this period of antiquity. 

- Filters for the article, such as “engineering” and “computer science,” should be considered for the correct 

relationship in this systematic review. 

- The selected articles are required to be open access 

- The existence of statements about the risk of financial systems in their security would ensure congruence 

between the objectives of this systematic review and the articles found. 

To discard the articles, the following aspects were considered: 

- The articles obtained must not be duplicated to have repeated information. 

- The date of publication must be older than 2018. 

- The selected documents must not be of the book, thesis, or proceedings type. 

- The information obtained from the articles should not be distant because the information described will 

not be related to this systematic review. 

The following databases were considered for the search process: IEEE, Science Direct, Scopus, 

Springer, and ProQuest. 

For the first step, the search is carried out using key terms such as “banking,” “system,” “attack,” 

“information,” and “security,” as well as their translation into Spanish as “banca,” “Sistema,” “ataque,” 

“información” and “Seguridad.” After performing this search, the filter was applied according to the year of 

publication, excluding those that did not comply with the 2018 and 2023 years of publication. According to 

Figure 1, the articles included in the systematic review were distributed as follows: 
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Figure 1. Number of studies identified by each database 

 

 

Then we proceeded to a review of duplicates, which consisted of checking with the Mendeley tool if 

any article was duplicated; then to verify, we downloaded the articles for each database in XML format so 

that when imported into Microsoft Excel, we could make a complete filter, where the result was that there 

were 33 duplicates. The quantities identified in the search for information from the databases are described in 

Figure 2, according to the parameters of the PRISMA methodology. 

 

 

 
 

Figure 2. PRISMA methodology 

 

 

4. RESULTS 

Based on the database of 244 scans, the results were structured. In addition, during a rigorous 

analysis, according to the established filters, they were passed on to another database with methodological 

data of 55 studies. The PRISMA method was applied to clarify the results from the literature review. Starting 

with the identification of five bibliographic sources, specifically Science Direct, Scopus, IEEE Xplore, 

Springer, and ProQuest, the first selection was based on the search for keywords and phrases, of which 

28.28% corresponded to Science Direct, 8.20% to Springer, 26.64% to Scopus, 23.36% to ProQuest, and 

13.52% to IEEE. 

During the second phase, the review of duplicates was carried out using the Mendeley tool to check 

if any article was duplicated; in addition, the articles were downloaded for each database in XML format so 

that when imported into Microsoft Excel, a complete filter could be made, from which 74 studies were 

removed, where the results showed 28.44% corresponded to Science Direct, 7.58% to Springer, 26.07% to 

Scopus, 26.07% to ProQuest, and 11.85% to IEEE. 

During the third phase, the year of publication is considered; in this case, from 2018 to 2023, 37 

studies were removed, of which 28.82% corresponded to Science Direct, 7.65% to Springer, 25.88% to 
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Scopus, 26.47% to ProQuest, and 11.18% to IEEE. During the fourth stage, eligibility, words, or phrases 

related to this systematic review’s subject matter were considered. Of the latter, 78 studies were removed, 

18.75% corresponded to Science Direct, 4.46% to Springer, 20.53% to Scopus, 24.92% to ProQuest, and 

6.25% to IEEE. In the fifth phase, we considered whether the studies were open access, where 36 studies 

were removed, giving 25.77% for Science Direct, 6.19% for Springer, 27.84% for Scopus, 30.93% for 

ProQuest, and 9.28% for IEEE. 

The criterion of reading the summary was finally incorporated in the sixth phase, where 

identification by components such as methodology and results found was used to explain the relevance of the 

study and relationship with the objective of the study, considering that it has the same unit of analysis and 

variables or constructs addressed; and the correct access link, which involves identifying an access link to the 

document. This resulted in 42 excluded documents and 55 selected documents. Figure 3 shows the selection 

procedure of studies found in the databases. 

 

 

 
 

Figure 3. Selection procedure for studies found in databases 

 

 

Figure 4 shows that 17 articles (30.91%) come from Scopus, 1 article (1.82%) from Springer, 18 

(32.73%) from Science Direct, 16 (29.09%) from ProQuest and 3 (5.45%) from IEEE. Therefore, the 

Springer database is the least used database, with only a 1.82% share. ScienceDirect is the most predominant 

database in this research, with a 32.73% share. 



                ISSN: 2502-4752 

Indonesian J Elec Eng & Comp Sci, Vol. 37, No. 2, February 2025: 1339-1351 

1344 

 
 

Figure 4. Percentages of data in the databases 

 

 

The distribution of documents in the research by year of publication is shown in Figure 5, which 

includes 2018 to 2023. There is a steady increase in the number of newly created papers. In 2018 they 

represented 3.64% of the total; in 2019, they represented 7.27%; in 2020, they represented 7.27%; in 2021, 

they represented 21.82%; in 2022, they represented 25.45%; and finally, in 2023, they represented 34.55% of 

the total. A total of 55 documents will be added to the research. 

 

 

 
 

Figure 5. Documents covered in the year of publication of the investigation 

 

 

Figure 6 shows that India leads the list, representing 14.55% of the total (8 articles), which indicates 

a significant contribution to this study. Then, the country of South Korea, which represents 12.72% of the 

total (7 articles), and the country of the United States, with 7 articles, represents 12.72%, which indicates its 

importance in this project. 

In addition, other countries that contribute less to the total number of documents are mainly  

South Africa, Ethiopia, Saudi Arabia, Algeria, Yemen, and Ecuador, with one document each, and  

Indonesia and Malaysia, with two documents each. Despite their lower numerical contribution, these 

countries still add geographical diversity to the project. Figure 7 presents the research by country and 

continent. 
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Figure 6. Research papers are grouped by continent and sorted by country of origin 

 

 

 
 

Figure 7. Documents grouped at a continental level according to country of origin 

 

 

On the other hand, the distribution of articles in 5 academic databases classified as “Quantitative” 

and “Qualitative” is shown in Figure 8. 60% of the articles focus on qualitative research, while the remaining 

40% fall into the quantitative category. Springer has 0 (0%) quantitative articles and 1 (1.82%) qualitative 

article, Scopus has 6 (10.91%) quantitative articles and 11 (20%) qualitative articles, Science Direct has 3 

(5.45%) quantitative articles and 15 (27, 27%) of qualitative articles, IEEE offers 1 (1.82%) quantitative 

article and 2 (3.64%) qualitative articles. ProQuest has 12 (21.82%) quantitative articles and 4 (7.27%) 

qualitative articles. 

 

 

 
 

Figure 8. Documents incorporated into the research based on the research approach 
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Visualizing the network of documents available in databases is presented using bibliometric 

analysis. This quantitative tool displayed the keywords, highlighting their importance (Occurrences) and 

relationship strength with other keywords (Total strength of connection). In Figure 9, keywords with larger 

circles indicate greater importance, and those with more connections represent greater strength in 

relationships with other keywords. 
 

 

 
 

Figure 9. Network visualization of documents available in databases based on bibliometric analysis 

 

 

5. DISCUSSION 

5.1.  RQ1: What risks affect the financial sector? 

Several risks significantly affect the financial sector; among those identified in Table 1, one of the 

main ones is malware, considered a critical risk that requires special attention due to its ability to compromise 

cyber security. This statement supports the work [14], stating that the predominant risks in the financial sector 

are mostly external, highlighting malware as a threat that can trigger operational problems and information theft. 

Specifically, ransomware, a malware variant, is presented as a unique risk as it can encrypt financial information, 

causing system unavailability and demanding a ransom to unlock files. It also correlates with the study [26], which 

identifies 17 types of digital risks, highlighting among them ransomware, which can negatively affect the financial 

sector, generating vulnerabilities through external attacks by encrypting data. On the other hand, distributed denial 

of service (DDoS), which is considered a risk that can aggravate the attacks above since it would compromise 

security systems in the financial sector, is supported by Swetha and Dara [25], which mentions that these DDoS 

attacks lead to an interruption of services, which would negatively affect the financial sector.  
 
 

Table 1. Risks affecting the financial system 
No Risks affect the financial sector Quantity References 

1 Malware 10 [26]-[47] 

2 Ransomware 8 [48]-[55] 

3 Phishing 8 [56]-[63] 

4 DDoS 17 [64]-[80] 

5 XSS híbrido 1 [81] 

6 Eavesdropping. 1 [82] 

7 Social engineering 1 [83] 

 

 

5.2.  RQ2: What are these risks affecting the financial sector? 

The risk affecting the financial sector manifests itself through various cyber threats, each with its 

own method of attack. According to Table 2, Malware, in the form of malicious software, is designed to 

evade security detection, as the study supports. Which mentions that malware is used to damage or take 

control of a computer system [15]. It is like ransomware in that it can compromise the integrity of financial 

systems. Both act as infiltrators that can trigger serious consequences by compromising the confidentiality 

and availability of information. On the other hand, the psychological manipulation associated with Social 

Engineering shares similarities with Phishing in its deceptive approach to obtaining confidential information. 
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Both techniques exploit users’ trust, either through identity fraud in the case of Phishing or through 

psychological manipulation in Social Engineering. In turn, [17] mentions that Phishing is common technique 

cybercriminals use to obtain confidential information from users and is not necessarily related to large 

datasets. 

 

 

Table 2. Concept of each risk affecting the financial system 
No. Risk What is this risk affecting the financial sector? Quantity References 

1 Ransomware Secuestro de datos por medio del cifrado 5 [48]-[51], [55]] 

2 Phishing Engaño para obtener información sensible mediante falsificación de 

identidad. 

6 [56]-[58], [60]-[63] 

3 DDOS Inundar un servidor o red con una gran cantidad de solicitudes falsas 7 [64]-[67], [69], [72], 

[74] 

4 Malware Software malicioso para evadir la detección de seguridad 10 [31]-[34], [36]-[39], 

5 XSS híbrido Serie de inyecciones maliciosas en las vulnerabilidades de 

aplicaciones web. 

1 [81] 

6 Social 

engineering 

Manipulación psicológica para obtener información confidencial. 1 [82] 

7 Eavesdropping Escuchar conversaciones privadas sin el consentimiento de la 

persona 

1 [83] 

 

 

5.3.  What are the consequences of these risks for the financial sector? 

A comparison of these risks’ main implications and consequences for the financial industry is 

mentioned. According to the review of all the articles, it is analyzed that the main ones correspond to the loss 

of financial data and the theft of confidential/banking information. Regarding the former, it affects the 

integrity and confidentiality of data. However, it is important to highlight the theft of banking information, as 

it compromises the financial security of the affected individuals and can lead to fraudulent transactions. This 

is supported by the article [23]. It points out that, thanks to these vulnerabilities, cybercriminals are finding 

gaps in the new security controls and increasing cybercrime. All of the above relates significantly to research 

[25] Malicious access and insider attacks can include attempts to steal confidential information and disrupt 

the organization’s services, such as DDoS attacks or packet flooding attacks. Table 3 shows the 

consequences of IT risks in the financial sector. 

 

 

Table 3. Consequences caused by risks in the financial system 
No What are the consequences of this risk for the 

financial sector? 

Quantity References 

1 Exposure of personal/financial information 6 [29], [30], [35], [44], [59], [77]  

2 Financial fraud 3 [32], [56], [58] 

3 
Loss of banking/personal data 

26 [29]-[31], [35], [38], [40]-[45], [47], [48], [52]-[54], [59], [62], [66], 

[73], [75], [76], [77], [79], [80], [81] 

4 Theft of confidential/banking information 9 [29], [31], [41], [44], [45], [48], [56], [58], [82] 

5 Data privacy breach 5 [41]-[43], [54], [68] 

6 Disruption to security services 4 [43], [71], [73], [80] 

 

 

6. CONCLUSION 

The present systematic review examined theoretical and practical studies on IT risks associated with 

information theft in the financial system. By applying inclusion and exclusion criteria, 55 out of 244 articles 

were selected using the PRISMA methodology. These articles were distributed as follows: 17 (30.91%) from 

Scopus, 1 (1.82%) from Springer, 18 (32.73%) from Science Direct, 16 (29.09%) from ProQuest, and 3 

(5.45%) from IEEE. The studies identified specific IT risks in the financial sector and the consequences 

associated with them. Geographically, India leads with 14.55% of articles, which represents a significant 

contribution to the study, followed by South Korea and the United States with 12.72% of articles each, and 

the rest are distributed across the other countries with smaller percentages. 

Finally, the development of this review provided a comprehensive exploration of the various studies 

that explain and analyze the knowledge about IT risks and the consequences they generate, such as 

information theft in the financial system, including exposure of personal/financial information, financial 

fraud, loss of banking/personal data, theft of confidential/banking information, breach of data privacy and 

disruption of security services. All these aspects will help to guide future research and development projects 

to ensure data protection against possible online attacks. Regarding limitations, it is important to note that it 

was impossible to identify all the risks that could exist or be related to the financial sector. This limits the 

ability to cross-check information on these risks comprehensively. 
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