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1. INTRODUCTION

Digital transformation, driven by social change, is driving economic development and impacting all
sectors [1]. Experts are therefore analyzing digital transformation in detail to understand its effects,
advantages and disadvantages, especially for companies that could fail without it [2]. In higher education,
digital transformation encompasses social, organizational and technological changes, affecting teaching,
infrastructure, curriculum, administration, research, operations, human resources, knowledge dissemination,
governance and information management, while encouraging this transformation [3]. During the COVID-19
pandemic, higher education institutions have been rapidly pushed to adopt digital technologies and revise
their teaching methods to adapt to new and specific constraints [4]. This rush towards digitalization has
unfortunately increased their exposure to the risks of cyberattacks, making the information systems of these
institutions more vulnerable in an already complex context [5], [6]. This situation requires the establishment
of robust information systems governance mechanisms, based on solid structures, well-defined processes and
effective interpersonal relationships [7]. The effective implementation of these best practices not only helps
to secure information systems but also facilitates the adoption of digital solutions essential to ensure
educational continuity, thereby minimizing the risks of cyberattacks and enabling institutions to effectively
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navigate the integration of technology and the protection of infrastructures against increasing and complex
threats [8].

Several approaches have been proposed to enhance cybersecurity in higher education institutions.
Among these, the implementation of information systems governance frameworks, such as 1SO27001 and
COBIT, is one of the most commonly adopted strategies. These frameworks provide structured guidelines for
managing IT services and protecting sensitive data [9]. Additionally, decision-making methodologies, such
as the analytic hierarchy process (AHP) and the TOPSIS method, are frequently used to evaluate and
prioritize security practices based on their specific relevance and effectiveness in various contexts [10], [11].

Despite these solutions, several constraints limit their adoption and effectiveness. Budget constraints
are one of the main barriers to the implementation of robust security systems [12]. Additionally, the
complexity of university IT infrastructures, often associated with organizational resistance to change,
complicates the rapid adaptation to new security technologies. As the cybersecurity threat landscape
continuously evolves, institutions must also contend with the need to maintain constant technological
vigilance and perform frequent updates, which adds an additional burden. This allows institutions to
prioritize the most critical actions while ensuring an optimal allocation of resources [13].

The primary objective of this research is to evaluate and prioritize the most effective cybersecurity
governance practices for Moroccan universities, using AHP and TOPSIS methodologies to determine those
that offer the greatest relevance in this specific context. The integration of these practices within the ITIL v4
framework aims to develop a targeted and optimized cybersecurity strategy that meets the unique needs of
academic institutions while maximizing their resilience against cyber threats. The final goal is to provide
academic decision-makers with a practical framework to improve their security posture, aligning these
practices with strategic objectives while considering resource constraints [13].

2. THEORETICAL BACKGROUND
2.1. IT governance

In higher education institutions, structural IT governance capabilities include establishing clear roles
and responsibilities [14], having an IT Strategy Committee [15]-[19] and IT Steering Committees [20]-[22],
as well as appropriate organizational structuring [23], [24] and integrating the CIO into executive committees
[25]. These structures are essential for effective IT governance and positively influence the absorptive
capacity of IT governance in universities. Process capabilities encompass strategic information system
planning [26], [27], portfolio management [28]-[30], and the adoption of IT governance frameworks such as
COBIT, ITIL, ISO, PRINCE2, PMBOK, and BSC [31]-[36]. These processes play a crucial role in setting
priorities and enhancing the operational efficiency of IT governance. Relational capabilities include 1T
leadership [37], formal communication [26], [32], [38], and knowledge management [26], [32], [39]. These
capabilities facilitate strategic dialogue, shared learning, and effective collaboration between IT and business
functions, thereby strengthening the performance of IT governance.

2.2. Digital transformation and cyberattacks

Rapid digital transformation has created significant security gaps for organizations, necessitating a
shift in focus towards protecting data distributed across multiple platforms [40]. In higher education institutions,
digital transformation enhances accessibility and personalization of education through digital technologies [41],
facilitates efficient management of administrative and academic operations, and supports pedagogical
innovation with new online tools. However, this increased reliance on technologies raises the risks of
cyberattacks [42], making the protection of sensitive data and the implementation of cybersecurity strategies
tailored to modern threats crucial. Therefore, it is essential that the securing of digital infrastructures
accompanies the transformation to protect stakeholders and digital assets, requiring close collaboration between
IT and cybersecurity departments to align transformation initiatives with best security practices [43].

23. ITIL v4

Risk management is an intrinsic component of any business, whether explicitly acknowledged or
not. How a company handles these risks is crucial to its ongoing success. At the heart of the service value
system (SVS), risk management ensures that the organization effectively addresses potential challenges.
Chahid et al. [44], ITIL as a whole can be considered a risk management framework. Risk assessment is
defined as a key element of risk management for the successful implementation of an information security
management system (ISMS), as studied by [45]. This practice is critical not only for the SVS but also for the
survival of an organization.
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Haufe et al. [46] found that the risk assessment process is standardized not only in ITIL but also in

COBIT and the ISO 27000 series. These same authors identified risk management as one of the most

recognizable core processes of the ISMS [47]. Without adequate risk management, an organization would

overlook many other areas of IT management. Given its importance, we deem it necessary to review value

chain activities in the domain of cyberattack risk management, aligning SVC services with established

governance methods. Figure 1 illustrates that, within the SVS, the service value chain represents a flexible

operational model designed for the creation, delivery, and continuous improvement of the following services.

— Planning: Integrates threat monitoring and legal requirements to anticipate and mitigate potential risks.
Emphasis is placed on continuous assessment of vulnerabilities and their impacts on university
operations.

— Improvement: Focuses on assessing and testing the resilience of IT systems against cyberattacks, with
regular updates and security patches to maintain system integrity.

— Engagement: ldentifies key stakeholders and evaluates their risk tolerance, integrating cybersecurity
perspectives to align policies and procedures.

— Design and transition: New IT services are designed with robust security mechanisms, and security
impact assessments are conducted before deployment to prevent vulnerabilities.

— Acquisition and development: Purchase and development decisions are guided by security risk
management, ensuring that products and services comply with high security standards.

— Delivery and support: Integrate proactive security risk management strategies, with real-time monitoring
and incident response plans for quick action against threats.

Guiding Principles

Governance

Service Value Chain

Practices

Continual
Improvement

Plan

Design
& transition

Demand » Products &
Obtain/bulld Deliver & servic

-

support

Figure 1. The ITIL 4 service value system [48]

2.4. AHP

Thomas Saaty developed AHP in the 1970s as a systematic decision-making method [49],
incorporating both qualitative and quantitative techniques. This method is particularly useful for deriving a
single assessment value based on various indicators or criteria. It simplifies the decision-making process by
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breaking down a complex problem into a series of structured steps, where each element in the criteria
hierarchy is assumed to be independent of the others, simplifying complex decision-making by breaking
down the problem into a hierarchy of independent criteria.

However, when criteria are interdependent, the Analytic Network Process is more appropriate.
AHP involves creating a hierarchy of decision elements and comparing them in pairs to generate a matrix.
These paired comparisons yield weighting scores that reflect the relative importance of each item or criterion.
Decision-makers assess two alternatives based on a specific criterion, using a standard numeric scale from 1
to 9, where 1 indicates "equal importance” and 9 indicates "extreme importance" between factors. Each level
of the hierarchy results in an nxnn \times nnxn matrix, where nnn represents the number of elements
at that level.

AHP facilitates consensus building among decision-makers, allowing them to compare their
judgments and understand the impact of their priorities. The decision process in AHP involves the following
steps [50]:

—  Define the problem and establish the goal.

— ldentify the criteria influencing the goal, organizing them into levels and sublevels.

—  Conduct paired comparisons of each factor to form a comparison matrix, calculate weights, rank
eigenvalues, and assess consistency.

—  Synthesize the alternative rankings to arrive at the final decision.

Similarly, the technique for order of preference by similarity to ideal solution (TOPSIS), developed
by Hwang and Yoon in 1981, is another multi-criteria decision analysis method [51]. TOPSIS operates by
hypothesizing two artificial alternatives: the ideal solution (IS), representing the best possible level for all
attributes, and the negative ideal solution (NIS), representing the worst attribute values. The method
prioritizes alternatives based on their geometric distance from these ideal and negative solutions. The
decision process in TOPSIS unfolds as follows [51]:

— Step 1: Calculate the normalized decision matrix. The normalized value njj is calculated as:

_ Xij . L
ni]-—T,L—l,...,n,]—l,...,m (1)
Zj:lxij

— Step 2. Calculate the weighted normalized decision matrix. The weighted normalized value vj is
calculated as:

vi]-=Wl-ni]-,i=1,...,n,j=1,...,m (2)

where w; is the weight of the ith attribute or criterion, and >, w; = 1.
— Step 3. Determine the positive ideal (A*) and negative ideal (A°) solutions:

At ={vt, . v} = {(miaxvijlj E]l),(miinvijlj E]Z)} A" ={v;, .., v} = {(miinvijU €
]1),(mlaxvij lj 6]2)],1' =1,..,m €)]

where J; is associated with benefit criteria, and J; is associated with cost criteria.
— Step 4. Calculate the separation measures using the n-dimensional Euclidean distances. The distance of
each alternative for positive ideal solution (d;") and for negative ideal solution (d;") are given as,

respectively,

1/2

df = {Z?zl(vij - Uj+)2}1/2 dj = {Z?=1(Ui]' - ’71'+)2} @

— Step 5. Calculate the relative closeness to the ideal solution R;.

d; .

If di>0and d;">0, then R; € [0,1].
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3. RESEARCH METHOD

This article details a structured approach to cybersecurity risk management in higher education
institutions in Morocco, within the context of digital transformation. Utilizing the international ITIL v4
framework and its service value chain (SVC), this method focuses on selecting and prioritizing defense
mechanisms against cyberattacks. Through a literature review and semi-structured interviews with risk
management experts, our study proposes an evaluation process based on three key IT governance criteria:
structure, processes, and relationships. These criteria allow for the prioritization of defense mechanisms using
the AHP method. Once these mechanisms are prioritized, the TOPSIS method is employed to evaluate and
rank the six ITIL v4 SVC services based on their effectiveness in integrating these defense mechanisms. This
dual approach ensures that the choices made are both effective and aligned with the institution's strategic
objectives, thereby enhancing its capacity to manage cybersecurity risks. Table 1 presents the three ITG
mechanisms identified in Moroccan universities [36]. Table 2 details the various SVC alternatives for
countering cybersecurity threats.

Table 1. IT Governance criteria

Structural

mechanisms criteria

Process mechanisms criteria Relational mechanisms criteria

CS1: Roles and
responsibilities
CS2: IT strategic
committee
CS3: IT steering
committee
CS4: Structure of the
IT organization
CS5: CIO to the
executive committee

CP1: Information system

planning strategy CR1: IT leadership
CP2: Portfolio management

CP3: Budget control and
reports

CR2: Internal communication

CR3: Active participation and collaboration
between main stakeholders

CP4: Frameworks CR4: Knowledge sharing on IT governance

CR5: IT staff training

Table 2. List of SVC Alternatives

Alternative Description
Plan (A1) Defines strategies to meet security requirements.
Improve (A2) Enhances security services and practices.
Engage (A3) Improves communication and relationships for risk management.

Design and Transition (A4)
Obtain/Build (A5)
Deliver and Support (A6)

Ensures the security of services in the operational environment.
Builds necessary components for secure services.
Provides support and resolution of cybersecurity incidents.

4. RESULT AND DISCUSSION

The following tables present the results of the evaluation of cybersecurity governance criteria (CS),
process criteria (CP), and risk criteria (CR) using AHP and TOPSIS methods. Table 3 shows the pairwise
comparison matrix for CS criteria, illustrating the relative importance of each criterion. Table 4 presents the
weight calculation for each CS criterion according to the AHP method, determining the priorities. Table 5
describes the data set used to evaluate the alternatives in terms of CS criteria. Table 6 normalizes this
decision matrix for more precise analysis. Table 7 and Table 8 display the separation distances and proximity
scores of CS alternatives, respectively, with their final ranking. For process criteria, Table 9 and Table 10
provide the pairwise comparison matrix and the weights calculated via AHP for CP criteria. The separation
distances and proximity scores of CP alternatives are presented in Table 11 and Table 12. Regarding risk
criteria, Table 13 and Table 14 show the pairwise comparison matrix and AHP weights for CR criteria.
Table 15 and Table 16 conclude with the separation distances and proximity scores of CR alternatives,
respectively. These tables highlight the importance and effectiveness of each alternative in managing
cybersecurity, processes, and risks within academic institutions.

Table 3. Pairwise comparison (CS) Table 4. Weight calculation with AHP method (CS)

CS1 CS2 (CS3 Cs4 Cshs Criterion  Criterion weight  Priority
CS1 1 3 4 2 5 CSs1 42.58% 1
Cs2 113 1 2 1/2 3 CS2 16.34% 3
CS3 14 172 1 1/3 4 CS3 11.42% 4
CS4 112 2 3 1 2 CS4 23.39% 2
CS5  1/5 173 4 12 1 CS5 6.27% 5
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Table 5. Data set description (CS) Table 6. Normalized decision MATRIX (CS)
CS1 CS2 CS3 CS4 CS5 CS1 CS2 CS3 CS4 CS5
Al 80% 60% 75% 70% 65% Al 4189 3355 4022 39.15 36.35
A2  85% 80% 80% 75% 70% A2 4451 4474 4290 4194 3915
A3 70% 65% T70% 65% 80% A3 3665 3635 3754 3635 44.74
A4 T5% T0% 85% 80%  75% A4 3927 3915 4558 4474 41.94
A5 90% 75% 80% 85%  60% A5 4712 4194 4290 4754 3355
A6 65% 85% 65% 60%  85% A6 3403 4754 3486 3355 47.54
Table 7. Separation distance of alternatives (CS) Table 8. Prioritized SVC (CS)
Alternative  Distance to S+  Distance to S- Alternative  Proximity score  Ranking
Al 0.0386 0.0365 Al 48.57% 4
A2 0.0188 0.0530 A2 73.80% 2
A3 0.0556 0.0157 A3 22.01% 6
A4 0.0369 0.0380 A4 50.72% 3
A5 0.0130 0.0667 A5 83.65% 1
A6 0.0658 0.0245 A6 27.12% 5

Table 9. Pairwise comparison (CP) Table 10. Weight calculation with AHP (CP)

CP1 CP2 CP3 CP4 Criterion __ Criterion weight _ Priority
CP1 1 2 3 4 CP1 46.68% 1
CcpP2 172 1 2 3 CP2 27.76% 2
CP3 13 12 1 2 CP3 16.03% 3
CP4 1/4 113 112 1 CP4 9.53% 4

Table 11. Separation distance of alternatives (CP) Table 12. Prioritized SVC (CP)

Alternative  Distance a S+  Distance a S- Alternative  Score de Proximité  Ranking
Al 0.0473 0.0380 Al 44.55% 4
A2 0.0160 0.0599 A2 78.89% 2
A3 0.0603 0.0153 A3 20.28% 6
A4 0.0435 0.0353 Ad 44.80% 3
A5 0.0161 0.0680 A5 80.84% 1
A6 0.0649 0.0388 A6 37.43% 5
Table 13. Pairwise comparison (CR) Table 14. Weight calculation with AHP (CR)
cRl1 cR2 cR3 cR4 cR5 Criterion _ Criterion weight  Priority
CR1 1 4 5 2 3 CR1 41.88% 1
CR2 1/4 1 3 1/2 2 CR2 15.18% 3
CR3 15 1/3 1 4 172 CR3 6.17% 5
CR4 12 2 4 1 3 CR4 26.42% 2
CRsS 13 12 2 13 1 CR5 10.36% 4
Table 15. Separation distance of alternatives (CR) Table 16. Prioritized SVC (CR)
Alternative  Distance 8 S+  Distance a S- Alternative  Score de Proximité  Ranking
Al 0.0151 0.0178 Al 54.10% 3
A2 0.0140 0.0189 A2 57.52% 2
A3 0.0229 0.0100 A3 30.38% 6
A4 0.0100 0.0229 Ad 69.62% 1
A5 0.0200 0.0129 A5 39.29% 4
A6 0.0214 0.0116 A6 35.12% 5

The integration of AHP and TOPSIS methods in cybersecurity governance within higher education
has proven effective in various studies, particularly for managing security risks and developing targeted
defense mechanisms against cyber threats. Our research on imminent threats and cybersecurity solutions in
the higher education context highlights significant research gaps and the need for strategic protection. These
studies show that the combined use of AHP and TOPSIS techniques allows the development of a strategic
vision to counter cyber threats while aligning IT governance practices with the specific cybersecurity
requirements of Moroccan universities. The integration of ITIL v4 in this context offers a significant
advantage by going beyond simple service management to create value, an aspect that was absent in earlier
versions like ITIL v3. This approach not only facilitates the identification of risks but also the development
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of response strategies tailored to the specific needs of the Moroccan academic context. The study results
show that SVC services A5 and A2 are crucial for structural and process mechanisms, underscoring their
importance in creating and maintaining a robust and secure IT infrastructure, as well as in the effective
management of IT resources. The role of SVC services A4 and A2 in relational mechanisms is also vital,
particularly in ensuring the security of new services and transitions, thereby minimizing the risks associated
with the introduction of new technologies or processes. These results align with the strategic objectives of
academic institutions.

Our study stands out from previous research, such as those by [43], [52] adopting a specific and
contextualized approach to strengthening cybersecurity in Moroccan universities. Cheng and Wang [43]
propose general strategies for institutional governance and [52] focus on a systematic review of information
security management frameworks based on international standards like 1ISO 27000 and COBIT, our study
distinguishes itself by integrating AHP and TOPSIS methods to prioritize IT governance mechanisms
specific to the local context. This approach allows for a more precise assessment of cybersecurity needs,
taking into account the cultural and institutional particularities of Morocco, often overlooked in other
research. In contrast, Gamilla and Palaoag [53] emphasizes the security of infrastructures in smart campuses
but does not delve deeply into the strategic alignment of cybersecurity initiatives with institutional objectives,
which our research successfully integrates through the application of the ITIL v4 framework. Additionally,
the study by Joshi and Singh [54], which focuses on risk management in university networks, offers a useful
perspective but remains limited to threat assessment and action planning. It does not provide the analytical
depth and strategic direction that we have developed with our multi-level methodology.

The strengths of our study lie in its ability to combine a rigorous methodology with a contextual
application, which not only strengthens the cyber-resilience of Moroccan universities but also optimizes the
allocation of security resources. However, our study has limitations, including the need for a deeper
exploration of long-term implementation mechanisms and potential interactions between different
governance criteria. Finally, unexpected results emerged, such as the identification of the critical importance
of specific ITIL v4 services, which proved essential for enhancing resilience against cyber threats, even
though they are often underestimated in the existing literature. These results highlight the need to review and
adjust cybersecurity priorities in university environments based on local realities and emerging challenges.

The primary objective of this study was to demonstrate the effectiveness of an integrated approach
using AHP, TOPSIS, and ITIL v4 to improve cybersecurity in Moroccan universities. The significance of this
study lies in its ability to align IT governance practices with the specific cybersecurity requirements of
academic institutions while optimizing resource utilization and strengthening resilience against cyber threats.
Although the study successfully demonstrated how a structured approach can improve cybersecurity risk
management, questions remain unanswered, particularly regarding how this approach could be adapted and
applied to other contexts or academic sectors. Future research could explore the long-term impact of this
integration and assess its effectiveness in various academic environments while examining other IT
governance frameworks that could complement or enhance the effectiveness of AHP, TOPSIS, and ITIL v4
methodologies.

5. CONCLUSION

This study provides valuable insights into the intricate challenges of digital transformation in higher
education, particularly in the context of Moroccan universities. By integrating AHP and TOPSIS
methodologies within the ITIL v4 framework, the research effectively addresses the critical need for
enhanced IT governance to combat cyber threats. The study demonstrates that the combined use of these
decision-making tools allows for the strategic prioritization of IT governance mechanisms, aligning them
with the specific cybersecurity needs of academic institutions. The findings reveal the importance of key
ITIL v4 SVC services, highlighting their role in optimizing resource allocation and bolstering the resilience
of universities against cyberattacks. Despite its contributions, the study also identifies areas for further
exploration, such as the long-term implementation of these strategies and their adaptation to different
contexts. Future research should focus on assessing the broader applicability of this integrated approach and
exploring additional IT governance frameworks to further enhance cybersecurity in academic environments.
Overall, this study underscores the critical importance of strategic IT governance in safeguarding the digital
transformation efforts of higher education institutions.
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