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In the age characterized by relentless cyber threats, the need for innovative
and proactive security measures has never been more important. Deception
is defined as the deliberate structure of tricks, traps, and false information to
mislead and discourage threats, while providing timely warning signals and
useful information to defenders. The two-tier deception-driven security
model's implementation focuses on applying deception security techniques
to deceive potential attackers and protect network resources, with an
emphasis on a proactive defense approach. The study emphasized the
deployment and deep testing of the model, which aims to assess its efficacy
and feasibility in real-time practice. The study shows that the two-layered
approach effectively defends the network within the multiple layers using a
combination of decoys, honeypots, and deceptive network segments. The
deception security model effectively prevents and confuses potential threats,
improving the network's overall resilience and threat defense capabilities.

The findings suggest that integrating deception techniques into cybersecurity
frameworks can provide a robust layer of protection against evolving cyber
threats. Furthermore, this research contributes to the ongoing discourse on
proactive cybersecurity strategies and offers practical insights for improving
network defense mechanisms.
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1. INTRODUCTION

In a digital era where cybersecurity threats are more sophisticated than ever, traditional security
measures often fall short [1], [2]. In the landscape where both persistence and threat require a continuous
evolution of network security to be comprehensively improved, these older methods typically focus on
passive defenses and securing the perimeter, which doesn't quite cut it anymore [3]-[5]. Once these defenses
are breached, organizations find themselves drastically underprepared to stop a tacker from causing serious
damage. Issues such as high false positive rates plague most current strategies, such as using machine
learning for anomaly detection or deploying various types of intrusion detection systems. Furthermore, once
attackers penetrate the network, these systems struggle to effectively engage or confuse them [6]. They also
fail to reveal much about the attackers’ tactics and motivations, which are essential for refining security
strategies.

In response to these threats, the development of an imperative security model was imposed to
maintain operational continuity [7], [8]. Among the emerging paradigms in cybersecurity, deception-driven
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security models have gained increasing attention for their potential to enhance threat detection and mitigation
capabilities [9]. By weaving in deception techniques like decoys, traps, and misinformation directly into the
network fabric, this model doesn't just block attackers, it actively engages them [10]-[13]. This engagement
allows for a deeper analysis of their methods and strategies, turning every attempted attack into an
opportunity for insights [14]-[16].

Building on the foundational concepts of the two-tier deception-driven security model, this study
seeks to further refine and enhance the deception-driven security model by introducing additional layers of
deception and testing their effectiveness in a controlled environment. The goal of the study is to deploy deep
testing in the created model in a controlled environment, assessing its ability to delay attacks, deceive
adversaries, and gather actionable intelligence from these interactions. By building upon past research and
incorporating real-world testing scenarios, this study contributes to advancing the understanding of
deception-driven security paradigms and their role in modern cybersecurity frameworks [17], [18]. The
investigation contributes to the ongoing discourse on deception-driven security approaches and informs
cybersecurity practitioners and decision-makers about the efficacy of adopting such models, which could
result in better and more adaptable security solutions.

2. METHOD

The study tests the effectiveness of a controlled testing environment using a two-layered deception
architecture. A controlled testing environment was established, utilizing various penetration testing
techniques to simulate real-world cyber attacks. The primary objective was to assess the model's ability to
detect, divert, and gather intelligence on unauthorized access attempts.

2.1. Network architectural model

The design and implementation of the proposed two-tier deception security model cover the
architectural design and the deception classification flow for the two layers of the model. Each layer intends
to trap and divert an internal or external threats, allowing the defense time to investigate the perpetrator's
information and determine their intentions, strategy, and intended target. Figure 1 shows the division of
workflow for an intensive network defense through deception. The core layer plays a main role in controlling
threats by directly implying the requirements needed before the packets go deep into the network. Layer 2
was known to directly control the flow in the internal network, which also applies the same concept to
deception security. Controlling the path of the attackers by planting decoys and traps with the purpose of
testing different parameters to check vulnerabilities and luring them to access decoy servers makes it more
powerful to completely shift the reconnaissance as advantage. The public network (office) or server farm is
designed to efficiently collect as many exposed packets as possible, using both real and fake servers.

TIER 1
| PASSIVE DECEPTION

— CONTROLLER
TIER 2
ACTIVE DECEPTION

PUBLIC NETWORK HONEYTRAPS

SERVER DECOYS

Figure 1. Tier deception security architecture
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2.2. Policy and process flow

The created policy was implemented on the core layer of the network, flowing towards the lower
level with a minimum amount of device resources. The false addresses and controlled process flow were
added in the core’s NAT rules to manage the unwanted payloads and lured the attackers and directed them
into traps and decoys while utilizing the device resources [19], [20]. The second layer of the deception model
actively engages attackers by using advanced decoys and traps. These elements are designed to look like
vulnerable parts of the network, drawing perpetrators in. As they interact with these decoys, it expose their
method and strategies [21], [22].

2.3. Components background

The research includes an understanding of the background of critical elements such as network
architecture and managed decoys and traps. The network architecture serves as the foundation for
understanding the structure, protocols, and communication pathways that define the system's connectivity
and functionality.

2.3.1. Network architecture for penetration testing

The procedures, including information collection, scanning, exploitation, and post-exploitation
evaluation, were carried out with the utmost integrity, confidentiality, and authorization [23], [24]. After the
confirmation of the effectiveness of luring the attackers in the reconnaissance phase, this test was subjected
to attacks with the intent to compromise legitimate servers to deeply assess the deception security model
through the used of different tools and techniques. The diagram as shown in Figure 2 represents a two-tier
deception-driven security architecture designed to enhance network defenses. At the core layer, firewalls and
routers serve as the primary defense and attack point for the test, controlling traffic flow and applying
firewall NAT rules to test payloads. The controller manages decoys and traps, diverting malicious traffic
from critical infrastructure. A vulnerability test identifies open ports and addresses, and the core layer
handles initial threat engagement. The second layer distributes traps across VLANS, capturing detailed
attacker behavior. The network includes a DMZ zone for isolating exposed services, adding an additional
layer of protection.

Outside Threats

Inside Threat

Inside Threat

Figure 2. Test bed network diagram

2.3.2. Applied decoys and traps

In layer 1, passive deception is implemented by the core layer through the use of NAT rules. These
rules generate a decoy by chaining dstnat and adding a destination address. The action is then set to log. The
Figure 3 shows the sample setup of decoys that were scattered throughout the network to fully test the
effectiveness of the traps. Different services were used in the penetration test, which was performed
repeatedly and implemented in various perimeters, subnets, and vlans [25], [26]. This was divided based on
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the deception network controller (DNC) table map to utilized and manage the distribution and effectiveness
of the decoys and traps. This table helps in mapping the division of work and distributing the load effectively
without burdening the resources at each layer and enhances the overall security posture [27].

Decoy Name Services IP Address Apache files
DataServer SSH 192.168.2.251

Interactive;

TOMCAT;
WebServer APACHE; 192.168.2.250 FINTENDRIN NN
winl0 NBNSCLIENT; 192.168.2.249
AdminServer FTP; SSH 192.168.2.248

Interactive;
MYSQL; WEB-
BASIC-AUTH;

Figure 3. Sample list of decoys and traps

3. RESULTS AND DISCUSSION

This study looks at how a two-tier deception-driven security model can make networks more
resilient against cyber threats. While past research has examined individual techniques like honeypots and
decoys, it hasn't focused on how a multi-layered approach impacts overall network security. Multiple
penetration tests were conducted to evaluate the efficacy of the two-tier deception-driven security model.
This primarily focused on testing whether the implemented two-tier deception-driven security model could
successfully block attacks through deception and utilized various techniques and tools, starting from the core
layer of the network and extending to the lower levels [28], [29]. Each layer was subjected to a series of tests
to determine its effectiveness in delaying and luring perpetrators to fake servers and honeypots.

Figure 4 illustrates the deep integration of the deception model within the network infrastructure. Each
layer plays a crucial role in defending the network by diverting and blocking attacks, as well as providing
valuable information to adjust strategies and observe attacker actions. This helps measure the efficacy and
understand how the applied model works. The intended external and internal penetration attacks were both
performed in the layer 1 and 2 attack points.

N —Penetration Testing

Network Mapping & Command-Shell Payloads Routes attackers to deception controller IP

ntercepts initial attacks

revents direct access to legiti

—DecoyServers

Capture unauthorized payloads

__RecordData
MAC, IP, Protocol, Porf
X
ion Controfter—

Profiles attacker information

Records ttacker attempts and data erasure

Diverts and blocks attacks Provides in-depth information

Figure 4. Deception-driven security model visual graph
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3.1. Layer 1 attack point test result

The tests were conducted first in the layer 1 defenses as shown in the test bed network diagram
above, focusing on the core layer's ability to detect, divert, and capture unauthorized access attempts by
redirecting them from legitimate servers to decoys. Layer 1 defense resides on the border of the network with
a core device that applies the policy and rules that were mentioned above. The intended perpetrator used
network mapper and security auditing tools to discover and plot network hosts, services, and their associated
attributes, passing them on to the core router’s implemented rules.

As shown in Figure 5, the size of the payloads in the red circle indicates that the exploitation attack
passes through the first policy, triggering the chain criterion and preventing the packet request from reaching
a legitimate server. Instead, it is sent directly to the decoys, successfully diverting attention away from the
real server. The target servers were unable to be infiltrated, as evidenced by the absence of any detected
payload size as shown in the black circle in the first policy, labeled "Real Server". Furthermore, Figure 6
shows the perpetrators' exertions to infiltrate the fabricated servers in the central layer. The results obtain in
the layer 1 passive deception effectively obtains information from the attackers using minimal resources.

 Real Server
1 Jdst-. dstnat 192 1.(109‘ 80

. Fake Server(Honeypot)
2 dst-.. dstnat 1921 5
3 'ds. dstnat 192.' ; 1310
4 log dstnat 1921 ]

Figure 5. Penetration results in the layer 1 core packet flow

dstnat: in:eth3_LAN out:{unknown 0), src-mac 00:c 01, proto ICMP gype 8, code 0). 192. 1> 192.168.1.77,

Figure 6. Core device log details of the attacks

3.2. Layer 2 attack point test result

The tests for layer 2 attack point focused on evaluating how well active deception techniques, such
as strategically placed fake servers and honeytraps, could capture detailed information about attacker
behavior and attempts to access bait servers in the lower part of the network. The layer 2 active deception
attacks were specifically targeted at strategically positioned fake servers and honeytraps. The results show
that it successfully records the source and destination addresses trying to access the bait server, as shown in
Figure 7. Preemptive attacks effectively captured the network's MAC addresses and IP addresses, along with
the protocol and port numbers, according to the captured data. The attempted attacks used SSH and remote
services to check if the target IP address was accessible. This indicates that the second layer model
successfully lured and captured the attempted attacks.

Another test result shown in Figure 8, reveals that the attackers were able to successfully travel to
the host, or IP address, of the deception controller, waiting for an opportunity to lure them far enough to
reach traps and decoys so they may collect information for an examination of a mitigation plan. This covers
the specific reconnaissance attack type and the precise mechanism employed by the attackers to breach the
decoy server.

USUIGL. B1CU IS LY UL IR IOWWI T Uy, STGTHEG
'701. proto TCP (SYN).
.252:11357->] En 52

dstnat: in;eth3_LAN out:{unknown 0). src-mac
-:01. proto TCP {(SYN).
252:11365-> 02 T68 2 333359 len 52
dstnat: in:eth3_LAN out:{unkngwn 0). src-mac

01, profg
192168 252:11365->192 168 .42 33:3389. len 52
dstnat: in:eth3_LAN out:{unknown 0), src-mac

RN | proto )
192.168.2.252:11369->1 en 52

Figure 7. Server farm captured attack packets

INTRUSION ATTEMPT DETECTED! from I .246:239

OPTIONS / WYTTP/1.1
* Fasmple.Co
-7

< e
User-Agent: Mozilla/3.0 (compatible; Nmap Scriptimg
Access-Control-Request-Method: CONNECT

Figure 8. Office internal penetration test results
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In the last phase of testing, Figure 9 shows that it successfully captures details from the internal
attacks on the decoys set by the controller. In Figure 10 illustrates how penetration testing allows attackers to
access a decoy server and observe its actions and behavior. The attackers probed several directories and
attempted to erase data from the server using common authentication methods. The results of the multiple
tests above demonstrate the consistent success of the two-tier deception security model, which protects the
network from the core layer. This model serves as a defense mode when attack payloads enter the network.
The findings indicate that the attackers initially penetrated the fake servers or decoys, demonstrating the
effectiveness of the packet filtering rules in luring them in.

The research findings above demonstrate the effectiveness of the two-tier deception security model
in defending against malicious network access. The results reveal the perpetrators' attempts to exploit
network exploration and security auditing tools. However, the applied rules successfully divert unauthorized
payloads away from vital assets. By summarizing the information of source and destination addresses,
including MAC addresses, IP addresses, protocol, and port humbers during preemptive attacks, the model
effectively captures attempted intrusions. This illustrates the model's ability to capture details from
preemptive attacks and showcases how attackers were lured to decoy servers.

Frame 2: 106 bytes on wire (848 bits), 106 bytes captured (848 bits
~ Linux cooked capture vl

Packet type: Unicast to another host (3)

Link-layer address type: Ethernet (1)

Link-layer address length: 6

UnuseaTo2e

Protocol: IPv4 (©0x0800)
Internet Protocol Version 4, c: 192 . 249, Dst: 192. M. 2
v User Datagram Protocol, Src Port: 1377 =

ort:
stination Port: 596

:3a:cf)

Figure 9. Wireshark captured attack packets

DataServer  Coloc SSH SSH Command Execution: rm -r etc Q 192168 I 192.168.2252
ratai#nev Coloc SSH Authentication request: Username: root and 192 lvw- 192.168.2.252
Password:admin O\
pataserver  Coloc Tcp TCP Request: 192.168.2.252:24469 > w2168 192168225

192,164 22

Figure 10. Captured detailed attacks from the controller

3.3. CVSS impact assessment of preemptive attacks

The common vulnerability scoring system (CVSS) is an open framework to check the severity of
common vulnerabilities, which was divided into four metric groups: base, threat, environmental, and
supplementary, which all contribute to additional insight into the characteristics of a vulnerability [30]-[33].
CVSS provides a standardized and quantifiable method for evaluating the severity of vulnerabilities, which is
evident in the results of our two-tier deception-driven security model. The vector string as shown in
Figure 11 was derived based on the inputs from the CVSS which serve as a metric value to determine its
scores.

AV:A/AC:H/PR:N/UL:N/S:U/C:L/I: L/A:H/E:F/RL:X/RC:C/CR:L/IR:L/AR:H/MAV:N/MAC:L/MPR:N/MUI:N/MS
U/MC:N/MI:L/MA:L

Figure 11. CVSS v3.1 vector

The base, temporal and environmental metrics as shown in Figures 12 ,13, and 14, reinforce the
importance of maintaining alertness in network protection. The temporal score, which considers factors such
as exploit maturity and remediation levels, and the environmental score, which evaluates the specific context
and impact within the organization's environment, both underline the dynamic nature of threat landscapes.
These scores serve as a forewarning to always be alert when it comes to protecting the network from
attackers, emphasizing the need for continuous monitoring and adaptive defense strategies to mitigate
evolving threats.
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Base Score Metrics

Exploitability Metrics Scope (S)*

Attack Vector (AV)* Changed (S:C)
Network (AV:N) Local (Av:L)  Physical (AV:P) Impact Metrics

Attack Complexity (AC)* Confidentiality Impact (C)*

[EITTE High (AC:H) None (c:N) [EICEN High (€H)

Privileges Required (PR)* Integrity Impact (I)*

[N Low (PRL)  High (PRH) none (:v) [IEETESE High (:H)

User Interaction (UI)* Availability Impact (A)*

0N Required (UIR) None (AN Low (aL) [ IETECREI)

Figure 12. Based score metrics

Temporal Score Metrics

Exploit Code Maturity (E)

Not Defined (E:X)  Unproven that exploit exists (E:U) |~ Proof of concept code (E:P) High (E:H)
Remediation Level (RL)
Official fix (RL:O) ~ Temporary fix (RL:T)  Workaround (RL\W)  Unavailable (RL:U)

Report Confidence (RC)

Not Defined (RC:X)  Unknown (RC:U)  Reasonable (RC:R) [eliilintE (o]

Figure 13. Temporal score metrics

Environmental Score Metrics

Exploitability Metrics Impact Metrics
Attack Vector (MAV) Confidentiality Impact (MC)
NotDefined (MAV:X) Not Defined (MCX
Adjacent Network (MAV:A)  Local (MAV-L)  Physical (MAV:P) Low(MC:L)  HIgh (MC:H) Medium (CRM)  High (CRH)
Attack Complexity (MAC) Integrity Impact (MI) Integrity Requirement (IR)
D ) IETICEEEN Hish (MAC:H) 1) Nene (MIEN) N (1RX)
uired (MPR) High (MI:H) M) HI

d trero) ERCTIEIN tow (MPR:L) npact (MA)

User Interaction (MUI)

Not Defined (Mutx) [TEEYCIIII Required (MULR)

Scope (M)

NotDefined () [NEITYTRTCERON Changed (Ms:C

Impact Subscore Modifiers
Confidentiality Requirement (CR)

Not Defined () [TETTTCEN]

NotDefined (MAX)  None (MAIN)

Low (ML) ICTRNTEECTE

Not Defined (AR:X)  Low (AR:L)

[ TTCHON +ish (AR:H)

Figure 14. Environmental score metrics

The evaluation of the executed penetration attacks in Figure 15 reveals a base rating of 6.4,
indicating a medium critical level. This indicates that even during the network's reconnaissance phase, there
is a significant influence on the severity of wvulnerabilities within the facilities. The temporal and
environmental variables also gathered almost the same severity when constant changes in the environment
and threat factors were considered. The overall summary of the CVSS in a controlled environment reached a
severity score of 6.4, which shows that it is important to understand and continuously maintain defense
against attacks, not only focusing on filtering and blocking attacks but also identifying, assessing, and

mitigating risks by knowing what we are dealing with before a full-scale attack occurs.

Base Scores Temporal Environmental Overall
10 0 10
8 8.0 8
i 6.0 6 6.0
64 6.4 6.4
Car ! 4 4 4.0
e - 26
""""""""" - 0.0 0 0.0
Base Impact  Exploitability Temporal Environmental Modified Impact Overall

Figure 15. Summary of assessment vulnerabilities

Based on the test results above, we found that implementing the model improves network resilience
against cyber threats. The data shows that this approach effectively diverts and confuses attackers, as
evidenced by the increased interaction with decoy servers instead of real servers. Details and methods used
by attackers were captured much more effectively with the proposed method, showing that the model can
gather useful information while protecting the network's resources.
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Our research demonstrated its ability to protect critical network resources and gather valuable
intelligence on attacker methods. The approach not only improves the network's resilience against cyber
threats but also provides a robust foundation for further research and practical applications in diverse network
environments. For additional results, further studies could examine its performance in more complex and
dynamic real-world network environments. Expanding the scope to include emerging and less common
threats could provide a more complete understanding of the model's capabilities and resourcefulness.

4. CONCLUSION

The two-tier deception-driven security model has proven effective in enhancing network security
and mitigating advanced cyber threats by integrating passive deception in the first layer to divert attackers
and active deception in the second layer to engage dangers and provide defenders with crucial response time.
The tests demonstrate the model's deep integration into the network infrastructure, with the first layer
successfully blocking and diverting attacks while the second layer captures detailed information to refine
defensive strategies. These findings indicate that diverting unauthorized payloads to decoy servers not only
captures attacker details but also allows for adaptive defense strategies, creating a resilient and adaptive
security environment. Implementing this model can significantly improve an organization's defense posture
against cyber threats, offering valuable intelligence on attacker behavior to continuously enhance security
measures. Adopting the security model is a practical and effective solution for proactive threat management,
enabling organizations to better protect digital assets and ensure a more secure cyber environment for the
community.
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