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 Over the last decade or so, an excessive turnout on e-financial transactions 

by companies and customers results in a pinnacle growth of credit card 

fraudulent acts, leading them to lose frequently huge amounts of money. In 

their trial to find the key to this issue, specialists and experts have founded a 

bunch of fraud detection and prevention models relied on data mining, 

machine learning and deep learning. Yet, the outcomes were not effective 

nor optimal. Thereupon, to foster these prototypes’ function, Blockchain -a 

safe, decentralized and unchangeable database- was deployed to ban any sort 

of anomaly or data alteration after storing. For identifying malicious 

financial behaviours, our work managed to intermingle a pre-designed deep 

learning prototype with Blockchain. That is to say -for the sake of 

preventing fraudulence that concerns credit card- we applied the former 

prototype in Blockchain system. Still, Blockchain showed impotence in 

terms of using off-chain data, which embeds deep learning pattern, 

specifically through smart contract. Hence, we activated chainlink boosting 

our model to surmount this obstacle. 
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1. INTRODUCTION 

Today, the online scope managed not only to minimize effort and conserve time for its users but also 

to maximize the services' quality; that is why companies and individuals dive deeply in what we call 'digital'. 

Nevertheless, falsifiers and fraudsters have become experts in swindling financial operations. Frequently, 

reports of financial institutions and banks show dramatic losses in billions [1], [2]. So, using online services 

as a blessing turns into a curse. In this regard, the increased pace of research on credit card fraud over the last 

two decades has attracted the attention of scientists and experts of financial sector for inventing effective 

systems that may resolve this issue; in the sense of detecting and stopping illegitimate interventions. Our 

interest in this study lies in fraud transactions of credit cards, as there are various scams that can threaten 

financial account owners, credit card holders, enterprises' accounts, and others. 

Serious and extensive thinking about credit card fraud involves a mind-boggling journey through a 

labyrinth of reckoning operations and diagnosis -a puzzle that has to be deciphered radically. A malicious act 

is mutable and imitative. In addition, the fraud behaviours are dynamic; that is to say, they are not sticking to 

the precedent pattern when they are exposed to computational analysis. Scammers frequently duplicate the 

consumer's actions, too. For this reason, a fraudulent act is hard and remains complex all the time to be 

detected. Therefore -in their attempt to predict, detect and ban fraud threats- scientists have proposed a 

https://creativecommons.org/licenses/by-sa/4.0/
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plethora of approaches. Data mining, machine learning and deep learning are deemed to be the most 

significant techniques because they are characterized with their detection system efficiency, especially when 

dealing with vast complexity matters [3]–[7].  

For the first category, scientists resorted to a hybrid approach that holds data mining algorithms at 

several stages including the database level and network level to better the accuracy of fraud detection [3]. 

Another study combined multiple learned fraud detectors under a "cost model" to decrease loss due to fraud 

through distributed data mining of fraud models [7]. Besides, some researchers utilized Bayes minimum risk 

approach to reach optimal results and quantified by monetary saving for detecting credit card fraud [8]. The 

second category, studies focused on the performance of three different machine learning models: Logistic 

regression, decision tree and random forest, recommending the third algorithm for its high scores in 

classification, prediction and detection of fraudulent credit card transaction [5], as well as they adapted 

undersampling technique to overcome a class imbalance [9]. Also, they tried to enhance the performance of 

the existing credit card fraud detection system and suggested Approx-SMOTE federated learning credit card 

fraud detection system [10]. The last category, authors wielded a high performance, distributed cloud 

computing environment to navigate past common fraud detection problems like class imbalance and 

scalability [4]. In addition, they drew attention to Autoencoder as an unsupervised deep learning model 

(DLM) after proving its robustness when trained on a huge dataset -in comparison to ANN and CNN 

algorithms- for the sake of detecting fraud transactions [6]. 

In spite of the varied systems and frameworks have been employed for detecting credit card fraud, 

many shortcomings are still emerging. The frequent limitations concern mostly imbalanced data, adversarial 

attacks, real-time detection, and data confidentiality. To start with, the imbalanced or skewed class 

distributed is deemed one of the conventional hurdles that affect critically prediction accuracy. Additionally, 

alterations of fraud strategies, which means that scammers permanently conceive new attack and fraud tactics 

to defy credit card fraud detection systems, permitting them to avoid simultaneously the detection of the 

novel and the earlier-unseen falsified transactions. They use different opposing tricks like data poisoning, 

evasion attacks and falsifying the input data to deceit the system. Moreover, changes in cardholder's behavior 

in a continuous way challenges the systems to detect and prevent fraudulent operations. Last and not least, 

building real-time detection system becomes complicated in fields with huge transactions and giant datasets. 

So, any minute-delay in fraud detection can lead to financial losses for individuals (cardholders) and 

institutions. 

After assessing numerous credit card fraud systems, we inferred that data mining, machine learning 

or deep learning systems take advantage of various techniques to boost their strength and efficiency. Yet, 

they possess pros and cons, the thing that allows machine learning and deep learning algorithms to excel in 

detecting one class of data but struggle with others, or they may perform well in a specific system and fail in 

another. Apart from, the common purpose of the majority of the proposed methods is only to detect fraud in 

new transactions.  

In the view of these shortcomings, a proposed model embedded in consuming a DLM in Blockchain 

technology for many reasons. Blockchain is of key importance in storing data, tamper resistance, and 

traceability. Furthermore, it uses cryptographic knowledge to ascertain its immutability and unforgeability 

when treating fraud and data corruption. On the other side, to address the issue of imbalanced data, we have 

depended on Autoencoder as a deep learning algorithm for its effectiveness, showing optimal results since it 

does not demand data amendment. Therefore, we have relied on this double-key method to intensify security 

and data protection as tasks referred to Blockchain, while DLM is responsible of maintaining fraud detection 

accuracy. For this reason, our prototype is believed to be more resilient and robust in both detection and 

prevention of fraudulent transactions.  

The rest of this article is proceeded as follows: The second section shows strengths and weaknesses 

of Blockchain architecture and sheds light on Chainlink as a network connecting Blockchain to the real 

world. The third section is devoted to a description to our proposed method. The visualization (results and 

discussion) and the conclusion are respectively afforded in the fourth and the fifth sections. 

 

 

2. BACKGROUND AND MOTIVATION  

Specialists and experts approach any new issue with an existing set of scientific research findings, 

through insight, logical interpretations, and various forms of hypothesis testing, call upon whatever prior 

experiments they have conducted and whatever research outcomes they own to attempt a solution. Thus, it is 

common for us to follow the same track, until we have discovered "Blockchain technology", as an efficient 

tool and optimal strategy for credit card fraud prevention. 'Blockchain' is almost associated with 'Bitcoin', this 

lets a dilemma for people to realize distinguishably the concept of both Blockchain and Bitcoin; in the sense, 

they often attain the idea of the first (Blockchain) only in the context of cryptocurrency, ignoring the genuine 
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role of this novice technology. Nonetheless, Bitcoin rests the prime cryptocurrency that used Blockchain for 

tracing transactions via a network in a precise, confidential, and secure method beyond a third party 

intervention; the scenario that usually takes place in banks and investment companies [11]. The deployment 

of Blockchain firstly occurred in 2008, by the time Satoshi Nakamoto produced his article named "Bitcoin: A 

peer-to-peer Electronic Cash System" as shown in Figure 1 [12]. 

 

 

 
 

Figure 1. P2P electronic payment system 

 

 

2.1.  Blockchain concept 

First of all, we will clarify the concept of Blockchain (what is Blockchain?), then we will 

demonstrate the key-motivation behind developing this novel technology. Blockchain is a prominent 

technology that facilitates the storage and the transmission of values through internet in a rapid, accurate, and 

safe way. It does not necessitate any interposition of a third participant nor refer to central organ control [13]. 

It functions as a database encompassing the entire historic of transactions made earlier. The most salient 

aspect of Blockchain system is 'decentralization' [14]. The latter stands for the multiplicity of the server 

hosting; in other words, the hosting is done by numerous nodes and not one sole server. 

Recently, a tremendous wave of interest towards IoT has taken place. In parallel, Blockchain has 

known an unprecedented spread in the financial sector. Several technologies hold Blockchain particularly 

Ethereum that involves ether (eth) as the main cryptocurrency, unlike Bitcoin that sufficiently stockpiles 

financial operations. So, the precedent stows smart contracts -unconnected cryptograph functions as soon as 

pre-finite factors emerge. Allowing users to get in touch and circulate their data independently of any 

supreme organism's intermediation, the smart contract gets into effect as a novice aspect maintaining 

decentralization beyond the supremacy exerted on users' data by Google, Amazon, Facebook, Microsoft 

(GAFAM) [15]. 

 

2.2.  Blockchain functionality 

The Blockchain system inquires varied elements of paramount importance for sustaining its 

efficiency as Figure 2 demonstrates. Primarily, the 'block' notion is pivotal as 'blocks' depict the principal 

holders carrying a storage of transactions on Blockchain database -transactions cannot be inverted when they 

are appended to the block. Similarly, the blocks cannot be altered once a block is adjoined to the chain. Since 

Blockchain is accessible, the whole information storage in blocks will rest changeless [16]. Because of the 

linear way blocks are located, very close to each other, they are protected with a coding rule computationally 

labelled 'hash function'. So, reinforcing what was indicated earlier, every single block contains a series of 

transactions with a source referred to the 'hash' of the precedent block; each individual block is appended to 

Blockchain after being mined by miners, which are a bunch of computers the purpose of which is achieving 

the adequate 'hash' for the block aiming at the transaction approval. The process is termed mining which is 

grounded on a decentralized protocol named 'proof-of-work' [17]. 

'Transaction' presents the second element. When the transaction takes place, it is stored as a block of 

data. It demonstrates the mobility or shifting of an asset. The data block can record information related to the 

user's choice: who, what, when, where, how much, and even the circumstance describes a service or a 

product. Concerning Bitcoin, a transaction is a cryptocurrency exchange, but in Ethereum, it is any operation 

may change the status of the data saved within the Blockchain system. 

'Consensus' is the third element. It is a gadget tolerating failures effected in Blockchain [18]. It 

deploys proof-of-work (PoW) protocol. This makes the nodes -of both Ethereum and Bitcoin- in agreement 

on the status of all data stored on Blockchain, and then forbid some types of fraudulent acts. PoW and Proof-

of-Stake (PoS) are the famous kinds of consensus [19]. Ethereum and Bitcoin use PoW because the miner, 
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who first accomplishes forming a novel block charged with transactions, distributes the outcomes in the 

residue of the system network and gains cryptocurrency. The miner signifies the quickest computer which is 

able to form a new block by deciphering a cryptographic riddle.  

'Smart contracts' represent the ultimate component. They can be defined as recorded programs on 

Blockchain. The major function of smart contracts is not only to automatize effecting operations without the 

interposition of the third party but also to automatize the work-flow, by doing the upcoming process when the 

permitting conditions are available. Their first use was by the Ethereum Blockchain typically when 

conditions were added to transactions [20]. 
 
 

 
 

Figure 2. Structure of Blockchain 

 

 

2.3.  Blockchain strengths 

The efficiency of Blockchain lies in its security, confidentiality, and speed. The system matches in 

the alterations accompanied with the digital wave. It is useful in terms of gaining time and effort as making 

financial operations nowadays needs time and effort to replicate storage, depending on a third interposer 

approvals. It also stops fraudulence since the storage-saving mechanisms are vulnerable in front of the huge 

tide of malicious acts. Moreover, doubt and lack of trust can slow data verification. Therefore, Blockchain 

possesses the for coming characteristics [21]–[23]: 

− Decentralization: The aim of this trait is to decrease the control enjoyed by a central entity that has an 

absolute authority over data users. It brings authority from one central organ to the split network. 

− Transparency: The decentralized nature of Blockchain permits transactions to be seen by all the nodes 

of the network; so, the transparency rate augments equally for the system organs. The relation between 

blocks and nodes provides a track of each transaction arises in the network. The combination of 

transparency and consensus renders the Blockchain system virtually unbreakable. Therefore, there is no 

room for fraud behaviours since every user watches over the network. 

− Efficiency and speed: Because of the shared ledger among all organs of the system, time-wasting record 

reconciliations are removed off. Thus, the transactions approval lasts seconds to be done. 

− Immutability and security: All users are required to afford data-accuracy and all validated transactions 

are immutable as they are stored enduringly. Neither a modification nor a deletion of a transaction can 

occur -even by a system administrator. Each block of information runs on a hash value. The latter is 

made-up of a set of alphanumeric characters generated by every single block. Each block includes a 

hash for itself and a hash of the precedent block. Moreover, each chain of blocks is duplicated on all 

knots. This feature makes Blockchain technology solid and ensures safety; that no one can alter the data 

stored in the block. 

 

2.4.  Weaknesses of blockchain 

For adopting Blockchain, it is essential to comprehend profoundly its working mode, considering its 

potentials and weaknesses. All scientists and we admit that no system is purely perfect. That is why; we 

should recognize the barriers might appear before using this architecture. The considerations we emphasize 

accordingly are [24]: 

− Scalability: Pace of transactions in this technology is usually instable. It refers to the dimension of the 

network; in other words, the more users (nodes) are engaged, the slower the procedure gets.  

− High-energy consumption: All the actual Blockchain-based clues, as Bitcoin and Ethereum employ 

PoW protocol to get and validate transactions, the matter that needs excessive energy for computing. 
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Fees increase since resources are mandatory to refresh the hardware. Thus, if PoW remains the only 

available option, we need to pay with energy costs. However, in the next version of Ethereum, PoS is 

more likely to be used. 

− Access to off-chain data: The recorded smart contracts on Blockchain exploit just the local data (data on 

the chain). It only attains access to the executed transactions and the account's balance. As a result, to 

recover data from reality stays an impossible task. 

 

2.5.  Chainlink  

Because of the weak-spots involved within the technology of Blockchain as cited antecedently, we 

suggest -in our work- 'Chainlink' [25] which purposes to trigger a global network of computers in order to 

afford authentic data from reality to smart contract streaming on the uppermost area of Blockchain system 

[26], as clarified in Fgure 3.  

 

 

 
 

Figure 3. Chainlink to afford off-chain data 

 

 

2.5.1. Smart contracts and on-the chain data  

Smart contracts can not engage in agreements relied on data from reality (off-chain). The thing 

which restrains smart contracts deployment. This defeat stimulates 'Oracle': an operating system that 

functions as an overpass letting a double-manner transmission of data between smart contracts and the 

concrete world. Thus, it is the Oracle that allows us to surmount the issue of getting outer data in a pattern on 

the chain.  

We can consider centralized Oracles as a loophole that decreases the advantages of smart contracts. So, 

they cannot be trusted. Consequently, Chainlink has come to light. The system is a decentralized network made 

up of Oracles whose role is to carry data from off-chain sources to on-chain contracts which abolish 

trustworthiness issue that can happen by the time of utilizing one centralized source as shown in Figure 4 [27]. 

 

 

 
 

Figure 4. Different components of chainlink's Oracle Network [28] 
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The smart contracts are unable to interact nor to interconnect directly with the real world when 

obtaining data. The reason why a smart contract is considered the consumer number one of Chainlink. As a 

result, the process is achieved via a system where the inquiry for external data is conveyed through 

transactions' happening. Thereafter, an extrinsic party is intimated and gathers the demanded data, proceeds 

it, and ultimately transfers the reply via the chain as it is shown in Figure 5 [29], [30]. 

 

 

 
 

Figure 5. Off-chain data request mechanism 

 

 

Again, when a smart contract requests data by emitting a transaction event, the Chainlink protocol 

records this event and creates an service level agreement (SLA). The SLA generates three subcontracts: (1) a 

Chainlink Contract Reputation, whose function is to check the tracking way (history) of an Oracle provider, 

to determine accuracy and performance, then to evaluate and exclude less reliable nodes. (2) The Chainlink 

Order Matching Contract, whereby the nodes retrieve the request provided by the precursor contract (the 

Reputation Contract), selects the number and type of nodes that are necessary to meet the request. Finally, (3) 

Chainlink Aggregation Contract which corrects inaccurate data. It takes all the data selected by the Oracles 

and approves or reconciles them to obtain a precise result, as Figure 6 shows. 

 

 

 
 

Figure 6. Chainlink smart contracts 

 

 

The activation of Chainlink smooths the path for Ethereum to exploit various off-chain data. 

Referring to its systematic essence -here- we will benefit from Blockchain, specifically the Ethereum 

network, to ban credit card fraud merging this thoroughgoing technology with deep learning as a detecting 

tool. The next section represents a stage where we overcome all the challenges confronted and discover the 

clues to reach the intended aims. 
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3. METHOD 

This section is devoted to clarify the way we deploy deep learning in Blockchain for detecting and 

preventing credit card fraud transactions, making the structure of our suggested ecosystem crystal-clear, as 

Figure 7 demonstrates. So, after building a model using Autoencoder to detect fraudulent transactions, 

Blockchain is applied to substitute the quintessential database, on grounds of durability that describes it 

which -in turn- enhances banning other types of fraud linked to the change and corruption of the recorded 

data. The whole code is transcribed in the smart contract, and this is the point when the advantage of the 

deployed DLM is profited. Yet, the smart contract's inability to obtain off-chain data provokes the 

intervention of Chainlink to get the off-chain data into the chain, permitting the consumption of our model in 

Blockchain. Our principal goal in this section is to spotlight the second half of the double-key method 

implemented; in other words, we focalized systematically on Blockchain technology and the mechanisms it 

involves. Whereas, the DLM part was briefly described since it was already forged in our previous study [6] 

through a sequence of procedures where a bunch of techniques came into play. After that -in the study in 

your hands- the DLM was exploited in Blockchain technology to play a role of a detector. 
 

 

 
 

Figure 7. Architecture of the system fusing Blockchain with DLM 
 

 

3.1.  Deep learning model 

The reason why we have picked the Autoencoder model for detecting fraudulent transactions stems 

from the findings of a previous work of ours where we have conducted a comparison study concerned the 

algorithms: ANN, CNN, and Autoencoder [6], taking into account 'precision', 'recall', and 'accuracy' as 

metrics of efficiency measurement. This study was conducted on a dataset (attained from Kaggle) of 284,807 

transactions, just 492 of which were described as malicious. The matter that made us encounter the first 

challenge related to the imbalanced data. Autoencoder won over the other algorithms in dealing with the 

present dataset. It is released that three layers of encoding are the optimal parameters noticed after tuning the 

hyper-parameters: Tanh as the activation function along the hidden layers and Sigmoid in the output layer. 

 

3.1.1. Dataset description  

The dataset exerted in this work is a Europe credit card dataset, representing an imbalanced real-

world one. It includes credit card transactions made by European cardholders in September 2013. This 

dataset introduces all transactions occurring over two days, with 492 instances of fraud identified out of 

284,807 transactions. It obviously shows a highly imbalanced data, with fraudulent transactions accounting 

for nearly 0.172% of all transactions. The dataset contains only numerical input variables which are the result 

of a PCA transformation due to confidentiality concerns. Consequently, providing the original features or 

more background information is not feasible. The features are 30 principal components as detailed described 

in [31]. 
 

3.1.2. Selected algorithm 

The Autoencoder is a subset of neural networks used to learn data encoding in an unsupervised 

manner. Its purpose is to learn a lower-dimensional representation (encoding) for higher-dimensional data, 

specifically for reducing dimensionality, by training the network to select the most crucial components of the 

input. Its architecture encompasses successively three constituents: Encoder, Bottleneck and Decoder [32]. 

The option fell on this algorithm, as it does not need a dataset modification allowing us to surpass the 

imbalanced data issue.  
 

3.2.  Blockchain technology 

After the stage of detecting fraudulent transactions using the DLM, comes the stage of storing the 

transactions in the database. However, we may face another type of fraud represented by the corruption and 

alteration of data after the storing phase. For this purpose, a decentralized immutable database was adopted, 

namely Ethereum Blockchain that enables us to use the smart contract. 
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3.3.  Mechanisms for the system deployment 

3.3.1. Smart contract and external adapter  

The smart contract's ineptitude appears when it cannot bring off-chain data (data out of Blockchain). 

This is treated as a serious challenge preventing us to consume our model in Blockchain. To overcome this 

obstacle, Chainlink shows up to provide the chain with data from the external world. The external adapters 

function as one API to do perplex computations because every transaction is paid on the chain and they serve 

Chainlink in terms of offering it data directly. Hence, we have used our DLM in the external adapter so that it 

can be available for the smart contract across Chainlink. 

 

3.3.2. Chainlink 

Chainlink here plays the role of an intermediary instrument between the external adapter and the 

smart contract. It provides off-chain data from external sources to the Blockchain network. 

 

3.3.3. Website and cryptocurrency 

Hereupon, the system becomes apt to recover transactions from storage and label them with 

predictions done by the model. After that, it stores transactions and their corresponding predictions on 

Blockchain in an inalterable mode. So as to justify the practicality of this merger, a website was developed 

and connected to Blockchain exploiting web3.js in order to link the Blockchain with the Metamask wallet 

[33] to effect transactions on the chain. This website will be devoted to a couple of users. The first user, after 

his wallet detection, all transactions he has executed are exposed to view and he owns access to execute more 

transactions as well as he can see their predictions by paying with ETH cryptocurrency. In parallel, the 

second user is the one who owns the smart contract -who has also used it. He can examine the balance the 

smart contract stored after every prediction and he can withdraw the balance to his wallet, as well.   

 

 

4. VISUALIZATION  

So that we could marry the AI model within Blockchain technology, we designed a web user 

interface that applies all the previously indicated attributes. This web app contains the following elements: 

− A button allowing the user to connect his wallet. 

− A section dedicated to the display of previous transactions performed based on the connected wallet.  

− A form to enter the attributes of the transaction in order to make a prediction. 

− A section dedicated to the owner of the smart contract for withdrawing the contract's balance. The two 

figures: Figures 8 and 9 show the primary graphical user interface before a wallet is connected. 
 

 

 
 

Figure 8. Main user interface before a wallet connection (a) 
 

 

 
 

Figure 9. Main user interface before a wallet connection (b) 
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4.1.  Regular user 

A regular user (a normal user) could log in by clicking on the "Connect" button as shown in  

Figures 10 and 11 and the application will automatically detect the connected wallet and the wallet address 

will be displayed along with the records of the previous transactions made by the current account as shown in 

Figure 12. 

 

 

 
 

Figure 10. Wallet connection 

 

 

 
 

Figure 11. Main user interface after a client wallet connection 
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Figure 12. Transaction attributes form 
 

 

Hereafter, by clicking on the "make a prediction" button, the user can make a prediction as shown in 

Figure 11. Then, a form is displayed requesting the input of the transaction attributes (Figures 13 and 14). 

Ultimately, the demand is proceeded and the transaction's prediction is generated and displayed as shown in 

Figure 15.  
 

 

 
 

Figure 13. Predicting transactions 
 

 

 
 

Figure 14. Prediction payment 
 

 

 
 

Figure 15. Prediction result 
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4.2.  Owner of the smart contract 

This user is also considered a normal user but with the added feature that after connecting his wallet, 

he is able to withdraw the contract's balance got by the predictions which other users made as it is 

respectively demonstrated in the Figures 16-19. 

 

 

 
 

Figure 16. The contract balance before withdrawing it 

 

 

 
 

Figure 17. Account balance before withdrawing contract balance 

 

 

 
 

Figure 18. The contract balance after withdrawing it 
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Figure 19. Account balance after withdrawing contract balance 

 

 

In the light of the findings produced, which evinces an unprecedented efficiency of our prototype in 

banning fraudulent transactions. So, based on an in-depth evaluation of -firstly- the results generated 

previously by the DLM, we deduced that the latter has shown optimal scores in terms of accuracy, precision 

and f1-score. Secondly, the assessment of Blockchain structure justifies its workability because of the 

multiple mechanisms brought automatically into service as soon as this technology is activated.  

Our proposed system is of a paramount significance to confront credit card fraud. Not only can it 

detect fraudulent transactions (DLM) but also prevent them (Blockchain). This is a remarkable improvement, 

because to date, the best achievable results by the majority of works conducted earlier -relied on AI 

algorithms- did not lead to radical solutions. In comparison to our model, they employed numerous balancing 

techniques to surpass imbalanced dataset issue. Still, most of the experimental outcomes were not pertinent. 

On the contrary, our model has demonstrated promising results (e.g., 93% as f1-score in the classification 

case). This is owing to the essence that our model does not require any techniques to adjust the dataset. 

Similarly, when the Blockchain comes into play, most studies relied on the basic Blockchain structure. It 

remains locked, and does not permit to call any type of data. Thus, it is hard to operate in a flexible way since 

they -even in their best cases- were obliged to convert the targeted model into an adequate format to be 

consumed on the Blockchain. In contrast, the outcomes of the present study reveal that Blockchain is used in 

its advanced version, involving the intervention of 'Chainlink' component that let the system unlocked and 

accessible to get external data. The matter proves a successful combination, especially to swell security, 

integrity and transparency. 

Eventually, after an insightful meditation at the series of figures we have come out with in this 

study, it is evident that our system is practical for it can be smoothly re-used as an ecosystem by the financial 

institutions. The system allows them to bring their own database into effect, simply thanks to the role of 

Chainlink. For bye, the designed website mentioned above, implies that our concept is translated from a 

scientific experiment into a real-world system can be profited concretely by banks to detect and prevent 

fraudulent transactions. 

 

 

5. CONCLUSION 

This paper is intended to give a comprehensive image of our proposed model. Merging deep 

learning with Blockchain has been an efficient method to tackle credit card fraud. Thanks to deep learning 

characteristics sketched with its ability to handle huge and complex datasets and has been proved to reach 

state-of-the-art performance on a wide range of problems -as embedded in our topic matter- and its 

adaptability and scalability. In addition, owing to the Blockchain strengths determined by its functionality, its 

possession of high security, and its immutability and traceability. We have built a solid prototype, manages to 

make transitional solutions via neural networks and creates an unchangeable storage of transactions with end-

to-end encryption to ban fraud and illegitimate activities. 
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The present study is an expansion of a preliminary project where we stressed only deep learning-

based systems to cope with the same issue. According to our experience, there were no instant recipes. It was 

imperative to sift through many variables and possibilities that come to bear on our problematic. Still, 

however appealing a particular approach might be to us, however smart and practical it might seem, the best 

method remains non-stop researching and trying other techniques; simply because the evolution of 

defrauding is on an ongoing vertical growth. 

This work has triggered our interest for further experiments to be undertaken, which might concern 

fusing more sophisticated algorithms beyond traditional deep learning so that we can reinforce privacy, 

ameliorate robust testing environments and sustain the security of Blockchain system. 
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