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This research paper shows a decentralized healthcare architecture using the
integration of internet of things (loT), blockchain, and cloud to improve
speed up tuple broken security as well as scalability. Real time health
information (e.g., pulse rate, sugar level) from patients is captured by loT
devices and preprocessed at the fog computing layer to securely send them
to a cloud platform. Immutability and transparency Patient health records
recorded by blockchain solutions are highly irreversible due to the
underlying technology, while smart contracts take care of data integrity and
privacy. The cloud layer delivers storage that scales and works, also
including real-time analytics to access patient data from anywhere for
healthcare providers while the core helps manage long-term information
architecture. It does so by automating healthcare workflows and taking some
of the manual interventional processes out such that care delivery becomes
even more efficient. Together, these technologies provide a secure, efficient,
patient-centered healthcare system whose architecture can easily support future

needs in remote patient monitoring and inter-institutional collaboration,
responding to emerging demands from modern healthcare systems.
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1. INTRODUCTION

The article shows the state-of-the-art architecture of integrating blockchain into cloud systems for
massive security, high performance, and scalability in several areas, including healthcare. It solves a number
of key security-related issues by leveraging the decentralized nature and cryptographic capabilities of
blockchain: data integrity and unauthorized access. Besides, the suggested architecture includes internet of
things (loT) devices for real-time data gathering, while cloud computing makes the architecture scalable
enough for both data storage and processing. The study, based on recent technological developments,
theoretically underpins how best to optimize healthcare data security, operational efficiency, and scalability.
It presents a discussion on how blockchain will be important to address challenges persisting in cloud
computing for data protection and system robustness in this ever-evolving field.

The blockchain data structure [1] consists of a series of slots in which every slot consists of a series of
iterations [2], a nonce, a timestamp [3], the Merkle root summarizing transaction hashes, and the hash of the
previous block [4]. In such a structure, the data cannot be modified, and any single transaction can be verified
instantly. Conventional approaches to handling healthcare data are highly vulnerable to breaches, inefficient in
handling, and cannot be monitored in real time [5]. With the great increase in healthcare data over some time
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including sensitive information about patients [6], there is a high demand for solutions that are more secure [7],
scalable, and efficient. 10T integrated [8] with blockchain [9] and cloud computing [10] securely addresses
issues such as integrity, real-time monitoring, and scalable solution needs in management [11].

The framework proposed in this paper enhances healthcare data security and ensures continuity of
access and dependability of the data. Optimally managing the ever-growing volume of healthcare data using
blockchain to provide immutability of data and cloud computing for dynamic scalability. Consequently, there
would be improved patient care, expedited treatment, and seamless health management.

2. LITERATURE REVIEW

The literature exposes the necessity for a new solution that was to be at the center of an
exponentially growing number of 10T devices and data [12], thus opening ways to more advanced, secure [13],
and efficient healthcare systems [14]. 10T technology, as applied in different aspects of healthcare [15], has
changed the dimensions of patient monitoring, electronic health records (EHR) management [16], and
disease prediction. Several literatures have discussed many models of 10T with Al and machine learning
integrations that should improve medical services [17]. For instance, the early detection of chronic diseases
by using loT devices along with the employment of Al models tends to show promising results [18].

The main objective, however, remains the merging of 10T with blockchain technology so as to
address issues of security, privacy challenges, and interoperability [19]. Some researchers have proposed
frameworks based on blockchain for secure remote patient monitoring, EHR management, and COVID-19
patient tracking. These architectures facilitate data security and integrity, patient privacy, and system
interoperability [20]. Whereas a lot has been achieved, issues related to scalability, constraints on resources,
and difficulties in integration remain among others that are yet to be resolved and require further research and
development. Literature review presents several smart healthcare technologies based on IoT and cloud
computing. loT was also shown in studies to have the potential to alleviate the burden on healthcare systems
by adopting efficient solutions for remote patient monitoring [21]. The main applications include rapid
disease diagnosis, prevention, and enhanced medical decision-making. However, issues of data security,
mobility, heterogeneity, legalities, and big data management remain. Section C: describe various frameworks
and models, including fog computing and blockchain-based approaches in finding ways to respond to the
aforementioned challenges by increasing the efficiency of healthcare delivery systems. Fog-based
frameworks ensure data processing efficiency, while blockchain offers secured, decentralized data
management [22].

Overall, integrating 10T and cloud technologies in healthcare promises significant improvements,
but addressing these challenges is crucial for successful implementation. The application of blockchain
technology in cloud-based systems, particularly in healthcare to manage EHRs, has attracted much interest
because of its capability to enhance security and privacy [23]. The integration of blockchain with cloud
computing is the focus of scholars like Tasci, Mentsiev, Cachin, Aggarwal, and Thakkar, who identified
decentralized storage solutions as a way of reducing security risks common with centralized systems. The
unchangeable nature of blockchain, including ledgering and cryptographic layers, directly addresses concerns
regarding data tampering and unauthorized access. The medical information on the blockchain provides a
reliable way of maintaining privacy and trust using open-source technologies, ensuring the safe sharing of
EHRs among multiple hospitals. Decentralized applications (dApps) and enterprise solutions are built using
ethereum, hyperledger, hyperledger fabric, and permissioned networks. Moreover, blockchain can be utilized
for identity management, distributed storage systems, 10T, and secure file systems, which makes it an
exceptional data management and collaboration enhancer across several domains apart from healthcare [24].

Cloud storage becomes more secure with the integration of blockchain technology, which
guarantees data integrity through decentralized verification and immutable records, going beyond traditional
audit methods. However, it is worth noting that scalability continues to be a challenge, and energy
consumption also serves as another obstacle to fully realizing blockchain-based security for data management
and sharing. Nonetheless, despite these limitations, blockchain remains a critical technology that offers
contemporary transparent and distributed platforms for managing data. Ultimately, coming to the topic of
security and auditing, let us consider a system that keeps the data safe and secure in the cloud while also
ensuring no one can tamper with it. This system is called a blockchain-based decentralized public auditing
scheme. It has two main phases. First, the setup phase prepares everything by passing on secret keys for
secure classification and storage of the data. Second is the audit phase, which ensures the data is intact by
using a smart contract on the blockchain to double-check that everything is in order [25].

Therefore, we suggest an approach we call distributed, by combining cloud servers with standard
ones using blockchain techniques to focus on cloud task scheduling and address the performance overhead
posed by blockchain. This whole process involves a few key players: the key generation centre (KGC), cloud
server (CS), data user (U), and third-party auditor (TPA). They function together to ensure data stays safe and
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nobody can mess with it. Now, there’s another system called decentralized and privacy-preserving public
auditing (DBPA). This structure uses algorithms such as GUI, setting, storage, gen log file, and checking log
file to keep your data safe and private. It even uses blockchain to make sure everything is transparent and
dependable.

3. METHOD

Decentralized autonomous healthcare system (DAHS) is designed on a multilayer approach built on
blockchain, cloud computing, and loT for flawless data flow, autonomous healthcare management, and
real-time decision-making.

3.1. 10T data collection and preprocessing

The architecture comprises loT-enabled devices attached to a patient, which can monitor health
parameters of heart bits, blood pressure level, sugar level, and physical activity. These above-mentioned loT
sensors are operational in continuous modes by monitoring vital health data. Preprocessing of data is done
during the fog computing layer to filter out non-essential or redundant data that reduces the computational
load on the cloud and increases real-time responsiveness.

3.2. Blockchain-enabled data integrity

The filtered, crucial health data is sent to a permissioned blockchain network, where it will be
immutably logged. 10T devices and healthcare providers are nodes in the network that can store the data in a
decentralized way. Blockchain ensures that the records of a patient are tamper-proof, transparent, and
traceable. Triggering healthcare workflows autonomously due to predefined health conditions is facilitated
by smart contracts embedded within the blockchain. This may automatically trigger an alert to the provider if
a patient’s heart rate is high, for example, at which point action can be taken.

3.3. Cloud computing for data storage and analysis

Elastic storage of the processed healthcare data in the cloud layer allows large-scale data
management. Support for real-time health analytics is also provided, which can leverage machine learning
algorithms to learn health trends from patients and predict future health insights. In cases of long-term data
storage, scalability, and access are provided by the cloud; hence, healthcare providers and patients can
retrieve health records at any time and from anywhere.

3.4. Smart contracts for automation of healthcare actions

Autonomous health workflows rely on smart contracts that have rules and regulations predefined for
the conduct of a system without the need for human intervention. These may be inbuilt rules that control
access to data, alert patients in case of certain anomalies, or even health responses. For instance, they may set
times for follow-up appointments independently, initiate prescriptions, or send off emergency alerts on their
own based on patient data.

3.5. Decentralized access and governance

Dynamic blockchain governance makes the decision-making of protocol changes, data access, and
system updates decentralized. This methodology can be shared between health entities and can maintain data
privacy and security for the patient.

4, PROPOSED ARCHITECTURE

Owing to the integration of blockchain, cloud computing, and 10T, DAHS architecture is designed
as an integrated, decentralized, and autonomous paradigm in the aspect of layers. Various layers of the
architecture perform various operations leading the patients to connect with the firm in real-time, automating
data and security management, and making decisions autonomously. As shown in Figure 1 DAHS layers and
operations are given as follows. The layerwise breakdown of system architecture for Figure 1 is shown in
Table 1 and system requirements in Table 2 for the same.

4.1. 10T layer

10T layer: smart sensors are implanted in patients to gather data such as heart bit, blood pressure
level cooling systems of sugar levels, and physical pendulum activity. These sensors are used to monitor
patient data, and the captured data is pre-processed on edge before forwarding it for analysis in the cloud.
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Here, what this process does is store the data in its original form and send over essential health information
only. This layer is illustrated in the diagram as loT patient sensor data and vital sign monitoring.

loT Patient Vital Sign

Sensor Data Monitoring

Decentralized Automated
Healthcare System

Blockchain
Encryption

Blockehain

Encryption ‘ '

== 4
b Smart Users

— Blockehain

— Encryption

< Medical Records ->

Figure 1. Decentralized automated healthcare system architecture

Table 1. Layer-wise breakdown of the system architecture

Layer Function Technologies used
1. loT Gathers patient sensor data from beacons. Wearable sensors, 10T devices
2. Fog Pre-processes data at the edge filters essential data and sends to the cloud Fog nodes, edge computing
Computing benefit
3. Blockchain Security and immutability of data, as well as workflow automation through Permissioned blockchain, smart
smart contracts contracts
4. Cloud Offers scalable storage and real-time analytics of health data, providing a Cloud storage, distributed
Computing solution for long-term data management. databases, Al
5. Application Provides built-in user interaction for patients and healthcare providers to Web and mobile applications
Layer retrieve data.

Table 2. System requirements

Layer Recommended specification Description
1. 10T sensors Low-power, high-accuracy sensors for real-time Collects vital signs such as heart rate, glucose, and
monitoring blood pressure.
2. Fog nodes Decentralized processing units with low latency Preprocesses information to reduce the load of
cloud storage.
3. Blockchain nodes High-performance nodes with secure data Permit immutable and decentralized control of
transmission healthcare data.
4. Cloud storage Scalable cloud infrastructure with real-time analytics ~ Stores processed health data and supports predictive
analytics.
5. Application Mobile or web-based interface for end-users Provides access to data by patients and healthcare
platform providers.

4.2. Fog computing layer

The fog computing layer: this is a distributed processing unit close to the network edge for pre-
processing data faster before it is shifted to the cloud. By eliminating unnecessary data, it reduces the amount
of information sent to the cloud and in turn optimizes real-time health monitoring. This layer allows only
significant health monitors to be sent, limiting the processing time of irrelevant data. It improved system
efficiency and the ability to respond to health crises by taking on preprocessing at one of the edges.
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4.3. Blockchain layer

All the 3 layers are transparent. The blockchain layer ensures that patient records are stored in a
decentralized and immutable manner. Tamper-proof health transactions: all patient data flowing between the
cloud, healthcare providers, and patients themselves will be stored as health transactions in a blockchain
ledger. This layer uses smart contracts to automatically kick off health workflows when particular health
conditions are identified, thereby ensuring timely logic. The blockchain layer is equipped with an elliptical
curve integrated encryption system (ECIES). With a permissioned blockchain only authorized entities e.g.,
health care providers and patients are allowed to access the data, AES-encrypted at rest and in transit
ensuring transparency, and traceability as well achieves patient privacy across the system.

4.4. Underlying cloud computing layer (storage and analytics)

Cloud computing layer: the information collected from IoT devices is aggregated over the cloud
computing layer that would in turn provide scalable storage and real-time analytics. Leveraging Al-driven
algorithms, this layer processes massive amounts of health data to make sense of trends and predict the risk
for future illnesses. The good thing is that the cloud offers a lot in terms of interoperability, so healthcare
providers and patients can access health records whenever they want to. With secure data storage, the cloud
also supports predictive analytics which can further assist in healthcare management.

4.5. Authentication and authorization layer

The third layer adds the dynamic blockchain governance, meaning that hospitals, regulators, and
insurers can participate in allowance decisions on security updates or protocol changes as well as patient data
access. Many healthcare blockchains are permission-based, using consortium chains for decentralized
governance with no single control point to enforce the network and keep data sets distributed. This layer is
essential to control access and make the system regulation-compliant, not only protecting patient privacy but
also guaranteeing that everything inside it is intact.

4.6. Application layer

Users-patients and healthcare providers use mobile or web apps to interact with the system. User
interaction layer they will be able to track their health status in real-time, check out the details of visits, and
share them only with those they trust. On the other hand, for healthcare providers, this layer serves as a
medium to avail access of patient data through alerting and reporting mechanisms so that they take necessary
action based on decisions. Such a layer provides a smooth communication mechanism between the users and
the healthcare system below it resulting in healthier lifestyle management, and real-time decision-making.

5.  PERFORMANCE METRICS AND RESULTS

The use of the proposed hybrid of blockchain, 10T, and cloud computing was an improving factor in
the aspect of security while enhancing the efficiency and scalability for everyday use in the healthcare
system. The envisioned system and its architecture, which employs the dynamic proxy node selection
algorithm or DPNS, also used sophisticated cryptographic mechanisms and eliminated key shortcomings of
existing health systems.

The use of the proposed hybrid of blockchain, 10T, and cloud computing was an improving factor in
the aspect of security while enhancing the efficiency and scalability for everyday use in the healthcare
system. The envisioned system and its architecture, which employs the dynamic proxy node selection
algorithm or DPNS, also used sophisticated cryptographic mechanisms and eliminated key shortcomings of
existing health systems. The Figure 2 shows that when it comes to 10T devices, as the number of connected
devices grew from 100 to 1,000; the system showed stable performance. Finally, our average processing time
stayed at around 1.2 seconds with the only spike to almost 1.3 seconds when we were loaded on maximum
capacity. It shows that the system scales efficiently, supporting many devices without major delays. Figure 3
shows the cumulative health alerts generated by smart contracts in the past 30 days The mechanism provided
a near real-time alerting capability using patient hemodynamics and identified events that fall outside of the
normal range, sending 150 alerts over this time period. This graph shows the ability of the system to
continuously monitor patient data, and automatically initiate alarms in response to health anomalies.

Formulas: formulas mentioned herein yield quantification of system efficiency in terms of latency,
data reduction, and cloud scalability-important for performance metrics evaluation such as processing speed,
storage growth, and efficiency in handling data. Total latency in the system is an important factor in
determining the speed of gathering patients’ data, processing it, and acting on it. The total latency in our
proposed decentralized healthcare system is the aggregation of delays from the 10T layer, fog computing
stage, blockchain, and cloud computing as shown in (1).
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Lrotar = Lior + Lfog + Lpiockchain + Lcioua (1)

Where, L;,r represents the time it takes for 10T devices to collect real-time health data. L, 4 accounts for the
time spent pre-processing data at the fog layer. Lgiockcrain 1S the time required for blockchain verification
and recording. L¢;,qq reflects the time needed for cloud storage and data analysis. While filtering out
unnecessary data in the cloud, most of the work is done by the Fog computing layer. The effectiveness of
filtering can be estimated by the data reduction ratio (R), representing the ratio of data filtered out versus the
total data collected by 10T devices as shown in (2).

R = Dinput_Dfiltered %100 (2)

D input

Dinput represents the original amount of data collected by 10T devices. Dritered iS the amount of data that has
been removed by the fog layer. R is the data reduction percentage. Since the amount of patient data is
increasing, it also means that the scaling for cloud storage should increase. The formula in storage growth at
time t, which is represented as S(t), depicts how the evolution of storage varies as the data from IoT devices
grows as shown in (3).

SA) =Sy +r=t 3)

S(t) is the total storage required at time ttt. So represents the initial storage capacity. r is the rate at which data
is generated (e.g., per day). t is time in days.

Graph 2: Health Alerts Generated by Smart Contracts Graph 1: Data Processing Time vs. Number of loT Devices
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Figure 2. Data processing time vs. number of 0T Figure 3. Health alerts generated by smart
devices

5.1. Security enhancement

These helped to integrate blockchain technology to provide data security and privacy to prevent any
third-party manipulation. The encryption of data using the ECIES in the process of the cloud storage of
healthcare information offered the essential aspects of data security, namely, confidentiality and integrity. In
the light of the considerations provided above the peculiar reliance on the framework provided a
decentralized design that allowed for the removal of a single point for a DDoS attack or any other variety of
security threats which is compliant with the high level of security required in the healthcare domain.

5.2. Efficiency improvements

The selection of a live proxy node reduced latency as it helped in managing the internal transfer of
data between the 10T devices and the blockchain. Smart contracts control the loads within them and the
dynamic selection of GPUs without the formation of bottlenecks. Also, the efficiency of access control
automation enhanced the flow of data within the system, made it more sensitive, and cut out unnecessary
time demands on the administrative side.

5.3. Security enhancements

The use of the blockchain helped to provide data security so that no one can modify or gain access
to the data in any negative manner. ECIES was applied in encrypting healthcare data before its storage in the
cloud affording strong confidentiality over the stored data as well as the stored data’s integrity. This made the
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framework eliminate single points of failure and minimize DDoS attacks and other crazy security risks that
were acceptable within the high-security requirements of the healthcare domain.

5.4. Scalability

The concept of clustered 10T networks and off-chain storage to address scalability issues was found
to have improved the framework’s scalability, again, by a huge margin. Thus, by aggregating the devices into
clusters, it was possible to extend the capacity of the system that was required for managing additional flows
of information. Other methods of data storage, namely off-chain storage, made it possible to work
effectively, without threatening the system’s reliability and further expansion when more patients and data
related to their health status would be involved.

5.5. Real-time monitoring and data management

Since through loT products, it is possible to monitor patients constantly and improve control over
their health state, timely actions can be taken to prevent serious issues. Automated real-time data analysis and
real-time alerting mechanisms by smart contracts greatly improved the value of patient care by providing
immediate actions on adverse health status. The incorporation of cloud computing was more dynamic storing
and processing demands from the numbers of data sets as generated by 10T devices.

5.6. Efficiency improvements

This has ensured that through dynamic proxy node selection, there is a low latency in the
transmission of data between a device within the internet of things and the blockchain. Such dynamic
selection made through smart contracts also helped in achieving a proper load distribution where there were
no bottlenecks. Also, the automated access control created a more efficient means of sharing data as it did not
hinder functionality, and ease and cut down on time and unnecessary paperwork.

6. CONCLUSION

In conclusion, this research showed that the integration of 10T with blockchain and cloud computing
in decentralized healthcare systems significantly improved how healthcare challenges could be addressed.
This framework greatly improves the privacy, security efficiency, and scalability of the system by using 10T
for real-time monitoring of patients, blockchain for secure immutable data storage, and cloud computing to
obtain scalable storage or processing. Smart contracts will ensure that healthcare workflows are mostly
automated, and less manual interaction is required which can improve the preciseness and speed of care. This
system makes sure that patient data is secure and only available to those authorized while allowing doctors
and patients to interact more efficiently. This enables better-paced response from a secure, urgent, and
patient-centered architecture upon which future applications such as Al-driven predictive care for global
health monitoring, and cross-border healthcare collaboration can be built. In sum, this decentralized paradigm
has opened the floodgates by revolutionizing global healthcare delivery in a way that translates to better
patient outcomes worldwide.
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