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Abstract

Signcryption is a cryptographic primitive which could provide authentication and confidentiality
simultaneously with a computational cost lower than signing and encryption respectively, while the ring
signcryption has anonymity in addition to authentication and confidentiality. In order to design an identity-
based threshold ring signcryption, this paper presented an efficient identity-based threshold ring
signcryption scheme without random oracles by means of secret sharing and bilinear pairing technique,
and gave security analysis of the scheme. In the last, we proved this scheme satisfied indistinguishability
against adaptive chosen ciphertext attacks and existential unforgeability against adaptive chosen message
and identity attacks in terms of the hardness of DBDH problem and CDH problem.
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1. Introduction

In 1984, the concept of ID-based cryptography was proposed by Shamir [1], which was
utilized to solve the complex certificate management in traditional public key infrastructure. In
ID-based cryptosystem, the user’s public key is used to identify his identity information, while his
private key is generated by PKG. The first efficient and practical ID-based encryption scheme
was put forward by Boneh [2], whose work opened a new era for the ID-based cryptography,
then many ID-based cryptographic schemes using bilinear pairings were subsequently
presented [3, 4].

Confidentiality and authentication are two important security targets. They sometimes
need to be achieved simultaneously, however the realization of the traditional method is not
only large amount of calculation and efficiency is low. Signcryption was firstly proposed by
Zheng [5], which could obtain the two goals at the same time, and the costs of computation and
communication is much more lower.

In 2004, the first ID-based threshold signcryption scheme was proposed by Duan [6],
while it used the method of sharing the master key of PKG, so it was easy to mak PKG a
bottleneck in realization. In 2005, another ID-based threshold signcryption scheme was put
forward by Peng [7], which overcame the shortcoming of the previous one, however it could not
provide forward security. In 2008, the first provably secure threshold signcryption scheme was
proposed by Li [8], and given the security proof in random oracle. However, it was pointed out
that the scheme was not existential unforgeable against attacks in the paper [9].

Anonymity is another target in the applications of cryptography. Ring signcryption can
not only realize confidentiality and authentication, but the anonymity. The first ID-based ring
signcryption scheme was proposed by Huang [10], while its efficiency is too low. In 2008,
another ID-based ring signcryption scheme was proposed by Zhang [11], however it was not
secure against adaptive chosen ciphertext attacks. In the same year, efficient ID-based ring
signature and ring signcryption schemes were proposed by Zhun [12], but it was secure against
adaptive chosen plaintext attacks. Later on, Zhu [13] gave another ID-based ring signcryption
scheme, but it was also not secure against adaptive chosen ciphertext attacks. In 2009,
Sharmila [14] pointed out that the several existing ID-based ring signcryption schemes were
unsafe, and proposed a new corresponding scheme.
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In 2011, an ID-based threshold ring signcryption scheme was proposed by Luo [15],
and then another ID-based reception threshold ring signcryption scheme was proposed by
Deng [16], while the schemes were all designed in the random oracle. At present, most existing
ring signcryption schemes are proved to be secure in the random oracle, however it is difficult to
construct corresponding instance in practice due to the hypothesis that the hash function would
be viewed as completely randomly. So it is more meaningful to construct efficient and provably
secure threshold ring signcryption scheme in the standard model.

In this paper, we put forward a new ID-based threshold ring signcryption (IBTRSC)
scheme and gave the formal security proof. The paper is organized as follows. Some
mathematical preliminaries are given in Section 2. Our proposed scheme is presented in
Section 3. Security analysis of the scheme is given in Section 4. Finally, we conclude the survey
in Section 5.

2. Preliminaries
2.1.Pairings

Let G,G; be cyclic groups of prime order p and g be a generator of G. A bilinear
pairing is a map e:GxG — G that satisfies the following properties:

1. Bilinear: e(ga, gb) =e(g,g)” foralla,be Z,.

2. Non-degeneracyl e(g,g) =1.

3. Computabilityll It is efficient to compute e(u,v)for all u,ve G.

2.2.Intractability Assumption
Definition 1 Computational Diffie-Hellman (CDH) probleml Given a group G of prime

pand elements g%, gb e G, where a,be RZ*p, the CDH problem is to compute gab.
Definition 2 Decisional Bilinear Diffie-Hellman (DBDH) probleml Given a group G of
prime pand elements g*,9°,9° € G,he G, , where a,b,ce R2; , the DBDH problem is to

decide whether h=¢(g, g)abc.

3. The Proposed IBTRSC Scheme
In this section, we propose an efficient ID-based threshold ring signcryption scheme
without random oracles, which consists of the following algorithms:

Setup: LetG,G; be groups of the same order p, gbe a generator of G, the bilinear
pairing is given as e:GxG — G;. Two collision-resistant hash functionsH, :{0,1}" — {0.1}"
and H,,:{0,1}" - {0.1}™are used to produce the bit strings of lengthn, andn,. PKG firstly

choose a e zZ,, compute g, =g®, then choose u'e oZ,,d,,M'e oG, vector U =(u,) of

p’
length N, and vector M =(m)of n,, where y e oz, and m e; G. PKG set z =¢€(g,,q,)

and z,=€(9,0,), so the system parameters are:
pararrs:(G,GT,eg,gl, gz,ul,G,m',l\h,Hu,Hm, zl,zz) and the master private key ismsk =a .

Private-Key Extractl Given an identity information ID to PKG, let u= HU(ID)be the bit
string of length n_ representing the identity ID , set ® ; <{1,2,---,n, } be the set of index i such
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thatuli]=1, where  UliJis the ithbit ofu. PKG choosere . Z, , compute
a+r{u'+ > u,l _ . .
dyp=(dy,d,)=| g, o ) | then PKG returnd,; =(d,,d,) to user as his private key.
Signcrypt: Let L= {IDl,..., IDn} be the set ofnuser identities for threshold ring

signcryption. Suppose the actual t identities of signcrypter to be{IDl,..., IDt} , mis the message

to be signcrypted, the receiver identity is ID,. The threshold ring signcryption can be produced
as follows:
1. Each signcrypter ID. chooses § € RZp as its sub-secret and a polynomial

f(x)=a,+a,X++a, X" of degree t—1, whose coefficients are randomly choosed in
Z, Let §=a,, ID,compute C 4= g*¢(d=01.,t-1) and send them to other signcrypters.
Then he computes § ; = f (j)and sends it to other signcrypter IDJ- (J =12t ] # i), and

saves§, = f(i).
t-1 ,d
2. After ID;receive §;fromID;, he verifies the equation g :H(cid)' , and
d=0

accepts it if the equation hold.
t
3. Each | D, computes his secret X = ZSN .
=1
4. Let the private key of eachlD,to be(d;,d,), fori e{:LZ,...,t}. He computes
M=H_,(Lm), let M c{12-,n}be the set of index ksuch thatM[k]=1. He chooses

i T T '
e rZ,, computes su=0(0.9,)" =2 .5;,=9¢"sp=r|u+ Y u |,
je®@pg

X,
Si4_di1(mIHmj sis=9"0s,,=d, and sents (511,512.513:514:5;5:5j6) 10 other

ieM

. .
signcrypters, where h; = Hj_l i L mod p is the Lagrange coefficient.
L% _j

5. Letme G; be the message to be signcrypted, each signcrypter choosel,,...,I, € RZ

l b

compute Ui=[u'+ > UJJI] i=1..,n0 R =S,2,.,R =542 R, =2",..,R =2. Let
jedp,
S =H::1Si1'm'52 =H::15i2 1S3 = zit=15i3 1S4 =H::15i4'gzzinzlli(Ui)*55 =Hit:15i5 . then
the threshold ring signcryption will be C = (sl, .Sg, Rl,...Rn) :

Unsigncrypt: Let(dg,, dg,) be the private key of signcryption receiver ID,, when receive
the threshold ring signcryption C , he compute as follows:

1. IDgfirst computem=sl-(dR2)'53 -e(dgy,s,) ", then he computes M =H,, (L,m), let
M be the set of index k such thatM[k] =1.
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2. IDgverify the equation e(s,,g)=¢€(g,,0,) [m [Im.s j H R)U‘ , accept it and

ieM
output True if the equation holds; otherwise, output False.

4. Analysis of the Proposed IBTRSC Scheme
In this section, we will analyze our proposed scheme in detail.

4.1.Correctness

The verification of the signcryption is justified by the following equations:
(1) According to secret sharing technology, we have:

Z::l)ghi :Z: =1 '(O) Zu 1s

(2) After receive the threshold ring signcryption C , we have:

t Z[flr'
Sl:Hi:lsil'mz z— -m,

t

SRPIIE) WS [ > j

jeClDlDR

z[—l)ﬂh‘
t er‘*lll (U‘ ) taJrZw[a(r'Du * )'(U‘ )+Z\nf|+1l' (U') ' )
S4:Hizlsi4'92 =9, . mH”} )

ieM
t
t E xh;
— — i=1
s5—| |i=lsi5—g

So we can get:
s, -1 ! o Z‘ i (Viog) arn, (U L -t
51'(dR2) 'e(devsz) :E‘(glvgz)z‘:1 (e(g 9, ) F{) ~e(g o R)rgz‘1 ) =m;

c(s..0)- e[gr*z*"“'““"z““’(mH ) 'g] ] e<g,gf)'{(m'lf! I }H LR

ieM

=e(9,,9,) [mHm.,SJ L(R)”

ieM

4.2.Security Proofs

Theorem 1. Our IBTRSC scheme is IND-IDTRSC-CCA2 secure against adversary A
under the assumption that the DBDH problem is intractable.

Proof. Let A be adversary against the proposed scheme, there will exist an algorithm
B that can use A to solve the DBDH problem. B is given a DBDH instance (g,g?,9%, g¢,h),

its goal is to decide whether h= e(g, g)ab°. B simulate the Setup algorithm of the scheme as
follows:

Bsetl =2(g,+q,), | =2q,, where q.is the number of private key query of A, and
dsis the number of signcrypt query of A, 1,(n, +1)< p, I,,(n, +1)< p.B randomly choosek,, ,

Km, Where 0<k,<n,and 0<k,<n,. B choose x'e, Z and vector X =(x ) of length n,, where

Xj €g Z),; choose Z'e Rzlm and vector z=(z)of lengthn,, where Z € Zlm; choose
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W'eg Z, and vector W =(w ) of length n,,, where W € Z . Then define three functions for

u=H,(ID)and M =H_(L,m)as follows: F(|D):X'+ZX.‘|ukuvK(M):Z'+ZZ.‘|mkm'

L(M)=w+>w. Let g,=¢*, g,=¢°, u'=x-lk, u=x, 1<i<n, m'=g"**g",

ieM

m=g;0", 1<i<n, we have gi=g*0 F(ID)=u+>.ul m[]m =g/"g"™, the

system public parameters are params:(G,GT,e,g,gl,gz,u',l],m',lol,Hu,Hm,zi,zz) and the

master key is msk = a. Finally, B sends params toA .
Phase 1: When the adversary A issue a number of queries, B response as follows:
Private-Key queries: When A make a query on the private key of inputID, if

ru’+ier%;oq _1 u'+z
F(ID)=0modp, Bchooser € xZ,, compute d, =(d,d,)= 91_1(%2){ J, ®0, G [ i@.oq]

as the private key of A ; if F(ID) =0mod p, B output FALL and abort the simulation.
Signcrypt queries: When A query a threshold ring signcryption on a group of n members
specified by identities inL = {IDl,..., IDn} , threshold valuet (t < n) , messagem, the actual

signcrypter 1D, (i :l,...t)and the receiver identity IDg, B first compute M =H, (L,m), and then
produce the corresponding signcryption C as follows:

(1) Bchooses,ay,a,...8 ; € gZ,, a polynomial f (X) =a,+aX+---+a_ X of
degreet -1, wheres= g,.

(2) For each actual signcrypter ID, (i :1,...'[), if F(IDi ) #0mod p, B can construct its

private key by the same method in private-key query, then compute its secret X = f (I) and
finally produce the corresponding threshold ring signcryption C .
(3) If the condition F(IDi ) #0mod p,i =1,..tis not satisfied, and we have

K(M)=0mod p, thenB chooser,I,....1,,,I,, € gZ,,, and compute as follows:

S, :e(gl,gz)r -m,
s,=g,

Sg=r u+Zuj ,

iE‘DloR

s, = gzz:'zlri(Ui)gl_tL(M)/K(M) (m,Hmj _ gt2a+z|:1ri(Ui) (m.Hm) '

ieM ieM
—t/IK(M) [
Sg=0; gn=g",

R =2,.,R =2z, where f_=r —ta/K(M).

We can see thatC = (sl, .Sg, Rl,...Rn) is a valid threshold ring signcryption. If
K(M)=0mod p, B output FALL and abort the simulation.
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Unsigncrypt queries: When A query an unsigncryption on identities L[ receiver identity
ID, and the ciphertextC, B first obtain the private key dIDR of IDg, B then execute unsigncrypt
algorithm to output message mand return.

Challenge Phase: A choose two distinct messagesM, and M of equal length,

identities L = {IDl ID;} and receiver identity ID;, then send them toB . If A has queried the

private key ofID;, B output FALL and abort the simulation; otherwise, B randomly choose

be(0,1), ifk(M,)=0mod p, B output FALL and abort the simulation, if F(ID*R) #0modp, B

output FALL and abort the simulation. Otherwise, B chooser,...,r,,T,

oI € RZp , @nd compute as
follows:

s; =h-m,

* c
Szzg,

SZ — gzzlnzlri(Ui)gl—lL(Mb)/K(Mb) (m-Hmj _ glzaJrz.n:lri(Ul) (m-Hmj ’

ieM

R =2},.,R, =2y, where 7, =1_—ta/K(M,).

Ifh=e(g, g)abc , we can see thatC™ = (si,..s 5 R1 , Rz) is a valid threshold ring signcryption.
Phase 2: A may issue a number of queries as in Phase 1, but he can’t make query on
the private key of ID; and the unsigncryption on c.

Guess Phase: A output a guess bforb.Ifb=b, B outputh= e(g, g)abc as the solution

of DBDH problem; otherwise, B output FALL.

Theorem 2. Our IBTRSC scheme is EUF-IDTRSC-CMIA secure against adversary A
under the assumption that the CDH problem is intractable.

Proof. Let A be adversary against the proposed scheme, there will exist an algorithm

B that can use A to solve the CDH problem. B is given a CDH instance (g, g%, gb), its goal is

to compute gab. B then construct the system parameters as in Theorem 1 and send paramsto

A
Query Phase: A can issue a number of queries as in Theorem 1, and B make the
same responses.

Forgery Phase: Finally, A output the forgery threshold ring signcryption c on
identities L = {IDl ID;}, threshold valuet, message M , and the receiver identitle;. If B
do not abort the simulation in the query phase, and the following two conditions:

1) F(1D; ) =omad p, for alli € (1,...,Nn),

2) K(M*):Omod p, whereM” = Hm(L,m*)

Would be satisfied simultaneously, then B can compute:
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1t

1t @Y ) ) "
. g, =~ m | I m,
S,

_ T ~(08)" =g =g®

(S;)L(M') 9"

Which is the solution of the CDH problem.

5. Conclusion

In this paper, we present a new threshold ring signcrypiton scheme based on secret

sharing. As far as we know, most existing ID-based ring signcryption schemes were proved to
be secure in the random oracle, while we construct the corresponding ID-based threshold ring
signcryption scheme without random oracle. Then we prove the proposed scheme to be secure
against adaptive chosen-ciphertext attack and adaptive chosen message and identity attack
under the DBDH and CDH difficult problem, so the proposed scheme is safe and reliable.
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