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In the burgeoning domain of the internet of things (loT), efficient and secure
communication protocols are crucial for the seamless operation of diverse
applications. This paper proposes a novel routing protocol, termed secure and
energy aware LOADNg (SEA-LOADNQ), tailored for 10T deployments in the
context of smart agriculture. The protocol is designed to address the unique
challenges posed by agricultural environments, including limited energy
resources and the need for robust security measures. The proposed protocol
leverages LOADNg, a lightweight and efficient routing protocol suitable for
low-power and lossy networks characteristic of 10T deployments. Through
innovative energy-aware mechanisms, it optimizes the power usage of loT
devices, thus prolonging their operational lifespan and reducing maintenance
overhead. Moreover, stringent security measures are integrated into the
protocol to safeguard sensitive data transmitted within the 10T network. To
assess the efficacy of the proposed protocol, comprehensive simulations are

carried out using realistic smart agriculture scenarios. The results demonstrate
significant improvements in energy efficiency compared to LOADng protocol,
while maintaining robust security against hello flood attack.
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1. INTRODUCTION

The internet of things (1oT) [1] refers to a system of linked devices that gather data, manipulate
actuators, and monitor networks. The rapid expansion of the 10T has catalyzed innovation across various
domains, ranging from healthcare and transportation to homes cities and factories. Among its myriad
applications, smart agriculture stands out as a critical domain where 10T technologies are revolutionizing
traditional farming practices [2] as shown in Figure 1. By deploying sensors to manage water consumption,
optimize pesticide and fertilizer usage, and collect data on soil and air quality through the use of sophisticated
algorithms and machine learning methods, companies are transforming agriculture into a data-driven,
precision-oriented industry.

Smart agriculture offers farmers a suite of tools to address the multifaceted challenges they face,
enabling remote monitoring and management of agricultural processes. With 10T devices installed across
farmlands, farmers can stay connected and make informed decisions from anywhere and at any time [3], [4].
This connectivity not only enhances operational efficiency but also has the potential to reduce production
costs and increase productivity by providing instant insights into soil conditions, water availability, and
environmental parameters [5], [6].
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Figure 1. 10T in smart agriculture

However, the broad implementation of 10T in smart farming introduces challenges related to routing
and secure data transmission. 10T devices often have resource constraints, including limited computing
power, memory, and energy [7]-[9]. Thus, any secure routing method needs to be both lightweight and
efficient in order to accommodate these constraints [10]-[12]. The lightweight on-demand ad hoc distance-
vector routing protocol next generation (LOADNgQ) is a widely adopted and effective routing protocol
specifically designed for 6LoOWPAN networks [13].

Recently, numerous studies have been conducted on communication security [14] and energy
efficiency [15], [16] in 10T networks separately, achieving both simultaneously remains a challenge [17]-[19]
due to their inverse relationship [20], [21]. Robust security mechanisms typically consume significant energy,
which is a valuable resource for many 10T nodes.

In response to these challenges, this paper proposes a novel secure and energy-aware LOADnNg
(SEA-LOADNQ) routing protocol tailored specifically for 10T networks deployed in agricultural settings.
SEA-LOADNg aims to strike a balance between energy conservation and data security, addressing the unique
requirements of smart agriculture. By integrating adaptive routing mechanisms, SEA-LOADnNg optimizes
energy utilization while ensuring reliable communication among loT devices.

Furthermore, SEA-LOADNg incorporates robust security features to protect sensitive agricultural
data from hello flood attacks, a common security threat in 10T networks. By leveraging the number of Route
REQuests (RREQs) sent by a node, the protocol enhances the security of data transmissions within the loT
network.

The remainder of the paper is organized as follows: Section 2 provides a literature review. Section 3
gives a brief overview of the LOADnNg routing protocol. Section 4 examines the Hello Flood attack. Section 5
details the proposed approach, while section 6 discusses the results and analysis. Finally, section 7 presents
the conclusion.

2. RELATED WORKS

Hasseb et al. [22] introduced a wireless sensor network (WSN) that utilizes 10T technology
framework tailored for smart agriculture. This framework encompasses various design stages. Initially,
farming sensors collect pertinent data and identify cluster heads (CH) through a decision function with
multiple criteria. Furthermore, the framework employs signal-to-noise ratio (SNR) is used to evaluate signal
quality on transmission channels, ensuring reliable and efficient data transfer. Additionally, security
measures are put in place to protect data sent from farming sensors to base stations (BS), including the use of
recurrence from a linear congruential generator.

Hosseinzadeh et al. [14] proposed a secure routing approach based on cluster-tree architecture
utilizing the dragonfly algorithm (CTSRD) for 10T networks. Their scheme introduces a lightweight trust
mechanism named weighted trust (W-Trust), which operates in a distributed manner. W-Trust employs a
penalty coefficient to diminish the trust value associated with malicious nodes, effectively isolating them
within the network. Conversely, it enhances the trustworthiness of genuine IoT devices by employing a
reward factor. Moreover, CTSRD incorporates a clustering process based on trust termed T-Clustering,
where the cluster head nodes (CHs) are chosen from among trustworthy 10T nodes. Subsequently, CTSRD
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establishes a routing tree, referred to as DA-Tree, between CHs based on the dragonfly algorithm (DA). To
assess the effectiveness of the routing tree, CTSRD presents an innovative fitness function. DA-Tree is
created to provide a secure, stable, and optimal routing setup, with the goal of balancing energy consumption
and extending network lifespan. The performance of CTSRD is evaluated against existing methods, EEMSR
and E-BEENISH, across various metrics including network longevity, energy use, and packet delivery rate.

Jain et al. [15] introduces a routing model specifically tailored for agricultural data in loT-based
WSNs, with a focus on enhancing energy and bandwidth efficiency. This model operates through clusters
and emphasizes the selection of CH for data aggregation. A new method, the chaos mapping and opposition-
centered learning grasshopper optimization algorithm (CO2GA), is used to identify the optimal set of CHs
from the agricultural sensor nodes (SN). Clustering is then based on the proximity between the selected CH
and SN. Data is gathered by the clusters and sent to their respective CHs, where it is encrypted using the
chaos key generated advanced encryption standard with Rivest-Shamir—Adleman (CKAES-RSA) algorithm.
The encrypted loT data is then routed to BS or sink nodes (SN) through an optimal routing path. The paper
also proposes an optimal route selection (ORS) strategy using a deep learning (DL) approach, specifically a
crossover and mutation-based optimal Multi-Layer Perceptrons (CM-OMLP), which evaluates the
effectiveness of the hidden layer concerning energy, bandwidth, trust, delay, and congestion levels.

Sankar et al. [16] introduced the energy-aware grid-based data aggregation scheme in routing
(EGDAS-RPL) protocol was introduced for 10T networks with the goal of extending network lifespan. The
protocol consists of three main processes: forming grids, selecting grid heads (GH), and choosing GH
parents. Initially, EGDAS-RPL divides the network into equally sized grids within a square topology. It then
uses a probabilistic approach to select the GH node for each grid. Lastly, it applies the expected transmission
count (ETX) metric to identify the optimal GH parent for data transmission.

3. LOADNG OVERVIEW

The LOADnNg protocol, also known as Lightweight on-demand ad hoc distance vector routing
protocol-next generation, is a reactive routing protocol designed for WSNs. It represents a streamlined
version of the ad hoc on-demand routing protocol AODV, which was initially created for use in devices
based on IEEE 802.15.4 in 6LoOWPANSs and LLNs [23]. LOADnNg can serve as either a layer 3 route-over
routing protocol or as a layer 2 mesh-under protocol. Consequently, the algorithm of LOADnNg stands out for
its straightforwardness and minimal storage of data requirements. Therefore, it is considered an excellent and
appropriate solution for advanced metering infrastructure (AMI) mesh networks [24], [25]. As it was initially
crafted for WSNs and low power and lossy networks (LLNSs), adjustments are necessary to align with their
particular requirements and constraints.

LOADNg specifies four categories of packets [26]:

—  Route request (RREQ): Initiated by a router, known as the <originator>, when there is an available data
packet for a destination, but no valid route has been established. The RREQ includes the particular
destination address.

— Route reply (RREP): Created by a router after receiving and handling a RREQ, integrating the
destination address into its routing table.

—  Route reply acknowledgement (RREP-ACK): Produced by a LOADNg router upon receiving a RREP,
Informing the adjacent sender of the RREP that it has been effectively received.

— Route error (RERR): Produced by a router when it detects a broken route to the destination.

LOADNg incorporates the fundamental features of AODV, such as generating and sending RREQ
packets, as shown in Figure 2, to establish a path to a specific destination.

(a) RREQ Transmission (b) RREP/RREP_ACK Transmission (c) Data Transmission

I—> RREQ —» RREP ---p- RREP_ACK —¥ Data |

Figure 2. The operation of LOADNg and its utilization of control messages
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Upon receiving this message, only the designated node (terminator) is able to respond with a RREP,
as shown in Figure 2. The RREP is then sent sequentially through each hop to reach the source. When
intermediate nodes get the RREP, they send an RREP-ACK to the neighboring node that provided the RREP,
confirming the bidirectional nature of the link. If a broken route is detected, an error message may be sent
back to the data packet's source. Unlike AODV, LOADNg restricts intermediate nodes from generating
RREPs, which helps reduce the size of control messages—an important consideration in LLNSs.

In LOADnNg, sequence numbers are not required in messages sent to requesting routers.
Furthermore, LOADNg does away with Gratuitous RREP. Instead, if an intermediate node has a valid route
to the destination, it sends a unicast RREP to the source and notifies the destination through this message.
This approach reduces message size, which is in line with the low-power and memory constraints of LLNSs.

In contrast, nodes employing the LOADnNg protocol does not keep a precursor list with the IP
addresses of neighboring nodes expected to be the next hop toward each destination, as seen in the AODV
protocol. Instead, they concentrate solely on determining the next hop for sending the current packet to its
destination. Additionally, unlike AODV, LOADnNg control messages can incorporate Type-Length-Value
(TLV) elements, which allow for the expansion of protocol functionalities.

4. HELLO FLOOD ATTACK

In a HELLO flood attack, an adversarial node takes advantage of its high transmission power to
send, record, or repeat HELLO messages, creating a false impression of being a neighbor to multiple nodes in
the network. This leads to significant confusion in network routing. This attack exploits protocols that use
broadcast Hello messages to announce their presence as shown in Figure 3. By using a transmission range
greater than other nodes, the attacker can flood a large area of the network with multiple Hello messages
[27]. As a result, other nodes erroneously perceive the attacker as a neighboring node. Consequently, all
nodes respond to these erroneous messages, draining their energy and causing network confusion.

In the LOADNg protocol, there is a vulnerability where an adversarial node can exploit the network
by sending an excessive number of RREQ messages within a short time period. These RREQs are targeted
towards a destination node that cannot be reached due to an unavailable address. Since the destination node
cannot be reached, the RREQ messages continue to propagate throughout the network without ever receiving
a RREP message [28].

This flood of RREQ messages overwhelms the network and has detrimental effects, particularly on
the nodes' battery life. As the nodes continuously process and forward these unnecessary RREQ messages,
their energy resources are rapidly depleted. This battery depletion significantly impacts the overall
functioning and efficiency of the network [28]. By exploiting this vulnerability in the LOADnNg protocol, a
malicious node can disturb the regular functioning of the network, drain the batteries of nodes, and

potentially cause network instability or failure.
(¢ {%} )
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Figure 3. Hello flood attack

5. PROPOSED METHOD

Many researchers have utilized 10T technology across various fields to monitor environmental data.
10T has been crucial in observing and managing agricultural land, including crops, climate, and water usage.
However, agriculture still faces challenges such as energy efficiency, data routing, and security because of
the restricted battery life of sensors and the open transmission medium.

LOADnNg [13] is a routing protocol that facilitates data transfer between nodes and represents a
significant advancement in 10T routing. Known for its lightweight design and suitability for resource-
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constrained environments, LOADNg has been recognized as an effective solution for loT network routing.
However, LOADNg is vulnerable to several attacks, including the Hello flood attack, where a malicious node
can disrupt the network by sending an excessive number of RREQ messages in a short time. This flood of
RREQ messages can overwhelm the network, especially impacting the battery life of the nodes.

The pursuit of enhanced security has driven researchers to explore new methodologies. To address
this, we developed SEA-LOADNg, a Secure and Energy Aware version of LOADNg, to protect agricultural
data from Hello flood attacks. We introduce security measures specifically designed to counter these attacks
in the agricultural sector. This paper proposes a detection solution based on the number of RREQ messages
transmitted by a node.

In LOADNg, when a node wants to send data to another node, it sends a RREQ message. A node can
send up to three consecutive Hello messages to check if a link is faulty. In such cases, the node is not
considered an attacker; it simply wants to verify the link status. Therefore, we assume that a node can
transmit a maximum of three RREQ messages within a specific time interval. If a node exceeds this limit, it
will be classified as an attacker in our scenario. Algorithm 1 in the paper presents the pseudocode for the
attack detection process.

Algorithm 1. Identification of Hello Flood Attack
Inputs: RREQ number
Output: Attack Determination (yes or no)
For each node that receives RREQ message do
If (RREQ number > 3) then
The request is discarded
Else
The request is accepted
End If
End For

6. RESULTS AND DISCUSSION

This research centers on implementing and evaluating our suggested approach using the Cooja
simulator, which is built on the Contiki OS tailored for 10T sensor nodes. In our simulations, we utilize the
Z1 mote as both server and client nodes. The simulations are conducted for a duration of 15 minutes, and we
employ the unit disk graph medium (UDGM) model to replicate distance-based signal loss in the radio
medium. To ensure consistency, we manually position 5, 10, 15, 20, 25, and 30 nodes. The deployment of
LOADnNg is implemented through the Contiki rime stack. The parameters used for the simulations are
outlined in Table 1 for reference.

To evaluate the effectiveness of our proposed method, we have focused on three key metrics:
Received packets, expected transmission count (ETX), and Energy consumption. These metrics have been
selected to assess and analyze the performance of our method.

Table 1. Simulation parameters

Parameters Value
Operating system Contiki 3.0
Simulator Cooja
Radio model UDGM: Distance loss
Mote type Z1 mote
Nodes Number 5,10,15,20,25,30
Couche Mac CSMA
Couche RDC Contikimac
Channel check rate 8 Hz
Network stack Rime
Simulation time 15 minutes

6.1. Received packets

Received packets represent the quantity of data packets that have been successfully received within
a communication system or network. This metric evaluates the efficiency and reliability of data transmission
and reception. The count of received packets offers valuable information regarding the performance of the
communication process. By examining the received packets, it becomes possible to assess the reliability of
the transmission link, detect any instances of packet loss or interference, and evaluate the overall
effectiveness of the system.

Based on the results shown in Figure 4, it can be observed that the SEA-LOADNg protocol surpasses
LOADNg in terms of received packets in all tested scenarios. This comparison indicates that the SEA-
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LOADNg protocol exhibits superior efficiency and reliability in receiving data packets when compared to the
LOADnNg protocol. The enhanced performance of the SEA-LOADng protocol in receiving packets
underscores its potential in improving the overall effectiveness of the communication system or network.

50
40
30

20
. > =& =
5 10 15 20 25 30

Mumber of received packets

Mumber of nodes

B SEA-LOADRE  m LOADNng

Figure 4. Comparison of number of received packets

6.2. ETX

ETX refers to the expected number of transmitted packets required for successful reception, with a
focus on seeking higher quality links over a specific timeframe. However, relying solely on ETX is
insufficient for assessing network conditions. Therefore, it becomes necessary to incorporate additional
metrics to monitor the dynamic nature of both link and node situations. ETX is computed following to (1):

ETX = 1/ (DF * DR) @

where DF stands for forward data delivery and DR stands for reverse data delivery.

Figure 5 presents a comparison of ETX values. The findings demonstrate that the SEA-LOADNg
protocol outperforms LOADNg in terms of expected transmissions (ETX) across all tested scenarios. This
indicates that the SEA-LOADNg protocol exhibits more efficient and reliable packet transmission behavior in
comparison to LOADNg. These results suggest that the SEA-LOADNg protocol offers advantages in terms of
packet transmission reliability and resource utilization over the LOADNg protocol.

25
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1

0,5
5 10 15 20 25 30

Mumber of packets

Number of nodes
B SEA-LOADNng  m LOADNg
Figure 5. ETX comparison
6.3. Energy consumption
The (2) represents the calculation for energy consumption:

Energy Consumed = Pkt(S) * Tx + Pkt(R) * Rx (2)
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where Tx represents the energy consumed during transmission and Rx represents the energy consumed

during reception. Pkt(S) refers to the number of packets sent, and Pkt(R) denotes the number of packets

received.

The results depicted in Figure 6 clearly indicate that the SEA-LOADnNg protocol consumes less
energy than LOADNg across all scenarios. This finding highlights the superior energy efficiency of the SEA-
LOADNg protocol in terms of energy consumption when compared to the LOADnNg protocol. The SEA-
LOADNg protocol's ability to minimize energy consumption showcases its potential to enhance the
sustainability and longevity of 10T systems, making it an ideal choice for energy-constrained environments.

This study stands out as more efficient than others because it addresses both security and energy
efficiency simultaneously, whereas other approaches typically focus on either security or energy efficiency
individually.

Moreover, the results presented in Figures 4 to 6 demonstrate that SEA-LOADNg outperforms
LOADnNg in terms of received packets, ETX, and energy consumption. These findings highlight the superior
efficiency, reliability, and energy conservation of the SEA-LOADng protocol. Its ability to enhance
communication reliability and optimize resource usage makes it a valuable protocol for loT-based smart
agriculture systems, ultimately contributing to more effective, sustainable, and efficient farming practices.

The enhanced performance of SEA-LOADnNg in terms of received packets, ETX, and energy
consumption has significant implications for smart agriculture:

a) Real-time monitoring: Improved packet reception and lower ETX values enable sensors and actuators to
reliably communicate real-time data about soil moisture, weather conditions, pest presence, and other
critical parameters. This reliability allows farmers to respond quickly to changing conditions.

b) Resource optimization: Efficient communication protocols reduce the need for retransmissions,
conserving battery life and bandwidth. This is especially important in remote or large agricultural fields
where power sources are limited, and frequent maintenance is not feasible.

c) Data-driven decisions: With more reliable data, agricultural practices can become more data-driven. This
can lead to optimized water usage, precise application of fertilizers and pesticides, and overall better
crop management strategies. Enhanced decision-making improves yields and reduces environmental
impact.

d) Sustainability and longevity: The SEA-LOADnNg protocol's superior energy efficiency makes it an ideal
choice for energy-constrained environments. By minimizing energy consumption, the protocol helps
extend the operational life of 10T devices, reducing the need for frequent maintenance or battery
replacements. This sustainability is crucial for the long-term viability of 10T deployments in agriculture.

Our study suggests that a secure routing protocol is not associated with poor performance in energy
efficiency. The proposed method benefits from both secure and energy-efficient routing compared to other
studies that focus on either security or energy efficiency individually, as shown in Table 2.

5 10 15 20
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L
A
]

Mumber of nodes
m SEA-LOADNZ mLOADNg

Figure 6. Energy consumption comparison

Table 2. Comparison with other methods

Work Security Energy efficiency
[7] Studied Not studied
[8] Not studied Studied
[9] Not studied Studied
Proposed method Studied Studied
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The proposed method distinguishes itself by integrating both security and energy efficiency. By
combining these two aspects, it provides a more balanced and comprehensive solution, addressing the dual
challenges of securing IoT networks while optimizing energy consumption. This dual focus makes the
proposed method particularly well-suited for applications in smart agriculture, where both secure and
efficient operations are essential.

However, further and in-depth studies are necessary to confirm its performance, especially in regard
to potential attacks such as denial of service (DoS) or Sybil attacks. Future studies may explore SEA-
LOADNg's performance under different environmental conditions, with feasible ways of producing scalable,
energy-efficient, and secure communication protocols. Recent observations suggest that the increased
resilience of SEA-LOADNg is directly correlated with its adaptive energy consumption model. Our findings
provide conclusive evidence that this phenomenon is associated with protocol design changes, not due to
elevated numbers of network retransmissions.

7. CONCLUSION AND PERSPECTIVES

SEA-LOADNg has demonstrated its potential to revolutionize loT-based smart agriculture by
providing a secure, efficient, and energy-aware routing protocol. Its successful implementation can lead to
more sustainable and productive farming practices, contributing to the overall advancement of agricultural
technology. Future research and development efforts will continue to refine and expand the capabilities of
SEA-LOADNg, ensuring its relevance and effectiveness in the evolving landscape of IoT applications.
Additionally, efforts will be directed towards finding solutions to other potential attacks in smart agriculture.
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