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Named data networking (NDN) is a promising paradigm that replaces the
traditional connection-based model with a content-based approach for future
Internet infrastructures, allowing data retrieval by unique names. However,
NDN faces threats like cache pollution attacks (CPA) which can lead to
increased cache misses and data retrieval delays, and pose significant risks to
its efficiency and security. In this paper, a novel jellyfish optimized deep
learning (DL) framework for cache pollution attack detection in NDN
environment (DSODAL) technique has been proposed to detect the CPA
attack with high accuracy. To detect CPA in NDN, a dual-gate attention-
based long short-term memory (LSTM) (DA-LSTM) network is used which
is optimized using the jellyfish search optimization (JSO) algorithm. The
DA-LSTM analyzes request sequences to identify malicious patterns,
enhancing cache pollution detection. Nodes manage these requests using the
content store (CS) for caching frequently accessed data, optimizing retrieval
efficiency, and the pending interest table (PIT) to track and process
incoming requests. The DA-LSTM analyzes request sequences to identify
malicious patterns and detect CPA attacks. The DSODAL approach
performance is evaluated using accuracy, precision, recall, F1-score, average
delay time, and mean square error (MSE). The DSODAL model advances
the overall accuracy by 1.74%, 2.34%, and 2.7%, over existing HCDLP,
ACISE, and AHISM techniques.
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1. INTRODUCTION

Named data networking (NDN) represents a groundbreaking shift in Internet architecture, moving
away from traditional connection-based models towards a content-centric paradigm [1]. In NDN, data is
identified and retrieved based on unique names, eliminating the reliance on specific IP addresses [2], [3].
This novel approach enables consumers to access content directly by name, streamlining data retrieval and
fostering an environment conducive to efficient in-network caching [4], [5]. With a hierarchical naming
structure similar to URLs, NDN enhances network usability by offering a more intuitive and flexible method
of accessing and distributing data, ultimately enhancing overall network efficiency and scalability [6], [7].

NDN also leverages in-network caching, where routers along the data path can cache and serve
frequently requested data [8], [9]. This caching mechanism reduces the need to fetch data repeatedly from
sources, improving network efficiency and reducing latency [10]. Moreover, caching enables efficient
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content distribution, particularly for popular or widely accessed data [11], [12]. Another notable feature of

NDN is its dynamic adaptability to network conditions [13]. Routers maintain state information about

pending data requests (interest packets) and use this information to forward data back along the reverse path

of the interest [14]. This dynamic forwarding mechanism ensures reliable data delivery even in dynamic or

changing network topologies [15], [16].

NDN offers a multitude of advantages over traditional IP networking. One key benefit is its inherent
security model, where data integrity is ensured through digital signatures [17]. This built-in security
mechanism mitigates risks associated with unauthorized data tampering or access [18]. Recent research on
NDN security includes various approaches. Hussain et al., [19] developed a certificateless signature scheme
for cache pollution attacks (CPA), showing reduced communication overhead. Al-Share et al., [20]
introduced a CIFA detection algorithm with rapid detection times and better pending interest table (PIT)
utilization. Li et al., [21] proposed an access control system (ACISE) with reduced response delays during
attacks. Anisetti et al. [22] presented a certification approach for ongoing security verification. Li and Ma
[23] introduced a blockchain-based security mechanism (AHISM) with reduced response delays.
Hidouri et al., [24] developed Q-ICAN, achieving 95.09% accuracy in CPA detection and reducing average
response delay (ARD) by 18%. Babu and Jose [25] proposed DFORS-CSA, enhancing precision and
reducing false positives.

Several challenges in NDN include vulnerability to CPA, which involve malicious entities flooding
the network with harmful data requests. This results in increased cache misses, data retrieval delays, and
resource exhaustion. These challenges significantly compromise the network’s efficiency and security
making it difficult to maintain optimal performance in NDN environments. However, existing methods suffer
from several drawbacks, such as low accuracy, potentially impacting system performance, scalability, and
efficiency. To overcome these challenges a Jellyfish optimized deep learning framework for CPA detection
in NDN environment technique has been proposed to improve security and detect CPA attacks accurately.
The major contribution of the work has been followed by,

— Initially data requests originate from regular users, legitimate consumers, and potentially malicious
sources, the network utilizes interest packets to request specific content, and data packets to deliver the
requested content in response.

— After the interest packet is received, nodes check their content store (CS) and PIT to serve content locally
or forward requests based on the forwarding information base (FIB).

— Detection of CPAs is enhanced using a jellyfish-optimized dual-gate attention-based long short-term
memory (LSTM) network, trained to analyze request sequences and predict malicious behaviors

— The efficacy of the proposed methodology has been evaluated based on recall, F1-score, accuracy,
precision, average delay time and mean square error (MSE).

The remaining components of the suggested approach are described below. Section 2 explains the
DSODAL technique. Section 3 explores the results as well as the discussion. Section 4 explains the
conclusion.

2. JELLYFISH OPTIMIZED DEEP LEARNING FRAMEWORK FOR CACHE POLLUTION
ATTACK DETECTION IN NDN ENVIRONMENT

In NDN, where data requests originate from regular users, legitimate consumers, and potentially
malicious sources, the network utilizes interest packets to request specific content, and data packets to deliver
the requested content in response. If data requests from malicious sources are accepted, it can lead to
potential CPA attacks and vulnerabilities within the system. To detect the CPA a novel jellyfish optimized
DL framework for CPA detection in NDN environment technique has been proposed to improve the security
and CPA accurately. When an interest packet is received, nodes check their PIT and CS to serve content
locally or forward requests based on the FIB.

Data packets are then routed back to requesting interfaces using PIT information, potentially
caching the data in the CS. For detecting CPAs, a DA-LSTM network is employed. Before training the DA-
LSTM model, jellyfish optimization is used for hyperparameter tuning, optimizing parameters relevant to the
LSTM model architecture and training process. The DA-LSTM network is trained to analyze request
sequences and detect patterns indicative of CPAs, where malicious consumers flood the cache with unwanted
or harmful content. The dual-gate attention mechanism within the LSTM helps prioritize important features
within the request sequences, enhancing the network’s ability to accurately predict cache pollution behaviors.
Figure 1 shows the proposed DSODAL.
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2.1. DA-LSTM structure
An attention-based encoding-decoding layer and an input layer make up the two primary parts of the
DA-LSTM model presented in this work. Figure 2 illustrates the architecture of the DA-LSTM.
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Figure 1. Jellyfish optimized DL framework for CPA detection in NDN environment framework
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Figure 2. Structure of a DA-LSTM

2.1.1. Input attention layer
A deterministic attention system that uses the state vector state (s_;y from the encoder LSTM unit

can be used to generate an input attention layer at time step d for the input sequence u? = (u®,u?,---,u'®)
€ HS.

eg = f( state (s-1)p U~ = Yetanh (F [ s—1s gs—l] + Xeud + ae) (1)
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The weight vector in the attention mechanism is represented by (1). LSTM unit, and the hidden state
h (s_1). Bias terms are indicated by the symbol a.. The matrices y§ € HSP), F, € HS, X, € H®% are weight
matrices subject to training. This normalized computation is represented as shown in (2):

4 d) — _exp () _
8¢ = SOftMaX(es) T3 exp(ed) )

The normalized attention weight, denoted by the number 84, evaluates the d -th input feature’s significance at
time s. By running ed through a SoftMax function, one may make sure that the total of all attention weights
is 1.

2.1.2. Encoding-decoding layer

In DL, the encoder-decoder is a widely used model. This enables the framework to concentrate on
pertinent segments of an input. When forecasting time series, the input iy = iy, Gy, i3, -+, lig undergoes
encoding to establish the mapping from G to I at time step s using the input sequence g is detailed in (3).

Is = LSTM(I5-4, Gs) ©))

The LSTM unit processes the input @i from the Input-attention layer s, producing the hidden state 1. To be
more precise, the decoder state state’,_, and the hidden state I, of the encoder, LSTM unit are used to
calculate the updated attention weight for each hidden encoder at a time s is evaluated as per (4).

rs = z(state’,_y, 1) = yrtanh (Fy[l'q_1; 8'g-1] + Xels + ay) (4)

The decoder of the conventional encoder-decoder framework directly uses the input gqin the context of
energy forecasting. In this case, the hidden state in the decoder is shown by I';_; and the predicted value s-1
is represented by v,_,. This mapping process is detailed by (5).

l's = LSTM(1'4-1,) gy )

The resulting transformed input g’y is then fed into the decoder to generate the output series 1's using an
LSTM architecture, which incorporates three distinct gates to compute the mapping from the input g'; to the
output 1.

2.2. Hyperparameter tuning: JSO algorithm

The jellyfish search optimization (JSO) algorithm’s hyperparameters are adjusted to enhance the
classification outcomes. The JSO algorithm is a metaheuristic method inspired by jellyfish behavior when
they look for food. The migration of the jellyfish is notable for two reasons: it drifts with the currents in the
ocean, and its particles within the swarm cause the creation of a bloom. The first step in the JSO
implementation method is to randomly distribute the solution throughout a region. The best option was
chosen as a plentiful supply of food, and the answer was then organized based on fitness values. Next, each
jellyfish movement is updated either toward the ocean’s flow or toward the swarming’s progress, based on
the time-control component. To control the current direction and drift (bring them close) jellyfish with the
optimal outer position, the vector-averaging method is utilized (6).

dnft = %Z dnfty = %Z(m* —rgmy) = m* —ry % =m" —rg@’ (6)

The jellyfish in the population now occupying the optimal location is denoted by m* in (6). The total
number of jellyfish in the population is indicated by the variable N. The JSO mean location is shown by ¢’ ,
whereas the parameter r represents the attraction strength or parameter.

DP = rg x @' @)

The difference factor (DF) in this case represents the difference between a jellyfish’s present
location and the swarm’s average location. Each dimension of spatial allocation follows a specific pattern,
which dictates the likelihood of placing each jellyfish. The position of each jellyfish can vary within a range
of +pw. Here, p represents the cognitive distribution coefficient, and @ denotes the standard deviation used
for discretized distribution.
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DF = p X rand®(0,1) x w (8)

o = rand®(0,1) x ¢’ 9)
As a result, (10) can be used to define drift mathematically.

dnift = m* — p x rand®(0,1) x ¢’ (10)
Therefore (11) is used to define each jellyfish’s new position.
mg(w + 1) = Mp + rand®(0,1) x dnift (11)

Where the position of the d™ jellyfish at time w is indicated by mg(w). Time, w, is comparable to the
iteration in this work. Jellyfish in a swarm can move in two different ways: passively (Type A) or
aggressively (Type B).

mg(w + 1) = mg(w) + a X rand(0,1) x (UB — LB) (12)

In (12), the parameter a signifies the motion constant, which determines the distance of movement
around each jellyfish’s position. Typically, a is set to a fixed value, such as 0.1. The search region’s upper
and lower boundaries are denoted as UBandLB, representing the limits within which the jellyfish can explore
and navigate.

In Type B movement, jellyfish (z) are picked at random and then used to create a vector from
another jellyfish (z) to the jellyfish of interest (d) to determine the paths. The food supply that is currently
available at the jellyfish’s current location (z) can be used to specify the migration path. Proceed later if there
is more food at site z than at place d. However, the jellyfish will move away from it if there is less food at
position z than at site d. If there is more food at site z than at place d, proceed later.

Type B movement involves selecting a jellyfish (denoted as z) at random and then drawing a vector
from this randomly chosen jellyfish z to another jellyfish of interest d to determine their pathways. The
migration path is determined based on the food resource availability at the present site of jellyfish z. In the
event that there is more food at location z than at site z, then the jellyfish d will move towards z; however, if
there is less food available at location z compared to location d, then the jellyfish d™ will move away from z.

m, (w) — mgq(w); ffmg(w) = ffm,(w)
direction = (13)
mgy(w) — m,(w); ffimg(w) = ffm,(w)

Where ff shows the fitness function.

step = rand(0,1) x direction (14)
step = mg(w + 1) — m(w) (15)
mg(w + 1) = step + mgy(w) (16)

A temporal control procedure is used to define the type of motion that jellyfish employ. The time component
controls motion, such as the jellyfish (Types A and B) moving toward the water flow and into the swarm.

3. RESULT AND DISCUSSION

The DSODAL method’s experimental results are analyzed in this section. The DSODAL approach
utilizes the ndnSIM module of network simulator 3 (NS-3). The suggested model’s efficacy is contrasted
with that of the existing HCDLP [19], ACISE [21], and AHISM [23] techniques regarding accuracy,
precision, recall, F1-score, average delay time and MSE.

3.1. Performance metrics

The detection efficiency of the suggested approach is measured using the performance metrics. The
performance metrics are F1-score (F1S), recall (RC), precision (PR), accuracy (AC), average delay time, and
MSE.
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— Accuracy: a fundamental metric for measuring correct sensor measurements. In balanced sensor nodes,
where false positives and false negatives are nearly equal, statistical accuracy improves as it is

proportional to the entire count of values.
AC = TruePo+TrueNe

" FalseNe+TruePo+FalsePo+TrueNe

(17

— Precision: the precision measures how many correctly predicted positive observations there were out of
all the positive observations.

PR = TruePo (18)

" TruePo+FalseNe

— Recall: it is a ratio of positive comments that was accurately predicted based on every real observation
made in class.

_ TruePo
" TruePo+FalseNe

RC (19)
— F1-score: recall and precision are averaged and weighted. This score therefore takes into consideration
both false positives and false negatives.

PR.RC

F1S=2x
PR+RC

(20)

3.2. Comparison analysis

This section includes the simulation to assess how successful the proposed DSODAL technique.
HCDLP [19], ACISE [21], and AHISM [23] techniques are compared with the suggested method. The
DSODAL approach is evaluated using accuracy, precision, recall, F1-score, average delay time and MSE.

Figure 3 illustrates the performance of recall, accuracy, precision and F1-score with the proposed
and existing techniques. For each classification technique, the accuracy, precision, recall, and F1-score of the
overall performance are evaluated using the TruePo, TrueNe, FalsePo, and FalseNe. The proposed approach
achieves 99.23% accuracy, over HCDLP [19], ACISE [21], and AHISM [23], which achieved 97.5%, 96.9%,
and 96.48% respectively.

» DSODAL(Proposed) ®HCDLP[19] = ACISE[21] = AHISM[23]

100
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Accuracy Precision Recall Flscore

Performance Metrics

Figure 3. Performance comparison

Figure 4 illustrates a comparison of the average delay time between the proposed DSODAL
approach and the existing HCDLP [19], ACISE [21], and AHISM [23] techniques. The proposed scheme
achieves a lower delay time than the AHISM [23] scheme when the number of data categories is lower than
150. This advantage diminishes with a larger number of categories (more than 150), resulting in slightly
higher delay times for DSODAL. However, this trade-off is acceptable because the DSODAL scheme
achieves a significantly higher cache hit rate. This means it finds the requested data more often within the
network, reducing the need to fetch it from scratch and leading to overall better performance.

Figure 5 displays a comparison of accuracy among four different methods: HCDLP, ACISE,
AHISM, and a proposed method. The proposed method demonstrates a remarkable accuracy of 99.23%,
showecasing its strong performance. In contrast, HCDLP achieves 97.5% accuracy, ACISE achieves 96.9%
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accuracy, and AHISM achieves 96.48% accuracy. The proposed model outperforms these existing methods
by substantial margins, improving accuracy by 1.74% over HCDLP, 2.34% over ACISE, and 2.7% over
AHISM. These findings highlight the significant advancement and effectiveness of the Proposed Method in
achieving higher accuracy compared to the other evaluated techniques.

Figure 6 illustrates a comparison of error rates between the proposed DSODAL approach and
several existing techniques, namely HCDLP [19], ACISE [21], and AHISM [23]. The error rate achieved by
the DOLI approach is notably lower at 0.004% compared to the error rates of the existing techniques:
HCDLP at 0.013%, ACISE at 0.008%, and AHISM at 0.006%. A lower error rate signifies higher accuracy
or better performance in the context of the task being evaluated. Therefore, based on this comparison, the
DSODAL approach demonstrates superior performance in minimizing errors compared to the referenced
existing techniques.
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3.3. Discussion

This study investigated the effectiveness of the DSODAL framework for detecting CPA in NDN.
While earlier studies have explored various approaches such as HCDLP, ACISE, and AHISM to address
*///CPA detection but they do not tackle the challenge of balancing high detection accuracy with reduced
delay times and error rates in dynamic NDN environments. The DSODAL framework demonstrates a strong
correlation between optimized parameter tuning using the JSO algorithm and improved CPA detection
performance. The proposed method achieves an accuracy of 99.23% surpassing existing methods such as
HCDLP, ACISE, and AHISM which achieve 97.5%, 96.9%, and 96.48%. Additionally, DSODAL exhibits a
significantly lower error rate of 0.004% respectively. This study suggests that higher accuracy in detecting
CPA is not associated with increased error rates in smaller data categories. The suggested method benefits
from the JSO algorithm for hyperparameter tuning without adversely impacting the detection reliability in
dynamic NDN environments. This study explored a comprehensive framework combining the JSO algorithm
with a dual-gate attention-based LSTM network for CPA detection. However in-depth studies may be needed
to confirm its scalability and real-time performance in highly dynamic NDN environments. The study
demonstrates that the DSODAL framework is more resilient to CPA than existing methods such as HCDLP,
ACISE, and AHISM. Future studies explore integrating advanced machine learning (ML) and DL classifiers
with the DSODAL framework to further enhance efficiency with feasible ways of optimizing delay times for
larger data categories and reducing computational overhead. Additionally evaluating the approach using
publicly accessible datasets could provide broader validation and applicability. Recent observations suggest
that the DSODAL framework significantly improves the detection of CPA in NDN environments. Our
findings provide conclusive evidence that this improvement is associated with higher accuracy and lower
error rates, not due to elevated computational costs or delays. The DSODAL approach enhances network
security and efficiency by accurately identifying malicious behaviors without compromising performance.

4. CONCLUSION

This paper introduces a novel jellyfish optimized deep learning framework for CPA detection in
NDN environment to enhance security and accurately detect CPA. In NDN, data requests originate from
diverse sources, including both legitimate users and potential malicious entities. Interest packets specify
desired content, and data packets deliver requested content in response. Nodes leverage the PIT to track and
manage incoming requests, optimizing network performance, while the CS caches frequently accessed data
to maximize retrieval efficiency. The proposed technique utilizes the JSO algorithm to optimize a DA-LSTM
network, which effectively identifies CPAs within NDN by analyzing request sequences for harmful patterns.
By enhancing network security against cache pollution, this approach contributes to increased data delivery
resilience and efficiency in NDN environments. The DSODAL method is implemented utilizing the ndnSIM
module of network simulator 3 for evaluation. The suggested technique’s performance is evaluated using
accuracy, precision, recall, F1-score, average delay time, and MSE. The DSODAL model advances the
overall accuracy by 1.74%, 2.34%, and 2.7%, over the existing HCDLP, ACISE, and AHISM techniques
respectively. In future research, the effectiveness of the CPA detection system could be extended by
employing ML and DL classifiers with various publicly accessible datasets.
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