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 Reducing crime rate in a country is the most important concern of 

developing robust systems to automate the criminal record-obtaining 

process. Generally, the criminal record is managed manually, which makes 
the information collection from other criminal records very difficult. 

Therefore, investigations that could be carried out using criminal records to 

understand the purpose of crime and countering it are outdated. However, 

the integrity, security, and traceability of data exchange, especially for the 
judicial sector are the most frequent issues faced by information systems of 

public organizations. In this paper, we present a study of using blockchain 

technology and smart contracts to design a new architecture for a 

decentralized system to manage criminal record storage. This proposed 
architecture automates the process of getting a criminal record by moving 

past the techniques employed in developing traditional systems of data 

management such as centralized systems. In this study, blockchain 

technology is used to ensure data security, integrity, and traceability as well 
as ensure timely access to criminal records, and smart contracts are used to 

allow traceability and authenticity. This architecture will significantly reduce 

the impact of corruption in law enforcement by eliminating fraud cases, 

which will revolutionize E-governance in the Moroccan country. 
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1. INTRODUCTION 

Governments around the world are recognizing the value of e-governance. This approach offers 

considerable benefits, including improved quality and availability of public services, as well as increased 

citizen involvement in the democratic process. Furthermore, it significantly reduces costs, increases 

institutional transparency, and streamlines execution time [1]. The judicial sector represents a crucial 

department for government organizations globally. This frequently visited department encompasses a 

majority of tasks related to national security. 

As we work to modernize administration, our focus also includes incorporating new technologies to 

improve citizen’s access to vital services and reduce administrative expenses. The introduction of  

e-government services, designed to streamline and digitize information management, is projected to 

signifcantly improve efficiency in this area. The information management can be defined as the process that 

ensures data collection, storage, and distribution within an organization, in a way to supports decision-

making and business processes. 

https://creativecommons.org/licenses/by-sa/4.0/
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Records management and document management constitute the most important subsets in 

information management. Records relate to managing a company’s essential information from creation 

through disposal. In the judicial sector, records play a crucial role in administering justice, since they support 

legal rights and obligations, as well as providing evidence, and contributing to accountability [2]. Notably, 

within legal records, court records stand out as a significant category [3]. One type of record produced by 

courts is the criminal record. A criminal record is a crucial legal document containing an individual’s 

criminal history, aiding law enforcement, courts, and employers in making informed decisions [4], [5]. This 

judicial document has an essential impact during legal proceedings, especially during sentencing, parole, or 

probation hearings. So it can be considered during the judicial decision-making. To put it differently, 

criminal records are used to assess an individual’s past interactions with criminal justice and can influence 

decisions related to employment, crime prediction, recidivism detection, and other aspects of life where one’s 

background is considered. Therefore, implementing an information system to manage and store this critical 

document represents a challenge for the legal authorities given the sensitivity and confdentiality of 

information contained in a criminal record. 

According to the Ministry of Justice in Morocco, over than 16,000 legal proceedings are initiated 

annually, for crimes committed, the majority of which include crimes carried out under the threat of using 

bladed weapons. This alarming figure underscores the severity of the issue, and it is imperative that concerted 

efforts are made to eradicate this scourge. The High Commission for Planning in Morocco released a study 

on crime and security in 2021, and the report includes critical information related to crime in the nation. For 

instance, by 2020, there will be 395,724 offenses reported to the courts, and the crime rate will be 1,086 

offenses for every 100,000 citizens. In 2022, the number of reported sexual assaults exceeded 2,182 cases, 

indicating a 2.3 % rise over 2021 [6]. By the same year (2021), more than 1.4 million individuals were 

brought before various public prosecutor’s offices, marking an increase of approximately 43% in the number 

of people brought before justice and 36% of the number of people sought and arrested, in comparison with 

the previous year, according to the national security services. These key figures highlight the significant 

impact of crime on Moroccan society, which affects the public order, quality of life, and economic 

development and creates fear and insecurity. In that case, it is crucial to implement preventive measures and 

reduce crime to maintain public order. To achieve this, Ministries of Justice or law enforcement agencies 

must have a good system to manage criminal records. Generally, manual methods are employed for 

maintaining criminal records, especially in underdeveloped countries [7], so collecting information from 

distinct criminal records is extremely challenging. The Moroccan Ministry of Justice also relies on traditional 

methods to handle the process of obtaining a criminal record, which begins with collecting data from 

different Moroccan courts, each maintaining a paper version of each citizen’s criminal record. This 

dysfunctional management of electronic records leads to poor service delivery in the judiciary for citizens 

and organizations [8]. 

To fix all these issues mentioned above, the Ministry of Justice has to develop a potential 

information system for better criminal record management. The predominant method for implementing 

document management systems is the use of centralized systems that depend on centralized databases. These 

databases serve as the core foundation for all system operations and can be efficiently updated and utilized to 

support all system processes. They store all necessary information in a single central location, making it 

easily accessible. Additionally, the accuracy of the centralized database enables tasks like generating crime 

reports and conducting statistical analysis of crime data [9]. Despite advancements in centralized database 

systems, issues like data inconsistencies, ineffcient storage space, and insuffcient control over data 

management [10], [11] persist. Furthermore, centralized systems are more vulnerable to electronic attacks. 

Data is not stored in a highly secure environment, as well as centralized systems are always managed by 

humans, raising the question: can we guarantee absolute trust in a human being to monitor a system that 

contains critical data, such as the individual’s past interactions with the criminal justice system? 

The goal of this paper is to propose a new approach for a blockchain and smart contracts-based 

system to automate the process of criminal record acquisition. The main objective of the proposed solution is 

to exceed the centralized systems issues by: 

i) Offering a new solution for better criminal record management by enhancing: decentralization, data 

security, transparency, data integrity, and trust (benefits of blockchain technology). 

ii) Designing a new platform including various entities and assigning respective roles using smart contracts, 

to avoid unauthorized access to the system. 

iii) Handling the issues of transparency and authenticity for citizens and stakeholders. 

iv) Using smart contracts for managing transactions. 

v) Enhancing traceability and reducing the risk of fraud. 

The paper is organized as follows, section 2, provides an overview of the existing literature. Section 3 

presents a detailed description of the methods to design the proposed solution. Section 4 is dedicated to the 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

 Blockchain and smart contracts based system for criminal record management (Manal Jlil) 

367 

results and discussion. In this section, a detailed explanation of the tools used and the implementation of the 

system is presented, followed by a discussion. Then we provide a conclusion with suggestions for future works. 

 

 

2. RELATED WORKS 

A significant amount of research about systems for sharing data using blockchain technology has 

been created, some of them are mentioned in this section as well as our problem statement. Protecting 

personal data is the chief role of the government. This responsibility extends to local, regional, and national 

agencies tasked with maintaining records covering various aspects such as birth and death dates, marital 

status, property transfers, and criminal activity [12]. Effectively managing and using this data can be a 

complex task, even for well-established and advanced governmental bodies. Distinct law enforcement 

agencies within the government maintain individual databases, causing an impediment to the seamless flow 

of data between them [13]. Given the expanding volume of court’s records, an effective system for record 

keeping and information sharing is essential in the contemporary global landscape. To uphold national 

security, communication among law enforcement agencies is crucial, extending across borders. The presence 

of accurate, time-stamped records simplifies the fulfillment of their mission [14]. Suseno et al. [15] affirmed 

that the use of computers to record and process data is considered insecure due to the vulnerability of 

digitally stored data manipulation and hacker attacks. 

For this reason, the use of blockchain technology, smart contracts, and InterPlanetary file system 

(IPFS) protocol becomes evident. Blockchain technology functions as a decentralized database containing 

records or a public ledger that captures all transactions or digital events executed and shared among 

participants. Each transaction within this public ledger undergoes verification through the consensus of a 

majority of the system’s participants [16]. Accordingly, in the study presented in [17], confirmed that 

blockchain technology would lead to innovation and transformation of governmental processes and the use of 

the blockchain technology in information sharing is more efficient. Storing information on the transactions in 

different nodes called a distributed ledger, reduces the dependency on a central actor and the risk of 

manipulation or system failure. Alghazwi et al. [18] proposed a blockchain technology-based infrastructure 

to handle genomic data. Due to its nature, genomic data poses unique challenges related to security, privacy, 

and responsible sharing. The emergence of blockchain infrastructure provides potential solutions to these 

challenges by offering secure and accountable data ownership and control. Tyagi et al. [19] highlighted the 

benefits of blockchain technology in providing transparency, immutability, and distributed storage for 

prisoner records. The suggested solution is built on the Hyperledger framework, and the testing results show 

that it is advantageous to both current and future research departments. Ahmed et al. [20], describes a system 

that uses Hyperledger blockchain and IPFS to implement a secure criminal record digitalization system. In 

this system, transactions are immutable and cannot be accessible to everyone, an administrator controls the 

system, and can generate criminal records and fugitive criminal assets, which can be updated if there are any 

mistakes or inaccuracies in the needed data. Makwana and Sharma [21] affirmed that the use of blockchain 

technology in criminal record management not only facilitates easy access to data, but also contributes to a 

reduction in time, cost, corruption, and paperwork. Chawhan et al. [22] presented a secure P2P file storage 

network using a distributed, decentralized blockchain for storing evidence IPFS. The system is based on 

Hyperledger blockchain and provides limited access to authorized staff, which ensures a record of each 

transaction from the moment the documentation is acquired. Fathiyana et al. [23] presented a blockchain-

based solution to integrate a national identity system to address concerns related to data abuse and reliance on 

a centralized database managed by a single entity. This system enhances the use of Indonesian citizens’ data 

by ensuring security and integrity and improving information management openness. Mullegowda et al. [24] 

confirmed that using blockchain technology and smart contracts to implement access control policies ensures 

that only authorized users can access the e-voting system for counting, which simplifies the authorization 

paradigm and enhances transparency. It is clear that the use of blockchain technology and smart contracts to 

develop secure platforms is the ideal solution in order to automate procedures and processes to increase the 

efficiency and effectiveness of public administrations.  

The goal of our research is to propose a new solution for a criminal record management system that 

will benefit the Moroccan Ministry of Justice; this system will automate the process of storing and managing 

the criminal data of prisoners. The proposed system is based on Blockchain technology and smart contracts 

to fix all the issues mentioned above, such as centralized systems limitations, lack of data security, data 

integrity, and traceability without the need for a trusted third party, or a system administrator. 

 

 

3. METHOD 

This section provides a detailed explanation of the current system issues as well as the methods used 

to resolve the problem. 
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3.1.  Problem statement 

With the increasing demand for criminal records in different aspects, and in response to the efforts 

undertaken by the Ministry of Justice to improve the quality of services provided by this governmental 

organization, especially for criminal record management. The ministry has to develop a new solution for the 

criminal record acquisition process and provide it remotely for the benefit of citizens, whether inside or 

outside the country. To do so, firstly the Ministry has to automate the system of criminal record storage and 

update its management, to regulate aspects related to recidivism and extract analytic data. The current system 

is a traditional system where this critical document is managed manually, and the process is relying on 

“papers” exchange. An illustration of the current process management is presented in Figure 1. 

As shown in Figure 1, the present system is built upon information gathered from a variety of 

sources, particularly the courts in the applicant’s city of birth. The difficulty comes from the fact that it 

happens frequently for birthplaces to be different from the towns where crimes or wrongdoings have been 

committed, consequently, the criminal data is saved on paper cards in each court. Furthermore, public 

administrations and the Ministry of the Interior play a crucial role in the process. Whenever a decision with 

implications for an individual’s liberty is made, it is imperative to communicate this decision to the Ministry 

of Justice for inclusion in the individual’s criminal record. This requirement holds true for expulsion 

decisions concerning foreigners residing in the country as well. 

 

 

 
 

Figure 1. The current process to get a criminal record 

 

 

Using the current system, to get a criminal record the process is as follows: the citizen must travel to 

his city of birth to submit the request at the local court. Subsequently, the public prosecution, as the legal 

entity responsible for the criminal record system, appoints the relevant public prosecutor. The appointed 

prosecutor, in turn, designates the clerk responsible for gathering information about the applicant and the 

clerk responsible for document preparation. Once these steps are completed, the document is ready for 

delivery to the citizen. 

To streamline the procedure, the Ministry of Justice has introduced a public platform for obtaining 

criminal records. This online portal eliminates the need for users to, physically, travel to their city of birth. 

Instead, the electronic request is submitted to the court, and the preparation process remains unchanged. Once 

the document is ready for delivery, it is sent to the court chosen by the applicant during the criminal record 

request, as well as being forwarded via email. However, this solution does not address the issue of document 

preparation. On the contrary, it introduces a new concern related to the security and authenticity of the 

document transmitted via email. 

Figure 2 describes the process of getting a criminal record using the public platform developed by 

the Ministry. The procedure starts with the applicant submitting a request via the platform, which is then 

transmitted to the Ministry of Justice's server. From there, the request is forwarded to the court in the 
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applicant's city of birth. Court clerks retrieve relevant data from various paper records and compile it into a 

standardized criminal record format. Once the document is prepared, the applicant receives a notification 

detailing the retrieval process. The applicant can then select a court for document delivery. Before the 

criminal record is dispatched, the prosecutor in the retrieval court signs it, to ensure its authenticity. 

 

 

 
 

Figure 2. The architecture of the public platform for criminal record application developed by the Ministry of 

Justice in Morocco 

 

 

As seen in Figure 3, the proposed approach is adopted by the ministry, to develop a centralized 

system for criminal record storage management, and then, to streamline the process of getting a criminal 

record. However, in such cases, centralized systems limitations must be considered when managing 

documents, especially criminal records, in fact, they contain an individual’s background, which means 

critical data has to be secured and shared with trusted users. Another essential point to be considered is that 

users and entities within centralized systems depend on the central authority. Decisions made by this 

authority can significantly affect the entire system, potentially leading to issues of trust and control. 

To summarize, the current system faces several issues, such as: 

 Transferring data on paper supports from the court in which the basic rulings and decisions were issued to 

the birthplace court slows down the data collection process; 

 This inefficiency arises due to the duplication of tasks in two different courts, leading to a lack of 

optimization in human resources; 

 The dispersion of data across multiple courts prevents its effective use from being exploited and invested 

in studying the crime development and recidivism cases; 

 The distance between the place of request, and the place where the criminal record data is stored slows 

down the process of obtaining the criminal record; 

 Despite the Ministry’s adoption of an electronic application to facilitate the criminal record delivery to the 

applicant, challenges persist in the adopted centralized solution. 



                ISSN: 2502-4752 

Indonesian J Elec Eng & Comp Sci, Vol. 37, No. 1, January 2025: 365-379 

370 

In below, other aspects of centralized systems limitations are: 

 Reduced resilience: centralized systems are less resilient in the face of disruptions, such as network 

outages or cyber-attacks. A single attack or failure can have widespread consequences. 

 Security concerns: security is a significant concern in centralized systems. If the central server is 

breached, all data and transactions are at risk. This is particularly critical for sensitive information. 

 Limited privacy: centralized systems often require users to trust a central authority with their data. This 

lack of privacy can be a drawback, especially in contexts where data protection is crucial. 

 Higher operating costs: maintenance and operation costs for centralized systems can be higher. The need 

for a robust central infrastructure and continuous monitoring can result in increased expenses. 

As a result, getting a criminal record is a more difficult, pricey, and lengthy process. Additionally, 

manual data management in a centralized location is more challenging in a world where modernizing public 

administrations and digitalization are required. 

 

 

 
 

Figure 3. Criminal record data centralization 

 

 

3.2.  Proposed system 

In this subsection, we present a new solution proposed for the Ministry of Justice and different 

entities involved in the criminal record acquisition process. The goal is to improve the criminal record 

management system by introducing a new architecture for criminal record storage system based on 

blockchain technology and smart contracts. Figure 4 illustrates the newly proposed solution for the process of 

a criminal record management system, starting with storage. A decentralized infrastructure to automate the 

process of storing a criminal record by mentioning the different parties that contribute to the inclusion of 

information in this critical document. The talking infrastructure is based on Ethereum blockchain and smart 

contracts to ensure a secured network for document exchange between the entities involved in the process, as 

well as traceability and authenticity of the data in criminal records. 

Given the interconnection between several entities that do not belong to the same organization on 

one hand, and the confidentiality of the data contained on a criminal record on the other hand, our proposal 

involves implementing smart contracts to manage the network access control. This approach offers the 

advantage of regulating network access exclusively for authorized staff, and subsequently ensuring the 

security and confidentiality of document exchanges while maintaining traceability. Furthermore, it eliminates 

the need for third parties and introduces the option of appointing a network administrator (as proposed in 

solutions relying on Hyperledger blockchain, known for its private blockchain architecture), who may not 

necessarily be a trusted source. Another notable consideration when employing a blockchain-based 

infrastructure is the elimination of electronic signatures, as it is explicitly ensured through the use of 

blockchain technology, to ensure the document’s confidentiality and prevent any unauthorized changes or 

modifications during the exchange process, the historical transactions log provides a record of all operations 

executed throughout the process. 

Figure 5 illustrates the process of obtaining a criminal record, detailing the steps involved for both 

citizens and public administrations. As shown in this figure, with reference to the applicant’s category, it is 

imperative for them to create an account within the system to initiate the document request. Based on the 

applicant’s type (citizen or public administration); the system assigns a specific role, either “read” or “read 
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and write”. To put it differently, when the applicant is a citizen, the system designates a “read” role, allowing 

them to extract data solely for the purpose of obtaining a criminal record. This restricts the citizen’s 

capabilities to extract information from the system without the ability to modify or add data. 

 

 

 
 

Figure 4. Blockchain-based system for criminal record management 

 

 

 
 

Figure 5. The new process of getting a criminal record 
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On the other hand, when the applicant is a representative of a public administration, a more 

extensive “read/write” role is assigned. This enables the administration user to not only retrieve necessary 

data for recruitment processes but also to contribute new decisions that should be taken into account for an 

individual’ criminal record. This functionality is especially crucial when making decisions concerning 

employees or foreigners, as it allows the administration user to actively engage with and update the system as 

needed. 

 

3.3.  System design 

The following is a description of various scenarios, using sequence diagrams to detail steps for 

designing the new proposed system. Figure 6, presents the sequence diagram for the account creation 

process. As seen in the diagram the user creates an account in the blockchain network, this operation requires 

email verification. After the email verification, the account is created and the corresponding ID is sent to  

the user. 

Figure 7 describes the process of applying for a criminal record. When an applicant logs into the 

network, the document application process is initiated. The applicant’s information is extracted from the 

system server, and then the document is created. Subsequently, the document is stored on the IPFS node and 

a hash is generated. Using the smart contract the hash of the criminal record is stored in the blockchain 

network and forwarded to the applicant. Through this hash, the applicant can conveniently upload the 

document easily from IPFS. 

 

 

 
 

Figure 6. Diagram of sequence for the account creation process 

 

 

 
 

Figure 7. Diagram of sequence for applying for a criminal record 
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The diagram in Figure 8, describes the process of adding for a criminal record. Once the user has 

been authenticated, they request a criminal record. At this point, a transaction is initiated, and a smart 

contract extracts the applicant’s information from the system. When the document is ready, it is stored on 

IPFS. Subsequently, the Hash of the document is generated and stored on the blockchain network.  

The transaction ID and the hash of the document are sent to the applicant for criminal record retrieval. 

 

 

 
 

Figure 8. Diagram of sequence for adding a criminal record 

 

 

4. RESULTS AND DISCUSSION  

In this section, we describe the system scenarios as well as the used technologies to implement the 

proposed solution. Furthermore, a summary of the major findings and discussion of its performance. 

 

4.1.  Results 

4.1.1. Implementation 

To implement the architecture proposed, different tools have been used to design the new system. 

Below is a detailed description of the used tools. 

 Ganache-cli: initially, we set up ganache-cli, which serves as a Blockchain client for connecting to the 

network [25]. It contains a log of transactions and provides a console for inspecting and retrieving data 

associated with transactions, including transaction hash, timestamp, location, input data, and smart 

contracts. Figure 9 illustrates the interface of ganache-cli with the account addresses list provided 

automatically when creating a new workspace. The home interface of ganache-cli is presented in Figure 9. 

 

 

 
 

Figure 9. Ganach-cli home interface 
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 Remix-IDE: in order to develop and oversee the lifecycle of smart contracts, including tasks such as 

compilation, testing, deployment, and updates, an integrated development environment is required. In our 

case study, we used Remix IDE, a web-based platform that eliminates the need for software installation.  

It encompasses a comprehensive set of development and deployment tools, providing an all-in-one 

solution for the creation and management of smart contracts [26]. Figure 10 represents the interface of 

smart contract coding using Remix IDE. 

 

 

 
 

Figure 10. The Remix IDE platform for coding and deploying a smart contract 

 

 

 Web3: or decentralized web, refers to a vision of the internet where data, content, and applications are 

decentralized and controlled by users rather than centralized authorities. It promotes P2P networks, 

blockchain technology, data ownership, and privacy. Interoperability and smart contracts play vital roles, 

aiming to create a more democratic, inclusive, and resilient internet architecture [27]. 

 Truffle: Truffle serves as a development environment, testing framework, and asset pipeline designed 

specifically for Ethereum [28]. It is a front-end tool, used to deploy and compile smart contracts and 

insert them into the web application. Figure 11 describes the process of deployment and migration of the 

smart contracts via a command prompt (CMD) line command. 

 

 

 
 

Figure 11. Example of smart contract compilation and migration using truffle 
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 Node JS: represents a JavaScript runtime driven by asynchronous event handling. The node is designed to 

create scalable network applications, especially for information systems with memberships [29]. 

 Smart contracts: concerning user access control, we developed a smart contract specifcally to handle this 

task. The code for this contract is presented in Figure 12. 

 

 

 
 

Figure 12. The smart contract code for control the user access 

 

 

4.1.2. Scenario of designed solution 
The first step of the process is to log into the network as shown in Figure 13. If the user is a new 

applicant, an account creation is required. Consequently, the applicant needs to select his “user type” as 

shown in Figure 14. 

 

 

  
 

Figure 13. Connection form 

 

Figure 14. Selecting the user type 

 

 

The next step is to fill out the forms for the account creation. When the user is a “citizen”, a card 

identity number or a passport ID is requested as shown in Figure 15. When the applicant is a “public 

administration”, an ID of the organization is requested as shown in Figure 16. 

After the account is created, the user has the right to log into the network. As presented in  

Figures 17 and 18, and depending on the user’s role, there are two options available: for citizens, the ability 

to apply for a criminal record; and for public administration, the ability to apply for a criminal record and add 

a criminal record. 



                ISSN: 2502-4752 

Indonesian J Elec Eng & Comp Sci, Vol. 37, No. 1, January 2025: 365-379 

376 

  
 

Figure 15. Registration from for the user type 

“citizen” 

 

Figure 16. Registration from for the user type “public 

administration” 

 

 

  
 

Figure 17. The options for user type  

“citizen” 

 

Figure 18. options for user types  

“public administration” 

 

 

When the user chooses to apply for a criminal record, they are automatically redirected to the 

existing platform. When the user chooses to add a criminal record (in the case of public administration), the 

interface that allows this feature is shown in Figure 19. In this step, the user is required to fll out the “contract 

address” of the smart contract used to store the document on the blockchain network, along with the user’s 

private key of his blockchain account. Upon submission, the fle is uploaded to the system server, stored in 

IPFS, and then assigned an IPFS hash. This hash is sent to the applicant via an email, and stored in the 

blockchain network at the same time. 

 

 

 
 

Figure 19. Interface of adding a criminal record by “public administration” 
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The solution proposed, focuses on the secure exchange of data between judicial authorities and 

stakeholders, ensuring the security and the integrity of data against any piracy or falsifcation, using smart 

contracts. For that reason, it is imperative to ensure that the implementation of these smart contracts is free 

from bugs, and vulnerabilities and fortifed against potential attacks. Additionally, preserving both: code and 

the information on the network is imperative, as they could be susceptible to various forms of attacks [30]. 

The security analysis process was performed using a tool named “SolidityScan”. It’s a cloud-based 

smart contract vulnerability scanner built to discover vulnerabilities and help publish audit reports after 

vulnerability mitigations. Table 1 provides an overview of the security analysis of the smart contracts “access 

control”, which will be used to manage the users of the systems automatically. The table presents key metrics 

from the smart contract performance report, highlighting the overall security score, scan duration, lines of 

code, and issues count. The security score, rated at 73.68 out of 100, indicates an average level of security for 

the smart contract, suggesting that while there are some concerns, it is not critically flawed. The scan 

duration of 0 seconds implies that the analysis was instantaneous, likely due to the simplicity of the contract. 

With only 38 lines of code, the contract is relatively concise, but it contains 8 identified issues, which may 

require attention to enhance its security and functionality.  

Table 2 provides, as well, the results for the smart contract “simple storage” which will be used to 

store the criminal record in the system. The security scan results indicate a high security score of 79.65 out of 

100. It highlights 13 identified issues. Additionally, the scan was completed in a fraction of 0.1 seconds and 

analyzed 54 lines of code. Overall, these metrics provide a snapshot of the contracts's performance and areas 

for improvement. 

 

 

Table 1. The security performance of 

“access control” smart contract 
Metric Value 

Security score 73.68/100 

Scan duration 0 s 

Lines of code 38 

Issue count 8 
 

Table 2. The security performance of 

“simple storage” smart contract 
Metric Value 

Security score 79.65/100 

Scan duration 0.1 s 

Lines of code 54 

Issue count 13 
 

 

 

4.2.  Discussion 
This study highlights the significant challenges faced by the government sector when using 

centralized systems, particularly concerning trust, transparency, security, and data confidentiality. 

Centralized systems, often governed by a single entity, can result in diminished transparency and potential 

power abuses. In contrast, the integration of Blockchain technology, IPFS, and smart contracts in 

decentralized systems presents promising solutions to these issues. 

Building on previous studies, our findings indicate that adopting this architecture within the 

Ministry's system could profoundly transform the legal industry. Key benefits identified include enhanced 

transparency, improved data integrity, fortified data security, the elimination of the need for trusted third 

parties, and the introduction of user access control features. Looking ahead, future research could explore the 

scalability of these technologies in other governmental sectors and their impact on public trust. Ultimately, 

this study underscores the potential of decentralized systems to revolutionize legal processes, offering a more 

transparent and secure framework for managing criminal records. 

 

 

5. CONCLUSION  

In conclusion, the transition towards digital platforms offers numerous advantages, including 

improved efficiency, accessibility, and accuracy, especially in record retrieval. Moreover, it has the potential 

to streamline traditional procedures, and reduce processing time, thus enhancing public service delivery and 

contributing to the process of e-governance. In this paper, a blockchain and smart contract-based solution 

was explored, to digitize the process of obtaining a criminal record for the benefit of the Ministry of Justice 

in Morocco. Blockchain technology is used to ensure integrity and transparency as well as secure exchange 

between different independent parties, IPFS is used to ensure data security and overcome boundaries of 

Blockchain data storage terms and smart contracts to interact between the user interfaces and the blockchain 

network. The proposed solution will contribute to the development of the process of getting a criminal record 

in a secured platform. All users access this platform at once, each one has his own role and the document can 

be retrieved using its hash generated by the IPFS and stored in the Blockchain using the smart contract. 

Finally, the digitization of criminal record processes holds promise for modernizing law 

enforcement practices and facilitating more efficient justice administration in the digital age. The perspective 
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provides an opportunity to explore potential enhancements. The primary focus that will shape our future 

research direction is the use of the criminal record in predicting crime, using machine learning and deep 

learning techniques. The study will provide access to the proposed solution for the extraction and use of 

criminal records in crime prediction relying on new methodologies and analytical techniques, to address the 

fundamental challenges of criminal data, and to leverage big data to facilitate criminal investigations and 

recidivism case detection. 
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