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Abstract

In the selection process of survival strategies, it is a challenging work to automatically choose the
optimal measure for the survival event. A dynamic selection algorithm is proposed, based on feedback
control. According to the feature of survival strategy, the strategy model is presented, which includes fuor
specific attribute. The dynamic update process of attribute vector is described in detail. Combining the
weight of preference and attributes of strategy, the TOPSIS evaluation is employed to select optimal
measure. Experiments and analysis show that optimal measure selected by proposed algorithm is
appropriate and wishful, which enriches the research content in this field.
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1. Introduction

After or when survival incidents occur in information system, auto-response technology
is to take a series of measures or actions to ensure the confidentiality, integrity and availability
of critical services. Cohen'’s [1] study, about the capabilities of network managements, the
response time and the number of successful defense, shown that timely response is essential in
preventing survival incidents. In reality, because the capabilities of administrators are uneven
and the timeliness of the response is difficult, timely and reasonable auto-response technology
is one of the important means to improve the system viability. How to select emergency
measures and how to ensure the effectiveness of the measures is key step in auto-response
technology.

There have been several strategic choice models to achieve a quick and timely
automatic response, which are mainly the following categories:

Static Mapping Model: The specific type of alarms associated with the specific response
measures in this model. When there are alarms, specific response measures are selected from
response decision table according to alarm type. This method is simple to implement, easy to
operate and maintain, which is a good solution to the problems of timely response, administrator
capacity and so on. But, this method did not consider the credibility and severity of the attacks,
the survival condition of attacked object, and the response measures are easy to guess by
attackers. It is not suitable for large-scale systems [2].

Dynamic Mapping Model [3]: according to the characteristics of attack and system, this
model selects suitable measures to response the attack. Because the model considers the
various factors, the response strategies are more suitable for the actual situation. However, this
method is less consideration in the negative impact of response; it is the loss outweighs the
gain sometime.

Cost-sensitive Model: the goal of auto-response is to minimize the cost in exchange for
maximum security. Therefore, the researchers propose the cost-sensitive model by analyzing
the relationship between the pay and the benefit of response, and to select the appropriate
response measures, for example reference [4, 5]. This model can ensure that the cost of
response is less than the loss of survival incident. But there are many factors in calculated the
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cost of response and the loss in survival incident, and how to determine and quantify these
factors is a new challenge. Moreover, the cost of response is uncertain. Sometime, the cost of
response is high at the beginning of survival incident, but the cost is low for the whole event.
How to calculate the cost of the survival incident and the response is a problem in the
interaction process.

Real-time Intrusion Risk Assessment Model [6, 7]: this model automatically select
response measures according to the risk assessment of survival incident. It has a good anti-
jamming capability, and synthetically considers the performance and the negative impact of
response, which is the latest model at present.

The goal of automatical response is to judge current survival situation by survival
detection, risk assessment, situational awareness, and implement active safeguard procedures
according to the judgement [8]. The content of situational awareness was detailed in reference
[9], which didn’'t present for space. This work focus on strategy selection, which propose a
dynamic evaluation and selection method of survival strategy based on dynamic update of
attribute vector. And, the accuracy of proposed method is tested by simulated experiment.

2. The Model of Dynamic Strategic Selection
The model of dynamic strategic selection is shown in Figure 1.
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Figure 1. The Process of Dynamic Strategic Selection

In the model of dynamic strategic selection, manager of strategies is responsible for
classification and storage of strategies, evaluation and choice; when survival events have
detected or survivability need enhance, the survival module send request and the weight of
preference to manager of strategies; the manager of strategies select the strategy in the set,
which has the same function, according to the preference of user and the attribute vectors of
strategy; the manager of strategies adjusts weight vector of strategies according to the
feedback information by the feedback module. The core is how to select the right survival
strategies. The strategic selection system, in survival system, must meet the timeliness, the
accuracy, the rationality, self-adaptive, security and so on.

Define 1: the set, in which the strategies have the same function, is described as:

S; ={s;|1<i<n} 1)

Where n is the number of strategies; eachS;has the same function, but its

implementation technique, operating conditions and so on may vary.
In order to distinguish different strategies, we describe in detail strategies by attributes.
According to the special requirements in survival system, the attribute vector is defined as:

Define 2: the attribute vector of S; att moment is as:

AP (1) ={A" 1), AV (1), AV (1), AV (1)} 2)

When the strategy (S;) is selected at the moment (t), the attribute vector is changed
according to the feedback M (t + At) . At
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AD(t + At) = f(AD (1), M, (t + At)) (3)

The feedback includes the start time, the end time, the survival states, and so on.
Define 3: The vector of preference indicates the user's preference for properties of

measures.

W={w Y w=1 (4)

Where W, is the weight of element in AV (t) .
Define 4: According to the vector of preference, at the moment t the selection process

of optimal survival strategies can express as:

P:{(AY ()W) |i=12,---,n}— E(t)
5)

E(t)is the comprehensive evaluation index set of S;at the moment t, according to

AV (t)add W .

3. Dynamic Update of Attribute Vector

3.1. Availability (AV(t))
The available status of strategy can be acquired by feed back and monitor. At the

moment t, the availability of S; can estimate by the online probability, which can calculate as:

(i)
a;’ (t) = —; ‘
= (1) TO@) +T0(t)

Where: T (t) is the summation of S; available time at period[t —1,t] by the moment t;

TO(t) expresses the summation of S; unusable time.
In order to rapidly reflect the changing state of measures, we join the detection of

adjacent states in the calculation of the online probability.

T =T -1+ @-u" 1) x ATV (t) @
TOM) =TI (t-1)+ 1O 1) x ATO 1)
Where AT (t) is the difference for completion of application or detection between t-1

and t. 121" (t) is related to the result of feedback and detection, which can get by:

0, UD(t-1)=upAU®(t)=up
1) =41 U t-1)=downAU®(t) =down (8)
o UPt-1)=upAU®(t)=up)v Ut -1)=downAU®(t) = down)

Where p [0,1].

3.2. Effectiveness (A" (t))
The effectiveness of S; at the moment t can present as:
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N {(t)

17 9
o ©

al’(t) =1~
Where N®(t)indicatess;’s frequency of use in [t—I,t]by the time t N®(t)
expresses the frequency without the desired result. The value of | is obtained according to the

S;’s intensive of use. When | is large enough, ae(i)(t) can represent the effectiveness of §; at
the moment t+1.

3.3. Timeliness (A" (t))

A(i)(t) represents the time interval of dealing survival event, which includes request of

user, choice of strategy, execution and taking effect. Some factors affect this attribute, such as
bandwidth, transmission rate, congestion, failure and so on.

al?t)y=@1-a)-al’(t-1)+a-T (1) (10)

Where T @ (t) is the time for execution of S, , which is employed or detected at moment t;
ais the weighted average factor.

3.4. Cost (A(1))

A:(i) (t) includes two parts: negative impact and resource consideration.
al (t) = Ic+ Ne (11)

Where Icindicates the forecast for consume of different resource; Neis the value of
negative impact.

The value of Icis confirmed by specialist, according to service condition and repository.
Ne can calculate by:

t

Ne=P-S 10 (12)
T

Where P presents the value of source; S, express the intension, which is classed three

or more different grades levels and map into interval [0, 1]; T®(t) means the execution time of
measure; T present the time period, which was used in assessment asset.

4. The Dynamic Selected Process of Survival Strategic

According to the description of define 4, we select optimal strategy by
TOPSIS(Technique for Order Preference by Similarity to an Ideal Solution), the steps are
following:

1) It is need to establish decision matrix of attributes.

al’(t) - al(t)
X=| : : (13)

al”(t) - al”()

Where n is the number of measures, which have the same function.
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2) There are cost indexes and performance indexes. The cost indexes are as small as
possible, while performance indexes are the bigger the better; the dimensions are different for
each index. For ease of comparison, indexes are normalized by following:

_a (i) (4 max
{rij = agi)(t)n/ﬂ? (;[i)) (Performanc e) (14)
r,=a"(t)™ /a™(t) (Cost)
3) The weighted normalized matrix is obtained by W and X.
Y =(yy) =(w; 1) (15)

4) According to the matrix of Y, the optimal and worst decision schemes are brought
out.

{A*={ma><( Vi Vi) b=y oy} 16)
A” ={min(y;, oy =0y}

5) The distance of each strategy to A" and A~ is calculated.

i = [Z (yu - y:nax ]“2

17)
[Z (yu mln ]1/2
6) To build the comprehensive evaluation index set, and select optimal strategy.
E(t) =] e (t)]e (1) = —2__ (18)
' ' D +D;

5. Experiments

In order to test the effectiveness of this model, the experimental environment is putted
up. The topological structure shows as Figure 2. If an intruder wants to attack the nodes in the
inner network from Internet, the firewall is the first protective barrier. A switchboard connects all
the servers and PC. The super intrusion detection system (SIDS) is the second shielding, which
monitor the survival events and select automatic response measures. There are monitors in
each server, which detect the service failures or the results of response and send the state to
the SIDS.
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Figure 2. The Network Environment of Experiment
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Attack classification is the base of strategy choice, which is divided into two categories:
failure events, security events. Progressive failures and unexpected accidents are taken as one
class, and take corresponding response measures. Based on the attack classification method of
MIT Lincoln laboratory, there are four major types attacks: Probes, R2L, U2R and DoS.
Accordingly, automatic response strategies are divided into record, analysis, alarming, backup,
refuse, isolation, beat back and cancel. Each response strategy includes several measures.
According to above, the SIDS selects response method, when survival event take place.

According to the situation awareness, the SIDS select the application strategies. In
order to analyze the process of choice, we simulate the offensive and defensive behavior for
four hours. In the first hour, there are only malicious attacks, whih have low frequency; in the
second hour, the frequency of malicious attacks is high, and the malicious attacks include some
more harmful; there are malicious attacks with failure of service in the third hour; some service
crashe in the fourth hour. The Table 1 shows the specific.

Table 1. Survival Events and Response Strategies

Time Position Type of Threat Strategy Description
1 0:03 Route Portsweep scan Checked out
2 0:07 Server Satan scan Checked out
3 0:15 Mail Trojan Checked out
4 0:23 PC Trojan Authentication Filter
5 0:29 WEB Apache mod_ssl buffer overflow  IP Access Restrictions
6 0:31 Route Worms Successful survival
7 0:36 WEB Worms Tolerance
53 3:43 WEB DOS Shutdown
54 3:47 Database Heap-based buffer overflow Patch
55 3:50 Database failure Switch to Backup

According to different function, each node has different survival purposes, so it has
distinct preference of response strategy. For example, the service of Web focus on providing
information, the attribute of cost is more important in its choice of strategy; because in the files
service, confidentiality is most important, the effectiveness is a priority. In order to provide the
continuous service, the server of database design dual hot standby,but the initial value of
negative impact is high. In the experiment, the preference weight vectors are as Table 2.

Table 2. Preference Weight Vectors

Server Availability Effectiveness Timeliness Cost
Web 0.3 0.1 0.1 0.5
Files 0.3 0.3 0.3 0.1

Database 0.2 0.3 0.2 0.3
Mail 0.2 0.3 0.2 0.3
PC 0.25 0.25 0.25 0.25

At the moment t, the optimal measure (S;) is employed, the attributes of S, are

adjusted according to feedback M, (t +1) at the moment t+1. The update method is as the

above.

The last row in Table 1 shown the response methods in the experiment. As shown, web
server usually adopt the method of tolerance, because the weight of cost is high, which has
more attention on the impact of survial event; only when the attack of DOS leaded to failure, the
web server restarted. the restricted access for IP of attacker has high frequency in files server
for its effectiveness and timeliness. Database prefer to delete the suspicious user, and the
server would switch to backup when there is a critical fault. Presented approache not only takes
into the cost of the response, but also consider the other properties and dynamic properties. the
rationality and accuracy of presented approaches is significantly better than the traditional
methods. Experiments also verify the results.
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4. Conclusion

Survival situational awareness is the base of automatic response; automatic response
is the important method to improve the viability of system. Strategy choice is the key step in
utomatic response. This paper foucs on selection of optimal strategy for the same survival
event, according to non-functional property. The structure of strategy evaluation is given, based
on dynamic update Qos of survival strategy, which elaborated the dynamic update process of
attributes vector based on information feedback and process of assessment based on TOPSIS
algorithm. Experiments indicate that selected results were appropriate and desired, and the
proposed algorithm was suitable for the real network environment.
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