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Android mobile phones’ growing popularity has led to developers creating
more malicious apps, which can be included in third-party arcades as
protected applications. Detecting these malware applications is challenging
due to time-consuming and high-cost techniques. This study proposes a
robust deep learning (DL) model for detecting adversarial third-party apps
using adaptive feature learning. The strategy involves preprocessing raw apk
files, extracting permission behavioral features, and using the proposed
spatial dropout-assisted convolutional autoencoder (SD_ConvAE) model to
determine if the app is benign or malignant. The approach is simulated using
a Python tool and assessed using various measures like accuracy, recall,
weighted F-score (W-FS), false discovery rate (FDR), and kappa coefficient.
The overall accuracies achieved by the developed techniques are about
99.6% and 99% for detecting benign and malignant apps, respectively.
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1. INTRODUCTION

In day-to-day life, smartphones are playing an essential part as they can provide similar advantages
as desktop computers such as online shopping, online banking, website browsing, and social networking [1].
Moreover, additional features like location services, messaging facilities, updating data and worldwide
access. However, this features and functionalities makes the smartphone more prone to malware
attacks [2]. As a result, the third-part developers utilizes these advantages by fetching user confidential
information, accessing chargers from the users with exclusion short messaging services (SMS) and calls. It is
deliberated that more than 650K mobile applications (apps) are available on official android platform [3].
Moreover, the reports from Fortinet encompasses that more than 2K third-party apps are presented from 80
diverse families. The number of adversarial apps keeps on increasing because of open source and generously
contemplated android customized manufactures [4].

The evolving of new malware families makes the technicians difficult in detecting third-part attacks
using conventional mechanisms. Some common challenges are reported in [5] such as failure in visibility
over mobile platforms, network anonymity, resource constrictions, and requires customized apps which uses
remote capabilities. Several existing studies utilized permission to determine the third-party behaviors of an
application [6]. However, it is complex to declare that the permissions being applied on the application code.
There is some other traditional technique that uses only API call details to excerpt features using frequency
components on a larger database [7]. But these techniques necessitates adaptive feature learning capability to
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learn the malware features accurately [8]. Nowadays, artificial intelligence (Al) based deep learning (DL)
techniques are becoming more popular among the researchers in identifying malware apps by utilizing
complex API and permission level features over larger databases [9]. Hence, this research put forth a robust
hybridized DL framework for detecting the adversarial third-party apps using complex malevolent features.
Motivation: due to rapid technological advancements, there have caused major enhancement in the
networking capabilities and computing power over mobile phones. In today’s scenario, smartphones,
computers and tablets are considered as the powerful tool that combines larger wireless broadcasting
networks. For performing multiple tasks, user uses mobile phones rather than the conventional computer
systems. The improvements in user-computer interaction have paved the way to accessing mobile devices
without any technical knowledge. As a result, numerous applications are present that are centralized to
adversarial repositories. However, these apps are harmful that illegally gains user’s confidential information
by using API calls or permission level application codes. Detecting these kinds of third-party apps is highly
challenging and needs effective techniques for learning the complex malevolent features. At present,

DL techniques are providing fascinating performance in detecting adversarial attacks on mobile devices.

These kinds of major concerns motivate to develop an innovative DL model for detecting the benign and

malignant mobile apps effectively. The contributions are:

— To develop an innovative DL spatial dropout assisted convolutional autoencoder (SD_ConvAE) based
technique to detect the third party mobile apps using malware behavioral features

— To preprocess the android apk files by performing binary vector conversion and to extract API calls and
permission features present in the mobile applications.

— To present a robust SD_ConvAE model to detect whether the mobile apps are normal or malware.

— To validate the developed method with various conventional schemes by assessing several performance
measures like accuracy, false discovery rate (FDR), recall, weighted F-measure (W-FM) and kappa
coefficient for identifying both normal and malware apps.

The forthcoming sections are: the works associated to android malware detection using DL models
are interpreted in section 2. The developed methodology is described in section 3. The outcomes are

described in section 4. The conclusion of the developed study is presented in section 5.

2. RELATED WORKS

Millar et al. [10] defined the zero-day-based malevolent detection in android phones using the DL
technique. In this study, a permission neural network with API calls convolutional neural networks (CNN)
based Multiview DL model was introduced to extract and select hand-crafted features for detecting the
malware apps. For the experimentation process, four different datasets namely Malgenome, debrin, and
AMD, and publicly available Google Play Store datasets consisting of more than 28K samples with
malignant and benign apps were considered. In analyzing the simulation part, the f-measure was computed
and compared with other techniques. However, this technique faces high data redundancy problems due to a
low effective feature selection (FS) scheme.

Mahindru and Sangal [11] put forth FS with machine learning (ML)-based detection schemes for
analyzing malevolent apps accurately. Initially, API calls-based features were extracted and selected from the
android apk files. Then, the least square support vector machine (LSSVM) technique was introduced to
identify whether the apps were third-party or not. For the experimentation process, more than 2 lakh android
samples were considered. In analyzing the simulation part, the accuracy, cost, and F-score were investigated
and compared with different kernels. However, this technique faces high time complexity and overfitting
issues while processing with larger malware apps.

Imtiaz et al. [12] introduced a deep artificial neural network (DANN) for detecting and identifying
the android malevolents efficiently. Initially, min-max normalization was performed to rescale the random
values into a fixed range. Then, FE was performed which extracts static and dynamic features based on
network layers. Finally, the DANN model detects whether the applications were normal or malignant. But,
this method failed to overcome the black box issues while dealing with permission and API calls.

Yadav et al. [13] defined a two-stage DL model for recognizing android malware based on
malevolent images. Here, the efficientNetBO model was introduced to detect mobile third-party apps
accurately. Moreover, ML classifiers like linear support vector machine (LSVM) and RF technique were
utilized to efficiently classify the various malignant attacks like Adsware, Adware, Trojan, and Spyware. In
the simulation part, accuracy was analyzed and distinguished from other studies. However, this method had a
high error as it failed to consider the effective features for the detection process.

Kim et al. [14] established a practical-oriented DL model for determining malware issues in mobile
phones. In this work, CNN based DL model was introduced to detect third-party apps on android platforms.
Moreover, API call-based features were considered for learning the malignant apps effectively. For the
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simulation process, Google Play Store apps consisting of 10,000 android samples were utilized. In the
simulation part, accuracy was analyzed and distinguished from other studies. However, this method causes
high gradient explosion problems and overfitting issues when processing with larger samples.

In an effort to poison the adaptive face recognition system, Biggio and Zhu [15]-[17] made an
attempt. The attacker’s picture may be validated by inserting fraudulent data during the model update, which
shifted the central value of the recognition feature in the model. Biggio et al. [18] launched assaults against
SVM, a technique used for supervised learning. The experimental results demonstrate that the model
classifier’s test error may be substantially amplified as the gradient rises. To fool the model, the injected
sample data must adhere to certain rules, and the attacker must own the injection point label. To test
poisoning attacks on neural network learning algorithms, Yang et al. [19] ran an experiment. The suggested
technique may double the speed of attack sample creation when compared to the direct gradient approach.

While it’s true that a poisoning attack might cause the model to malfunction, the perpetrator must
exert some effort to figure out how to introduce harmful data. An more prevalent technique, adversarial
sample assault, may quickly lead models to the incorrect conclusion. It was Szegedy et al. [20] who first
suggested the idea of adversarial samples. The perturbed samples will confidently lead the model to provide
an inaccurate answer by intentionally altering the dataset in a small way. The initially properly categorised
sample may move to the other side of the decision region and be reclassified into a different category if
adversarial samples raise the model’s prediction error. Adversarial samples may exploit existing models
[21]-[24].

From the detailed literature review, the following research gaps are identified. Effectiveness of
spatialized dropout in adversarial detection. Optimizing spatialized dropout: while spatialized dropout is
intended to improve model generalization and robustness, research is needed to optimize its parameters
specifically for adversarial detection in mobile apps. Studies could explore the impact of different dropout
strategies on the detection accuracy of various adversarial techniques. Comparison with other regularization
techniques: there is a need for comparative studies to evaluate the effectiveness of spatialized dropout against
other regularization techniques like batch normalization, standard dropout, or L2 regularization in the context
of adversarial detection.

Feature engineering and selection. API call and permission feature relevance: research could focus
on identifying which specific API calls and permission features are most indicative of adversarial behavior.
This involves exploring FS techniques that can enhance the model’s performance. Dynamic vs. static
features: the effectiveness of static features (e.g., permissions declared in the manifest) versus dynamic
features (e.g., runtime API calls) in detecting adversarial attacks needs further investigation. Research could
explore how the model can balance or integrate these two types of features.

Robustness to evasive adversarial techniques. Detection of sophisticated adversarial attacks:
new types of adversarial attacks continue to emerge, making it essential to test the robustness of the SD-CAE
model against more sophisticated evasion techniques. Research could explore how to adapt the model to
detect novel attacks that exploit weaknesses in both API calls and permission-based features. Generalization
to unknown attacks: the ability of the model to generalize and detect unknown or zero-day adversarial attacks
in mobile apps remains an open challenge. Developing methods to enhance the model’s adaptability to
unforeseen adversarial behaviors is crucial.

Scalability and performance in real-world scenarios. Real-time detection capabilities: the feasibility
of deploying the SD-CAE model for real-time adversarial detection in mobile apps, especially on resource-
constrained devices, is an area that requires further research. Studies could focus on optimizing the model to
reduce computational overhead while maintaining high detection accuracy. Scalability across diverse app
ecosystems: research could explore how well the model scales across different types of mobile apps
(e.g., games, social media, financial apps) and different operating systems (e.g., Android, iOS), which may
have varying API call patterns and permission structures.

2.1. Problem statement

From the deep analysis of the conventional techniques, several drawbacks have been noted while
detecting adversarial apps accurately. The existing models are less capable of learning the complex malware
apk files due to complex application codes and black box issues. Some past studies utilized user permissions
and API call features to determine the third-party apps that result in outstanding detection performance.
However, the techniques reduce its generalization ability while processing with larger databases. To tackle
these issues, Al-based DL techniques are introduced that automatically learn the relevant complicated
malware features and recognize the unwanted malevolent apps thereby preventing dimensionality issues.
Thus, this article describes a robust approach to identify third-party apps using permission and API call
features.
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3. DEVELOPED METHOD

Nowadays, the popularity of the android mobile phones has been growing and this popularity makes
the developers for creating their solicitations (apps) on this platform. Due to the increased number of apps,
made an advantage on developing various malevolent and include them on a third party arcades as protected
application. Figure 1 depicts the workflow of the developed framework. Detecting these kinds of malware
application is a challenging task as it is time consuming and requires high cost techniques. Hence, this study
put forth a robust DL models for detecting the adversarial third party apps with adaptive feature learning.
The developed strategy comprises of three stages: preprocessing, feature extraction and classification.
Initially, the raw apk files consist of exiled, accessible and registered subsets of applications are
preprocessed, followed by API and permission behavioral features are extracted. Finally, the excerpted
features are given into the proposed SD_ConvAE approach for identifying whether the app is benign or
malignant.

3.1. Feature extraction and preprocessing

When a mobile app is installed on an android device, it is granted permissions to access system
resources. API calls and permissions requested by the app are then extracted to analyze its behavior.
These features reveal how the app interacts with the device, identifying potential security risks or malicious
activity. Analyzing API calls and permissions helps detect adversarial behaviors in mobile apps.

3.1.1. API calls-based feature extraction

The pre-defined codes present in android libraries are considered as the API calls. By statistically
investigating the samples, the most relevant API call features are involved for training process. To perform
this, larger benign and malignant android samples are taken that learns the identity of malevolent
applications. The API call features are extracted based on the nature of the resources requested and they are
of two types broadcast APIs and telephony manager APIs. The functionalities of these features are
depicted as follows. Table 1 depicts the extracted telephony manager APl and broadcast APIs with their
functionalities.

Feature
extraction
Detection
" ¥
Benign app :..:.;5} API call features _—y = Spana:z:?mul
- = Yl = oy - o Conrolutional
I Y ( 0 ) autoencoder
' apk files
Malignant Permission lev el
app features ﬂ
g

Final detection
oufcome

Figure 1. Workflow of the developed framework

Table 1. Telephony manager APl and broadcast APIs with their functionalities

API call features Functionalities
getDataActivity() Yields a constant, representing the activity type
getLinenumber() Yields the number of strings for each line
getCallState() Yields call state
getDeviceld() Yields IMEI number

getSIMOperator() Yields the provider’s mobile network and country code of the SIM card
getSubscriberID() Yields IMSI number of each device

getNetworkType()  Yields type of network for present data link

PhoneCallReceiver ~ Phone changes state when call back that fire offs

AutoSMSReceiver  Automatically receives incoming SMS

abortBroadcast Automatically distracts the present broadcast
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3.1.2. Permission-level feature extraction

The permissions are finalized by the android developer to gain the app access to some secured
android APIs. However, some apps request access (permission) that is not required for the normal
implementation process. The set of permissions that are extracted by the malignant applications to bargain
user confidential information and connect to remote servers from the customers for commercial purposes.
Some of the common permission requests by the malevolent apps are depicted in the table given below.
Table 2 depicts the extracted Permission-level features with their functionalities These features are then
converted into binary form (0, 1) to avoid confusion during the training process.

Table 2. Permission-level features with their functionalities

Permission features Functionalities
Access_Network_State  Asking for permission to access data about networks
Call_Phone Asking for permission to access any number without going to the dialer
Send_SMS Asking for permission to access and read messages
Read _Phone_State Asking for permission to access the phone state
Internet Asking for permission to access open network plugs
Change_Network_State  Asking for permission to access network connectivity
Get_Accounts Asking for permission to access account details
Read Contacts Asking for permission to access user contacts

3.2. Adversarial app detection using SD_ConvAE technique

The extracted features are then fed into the developed SD_ConvAE approach for identifying
whether the app is genuine or malignant. The proposed ConvAE is composed of two sections namely encoder
and decoder. Here, a loss function is utilized to determine the losses at the time of training. The obtained
channel features from the actual input signal are highly similar only when the losses are small or negligible.
The encoding and decoding parameters of the AE are optimized using the loss function. For extracting the
channel properties, 3D convolutional (3D-Conv) layers are used and the mathematical formulation for
extracted featuresyfrom encoder and decoder are depicted as (1).

y = (K * U + bias)o (€D)]

Here, K manipulates the Conv kernels, U represents the input, and omanipulates the activation
function. The encoder part of AE consists of dual Conv layers and single average pooling (AP) layers.
Moreover, in the decoder part dual de-convolutional layers are present to decode the encoded features
accurately. The Conv layers in the AE perform local computations and the pooling layers perform the down-
sampling process. The outcome can be mathematically interpreted as (2).

L= |7 - vl )

Here, [ indicates the loss, U represents the reconstructed channel parameters and U manipulates the
input signal. In addition to this, a normalization function and rectified linear unit (ReLU) activation function
(AF) are included to speed up the extraction process. Hence, the AF is not deployed on the final de-conv
layers. To overcome this issue, a spatialized dropout layer is introduced in the ConvAE model to learn the
extracted features accurately.

The dropout function works dynamically under zero elements and computes scale transformation
from the non-zero elements. The scalar conversion magnitude is highly associated with dropout layers.
After performing zero operations, the zero parts are removed from the training process. The remaining parts
are given into the DL the decoding part of the ConvAE model to determine the outcome. Each dropout is
random in nature and hence, the model is forced to train the low-level features resulting in a changing of time
for learning the features. Hence, the features considered for the training must not produce any
overfitting issues due to dimensionality issues. The spatialized dropout is almost similar to conventional
dropout however it detaches the complete feature sets instead of using one-dimensional (1D) features.
The normalization fails when there is no strong correlation between the extracted features while processing
with conventional dropouts. However, the SDs can enhance the strong independence among the features and
it sets randomly to zeros for a particular dimension in Figure 2.
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Figure 2. Architecture of SA_ConvAE model

4. RESULTS AND DISCUSSION

The proposed method is processed and experimented using the Python simulation tool. Various
existing schemes like k-nearest nearest neighbor (KNN), DL-android (DL-droid), recurrent neural network
(RNN), LSTM, and Bi-directional LSTM (Bi-LSTM) are also examined and distinguished from the
developed method by computing different measures accuracy (Acc), weighted F-score (W-FS), recall (Rec),
FDR and kappa coefficient. For the experimentation process, a total of 1600 mobile applications are collected
that are available apk files. Out of 1.6K applications, 800 are adversarial third-party apps and remaining are
normal apps installed from authorized and unauthorized android platforms. These malevolent samples are
collected from android app genome project [25] that consists of 49 malevolent families.

4.1. Assessment metrics

The metrics shown assess classification model performance. Accuracy measures the overall
correctness of predictions, while W-FS balances precision and recall, weighted by class importance.
Recall (sensitivity) emphasizes the identification of true positives, useful when minimizing missed positives.
FDR helps assess the reliability of positive predictions by focusing on false positives. Kappa coefficient
accounts for chance agreement, indicating model reliability beyond random predictions.

w+x
Acc(%) = wiriyis < 100% (3)
WeightedFscore(%) = CmMNm) KpNp) 100% 4)
Nm+Np
rec(%) = % x 100% (5)
FDR = - x 100% (6)
y+w
2+(exw-yxz)
Kappacoefficient = Y (7)

(x+2)*(Z+wW)*(x+y)*(y+w)

Here, w, x, y, zindicates the true negative (TN), true positive (TP), false negative (FN), and false positive
(FP) respectively.

4.2. Simulation analysis of the developed framework over conventional schemes

In this section, the performance achieved by the suggested method is analyzed via tabulation under
various conventional techniques. The analysis is made for detection of both normal and malware apps using
different assessment measures. Various existing studies like KNN, DL-droid, RNN, LSTM, and Bi-LSTM
are compared with the developed method to determine its efficiency. The detailed analysis of the obtained
performance is conquered below:

Figure 3 states the accuracy-loss curves of the proposed SD_ConvAE by varying the epoch values.
Tables 3 and 4 illustrates the performance analysis of various techniques for detecting benign and malignant
mobile apps. From the tabulation, it is clear that the developed method achieved better performance
compared to conventional techniques. The developed method accurately learns malevolent features of mobile
apps and provides outstanding performance than other techniques. However, the conventional techniques
showed less performance due to poor generalization capability while processing with complex features.
Moreover, the error is high when malware features compared to benign apk files.
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Table 3. Performance analysis of various technigues for detecting benign mobile apps

Methods Accuracy (%)  Weighted F-measure (%) FDR  Recall (%) Kappa (%)
KNN 89.5 89 105 88 90
DL-Droid 97.7 97.2 3.3 96.5 97.3
RNN 98.2 98 2.8 97 97.9
LSTM 98.7 98.3 2.3 97.9 98.3
Bi-LSTM 99 98.9 1 98.2 98.8
Proposed SA_ConvAE 99.6 99.7 0.4 99 99.54

Table 4. Performance analysis of various techniques for detecting malignant mobile apps

Methods Accuracy (%)  Weighted F-measure (%) FDR  Recall (%) Kappa (%)
KNN 87.9 87.11 12.1 87.66 87.6
DL-Droid 96.85 96.22 3.2 96.82 96.5
RNN 97.2 97 2.8 97.15 97.21
LSTM 97.8 97.34 2.2 97.79 97.80
Bi-LSTM 98.01 97.98 1.99 97.90 97.98
Proposed SA_ConvAE 99 98.97 1 98.99 98.9
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Figure 3. Accuracy-loss curves of the proposed SD_ConvAE

The proposed model have the following practical impacts:

4.2.1. Enhanced mobile security

Improved threat detection: by analyzing API calls and permission features, the SD-CAE model can
detect adversarial behavior in mobile apps with high accuracy. This improves the overall security of mobile
devices, protecting users from malicious activities like unauthorized data access, malware, and privacy
breaches. Real-time defense: the model can be integrated into mobile security solutions to provide real-time
detection of adversarial attacks, allowing for immediate response and mitigation, thereby reducing the risk of
damage.

4.2.2. User privacy protection

Detection of privacy invasions: the model’s ability to monitor and analyze permission requests
ensures that mobile apps do not overreach in accessing sensitive user data. This can prevent apps from
collecting more information than necessary, thereby protecting user privacy. Compliance with privacy
regulations: the implementation of this model can help app developers and platform providers comply with
privacy regulations such as general data protection regulation (GDPR) and california consumer privacy act
(CCPA) by ensuring that apps adhere to proper data handling practices.

4.2.3. Reduction in false positives

Accurate threat classification: the use of spatialized dropout in the SD-CAE model helps to reduce
overfitting, leading to more accurate detection and classification of adversarial threats. This reduces the
number of false positives, minimizing unnecessary alerts and improving user experience. Efficient resource
utilization: by accurately distinguishing between benign and malicious behaviors, the model ensures that
security resources are only deployed when truly necessary, optimizing both computational and human
resources.
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4.2.4. Improved user trust and app adoption

Increased confidence in app security: as mobile apps become more secure with integrated
adversarial detection mechanisms, users are more likely to trust these apps. This increased trust can lead to
higher adoption rates and user engagement. Positive brand reputation: for app developers and platform
providers, the implementation of such advanced security features can enhance their brand reputation as
security-conscious and user-focused, attracting more users and retaining existing ones.

5. CONCLUSION

The suggested framework introduced and investigated a robust SD_ConvAE technique for
recognizing harmful third-party apps using adaptive feature learning. The developed SD_ConvAE technique
emphasized a novel dropout mechanism that prevents separate FS schemes for reducing dimensionality
issues. Moreover, the developed framework conquered the apk files that consist of API calls and permission-
level information and provides outstanding detection performance. Furthermore, binary vector conversion is
performed to avoid confusion over the feature extraction. The proposed method is simulated via a Python
tool and various assessment measures like accuracy, W-FS, FDR, recall, and kappa are investigated and
compared with conventional schemes. The developed method achieves overall accuracies of 99.6% and 99%
for detecting both malignant and benign apps respectively. However, due to the unavailability of the proper
dataset, fewer apk samples are considered for the experimentation process. In the future, the developed
framework will be extended by deliberating larger apk samples for detecting the malware apps, and its
performance will be analyzed. Future research could explore combining the SD-CAE model with other
adversarial defense mechanisms such as adversarial training, defensive distillation, or gradient masking to
enhance its robustness against sophisticated attacks. Developing multi-stage frameworks where the SD-CAE
model is one component of a broader detection system could be an area of interest. This could involve
layering different detection models to capture a wider range of adversarial behaviors. Research could focus
on developing adaptive learning techniques that allow the model to continuously learn from new adversarial
attacks and evolve its detection strategies over time. This could include online learning or reinforcement
learning approaches tailored to mobile security.
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