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 Presently, the emergence of internet of things (IoT) has significantly 
improved the processing, analysis, and management of the substantial 

volume of big data generated by smart cities. Among the various 

applications of smart cities, notable ones include location-based services, 

urban design and transportation management. These applications, however, 
come with several challenges, including privacy concerns, mining 

complexities, visualization issues and data security. The integration of 

blockchain (BC) technology into IoT (BIoT) introduces a novel approach to 

secure smart cities. This work presents an Archimedes assisted long short-
term memory (LSTM) model intrusion detection for BC based privacy 

preserving (PP) IoT with smart cities. After the stage of pre-processing, the 

LSTM is utilized for automated feature extraction and classification. At last, 

the Archimedes optimizer (AO) is utilized to optimize the LSTM’s hyper-
parameters. In addition, the BC technology is utilized for securing the data 

transmission. 
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1. INTRODUCTION  

The concept of a smart city is seen as a technological framework employed by various stakeholders 

within a city to achieve specific goals. These objectives encompass aspects such as promoting good 

governance, improving daily living conditions, optimizing resource utilization, and creating new 

opportunities for commerce [1]. Technological progress has made in enhancements in day-to-day life and this 

next generation advancement not only facilitates industries but also enables economies for exploring different 

opportunities. Simultaneously, people are interconnected through mobiles and laptops. Moreover, smart 

devices have become ubiquitous in cities worldwide [2]. 

Cities are currently in an expansion phase, focusing on the growth of control systems, services, 

screening and infrastructure to assimilate recent changes. Aspects like location services, weather, smart 

traffic, and transportation are interconnected [3]. However, the uncontrollable emergence of cities introduces 

new challenges that need consideration by stakeholder’s and government officials. The concepts of smart city 

revolve around embedded models, smart, and sensing methodologies [4]. Basically, smart cities leverage 

constant structures to elevate living standards. Two major issues, security, and concerns related to electrical 

crimes, are prominent. Ensuring security in a smart city involves addressing three crucial components: 

governance, technological, and societal aspects. 

https://creativecommons.org/licenses/by-sa/4.0/
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Intrusion detection system (IDS) proves to be more effective in monitoring activities, detecting 

unauthorized utilization, identifying potential destruction of information systems, and safeguarding against 

both internal and external intrusions [5]. Particularly in the context of newly created online applications 

based on the web within smart cities and the internet of things (IoT) system, IDS is regarded as a crucial 

security solution. However, IDS based models often generate a higher volume of inappropriate and false 

alarms when abnormal behaviors are detected. An excessive false alarm rate can significantly hamper the 

IDS performance in comparison to actual cyber attacks, posing a considerable challenge for security analysts. 

Moreover, it entails substantial costs for the detection, management, and IDS computation [6]. Conventional 

IDS based methodologies also present elevated failures when applied to IoT, given the dynamic nature of 

smart city applications. Hence, there is a pressing need for a robust security network specifically designed to 

facilitate the rapid emergence of the smart city field in an IoT network. 

Security is not merely a requirement for the continued utilization of blockchain (BC); it can actively 

contribute to data dispersion by operating at an accelerated pace. One notable advantage of incorporating BC 

networks is their ability to store data in an immutable manner without the need for a centralized database. 

Moreover, BC tracks and executes transactions among multiple participants within a trusted environment [7]. 

Through the utilization of robust encryption using private and public keys, the BC further enhances the 

security levels for its participants. The contributions are: 

 To present an automated model for BC based privacy preserving (PP) IoT with smart cities. 

 To introduce the long short-term memory (LSTM) with Archimedes optimizer (AO) to optimize the 

LSTM’s hyper-parameters and attain better performance.  

The remaining sections are: Section 2 furnishes a literature review, examining research endeavors 

that have utilized diverse BC based PP model. Section 3 furnishes a detailed elucidation of the proposed BC 

based PP model, accompanied by a succinct analysis. Section 4 delineates the experimental components, and 

section 5 encapsulates the work with a conclusion. 

 

 

2. RELATED WORKS 

Ji et al. [8] presented BC based PP for telecare clinical information models. This existing work 

provided location based clinical information among clinical analyzers, clinical workers and patients. Then, 

the security measures like decentralization, multi stage privacy recovery, retrievability, confidentiality, 

unforgeability, and verifiability were analyzed. However, this model was complex to analyze the shared 

location’s validity.  

Yang et al. [9] developed BC based location PP crowd sensing model to protect location of the 

worker. The model safeguards the information of location and ensures equitable trading without relying on 

trusting unauthorized users. In addition, this existing model overcomes re-identified attacks using the private 

BC. This network disperses transactions of worker’s data across numerous systems. This prevents attackers 

from deducing the identity of workers through analysis of their transactions. 

Zhu et al. [10] developed federated learning (FL) with BC methodology based PP. This existing 

model leveraged decentralized models evaluated through BC for establishing a safe learning coordinate 

model and for detecting and eliminating Byzantine members. Experimentation was carried out by varying 5 

cross validation for training the personal and local approaches.  

Kumar et al. [11] suggested attention-bidirectional long short term memory (A-Bi-LSTM) with 

chameleon swarm algorithm (CSA) for BC based PP. Then, the BC was employed to ensure the secure data 

transmission to cloud servers and the accuracy attained by this existing work was 97.4%. Moreover, the BC 

provided an open digital ledger, decentralized, and distributed, serving as a platform for storing transactions 

using various approaches. 

Weng et al. [12] presented DeepChain cooperative training framework featuring an incentive model. 

This existing work preserved the local gradient privacy and ensured transparency in the train set. Through the 

utilization of incentive models and transactions, members were incentivized to act honestly, specifically in 

tasks such as parameter updation and gradient collection. This approach ensures fairness throughout the 

collaborative training process. 

Numerous data-securing systems have been developed by researchers to provide security and 

privacy for apps intended for smart city applications. Data integrity and privacy concerns with smart apps 

have not been satisfactorily addressed by previous centralized cloud-based data-sharing frameworks. On the 

other hand, blockchain-based solutions offer more advancements in resolving privacy concerns. First, client 

data is divided into different communities based on similarity labels utilizing data gathered from sensors via a 

detection algorithm. With a specified detection algorithm, it possesses a certain kind of control over 

community data. Nevertheless, data security during data transfer via sensors has not been covered by this 

architecture [13]. One of the most promising solutions for ensuring data integrity for IoT applications is 

blockchain. Its traceability and tamper-proofing capabilities enable decentralized data storage for intelligent 
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applications as well as transparent sharing services. A block header, timestamp, transaction data, and a prior 

block hash are all included in each individual block that makes up the blockchain. To provide transparency, 

all nodes have a full copy of the transaction data; this places a significant burden on the system. Lastly, 

blocks are added in accordance with a schedule. Multiple parties are transacting in smart city apps at various 

times and locations, therefore uploading data directly could put a heavy load on the blockchain [14], [15]. 

Blockchain-based solutions give smart city security alternatives an upgrade. Most smart applications are 

suitable for the distributed environment that blockchain ensures [16]–[18]. Despite this, blockchain 

technology holds great promise for addressing the security and privacy issues in smart cities. Many IoT 

devices have minimal power, little data storage, and insufficient battery life, which prevents them from 

handling complex tasks. 

Furthermore, in blockchain-based networks, consensus mechanisms like proof-of-work (PoW) 

require additional resources. Nodes engaged in the distributed network decision-making process during 

mining require a significant amount of processing power. Another interesting use of blockchain technology 

that applies various access controls to IoT smart apps is smart contracts. Furthermore, the security and 

privacy of smart applications depend heavily on the provenance of data [19]–[22]. Access-based access 

control (ABAC) offers the fine-grained policies utilized to permit or prohibit different actions of smart 

ecosystems, as well as the flexibility and granularity required to properly protect the data collected and 

shared by smart entities. However, prior to using the framework, ABAC must overcome issues with 

complexity, overhead, and privacy [23]. 

The following research gaps were identified from the detailed literature review. Integration of 

blockchain and LSTM models: 

- Optimization of computational efficiency: the integration of blockchain with LSTM models is 

computationally intensive. Research is needed to optimize these models for real-time processing in 

resource-constrained IoT environments within smart cities. 

- Scalability of combined systems: while blockchain provides a secure and decentralized framework, its 

scalability when integrated with LSTM models for large-scale IoT deployments in smart cities is still an 

open question. 

- Privacy and data security: fine-tuning privacy mechanisms: there is a need to explore more sophisticated 

privacy-preserving mechanisms that balance data utility and privacy, particularly when sensitive IoT 

data is used for training LSTM models.  

- Data anonymization techniques: research is needed to develop and evaluate new data anonymization 

techniques that can be integrated with blockchain to further enhance privacy while maintaining the 

accuracy of LSTM predictions. 

 

 

3. PROPOSED METHOD 

In this work, an efficient deep learning (DL) model LSTM with AO algorithm for BC based PP 

model in the smart city environment. Figure 1 defines the framework of the proposed BC based PP model. 

Here, the min-max normalization is applied for converting the raw data into an essential format. 

Subsequently, the LSTM model is utilized for the IDS classification process. At last, the AO method is 

exploited for the optimal tuning of hyper-parameters in the LSTM network [24]. 

 

 

 
 

Figure 1. Framework of the proposed BC based PP model 
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3.1.  Pre-processing 

In this instance, min-max normalization has been employed to scale the dataset to the variance of 

the unit. This method is widely utilized for assessing the degree of similarity between data points. Let us 

consider data𝐺 is derived from a dataset and it varies from 𝐺𝑚𝑖𝑛to 𝐺𝑚𝑖𝑛and it is expressed as: 

 

𝐺𝑛𝑜𝑟𝑚 =
𝐺−𝐺𝑚𝑖𝑛

𝐺𝑚𝑖𝑛𝑚𝑎𝑥
 (1) 

 

3.2.  Optimal feature extraction and classification 

Let the input data 𝑍𝑙 has the input 𝑖𝑙, forget 𝑓𝑙 and output 𝑜𝑙 gates and these gates are utilized for 

learning useful features and eliminating unnecessary features as shown in Figure 2. LSTM is designed to 

handle time series data in a sequential manner. Within a given time period, the data may contain both 

valuable and irrelevant information. The role of the 𝑓𝑙is to make decisive choices regarding the retention or 

discarding of specific information and it is given as: 

 

𝑓𝑙 = 𝜎(𝑊𝑓[h𝑙−1, 𝑥𝑙] + 𝑏𝑓) (2) 

 

Following the decision made by the𝑓𝑙, information proceeds to the𝑖𝑙. The 𝑖𝑙plays a crucial role in the 

determination of which parameters should be updated and specifies the manner in which these updates are to 

be executed: 

 

𝑖𝑙 = 𝜎(𝑊𝑖[h𝑙−1, 𝑥𝑙] + 𝑏𝑖) (3) 

 

𝐶𝑙 = 𝑡𝑎𝑛h(𝑊𝐶[h𝑙−1, 𝑥𝑙] + 𝑏𝐶) (4) 

 

 

 
 

Figure 2. LSTM model 

 

 

After undergoing screening by both he 𝑓𝑙 and the 𝑖𝑙, the information finally arrives at the𝑜𝑙.  
The primary aim of the 𝑜𝑙 is to make decisions regarding which information should be selected for output: 

 

𝑜𝑙 = 𝜎(𝑊𝑜[h𝑙−1, 𝑥𝑙] + 𝑏𝑜) (5) 

 

h𝑙 = 𝑜𝑙 × 𝑡𝑎𝑛h𝐶𝑙 (6) 

 

where, 𝐶𝑙 is the present state of the cell, 𝑊𝑖 ,𝑊𝑓 , 𝑊𝐶and 𝑊𝑜are the weighting matrices; 𝑏𝑖 , 𝑏𝑓  and 𝑏𝑜are the 

bias values.  

Optimizing the Hyper-parameters of LSTM model: The hyper-parameters of LSTM are optimized 

by the AO optimizer. The AO functions as a population based model where the submerged entities serve as 

the individuals of a population. In line with other metaheuristic approaches with respect to population, AO 

begins the search model by initializing objects representing candidate solution’s, each endowed with 

randomized accelerations densities, and volumes. During this phase, every candidate solution’s undergoes 

initialization with a randomized direction in the fluid. Following the fitness assessment in the initial 

population, AO iteratively operates till the ending process is met. AO systematically adjusts the densities and 

volumes of every object in all iterations. The candidate’s acceleration is then updated, considering its 

collision condition with the nearby candidate’s. The newly calculated accelerations, densities, and volumes 

jointly determine the updated position of the candidate’s. The subsequent section presents a thorough 

mathematical expression delineating the steps involved in AO. 
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Initialization: the following expression is utilized for initializing the candidate’s position 𝑂𝑘: 

 

𝑂𝑘 = 𝑙𝑙𝑘 + 𝑟 × (𝑢𝑙𝑘 − 𝑙𝑙𝑘) (7) 

 

Where 𝑙𝑙𝑘, 𝑢𝑙𝑘 and 𝑟 are the lower and upper limits in the 𝑘𝑡ℎcandidate’s and random number. The 

acceleration(𝑎𝑐) density (𝑑𝑒) and volume (𝑣𝑜) for every 𝑘𝑡ℎcandidate’s is expressed as: 

 

𝑑𝑒𝑘 = 𝑟 (8) 

 

𝑣𝑜𝑘 = 𝑟 (9) 

 

𝑎𝑐𝑘 = 𝑙𝑙𝑘 + 𝑟 × (𝑢𝑙𝑘 − 𝑙𝑙𝑘) (10) 

 

updating densities, and volumes: The densities, and volumes of 𝑘𝑡ℎcandidate’s for the iteration 𝑡 + 1 is given 

as: 

 

𝑑𝑒𝑘
𝑡+1 = 𝑑𝑒𝑘

𝑡 + 𝑟 × (𝑑𝑒𝑏 − 𝑑𝑒𝑘
𝑡)  

𝑣𝑜𝑘
𝑡+1 = 𝑣𝑜𝑘

𝑡 + 𝑟 × (𝑣𝑜𝑏 − 𝑣𝑜𝑘
𝑡 ) (11) 

 

where, 𝑑𝑒𝑏and 𝑣𝑜𝑏are the best values of density and volume. 

Initially, the interaction between candidate’s results in collisions, and over time, these entities 

endeavor to achieve an equilibrium phase. AO employs a transfer operation 𝑇𝑓and this operation serves as a 

mechanism for guiding the system dynamics, steering it from an exploration phase, characterized by diverse 

searches, towards an exploitation phase, where the focus is on refining and optimizing identified options. 

 

𝑇𝑓 = 𝑒𝑥𝑝 (
𝑡−𝑡𝑚

𝑡𝑚
) (12) 

 

where 𝑡 and 𝑡𝑚are the present and maximum iterations. The density term 𝑑𝑒 aid on the global to local search 

is given as: 

 

𝑑𝑒𝑡+1 = 𝑒𝑥𝑝 (
𝑡𝑚−𝑡

𝑡𝑚
) − (

𝑡

𝑡𝑚
) (13) 

 

exploration stage: when 𝑇𝑓 ≤ 0.5, interaction among candidates happens and the random object (𝑟𝑜) is 

selected and the acceleration(𝑎𝑐) is updated as: 

 

𝑎𝑐𝑘
𝑡+1 =

𝑑𝑒𝑟𝑜+𝑣𝑜𝑟𝑜×𝑎𝑐𝑟𝑜

𝑑𝑒𝑘
𝑡+1×𝑣𝑜𝑘

𝑡+1  (14) 

 

where 𝑎𝑐𝑘
𝑡+1, 𝑑𝑒𝑘

𝑡+1 and 𝑣𝑜𝑘
𝑡+1 are the acceleration, density and volume at the  𝑘𝑡ℎcandidate’s . 𝑎𝑐𝑟𝑜𝑑𝑒𝑟𝑜, and 

𝑣𝑜𝑟𝑜 are the acceleration, density and volume of the random object (𝑟𝑜). 
Exploitation stage: when 𝑇𝑓 > 0.5, there is no interaction among candidates and the 

acceleration(𝑎𝑐) is updated as: 

 

𝑎𝑐𝑘
𝑡+1 =

𝑑𝑒𝑏+𝑣𝑜𝑏×𝑎𝑐𝑏

𝑑𝑒𝑘
𝑡+1×𝑣𝑜𝑘

𝑡+1  (15) 

 

acceleration normalization: for computing the Acceleration normalization 𝑎𝑐𝑘−𝑛𝑜𝑟𝑚
𝑡+1 , the following 

expression is given as: 

 

𝑎𝑐𝑘−𝑛𝑜𝑟𝑚
𝑡+1 = 𝑢

𝑎𝑐𝑘
𝑡+1−𝑚𝑖𝑛(𝑎𝑐)

𝑚𝑎𝑥(𝑎𝑐)−𝑚𝑖𝑛(𝑎𝑐)
+ 𝑔 (16) 

 

where 𝑢and 𝑔are the normalized term. 𝑚𝑎𝑥( 𝑎𝑐) and 𝑚𝑖𝑛( 𝑎𝑐) are the maximum and minimum 

accelerations. 

Updating stage: when 𝑇𝑓 ≤ 0.5, the 𝑘𝑡ℎcandidate’s for the iteration 𝑡 + 1 is given as: 

 

𝑥𝑘
𝑡+1 = 𝑥𝑘

𝑡 + 𝐾1 × 𝑟 × 𝑎𝑐𝑘−𝑛𝑜𝑟𝑚
𝑡+1 × 𝑑𝑒 × (𝑥𝑟 − 𝑥𝑘

𝑡) (17) 
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when𝑇𝑓 > 0.5, the 𝑘𝑡ℎcandidate’s for the iteration 𝑡 + 1 is given as: 

 

𝑥𝑘
𝑡+1 = 𝑥𝑏

𝑡 + 𝐹 × 𝐾2 × 𝑟 × 𝑎𝑐𝑘−𝑛𝑜𝑟𝑚
𝑡+1 × 𝑑𝑒 × (𝑥𝑏 − 𝑥𝑘

𝑡) (18) 

 

where 𝐹 is the Flag, 𝐾1 and 𝐾2are the constant parameters. The pseudocode of AO is given in the Algorithm 1. 

 

Algorithm 1. Pseudocode of the AO 
Initializing 𝑘𝑡ℎcandidate’s solution with randomized acceleration(𝑎𝑐) density (𝑑𝑒) and volume 
(𝑣𝑜) using the Equations (7) to (9) 
Execute initial population and choose the best value of fitness 

      while 𝑡 ≤ 𝑚𝑎𝑥_ 𝑖 𝑡𝑒𝑟 do 
           for candidate’s solution 𝑘 do 
                Updating densities, and volumes using Equations (11) 

                     Updating T_fandde using the Equations (12) and (13) 

               When 𝑇𝑓 ≤ 0.5 

                  Update the acceleration(𝑎𝑐) using the Equation (14) 
                   Update the solution using the Equation (17) 

           else 

                 When 𝑇𝑓 > 0.5 

                 Update the acceleration normalization 𝑎𝑐𝑘−𝑛𝑜𝑟𝑚
𝑡+1  using the Equation (15) 

                 Update the solution using the Equation (18) 

         end if 

       end for 

     Execute every candidate’s solution and choose the best value of fitness 

       𝑡 = 𝑡 + 1 
      end while 

return best value of fitness 

 

3.3.  BC technology 

This study employs BC for ensuring the secure transmission of data within the smart city 

environment. BC operates as a decentralized peer-to-peer (P2P) network, wherein each transaction is verified 

by registered nodes and securely recorded in an established and distributed ledger. In this context, the 

consensus mechanism plays a pivotal role in the BC, guaranteeing the reliability of the network. Notably, the 

absence of a centralized authorization for authenticating events necessitates that all transactions be validated 

by BC nodes through consensus mechanism. 

 

 

4. RESULTS ANALYSIS 

This section presents an examination of the outcomes derived from the BC based PP-IDS model in 

the smart city environment. Measures utilized to evaluate the performance are given in Table 1. Terms like 

𝑆𝑝𝑜 and 𝑆𝑛𝑒 are the true and false positives, 𝑅𝑝𝑜 and 𝑅𝑛𝑒true and false negatives are utilized for performance 

evaluation. 

 

 

Table 1. Performance measures 
Metrics Expressions 

Accuracy 𝑆𝑝𝑜 + 𝑆𝑛𝑒
𝑆𝑝𝑜 + 𝑆𝑛𝑒 + 𝑅𝑝𝑜 +𝑅𝑛𝑒

 

Precision 𝑆𝑝𝑜
𝑆𝑝𝑜 + 𝑅𝑝𝑜

 

Sensitivity 𝑆𝑝𝑜
𝑆𝑝𝑜 + 𝑅𝑛𝑒

 

Specificity 𝑆𝑛𝑒
𝑆𝑛𝑒 + 𝑅𝑝𝑜

 

 

 

4.1.  Dataset description 

The benchmark test for a BC based PP-IDS model in the smart city environment, developed across 

multiple prior studies, and utilized the NSL-KDD dataset [25]. This dataset encompasses the KDDTrain+ for 

training and KDDTest+ for testing purposes. The dataset has the classes like normal, DoS, R2L, probe and 

U2R. 
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4.2.  Comparative analysis 

Initially, the performance of the proposed approach like accuracy-loss curves and confusion matrix 

is given. Then, the comparative analysis is made for different models. Table 2 indicates the robustness of the 

suggested BC based PP-IDS. The analyses obtained through the proposed technique have proficiently 

categorized samples across all classes like normal, DoS, R2L, probe and U2R with better performance. 

 

 

Table 2. Performance of the proposed BC based PP-IDS model 
Classes Accuracy (%) Precision (%) Sensitivity (%) Specificity (%) 

Normal 98.4 97.9 97.1 96.4 

DoS 98.2 98.2 98.4 98.7 

R2L 97.9 98.6 97.2 97.4 

probe 95.1 97.1 98.4 98.2 

U2R 95.8 96.4 98.9 98.7 

 

 

Figure 3 delineates the accuracy-loss curves of the proposed BC based PP-IDS model. The analysis 

is made by varying the epoch values of 160. In Figure 3(a), the fitting curves for training-testing accuracy 

and loss demonstrate satisfactory convergence, suggesting that the parameter settings of the model are well-

founded. Similarly in Figure 3(b), the loss curve is plotted. 

 

 

  
(a) (b) 

 

Figure 3. Accuracy-loss curves of the proposed model; (a) accuracy curve and (b) loss curve 

 

 

Assessing the performance of the algorithms involves further evaluation through the utilization of 

the confusion matrix. Figure 4 illustrates the confusion matrix of the proposed BC based PP-IDS model. 

Here, 8,490 instances are classified as normal, 1,181 instances are classified as DoS, 170 instances are 

classified as R2L, 9 instances are classified as probe and 12,488 instances are classified as U2R. 

 

 

 
 

Figure 4. Confusion matrix of the proposed BC based PP-IDS model 
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Table 3 delineates the comparative analysis of the various ML and DL models. The models like 

support vector machine (SVM), Naïve Bayes (NB), CNN, LSTM, Bi-GRU and the proposed BC based PP-

IDS model. Demonstration has confirmed the superiority of the proposed BC based PP-IDS over other 

models by achieving better accuracy (97.08%), precision (97.64%), sensitivity (98%) and specificity 

(97.88%) on the NSL-KDD dataset. 

 

 

Table 3. Comparative analysis 
Methods Accuracy (%) Precision (%) Sensitivity (%) Specificity (%) 

SVM 90.7 89.1 90.3 89.4 

NB 92.3 88.4 94.2 89.9 

CNN 93.1 94.2 95.1 90.2 

LSTM 94.5 95.3 96.3 90.4 

BiGRU 96.1 95.8 97.2 95.2 

Proposed 97.08 97.64 98 97.88 

 

 

The proposed model applied within the context of blockchain-based privacy-preserving IoT for 

smart cities can have several practical impacts such as; Enhanced data security and privacy: 

- Privacy-preserving mechanisms: by integrating Blockchain with LSTM models, smart cities can ensure 

that sensitive data collected from IoT devices is processed and stored securely. The LSTM model helps 

in predicting and analyzing trends while ensuring that data remains anonymized, protecting citizens' 

privacy. 

- Immutable and transparent ledger: blockchain provides an immutable record of transactions, ensuring 

that data integrity is maintained and that all actions taken on the data are transparent and traceable. 

Improved decision-making in real-time. 

- Accurate forecasting: the LSTM model's capability to handle sequential data allows for accurate 

forecasting and pattern recognition, which is crucial for real-time decision-making in smart cities. For 

example, it can be used for traffic management, energy distribution, and public safety measures. 

- Predictive maintenance: IoT devices in smart cities can benefit from predictive maintenance algorithms 

powered by LSTM, reducing downtime and ensuring the efficient operation of city infrastructure. 

 

 

5. CONCLUSION 

This study introduced a robust BC based PP-IDS model, integrating BC and optimized DL model to 

enhance security within the smart city environment. The proposed BC based PP-IDS model technique 

comprises various stages including preprocessing, and automated feature extraction and classification. 

Additionally, BC technology was harnessed for the secure transmission of data in the IoT. The robustness of 

the suggested BC based PP-IDS model was validated using the benchmark dataset, and the outcomes are 

thoroughly examined from multiple perspectives. Experimental findings underscore the superiority of the 

proposed BC based PP-IDS compared to recent approaches. Consequently, the proposed BC based PP-IDS 

emerges as an effective methodology for enhancing security in diverse sectors of the smart city environment. 

Future work may focus on further improving the proposed BC based PP-IDS model’s performance by 

incorporating hybrid DL and optimization models.  
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