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The number of internet of things (1oT) devices continues to grow, and so do
the associated concerns regarding their security and privacy. Evaluating the
efficacy of cryptographic solutions within 10T systems emerges as a crucial
endeavor to uphold the integrity and reliability of these systems. Amidst the
rapid evolution of 10T technology, safeguarding the confidentiality,
integrity, and availability of data emerges as a top priority. This article
underscores the significance of deploying robust cryptographic algorithms to
fortify 10T devices against a myriad of potential threats. Effective evaluation
of cryptographic solutions within 10T systems entails a comprehensive
analysis and comparison of diverse algorithms, coupled with an assessment
of their performance, resilience against attacks, and resource utilization.
Central to evaluating the effectiveness of cryptographic solutions within loT
systems is a consideration of various factors including computational

RSA complexity, power consumption of devices, ease of implementation, and
compatibility with existing infrastructures. This article reviews a number of
cryptographic  solutions including Rivest-Shamir-Adleman (RSA),
El-Gamal, Paillier. These algorithms are implemented on the ATmega2560
microcontroller, which allows for a comprehensive assessment of key
parameters such as efficiency in terms of encryption and decryption time,
power consumption, and memory usage of 10T devices.
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1. INTRODUCTION

Cryptographic security plays a pivotal role in ensuring the confidentiality of data within an internet
of things (IoT) system, where numerous devices interact and exchange sensitive information [1]. These
devices handle a vast array of data, including personal details, medical records, and financial information.
Utilizing cryptographic methods is paramount to encrypting this data, thereby guaranteeing its confidentiality
and thwarting unauthorized access [2]. Given the diverse range of cryptographic algorithms available for
implementation in 10T systems, it becomes imperative to discern the most suitable solutions tailored to the
specific requisites and constraints of such systems. Through the evaluation of cryptographic solutions, factors
such as performance, power consumption, and security meticulously scrutinized, enabling a comparative
analysis. This endeavor facilitates the identification of optimal algorithms that align with the 10T system's
requirements, thereby ensuring robust protection of data. Today, the 10T presents numerous benefits,
including automation, real-time management, and the aggregation of vast volumes of data. However,
alongside these advantages, new threats have emerged concerning the confidentiality, integrity, and
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availability of information within 10T networks. This underscores the crucial role of cryptographic solutions
as indispensable tools for safeguarding data and ensuring security within the 10T ecosystem.

Selecting effective cryptographic solutions for 10T systems is paramount for ensuring the secure
storage of devices and data. Cryptographic algorithms and protocols play a vital role in delivering data
encryption, device and user authentication, as well as safeguarding against attacks and unauthorized access.
This underscores the critical importance of meticulously choosing robust cryptographic mechanisms to
fortify the integrity and confidentiality of 10T ecosystems. To evaluate the efficacy of cryptographic solutions
in 10T systems, various aspects need to consider. Among these factors, performance holds significant
importance, as 10T systems operate in real-time scenarios necessitating the processing of vast data volumes
with minimal delay. Cryptographic algorithms must be optimized to function effectively on devices
possessing limited computational resources and low power consumption capabilities. In examining how
diverse cryptographic solutions can address the demands of 10T systems, careful attention was paid to various
facets including performance, power efficiency, and security. Notably, the assessment encompassed the
utilization of EI-Gamal, Paillier and Rivest-Shamir—Adleman (RSA) cryptographic algorithms, all integral in
safeguarding information within 10T infrastructures. Due to the constrained computing resources, limited
memory, and absence of robust processors in 10T devices, they typically do not utilize sophisticated
operating systems but rather rely on lightweight real-time operating systems. Moreover, 10T devices are
susceptible to various attacks, with physical attacks being a common concern. Attackers may resort to tactics
such as stealing the device, probing it in a controlled environment to analyze its internal workings, or
attempting to reverse engineer it after purchasing it. In some instances, attackers may exploit vulnerabilities
by downloading firmware from official distribution channels, analyzing it to uncover security keys and
encoded passwords. Given these vulnerabilities, employing cryptographic methods emerges as an effective
strategy to enhance the security of 10T devices and mitigate potential risks.

Cryptographic data encryption is the primary means of protecting information in 10T systems.
Bertino and Sandhu [3], encryption algorithms such as AES and RSA are widely used to ensure the
confidentiality of transmitted data. However, given the limited computing resources of 10T devices, the
efficiency and performance of these algorithms must be taken into account Assiri and Almagwashi [4].
Yang et al. [5] discuss symmetric and asymmetric encryption algorithms, hash functions, and authentication
and key management methods. For each method, its advantages, disadvantages and applicability in the
context of IoT systems are assessed. Ma et al. [6] analyze various encryption and hashing algorithms
optimized for low-performance and low-power devices. Particular attention is paid to the effectiveness and
security of these methods in the context of the 10T environment. Hellaoui et al. [7] analyze data transfer
protocols such as MQTT, CoAP and HTTP, and propose criteria for selecting cryptographic methods to
ensure the security of data transfer in these protocols. Hatzivasilis et al. [8] analyze the vulnerabilities and
threats associated with low-level communication protocols and propose cryptographic techniques to protect
against such attacks. Dhanda et al. [9] discusses the challenges of key management in loT deployments and
provides recommendations for improving key management practices to enhance the security of 10T systems.
Effective evaluation of cryptographic solutions involves analyzing various metrics such as processing speed,
memory usage, and power consumption. As noted by Sakhi et al. [10] the evaluation of cryptographic
algorithms should take into account the resource requirements of I0T devices, which requires the adaptation
of traditional cryptographic methods to ensure their practical application. The resilience of cryptographic
solutions to various types of attacks is also a key aspect of the evaluation. According to the research
conducted by Singh et al. [11] it is necessary to conduct regular vulnerability tests and update cryptographic
algorithms in response to new threats. Cryptographic methods should be able to withstand both current and
potential future attacks, including quantum computing attacks. With the rapid development of technology and
the emergence of new threats, constant updating of cryptographic solutions is required. Research such as the
work Singh et al. [12] highlights the need for a dynamic approach to cryptographic security that includes
regular testing and updating of the algorithms used. Effectively evaluating cryptographic solutions in loT
systems is a complex and multifaceted task that requires consideration of many factors, including
performance, attack resistance, and resource constraints. But the authors did not consider various
cryptographic techniques, such as performance, power consumption, and memory usage, or provide
recommendations for their use in specific scenarios. Effective evaluation of cryptographic solutions in loT
systems is the basis for ensuring reliability, security and privacy of data. This evaluation not only helps
protect against current threats, but also allows systems to adapt to future challenges. With the growing
number of connected devices and increasing volumes of transmitted information, high-quality cryptographic
protection is becoming an integral part of reliable and secure 10T systems. This research paper discusses the
use of effective cryptographic algorithms to protect 10T devices from various threats, and also conducts a
comprehensive assessment of key parameters, such as efficiency in terms of encryption and decryption time,
power consumption and memory use.
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2. METHOD

Data protection is necessary to ensure that the data is not misused or accessed without permission,
while maintaining the privacy and personal information of the user. In this research paper, asymmetric
encryption algorithms are used to protect data in IoT. It is important to carefully select and implement
encryption algorithms based on the specific needs of the IoT system, and securely manage encryption keys to
maintain encryption integrity.

2.1. El-Gamal cryptographic system

El-Gamal cryptographic system is an asymmetric cryptographic protocol based on the combinatorial
discrete logarithm problem in limited fields [13], [14]. The EI-Gamal cryptographic system consists of three
main steps:
1) Generating the key through Alice generating public and private keys. Alice generates the public key and

sends it to Bob;

2) Bob uses Alice's public key to send Alice an encrypted message (cipher text);
3) Alice uses Bob's private key to decrypt the encrypted text.

Key generation (Alice is the recipient of the message):
— pselect (p — large prime number);
— p finding the simple root: g;
— arandom integer x is chosen as its private key (1 < x < p — 1);
— ycalculation: y = g*¥mod p.
— public key: (p, g,y), closed key: (x).
Encryption (Bob — message sender):
— Open text: m (m < p);
— Selectarandom integer k: (1 <k <p —1andgcd(k,p — 1) = 1);
— C, and C, calculation of the two values, where C; = g¥mod p, C, = m X y’mod p.
Decryption (Alice is the recipient of the message):
Encrypted text: (Cy, C5);
Open text: m = b X a?~* mod p.
Example: message value by ASCII code: codes[4] = {67, 111, 109, 112}
Key generation:

p =137
g=3
x =85

y=9*%p=3%%137=10

Public key: (p, g,v), private key: x.
Encryption:

k =55

a[0] = 355 % 137 = 104, b[0] = 10°° X 67 % 137 = 130

a[1] = 3%5 % 137 = 104, b[1] = 10°° x 111 % 137 = 107

a[2] = 355 9% 137 = 104, b[2] = 1055 x 109% 137 = 52

a[3] = 355 9% 137 = 104, b[3] = 105° x 112 % 137 = 66
Decryption:

m[0] = 130 x 10451 % 137 = 67

m[1] = 107 x 104°1 % 137 = 111

m[2] = 52 x 10451 % 137 = 109

m[3] = 66 x 10451 % 137 = 112
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2.2. Paillier cryptographic system
The Paillier cryptosystem stands as an asymmetric algorithm renowned for its unique capability to
execute operations like addition and multiplication while preserving the integrity of both encryption and
encrypted data [15]-[17].
Key generation:
- gcd(pq, (p—1D(q - 1)) = 1 large primes p and q satisfying the condition are chosen;
- n=pxqgandA=Icm(p — 1,q — 1) calculated,;
— g =n+ 1 calculated;
- u=(L(g” mod nz))_1 mod n calculated; where L(u) = div(uT_l);
— public key: (n, g), private key: (4, u).
Encryption:
— mmessage, where m € Z,;
- r (r € Z,2) arandom number is selected;
— ¢ = g™ X r" mod n? encrypted text is calculated.
Decryption:
— c turns out an encrypted text, where (c € Z,.);
- m = L(c* mod n?) x umod n open text is calculated.
For example
By ASCII code: codes[4] = {67, 111, 109, 112}
Key generation:

p=31,q =37
n=pxq=31x37=1147
A =180

g=n+1=1147+1 = 1148

Aopnz_1t 1148180 04 11472171
p=22"" gon= 2T T 041147 = 873

n 1147

Public key:(n, g), private key: (4, w).
Encryption:

r =600

c[0] = 1148°%7 x 600147 % 11472 = 692336
c[1] = 114811 x 600147 % 11472 = 1614524
c[2] = 114899 x 6001147 % 11472 = 265652

c[3] = 1148112 x 600117 % 11472 = 490464

Decryption:
180 ¢ 2_
m[O] — 692336 0% 1147“—1 % 873 % 1147 = 67
1147
180 o, 2_
m[l] — 1614524 % 1147°-1 % 873 % 1147 _ 111
1147
180 ¢ 2_
m[2] — 265652 0% 1147“—1 x 873 % 1147 — 109
1147
180 o) 2_
m[3] = 2RIl 873 941147 = 112

1147

2.3. RSA cryptographic system

In 1977, Rivest formulated an algorithm based on the difficulty of factoring the product of two large
prime numbers. In the future, this algorithm and the entire encryption system was named RSA after the first
letters of the names of the creators [18]-[21].

Before using the RSA algorithm, you first need to generate public and private keys according to the
following scenario:

Analysis of cryptographic methods for ensuring security ... (Temirbekova Zhanerke Erlanovna)



1600 O ISSN: 2502-4752

— Choose two large prime numbers p and g;

— Determinen =p X q;

— Choose a large random number d, which should be coprime with the result of multiplication (p — 1) X
(q—-1);

— Determine a number e, for which the relation (e X d) mod ((p -1 x(q- 1)) = 1 is satisfied;

— Public key - (e, n), private key — (d, n).

Encryption: To encrypt data using a public key (e, n), the following steps are performed:

— Split the source text into blocks, each of which can be denoted by an integer from 0 to (n — 1);

— Encrypt the text, considered as a sequence of numbers M[i], on each of which the operation
Cli] = (M[i]¢) mod n is performed.

Decryption: Decryption is done in the same way as encryption, but here the secret key (d, n) is used:

The operation M[i] = (C[i]¢) mod n is performed.

RSA — Example
Input text: ASCII codes of string characters: codes[5] = {78, 117, 114, 100, 97}
Key generation:

p=13,q =29
n=pxq=13x%x29 =377
¢(N)=(p—-1)(g—1)=12x28=1336
e=54d =269

Public key:(e, n), private key: (d, n).
Encryption:

c[0] = 78°> % 377 = 169

c[1] = 1175 % 377 = 117

c[2] = 1145 % 377 = 316

c[3] = 100° % 377 = 354

c[4] =975 % 377 = 327
Decryption:

m[0] = 169%¢° % 377 = 78

m[1] = 117%6° % 377 = 117

m[2] = 316%%° % 377 = 114

m[3] = 354%%° 9% 377 = 100

m[4] = 327%%° % 377 = 97

To bolster the security of 10T devices, Atmel AVR microcontrollers were specifically chosen to
implement, evaluate, and analyze cryptographic algorithms. Renowned for their low power consumption,
Atmel AVR microcontrollers are particularly well-suited for 10T devices reliant on battery power or
constrained power sources [22], [23]. Their cost-effectiveness further enhances their appeal for 10T device
production, where cost considerations are paramount. Additionally, Atmel AVR microcontrollers are
equipped with built-in peripherals such as ADC, UART, SPI, 12C, and PWM, mitigating the need for
supplementary components and streamlining the design process for 10T devices [24]. The technical
characteristics of the ATmega2560 microcontroller of the Atmel AVR family are shown in Table 1.

In this research, USBasp v2.0 as shown in Figure 1 serves as the tool for writing program code

(firmware) onto AVR microcontrollers via a computer through a USB interface [25]. This programmer grants
direct access to AVR microcontrollers for programming and debugging, eliminating the necessity for
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supplementary equipment. It facilitates the direct downloading of programs into the integrated flash memory
of the AVR microcontroller.

Table 1. Technical characteristics of the ATmega2560 microcontroller

Description Value
Architecture 8-bit AVR
Voltage 2.7V -55V
Flash memory 256 KB
SRAM 8KB
EEPROM 4 KB
Clock speed Above 16 MHz
1/ 0O pins 86
Analog input pins 16
UART 4
SPI 1
12C 1
ADC resolution 10-bit
Temperature -40°C to 85°C

Figure 1. USBasp v2.0 programmer

Encryption algorithms were calculated in Atmel Studio 7 using the C programming language. The
pseudocodes of these algorithms are shown in Figures 2. Where Figure 2(a) shows the pseudocode of the
El-Gamal cryptosystem, Figure 2(b) pseudocode of the Paillier cryptosystem, and Figure 2(c) pseudocode of
the RSA cryptosystem.

The schematic diagram illustrating the connection between the ATmega2560 microcontroller and
the USBasp v2.0 programmer was created using the Fritzing program. This visual representation is depicted
in Figure 3, providing a clear illustration of the wiring and configuration required for the setup. Following the
connection of the USBasp programmer and the ATmega2560 microcontroller, the USBasp was subsequently
linked to the computer using a USB cable. Subsequent testing of the cryptosystems was conducted using the

Khazama AVR program.
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Figure 2. Encryption algorithm: (a) pseudocode of the EI-Gamal cryptosystem, (b) pseudocode of the Paillier
cryptosystem, and (c) pseudocode of the RSA cryptosystem
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Figure 3. ATmega2560 and USBasp connection

3. RESULT ANALYSIS AND DISCUSSION

The National Institute of Standards and Technology (NIST), holds the responsibility of devising and
advocating standards and guidelines to ensure the security and interoperability of information systems [26],
[27]. In recent times, there has been a surge in demand for lightweight cryptographic algorithms, particularly
those that can be efficiently implemented on devices with constrained resources, such as 10T devices and
embedded systems. In response to this growing need, NIST has instituted a standardization process for
lightweight cryptographic algorithms and has established a set of criteria for evaluating encryption
algorithms within the context of 10T security. These criteria, outlined in Table 2, are meticulously crafted to
aid 10T developers in selecting encryption algorithms that are not only secure but also well-suited for specific
use cases.

Table 2. NIST evaluation criteria for encryption algorithms
Physical Performance
Memory usage (RAM / ROM) implementation ~ Speed power (W)

3.1. Memory usage and velocity

Memory usage in Atmel Studio 7 can be easily monitored for any program. After writing the
program, simply compile the solution by selecting “Build” and then “Build Solution”. The assembly process
is then displayed in the output window upon successful completion. In assessing the encryption algorithms,
various input data memory sizes were tested and resulted in a comparison as shown in Figure 4. The results
of data and program memory usage for the RSA, ElI-Gamal, and Paillier encryption algorithms are tabulated
in Table 3 and shown in Figures 4(a) and 4(b).

The use of program memory (bytes) and data memory (bytes) in a microcontroller plays a key role
in the design and operation of embedded systems. Both types of memory have their own unique
characteristics and importance that affect the performance, functionality, and reliability of the device.
Effective management of program memory and data is the basis for the successful design and operation of
embedded systems. Understanding and properly using these resources helps ensure stable operation of the
device, high performance, and the ability to expand functionality. As shown in Table 3, when comparing the
usage of program memory (bytes) and data memory (bytes) in the microcontroller of three cryptographic
algorithms, the RSA algorithm showed an effective result.

- Implementation: all encryption algorithms implemented in this paper are software-based encryption
algorithms. The code that is written in Atmel Studio is software implementation, as written and compiled
to be executed on the microcontroller. Loading the code onto the microcontroller using USBasp
programmer involves hardware implementation, as USBasp hardware device physically connected to the
microcontroller to transfer the compiled code from computer to the microcontroller's memory. Overall,
the encryption algorithm that implemented is a software-based encryption algorithm, but the process of
loading it onto the microcontroller involves both hardware and software components. Transferring code
into the microcontroller using a USBasp programmer entails a hardware implementation, as the USBasp
hardware device is physically linked to the microcontroller to transmit the compiled code from the
computer to the microcontroller's memory. Although the encryption algorithm itself is typically software-
based, the process of loading it into the microcontroller necessitates the involvement of both hardware
and software components.

- Velocity: when estimating the encryption and decryption velocity of microcontroller encryption
algorithms, myriad factors come into play, including microcontroller architecture, clock frequency,
memory size, and algorithm implementation. One approach to gauging the velocity of an encryption
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algorithm is by quantifying the number of clock cycles necessary to encrypt a message of a particular
size. This can be accomplished utilizing a timer integrated within the microcontroller, coupled with
measuring the elapsed time. The results are described in Table 4 and demonstrated in Figure 5, and are

shown in Figure 5(a) encryption time Figure 5(b) decryption time.
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Figure 4. Comparing memory usage results for RSA, ElI-Gamal, and Paillier encryption

(a) program memory usage and (b) data memory usage

Table 3. Memory usage results for RSA, EI-Gamal, and Paillier encryption

Encryption algorithms  Use of program memory (bytes) Data memory usage (bytes)

Input data: 16 bytes

RSA 3986 328

ElGamal 8404 448

Paillier 6176 360
Input data: 32 bytes

RSA 4100 600

ElGamal 8416 848

Paillier 6204 632
Input data: 64 bytes

RSA 4672 1144

ElGamal 8448 1648

Paillier 6238 1176
Input data: 128 bytes

RSA 5306 2232

ElGamal 8512 3248

Paillier 6302 2264
Input data: 256 bytes

RSA 5436 4408

ElGamal 8642 6448

Paillier 6432 4440

Table 4. Velocity of encryption algorithms (encryption, decryption)

Encryption algorithms

Efficiency in velocity

Encryption time (s)

Decryption time (s)

RSA
El-Gamal
Paillier

RSA
El-Gamal
Paillier

RSA
El-Gamal
Paillier

RSA
El-Gamal
Paillier

RSA
El-Gamal
Paillier

Input data: 16 bytes
0.004730
0.014317
0.169025

Input data: 32 bytes
0.00946
0.015616
0.262294

Input data: 64 bytes
0.01892
0.018214
0.450294

Input data: 128 bytes
0.03784
0.023410
0.826294

Input data: 256 bytes
0.07568
0.033802
1.578294

0.856784
0.04376
0.392487

1.713568
0.087520
0.784974

3.427136
0.350080
1.569948

6.854272
0.700160
3.139896

13.708544
1.400320
6.279792
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Figure 5. Comparison of the speed results of asymmetric cipher algorithms
(a) encryption time and (b) decryption time

Velocity and security are pivotal considerations when assessing the efficiency of encryption
algorithms on a microcontroller. For instance, while El-Gamal boasts both robust security and rapid
execution, the Paillier algorithm exhibits formidable cryptographic resilience yet suffers from sluggish speed.
Therefore, when selecting an encryption algorithm to safeguard 10T devices, meticulous attention must be
paid to both security imperatives and microcontroller performance.

3.2. Power consumption

The power draw of the ATmega2560 microcontroller hinges on various factors, including clock
frequency, operational mode, and the utilization of peripherals and features. Power consumption escalates
notably when the microcontroller operates in an active mode, executing instructions and engaging peripheral
devices. This consumption can fluctuate from a few milliamps to tens of milliamps. It is imperative to
assemble the circuit precisely as depicted in Figure 6 and gauge the current in the microcontroller employing
the UNI-T UT120C multimeter. Subsequent to current measurement, computation of power consumption
becomes essential utilizing the formula P =V X I, where V denotes voltage (utilizing Arduino 5V) and I
represents the measured current. The outcomes of power consumption for encryption algorithms are
delineated in Table 5.

E 2

Figure 6. Arduino current measurement scheme

Table 5. Power consumption analysis of encryption algorithms
Encryption algorithms  Electric current (amp)  Power (watt)
Input data: 16 bytes

RSA 23.30 0.1165

El-Gamal 21.61 0.10805

Paillier 23.14 0.1157
Input data: 32 bytes

RSA 23.32 0.1166

El-Gamal 21.63 0.10815

Paillier 23.14 0.1157
Input data: 64 bytes

RSA 23.32 0.1166

El-Gamal 21.65 0.10825

Paillier 23.16 0.1158
Input data: 128 bytes

RSA 23.33 0.11665

El-Gamal 21.66 0.1083

Paillier 23.16 0.1158
Input data: 256 bytes

RSA 23.35 0.11675

El-Gamal 22.68 0.1134

Paillier 23.18 0.1159
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The power consumption of an Arduino is not inherently tied to memory usage. Nonetheless,
memory utilization does impact the Arduino's general performance and efficacy, consequently influencing
power consumption. When an application demands significant memory resources or engages in intricate data
operations, it may necessitate heightened computing resources and subsequently increase power requirements
for the Arduino to function optimally.

4. CONCLUSION

Assessing the efficacy of cryptographic solutions within 10T systems is paramount in ensuring their
security and reliability. With the rapid evolution of 10T technology, safeguarding data confidentiality,
integrity, and availability is increasingly crucial. This study underscores the significance of employing robust
cryptographic algorithms to shield l1oT devices from diverse threats. The evaluation of cryptographic
solutions in IoT systems necessitates comprehensive analysis and comparison of various algorithms, along
with assessing their performance, resilience against attacks, and resource utilization. Throughout this study,
several pivotal criteria emerged for evaluating the effectiveness of cryptographic solutions in loT systems.
These include algorithmic computational complexity, device power consumption, ease of implementation,
and compatibility with existing systems. Consequently, identifying the most suitable solutions tailored to the
specific requirements and constraints of 10T systems becomes imperative. Such assessments facilitate the
selection of optimal encryption algorithms poised to offer robust protection for 10T devices.
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