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 In the rapid evolving digital landscape, the imperative to ensure data security 

has never been more crucial. This paper addresses the pressing challenges in 

data security by introducing a file encryption management system, 

leveraging a modified advanced encryption standard (AES) algorithm with 

reduced round iterations and bit permutation. This system aims to 

comprehensively secure various file types, providing a dependable solution 

for file exchange. Our findings reveal substantial improvements in both 

encryption and decryption processes using the reduced-round permutation-

based AES (RRPBA). The adapted algorithm demonstrates a significant 

38.8% acceleration in encryption time and a remarkable 44.86% 

improvement in decryption time, positioning it as a pivotal component for 

efficient file operations within the management system. Moreover, the 

throughput assessments showcase a remarkable 33.73% improvement in 

encryption and 23.72% in decryption, outperforming the original AES, 

emphasizing the algorithm's superior computational effectiveness, signaling 

positive implications for future high-performance applications. In 

conclusion, the study not only addresses critical security challenges but also 

presents a viable solution with tangible speed advantages for file encryption 

and decryption processes within digital file management systems. 
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1. INTRODUCTION 

The need for security is a crucial imperative in today’s digital era [1] , applicable to both organization 

and individual users. The ubiquity of file sharing, editing, and collaborative work necessitates robust security 

measures to safeguard sensitive information [2]. It addresses a significant problem in the realm of computer 

security, specifically focusing on the secure management of large files [3]. Furthermore, in the computer 

domain, the global challenge revolves around the secure handling of digital data, with a particular emphasis on 

large file sizes [4]. As organizations increasingly rely on digital platforms for their operations, the vulnerability 

of data to unauthorized access and breaches poses a universal concern [5], [6]. The need to address this 

challenge is not confined to specific regions or industries but is applicable across diverse sectors. 

One notable approach within cryptographic transformations is symmetric encryption, where a single 

secret key, or cipher key, is used for both encryption and decryption processes [7]. This reversible 

transformation ensures that only authorized parties with the correct key can access the original information, 

thereby safeguarding data privacy. Employing widely adopted cryptographic standards, such as the advanced 

encryption standard (AES), further fortifies the security file encryption management systems [8]. Introduced by 

the National Institute of Standards and Technology (NIST) in 1997 as the successor to the data encryption 

https://creativecommons.org/licenses/by-sa/4.0/
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standard (DES) [9], AES offers various key sizes, including 128 bits, 192 bits, and 256 bits, ensuring a robust 

and adaptable security framework for encrypting sensitive data [10]. In essence, file management systems not 

only provide a shield against unauthorized access [11] but also adhere to established cryptographic practices, 

contributing to the overall resilience of digital security in today’s dynamic landscape [12]. 

The absence of a file management system within an organization face risks like unauthorized access, 

data breaches, and compromised confidentiality [13]. Encryption is crucial for protecting sensitive information 

and ensuring regulatory compliance. In remote work scenarios, the absence of encryption poses a threat to 

secure data sharing, making interception during transit a concern [14]. The identified limitation in current file 

encryption management systems pertains to their constrained compatibility with specific file types and limited 

support for small file sizes. Addressing and rectifying this limitation would constitute a significant enhancement 

for organizations aspiring to adopt a comprehensive and flexible approach to file encryption [15], [16]. 

Additionally, some file encryption management systems are limited to specific file type, thus, 

recognizing the need for improvement [3], adopting various file types will promote seamless collaboration 

within the organization. This emphasizes the importance of a flexible approach to file encryption, addressing 

diverse data formats encountered in modern workflows. Several scholarly investigations have been published, 

each reaching the consensus that the encryption of files [17], involving the application of a customized 

encryption algorithm to ensure the security of files [18], or the incorporation of an electronic document 

management system, designed to facilitate the efficient administration of documents within an organizational 

framework, both contribute to guaranteeing the preservation of data integrity and confidentiality. 

The study proposes a flexible approach to file encryption, unlike conventional systems, our developed 

file management system is designed to accommodate various file types, promoting seamless collaboration 

within organizations. By addressing the diverse data formats encountered in modern workflows, our approach 

ensures that the file encryption system is not limited to specific file types. The developed system involves the 

management of users, key storage, and file upload facilitated by a modified AES algorithm that is applied for 

larger file sizes for accelerated performance. In addressing the secure management of large files in computer 

security, this study contributes significantly to the field by introducing a flexible file encryption approach. 

Overcoming the limitations of current systems restricted to specific file types and small sizes, our research 

pioneers the development of a comprehensive file management system, fostering seamless collaboration within 

organizations by accommodation diverse data formats. Furthermore, it proposes a modified algorithm tailored 

larger file sizes, ensuring both heightened security and accelerated performance in file encryption management 

systems. 

 

 

2. METHOD 

This section discusses the integration of a file encryption algorithm, reduced-round permutation-based 

AES (RRPBA), into the development of the file management system. Thus far, it presents the design, 

development, and methods used in the developed system. Additionally, it highlighting the strategic 

incorporation of RRPBA to ensure secure and efficient data handling throughout the file management process. 
 

2.1.  System methodology 

The rapid application development (RAD), as depicted in Figure 1, methodology was employed in 

the development and implementation of the file management system. In the RAD model, the initial phase 

involves assembling development teams and creating a loose roadmap based on client-defined requirements. 

This collaborative process, often conducted through workshops or meetings, outlines the necessary 

functionalities for the project [19]. The subsequent stage focuses on prototyping, where both back-end and 

front-end coding are utilized to create tangible modules [20], [21]. This phase is iterative, allowing for 

multiple revisions based on client feedback until mutual satisfaction is achieved. Continuous check-ins and 

beta-tests ensure alignment with client expectations, emphasizing the RAD model's adaptability. Finally, the 

model enables the rapid integration of components, leading to the optimization and finalization of the 

application. 
 

 

 
 

Figure 1. Rapid application development model 
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2.1.1. Analysis and quick design 

The procedural workflow of the file management system is delineated in Figure 2. Commencing 

with user authentication, a unique key is generated to facilitate secure access. Subsequently, the user initiates 

the file upload process. Concurrently, the uploaded file undergoes encryption, and its validity is verified. In 

the event of an invalid file, the user is prompted to re-upload a file that meets the stipulated criteria. Upon 

successful encryption, the generated key is stored in the database, affording the administrator the capability 

to manage the repository of stored keys. Subsequent to key storage, the system proceeds to decrypt the file, 

culminating in its display for the user. This sequential process ensures the secure and efficient management 

of files within the system, encompassing user authentication, encryption, key storage, and file decryption. 

Upon successful encryption of the file in accordance with its designated key, access to its contents becomes 

contingent upon decryption. Subsequently, an administrative protocol is activated in the event of file release. 

If affirmative, the authorized user possessing access privileges will proceed to view the file; conversely, if the 

release is denied, the procedural sequence terminates. 

 

 

 
 

Figure 2. File management system flow structure 

 

 

2.1.2. Construction and finalization 

In the last phase of the model, the project progresses from prototyping to seamlessly integrate 

components for the file management system. This stage emphasizes swift assembly, with development teams 

collaborating closely on both back-end and front-end coding. Regular check-ins and beta-tests serve as 

critical checkpoints, enabling adjustments and optimization to align with client expectations. The RAD 

model's adaptability becomes evident as components are rapidly integrated, resulting in the efficient 

construction and finalization of the application. 

 

2.2.  System’s operational design–LAN-based configuration 

Figure 3 illustrates the operational system within a LAN-based configuration. The user initiates the 

process by logging in and selecting a file, which can be of various formats such as text, audio, video, or 

image. Subsequently, the user chooses recipients with whom to share the file and proceeds to initiate the 

sharing process. The system then encrypts the selected file, using the modified algorithm, before transmitting 

it to the server. The server retains the necessary decryption keys, ensuring that the receiver is unable to access 

the file without proper authorization. Upon completion of the sharing process, the intended receiver logs in to 

the system, retrieves the shared file, and gains the ability to either view or download the file securely. This 

multi-step procedure enhances the security and controlled access to shared files within the LAN-based 

system. 
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Figure 3. Operational design LAN-based 

 

 

2.3.  Reduced-round permutation-based algorithm 

The process of file encryption is facilitated through the implementation of a customized algorithm 

known as the reduced-round permutation-based AES. This algorithm, as shown in Figure 4, has been 

designed to ensure the security of files on a large scale, accommodating substantial file sizes. The 

modification introduced to enhance its effectiveness involves a reduction in the number of rounds of 

iterations from the standard 10 to 6, coupled with the substitution of the MixColumns function with a bit 

permutation technique, drawing inspiration from a relevant study [22]. This tailored encryption approach 

aims to fortify the protection of digital assets, particularly in scenarios involving extensive file dimensions. 

 

 

 
 

Figure 4. Reduced-round permutation-based AES (RRPBA) diagram 

 

 

The process of Bit Permutation involves rearranging the values of a byte according to a predefined 

bit permutation table. To comprehend this procedure, it is essential to be familiar with the following terms: i) 

arrays-collections of data. ii) Index-the position or sequence of data within an array, denoted by a numerical 

value. iii) Elements-the individual data units within an array. 

A byte, in this context, functions as an array of binary data where elements can only take on values 

of 1 or 0. To carry out the permutation of the byte, the bit permutation table comes into play. This comprises 

a sequence of indices that dictate the shuffling order of the byte data. Consider a byte with the binary data: 

10011001. The default index sequence is consistently 01234567, where the value of the element at index 0 is 

1, at index 1 is 0, at index 2 is 0, and at index 3 is 1, and so forth. Byte permutation is achieved through the 

utilization of bit permutation table. Each entry in the table signifies the new position of an element in the 
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sequence, dictating a comprehensive rearrangement. This iterative process continues until all elements have 

been appropriately repositioned 

The procedure involves performing an XOR operation on the succeeding byte, followed by binary 

conversion and subsequent permutation of the binary representation using a fixed permutation table. 

Moreover, with the utilization of a precomputed result, the range of potential outcomes is restricted to 255. 

This process, while seemingly straightforward, exhibits robustness such that a singular alteration of a bit 

yields a completely distinct result. 

 

2.4.  Cipher block chaining 

The conventional AES typically operates on 128-bit blocks, employing cipher block chaining (CBC) 

mode for distinct encryption of each block. This mode, applicable across various AES block sizes, involves 

XORing the initial block with a 128-bit initialization vector (IV) before encryption, and this process repeats 

until the final block [23]. It's important to note that the flexibility of CBC mode extends beyond AES 128, 

allowing for varied encryption configurations [24]. However, the key management aspect of this mode may 

introduce additional execution time considerations [25]. 

 

 

3. RESULTS AND DISCUSSION 

In this section, encompasses pivotal aspects, covering system development information, system 

prototype design. The section also includes a thorough evaluation of the speed and throughput for both the 

AES and modified AES algorithms. This approach not only delves into the intricacies of system development 

and prototype design but also highlights the positive strides made in algorithmic speed and throughput. 

 

3.1.  System development 

The development of the file management system involved the integration of NodeJS, NestJS, and 

ReactJS, strategically selected for their prowess in backend and front-end development. Concurrently, the 

architecture of the system’s database was designed, employing the widely-adopted MySQL. The selection of 

NodeJS [26], NestJS, and ReactJS [27] underscores a commitment to utilizing contemporary and efficient 

frameworks, thereby optimizing the overall user experience. Additionally, the prudent choice of MySQL as 

the database management system further fortifies the system's robustness and reliability, establishing it as an 

innovative solution for efficient and streamlined file management. The system is deployed in a localhost; 

hence it runs in a local area network (LAN)-based system. 

 

3.1.1. User authentication 

As depicted in Figure 5, it visually presents these components, necessitates the inclusion of 

username and password fields, a show password option, and a login button for secure user verification. Thus 

indicates a robust user authentication process; users input their credentials, upon successful verification, gain 

system access. This design prioritizes security without compromising user convenience, aligning with 

contemporary usability expectations. In essence, it emphasizes on a user-friendly approach enhances the 

overall system experience, making it a noteworthy contribution to the field. 

 

 

 
 

Figure 5. User authentication module 

 

 

3.1.2. Generate key 

Figure 6 demonstrates the system features a “Generate Key” module, as depicted, accessible from 

the side navbar, choose “Keys”, where users can select file types. The module includes a list of existing keys 
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and an option to add new keys. Clicking “Add Key” triggers a modal for key generation, allowing users to 

seamlessly generate keys for selected file types within the intuitive interface. 
 
 

 
 

Figure 6. Generate Key module 

 

 

3.1.3. File upload 

In Figure 7, as depicted in the file upload module, users initiate the file upload process by clicking 

the “Upload File” button, triggering a modal. Within the modal, users can select the desired file and choose a 

corresponding key before proceeding to upload the file. This user-friendly approach streamlines the file 

upload experience within the system. Following the file upload and key selection process, the system 

proceeds to encrypt the uploaded file. Once the file upload and key selection process is completed, the 

system automatically initiates the encryption of the uploaded file. This ensures a secure data transfer, 

reinforcing the confidentiality and integrity of the user’s data within the system. 
 

 

 
 

Figure 7. File upload module 

 

 

3.1.4. Encrypted/decrypted files 

Figure 8 demonstrates the successful execution of the file upload procedure; it is imperative to 

underscore that any endeavors to access the encrypted file subsequent to the upload operation are to be 

avoided. This precautionary directive is rooted in the encryption protocol employed. The visual 

representation contained therein elucidates the composition of the encrypted file and its corresponding 

decrypted files. Figure 8(a) displays the text file in its encrypted state; Figure 8(b) showcases the decrypted 

text file. In Figure 8(c), you can observe the encrypted audio file, while Figure 8(d) exhibits the decrypted 

and playable audio file. The encrypted image is depicted in Figure 8(e), with Figure 8(f) illustrating the 

decrypted image. As for the encrypted video file, Figure 8(g) portrays it, and Figure 8(h) reveals the 

decrypted video file. 

 

3.1.5. Key storage database 

In the Key Storage Database module illustrated in Figure 9, the system systematically stores and 

manages keys, establishing a centralized repository for efficient key handling and ensuring systematic 

organization within the system. It is essential to emphasize that the current system does not support the 

editing of keys. This intentional restriction is in place to maintain the security and integrity of the system, as 

any modification to keys would require decrypting and re-encrypting associated files. Unauthorized removal 

or editing of keys by users without the corresponding ID is restricted to enhance overall system security. 
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(a) 

 

(b) 

 

  
(c) 

 

(d) 

 

  
(e) 

 

(f) 

 
 

(g) (h) 

 

Figure 8. Encrypted and decrypted files visualization in: (a) text encrypt, (b) text decrypt, (c) audio encrypt, 

(d) audio decrypt, (e) image encrypt, (f) image decrypt, (g) video encrypt, and (h) video decrypt 

 

 

 
 

Figure 9. Key storage database module 

 

 

3.1.6. Share file module 

In Figure 10, the depicted file management system exhibits a robust file sharing feature, enhancing 

collaborative efforts by allowing users to access shared files. This functionality not only promotes 

collaborative viewing but also provides a user-initiated sharing process, wherein opting for the “Share a File” 

option triggers the dialog box associated with this feature. While selecting “Cancel” closes the dialog box, 

ensuring user control over the sharing process. 
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Figure 10. File sharing module 

 

 

3.2.  Time consumption 

This study investigated the effects of the RRPBA on encryption and decryption processes. Table 1 

showcases significant improvements in both encryption and decryption processes with the RRPBA. Notably, 

the adapted algorithm exhibits a 38.8% acceleration in encryption time and a remarkable 44.86% 

improvement in decryption time, emphasizing its pronounced speed advantage. 

The study stands out by providing a comprehensive analysis of the RRPBA’s impact on encryption 

and decryption durations. These results align with the consensus in existing literature, indicating that 

optimized algorithms, like the RRPBA, can substantially enhance processing speed. Despite the positive 

outcomes, it is essential to acknowledge the limitations, including the specific conditions and configurations 

under which the evaluations took place. Recognizing these constraints ensures a nuanced understanding of 

the algorithm's performance. 

The evident improvements in encryption and decryption speed hold practical implications for file 

operations within the system. Additionally, these findings pave the way for further exploration into the 

adaptability and scalability of the modified algorithm across diverse computing environments and varying 

levels of computation resources. In summary, our study demonstrates the substantial acceleration achieved by 

the Reduced-Round Permutation-Based AES in encryption and decryption processes. The pronounced speed 

advantage positions the adapted algorithm as a crucial element for efficient file operations within the file 

management system. While contributing to the optimization discourse, it is imperative to recognize the 

study's limitations and set the stage for future research exploring the algorithm's adaptability and scalability 

in diverse computing environments. 

 

 

Table 1. Time consumption AES vs. modified AES 
   AES Modified AES 

File  File Type Size in MB Encryption Decryption Encryption Decryption 

File 1 JPEG 10.2 590.0382 ms 693.6231 ms 289.7804 ms 406.6628 ms 

File 2 TXT 10.5 410.9780 ms 517.4951 ms 208.5448 ms 313.4558 ms 

File 3 WAV 21.2 1076.6240 ms 1506.5650 ms 628.1635 ms 917.2006 ms 
File 4 PNG 32.9 1734.2740 ms 2381.2520 ms 1021.9310 ms 1367.3270 ms 

File 5 MP4 48.3 2403.3270 ms 3520.5480 ms 1598.4450 ms 2059.6830 ms 

File 6 FLAC 70.2 3422.3149 ms 7786.3630 ms 2533.3040 ms 3548.7760 ms 
File 7 AVI 71.8 3801.0870 ms 9466.4010 ms 2688.4010 ms 4198.6990 ms 

 

 

3.3.  Throughput 

In examining the impact of the modified algorithm on the file management system's throughput, we 

identify significant gaps in existing research. While encryption and decryption processes have been studied 

extensively, the investigation addresses the need for a more efficient algorithm to optimize file operations. 

Figure 11 aptly illustrates the transformative effects of our modified algorithm on the file management 

system's throughput. Notably, it demonstrates a remarkable 33.73% improvement for encryption and 23.72% 

for decryption, surpassing the original AES, which achieved 20.14% for encryption and 13.31% for 

decryption. 

Our findings resonate with the growing consensus on the positive impact of algorithm optimization 

on processing speed. The comprehensive evaluation methodology, involving ten trials for both encryption 

and decryption, sets the study apart. It has been observed that the modified algorithm's throughput 

improvements align with the broader discourse on the efficacy of optimized algorithms. Acknowledging the 

limitations of this study is paramount. While our research offers valuable insights, it is crucial to recognize 

specific conditions that may influence the outcomes. Future in-depth studies are warranted to confirm the 

robustness of the modified algorithm, especially concerning its performance under diverse scenarios. 
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The positive outcomes regarding the modified algorithm's speed advantage hold promising 

implications for future high-performance applications. Subsequent studies may delve into exploring the 

algorithm's adaptability to varying conditions and the feasibility of integrating it into practical applications. 

As a final point, our study provides compelling evidence of the superior computational effectivity of the 

modified algorithm. The graphical representation facilitates a clear visual comparison, emphasizing its 

significant speed advantage in both encryption and decryption processes. This breakthrough underscores the 

algorithm's potential to optimize file operations and its positive implications for advancing high-performance 

applications. 

 

 

 
 

Figure 11. Throughput AES vs. modified AES 

 

 

4. CONCLUSION 

This research makes a substantial contribution to the domain of medium-to-large file encryption by 

introducing and exploring a modified algorithm based on Reduced-Round Permutation-Based AES. The 

study underscores the pivotal role of a file management system in ensuring the security of files for users. The 

outcomes reveal that the adapted algorithm significantly enhances computational effectiveness, with a 

notable 38.8% acceleration in encryption and a remarkable 44.86% improvement in decryption for medium 

to large-sized files. These findings hold significant implications for the research field and the broader 

community. The demonstrated performance of the algorithm in optimizing cryptographic processes, 

especially with substantial data volumes, positions it as a practical solution for large-scale file encryption. In 

future research endeavors, the focus will extend to optimizing overall system performance and integrating 

with emerging technologies such as quantum-resistant cryptography. Moreover, a thorough security analysis 

will be conducted to fortify the algorithm's resilience against evolving threats. These avenues of research 

collectively pave the way for further advancements in large file encryption, addressing the escalating demand 

for robust security solutions in our ever-evolving technological landscape. The study not only enhances our 

understanding of file encryption methodologies but also offers practical insights that can positively impact 

the broader research community and contribute to the ongoing evolution of secure data management systems. 
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