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1. INTRODUCTION

The fast-growing internet of things (1oT) field, which had 50 billion devices by 2020, affects daily
life [1]. 10T is expected to have a 3.9 trillion to 11.1 trillion annual economic impact by 2025 [2]. Due to the
rapid expansion of communications and information technologies, neighboring environment sensing systems
have changed.

In most 10T deployment scenarios, including smart cities, homes, industry, agriculture, medical
applications, and more, wireless communication and the Internet connect widespread devices. Wireless
sensor networks (WSN) drive 10T growth. According to [3], WSN sensor nodes have restricted power,
computation, and transmission. For sensor nodes to be loT-compatible and enable WSN communication, the
internet engineering task force (IETF) ratified IPv6.

According to Aljarrah et al. [4], the IETF ratified a low-power routing protocol (RPL) for IPv6
WSN connections. Traditional routing techniques in WSNs with modest sensors cannot efficiently route
messages. Thus, IPv6 networks use RPL to solve difficult configuration, routing table extension, and security
issues [5]. Despite its suitability for many loT applications, Kharrufa et al. [6] found that RPL is vulnerable
to many attacks.

Journal homepage: http://ijeecs.iaescore.com


https://creativecommons.org/licenses/by-sa/4.0/

Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 a 243

The RPL is primarily vulnerable to attacks such as rank, blackhole, sybil, and wormhole due to
topology construction design issues [7]. The main obstacle of using RPL practically in real-world 10T
applications with all of these attacks. Even with the protection provided by the MAC layer, internal attacks
remain a major issue with RPL.

According to Airehrour et al. [8], the rank attribute is crucial for all RPL operations. Its main
benefits are optimal topology, loop prevention, and control overhead management. The biggest issue is that
attacks violating rank attribute can potentially damage RPL performance. Security attacks like rank attack
(RA) can affect low power and lossy networks (LLN) routing system efficiency.

A disruptive attack that can quickly create a fake topology and cause adjacent nodes to reroute
traffic toward the attacker node is the RA. While earlier studies have explored it in great detail [6], they have
not explicitly addressed RA different scenarios influence on variant RPL network topologies. Furthermore,
no study addresses how the RPL networks enable this attack. Research studies focused on mitigation
techniques rather than investigating the impact RA encounter on RPL performance [9].

This gave us the motivation to carry out this study and close the noted research gap. The major
contributions of our work include: thorough discussion of the three scenarios of RA that may occur, an in-
depth comparative analysis will be presented to target the impact of each RA scenarios on the network
topology and some possible proposed solutions to work on to prevent this kind of attack from occurring in
the network.

The remainder of this paper is organized as follows: Section 2 reviews the background of RPL, OF,
RA, and related works. Section 3 explains the research method. In section 4 explains the experiment setup
and evaluation criteria along with the simulation scenarios, which are deployed to build experiments and
results analysis. Finally, section 5 draws the concluding remarks and future work.

2. BACKGROUND

2.1. RPL protocol

RPL is an IPv6 distance vector protocol for low-power and lossy networks (LLN) devices like 10T.
These devices have memory, processor, and power limits. RPL was designed to adapt to changing network
conditions and provide alternative routes when the default ones are unavailable for any reason. RPL is a
proactive routing protocol that creates a topology depending on the distance between source and sink nodes,
as described in [10].

As discussed in [11], RPL builds a structure tree, or destination oriented directed acyclic graph
(DODAG) that manages connections between accessible nodes using the DAG principle and distance vector
approach. Using geographically closest nodes allows multi-hop communication. RPL methods for connecting
are P2P, P2MP, and MP2P. In a topology, source nodes collect data, leaf nodes do nothing, and sink nodes
are the largest and have the energy and processing power to compile network information. Two key concepts
are control messages (CM), which begin and sustain connections and develop topology, and objective
functions (OF), which determine routing decisions while traversing the network.

As explained in [12], the RPL network topology is maintained using the following five types of
control messages (CM).

— DODAG information object (DIO) is sent in two scenarios: first, every node discloses its routing metrics,
such as rank and DODAGID, to adjacent nodes so they can decide to join it. The second situation is the
safe DODAG information solicitation (DIS) receipt.

— DODAG information solicitation (DIS): a message with destination information and routing information
for DODAG-joining nodes.

— Destination advertisement object (DAO): the message that builds the descending path and finds
neighbouring nodes.

— DAO acknowledgment (DAO-ACK): the sink node acknowledges the DAO message with a unicast
message.

— Consistency check (CC): a CM that counts secure messages and challenges responses. These messages
establish new node-DAG connections while retaining DODAG.

Figure 1 shows a network with several DODAG graph-based RPL instances. The OF function
calculates the optimal path for each RPL instance. The RPL node connects multiple instances at once, but it
can only connect to one DODAG graph node (such 13 or 17).

2.2. The objective function (OF)
According to [12], DODAG development relies on the objective function (OF). Nodes calculate
rank when DIO messages come. To avoid DODAG cycles, the rank value must be greater than the parent

Performance evaluation of rank attack impact on routing protocol ... (Laila Al-Qaisi)



244 a ISSN: 2502-4752

rank value. If DIO messages are received frequently, the best parent ranks lowest. For an acyclic network, the
best parent must rank lower than child nodes.

After creating the topology, each node sends DAO messages to the DODAG sink. Lamaazi and
Benamar [13] highlighted OF as an important component for managing key definitions, including link cost,
parent node selection, rank cost, and advertising path cost. Minimum rank with hysteresis objective function
(MRHOF) and objective function zero (OF0) are RPL default OFs. Their definitions are:

OFO0: It increases the preceding rank by a value. The best parent is calculated using hops as a routing
measure. Information regarding destinations and DODAG node routing is stored there. Nodes choose the
best DODAG path to the ground root based on hop count. The rank value increases from root to nodes.
Due to its node metric dependence, this OF has low link quality.

On unstable paths, choosing the shortest path with the fewest hops increases retransmissions and
packet loss. Additionally, extra nodes would not shorten network longevity. OF0 calculates a node’s rank
based on the number of hops from the root node to the sensor nodes. The node with the lowest rank among its
potentially reachable adjacent nodes is chosen as its parent to reduce the number of hops to the root node.

MRHOF: it was intended to address OF0’s shortcomings in ranking and choosing a tree parent node
using a single node metric. The expected transmission count (ETX) or energy consumption dynamic link
parameter determines rank stability. It uses two mechanisms: the first selects the route with the lowest rank,
and the second adjusts the rank if a lower-ranking option is available. Choosing the lowest price is
guaranteed [14]. Unlike OF0, MRHOF allows easy insertion of link and node-based routing metrics. DIO
packets specify routing metrics via the metric container suboption. This method determines rank and routing
paths. ETX, delay, packet loss rate, and received signal strength indicator (RSSI) are link-based routing
measures. LLN node routing metrics include energy, maximum life, and dependability. MRHOF ensures the
LLN takes the lowest-cost path by implementing one of these routing criteria. The default MRHOF-ETX
uses link ETX values to find pathways with the fewest transmission values [15].

2.3. Rank attack

Loop-free and optimal topologies depend on node rank. This attack routes network traffic to a node.
According to [16], RA involves a malicious node providing lower-range information to position itself closer
to the root than other nodes. Malicious nodes can capture as much traffic as possible and change many
packets. Hashemi and Aliee [17] described RA as the most damaging attack as it intentionally manipulates
rank to hinder network performance.

Malicious nodes send the root node an RPL control message with a bogus rank or path to initiate the
RA process. RA shows RPL network nearest neighbor ranks, which govern how neighboring nodes handle
DIO signals. In a worst-case situation, a malicious node with a fake rank becomes the best parent, resulting in
more data packets due to incorrect routing and an unrealized network structure [18]. RA is defined as an
attacker node faking a routing metric improvement to neighboring nodes, causing traffic to skip it may also
impair network latency and speed [19].

According to [20], RA might cause inefficient pathways and hidden loops in the network. Also, a
lower packet delivery ratio and a higher delay were observed. Rapid network topology changes will increase
DIO messages. This affects network-restricted resource parameters like throughput, energy usage, latency,
and data rate. Nandhini and Mehtre [21], RA seeks to monitor and attract network traffic. This node will not
self-modify since RA violates rank-related information. According to [22], tracking node behavior in RPL is
now impossible, bolstering RA. The ideal parent of a node in RPL routing is determined by its DIO message
rank and OF. By adjusting DODAG rank values from lowest to highest, attackers can initiate RA. Finally,
changing rank by a value and adjusting the OF to confuse genuine nodes are two techniques to change rank.
The second obscure attackers.

2.4. Related works

RPL networks are used by many authorized and illegitimate users in many applications; thus,
security is a serious challenge. 10T applications require different security levels depending on the application
type, deployment environment, and data sensitivity [6]. Sensors are vulnerable to various attacks and may
lose data and services due to their physical simplicity [23].

RA, which goes under RPL-specific attacks, is the focus of our study. Additionally, this section lists
all relevant research articles on the rank attack's impact on the RPL protocol. Xie et al. [24] found that rank
value changes can affect network performance. A power line communication WSN node moved up or down
in the hierarchy, which they examined. They solely evaluate static network topologies and don’t distinguish
between types. The impact of four attack types was analyzed on key network metrics related to the attacker’s
topology position [25] and research was limited to static networks and did not propose RA defenses. A new
RA was introduced by adjusting the (OF) and rank value [26]. RPL nodes used the OF to select forwarding
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nodes using application-defined routing metrics like estimated transmission count, and residual energy. The
proposed RA is more devastating since the attacker can simply force surrounding nodes to route data via it.
This increased attacker data flow control. The extensive simulation showed that the RA may be used to create
a fake routing path to degrade network throughput and increase communication latency. The type of RA
shown is not specified. In addition, the impact of RA was examined using a fake IP address [27]. However,
this study does not examine the rank attack's impact on the RPL protocol. Furthermore, the concept of
enhanced RA was pioneered and suggested an ego-based defense as a countermeasure [28]. However, this
study used a topology with 12 nodes instead of a realistic one. At no point were mobile nodes considered for
this research.

Table 1 summarizes all the studies mentioned about impact analysis and shows this paper’s
contribution among them. Three types of RA were considered, along with two types of topologies. Also, both
RPL conventional OF were examined. Afterward, some proposed solutions were suggested.
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Figure 1. RPL DODAG construction [26]
Table 1. Previous studies on RA impact analysis

Ref Year DRA IRA WPS-RA Different topologies OF explained  Proposed solutions
[24] 2010 v x x x x x
[25] 2013 d x x x x x
[26] 2016 x x x x x
[27] 2017 N x x x x x
[28] 2018 x Y x x x x

Thisstudy 2024 V Y V V y

\: topic covered, x: topic not covered
3. METHOD

First, experiments designed to assess the efficiency of a standard RPL implementation without any
form of attack across the two network topologies under consideration. Second, to illustrate the effects of RA
on RPL, a solitary attacker node is positioned within the chosen topologies. RA can be launched in three
main scenarios, as discussed in [23], all of which are explained as follows.

3.1. Decreased rank attacks (DRA)

Malicious nodes, employing tactics like a sinkhole attack, will attempt to influence the choice of
preferred parents by advertising a lower rank. The DRA severely disrupts the RPL DODAG and network
traffic, which leads to a rise in power consumption. Algorithm 1 shows the DRA implemented in the
RPL core.

Algorlthm 1. Decreased rank attack (DRA) pseudo code

In function: calculate-rank (Node V)
2. DIO with an illegitimately decreased rank

RPL Conf Min HopRankInc = 0; RPL Max RankInc = 0;

Infinite Rank limited to 256; Rp 1 recalculate ranks = null;
3. if (V== attacker Node)
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v.ranke v.rank
4. Else
5. v.ranke v.rank + min-hop-rank-inc
6. return path metric

3.2. Increased rank attacks (IRA)

This attack aims to exhaust the computational and energy reserves of LLN nodes by disrupting
affected nodes in a roundabout way. Furthermore, it disrupts LLN-internal communication. The attacker
begins by increasing its rank and then sending DIO messages to other nodes using this new, higher rank
(which is worthless). As a result, the children will have to figure out how to cross the border by looking for
another parent. The intruder node either goes back to its previous rank or broadcasts a lower (better) rank to
win back the support of the surrounding nodes as a parent once the children have found a new parent.
Algorithm 2 shows the IRA implemented in the RPL core.

Algorlthm 2. Increased rank attack (IRA) pseudo code
In function: calculate-rank (Node V)
2. if (V== attacker Node)
v.ranke v.rank + min-hop-rank-inc
3. Else
4. v.ranke (v.parentNode).rank + link-metric
5. return path metric

3.3. Worst parent selection (WPS)

This scenario begins when an attacker chooses the worst parent to represent it while using the actual
rank. Then, mock the nearby nodes into picking it as a parent by utilizing the decreased rank approach.
Hence, packets are transmitted along the path through it. Therefore, the network will not be fully optimized,
resulting in E2E delays, and possible formation of routing loops. Furthermore, as per [24], it is difficult to
detect WPS, and no mitigation approach has been presented. Algorithm 3 shows the WPS implemented in the
RPL core.

Algorithm 3. Worst parent selection (WPS) Pseudo code
1. In function: best-parent (pl, p2)

2. return pl rank > p2 rank? pl: p2

3. End function

4. RESULTS AND DISCUSSION
4.1. Simulation settings

The attacks scenarios were assessed through simulation conducted on the Cooja simulator utilizing
embedded systems running the Contiki 3.0 operating system. After simulating the network normally, each
type of RA explained in terms of OF for each topology to evaluate how it affects network performance. Thus,
normal RPL network, DRA, IRA, and WPS were tested for OF0 and MRHOF. Normal random and grid
networks had 1 root and 25 nodes and are used as a baseline to compare the attacks scenario with. RA
networks had 1 root, 25 normal, and 1 malicious node. Multiple modifications were applied to the contiki
source files, “contiki3.0/core/net/rpl/rpl-mhrof.c” and “contiki3.0/core/net/rpl/rpl-0f0.c”, allowing
compromised nodes to launch attacks and act as RA in each case. Using the collect view interface in Cooja,
findings were saved as files for analysis. The simulation scenario deployed for this research is based on
previous research that used 25 sensors covering 50 m each on a 100 mx100 m area to simulate [27], [29].
Table 2 describes the simulation scenario.

Table 2. Simulation scenario

Parameters Value

Simulator Cooja
oS Contiki3.0

Node type Tmote Sky

Number of nodes 27 (including 1 sink, 1 malicious)
Radio medium Unit disk graph medium (UGDM)

OF OF0, MHROF
Duration 60 minutes
Simulation area 100 X100 m
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4.2. Performance evaluation
4.2.1. Received packets

Figure 2 shows each experiment’s average packets. Normal conditions demonstrated random
topology with 58.96 packets for OF and grid topology with 58.8, 58.9 for OF0 and MRHOF without packet
loss. In attack situations, DRA values were around normal with OF0 and MRHOF packet loss. OF0 has
0.53% packet loss and MRHOF 0.07% in random topology. Grid topologies lost 0.65% OFO0 and 0.57%
MRHOF packets. IRA degraded random topology by 9% in OF0 and 6.5% in MRHOF. In grid topology,
OF0 and MRHOF reduced values by 13% and 27%, respectively. Finally, OF0 and MRHOF dropped 12%
and 15% in WPS random topology. Grid topology reduced OF0 and MRHOF by 10% and 12%. Table 3
summerizes all values. It was found that weak attack detection and routing decisions cause substantial packet

loss on OF0 and MRHOF. Other causes include ordinary nodes choosing a malicious node as a parent to
block traffic, disrupting the network.

Recieved Packets
60
o Table 3. Received packets
Za Topology  Scenario OFO0 MRHOF
= Random  Normal  58.96 58.96
*E DRA -0.53% -0.07%
El IRA -9% -6.5%
10 WPS -12% -15%
) Grid Normal 58.8 58.9
Normal DRA IRA WPS Normal DRA IRA WPS DRA 'O. 65% '0-57%
Random Grid IRA -13% -27%
= OF0 = MRHOF WPS '10% '12%

Figure 2. Received packets

4.2.2. Packet delivery ratio (PDR)

OF0 and MRHOF often yielded 0.99 for random and grid topologies in RPL operation (Figure 3).
OFO0 and MRHOF topologies have 0.99 in DRA. DRA had fewer impact on PDR as it is an introductory step
for other serious attacks like blackhole and sinkholes as mentioned in [29]. The graph shows that the IRA
scenario had the lowest PDR. Random topology reduction was 10% for OF0 and 7% for MRHOF. Grid
topology cuts OF0 PDR 11% and MRHOF 24%. Because the network couldn’t handle the attack, a routing
loop formed, dramatically reducing OF0 and MRHOF’s performance. Also, more control messages congest
RPL which depletes node resources faster and shortens life. OF0 degraded most in WPS, 11% random and
14% grid. Both topologies lost 10% MRHOF. Table 4 summerizes all recorded values for both OF0 and
MRHOF. DRA recorded no impact as the percentage of received packets had the lowest degraded amounts.

1

PDR
os Table 4. Packet delivery ratio (PDR) (P/M)
. Topology Scenario OF0 MRHOF
- Random Normal 0.99 0.99
0.4 DRA 0 0

IRA -10% -7%

o WPS -11% -10%

o Grid Normal 0.99 0.99
: Normal DRA RA WPS RA WPS

Grid

ES

PDR [P/M)

ha

MNormal DRA

DRA 0 0
IRA -11% -24%
mOF0 mMRHOF WPS -14% -10%

Random

Figure 3. Packet delivery ratio (PDR)

4.2.3. Throughput

Standard RPL procedure yielded 0.98 for all OF. Figure 4 demonstrates that DRA had the maximum
throughput because OFO dropped 1% in both topologies. Random MRHOF throughput was same, but grid
topology lost 1%. Random topology declined 10% and 7% for OF0 and MRHOF in IRA. Grid topology cut
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OFO0 12% and MRHOF 26%. IRA results predominantly affected overall performance. As nodes deliberately
pick bad parents. Damaged normal nodes have 0 (P/M) throughput because their packets never reach the
sink. Unsent packets from network segment. IRAs cause topological loops and rank discrepancies. Network
topology may be divided and isolated. WPS lowered OFO0 random topology throughput by 12% and grid
topology by 15%. Random and grid topology MRHOF degradation rates were 10% and 12%, respectively.
As Table 5 shows, DRA had the lowest degraded throughput as this relies on degraded amount of recieved
packets and PDR values.

Througput
1
: Table 5. Throughput (P/M)
Topology Scenario OF0 MRHOF
Random Normal 0.98 0.98
DRA -1% -0%
03 IRA -10% -1%
o WPS -12% -10%
5 Grid Normal 0.98 0.98
Norma DRA RA WPS Normal DRA RA WPS DRA -1% -1%
Randam Grid IRA -12% -26%
mOF0 mMRHOF WPS -15% -12%

Figure 4. Throughput

4.2.4. Hop count (HC)

Simulation experiments average HC values are shown in Figure 5. In normal conditions, OF0 and
MRHOF had random topology values of 1.4 and 1.5. Grid topology was 1.3 for MRHOF and 1.2 for OFO.
OFO reached 3.7 in random and 2.5 in grid topology under DRA. Additionally, random and grid MRHOF
values rose to 1.74 and 2.7. MRHOF increased most in IRA, hitting 2.3 for random and 3 for grid. Next was
OF0, 2.5 and 2.8 for random and grid. OF0 has the highest HC values in WPS, which explains its poor
performance since routing decisions depend on HC. MRHOF rises to 2.6 random and 2.9 grid.

Table 6 shows increasing HC values for each attack scenario and OF. For OF0, WPS in grid
topology increased the most, followed by DRA in random topology. MRHOF under DRA in random

topology increased least. However, the network maintained its performance and kept packets and PDR close
to normal.

Hop Count

Table 6. Hop count (HC)

2 Topology Scenario OF0 MRHOF
E Random Normal 1.4 15
15 DRA +2.3 +0.24
! IRA +1.1 +0.8
e I WPS +1.2 +1.1
: DRA RA WPS N DRA RA WPS
Grid

Norma J Grid Normal 1.2 13
Random DRA +1.3 +1.4

wOF0 mMRHOF IRA +1.6 +1.7

WPS +2.5 +1.6

Figure 5. Hop count (HC)

4.2.5. Delay

This calculates each packet’s average node-to-DODAG root latency. High DAO packet destination
acknowledgment latency degrades networks. Retransmissions occur due to delay. This reduces PDR and
throughput, lowering network performance. Hop increase greatly affected delay results after the incident
[30]. OF0’s average grid and random topology time is 101 ms under normal network conditions. Both
topologies of MRHOF recorded 98 ms. Routing decisions utilizing one metric cause this. Figure 6 shows that
DRA increased OFO0 delay by 3% at random and 1% in grid. Random topology outcomes for MRHOF were
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the same despite 2% increase in grid. OF0 latency increased 52% and MRHOF 45% with IRA random
topology. Grid topology increased OF0 and MRHOF delays 59% and 135%. MRHOF had the largest HC
rise; hence node rank information affected route selection. OF0 and MRHOF increased WPS random
topology average delay by 10% and 8%. Grid topology growth reached 7% in MRHOF and 31% in OFO.
Table 7 shows a summary of increased delay results, where IRA affected the network performance the most

in both topologies random and grid. This is due to the decreased PDR, throughput and increased HC.

Delay
50
200 Table 7. Delay (Ms)
2 1 Topology Scenario OF0 MRHOF
Faa Random Normal 101 Ms 98 Ms
P : ‘ DRA +3% +0%
- \ IRA +52% +45%
' | ‘ WPS +10% +8%
) - ! Grid Normal 101 Ms 98 Ms
Norma IRA | WPs MNormal F IR S DRA +1% +2%
IRA +59% +135%
m OF ; WPS +31% +7%

Figure 6. Delay

This study explored a comprehensive insights into the impact of RA on the RPL network and its
subsequent degradation of performance. However, further and in-depth studies may be needed to confirm RA
impact by considering mutiple scenarios in terms of network size. Furthermore, future studies may explore
subsequent remedies for future examination to alleviate and mitigate RA, as shown by the data. The OF is the
central element that directly contributes to the building of DODAG, and making modifications to it would
help mitigate the occurrence of attacks. Releying on combined metrics may be a suitable solution to the
single metric basic challenge in conventional OF. Techniques like fuzzy logic need further investigation in
this regard.

Our findings provide conclusive evidence that this phenomenon is associated with the presence of
any abnormal event taking place within the network. Consequently, it is feasible to detect any unusual
activity in a node by recognizing any adjacent node transmitting DIO packets with greater frequency than the
surrounding nodes. The enhancement of network performance can be achieved by the advancement of
anomaly detection algorithms, which effectively detect any node that deviates from the norm, such as
malicious nodes. Subsequently, a process of isolation can be implemented on this node to mitigate its
influence on the entire network and any resulting consequences.

5. CONCLUSION

RPL is a widely used routing protocol in IoT applications and is garnering many research studies
due to its importance. Since it is ratified, security formed a major challenge and it is prone to various kinds of
attacks. Rank attacks were found to be most distruptive attacks that is violating RPL security. This study
investigated the impact of RA existance in three main scenarios, that are DRA, IRA, and WPS in two mainly
used topologies; random and grid. The results indicate that RA has a negative impact on RPL performance.
Furthermore, the attacker only needs to change the software code to execute the attack; no physical hardware
is required. In addition, some alternative strategies were offered to protect against RA. Our future objective is
to provide a resilient security solution to protect RPL against RA.
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