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1. INTRODUCTION

Globally, it is predicted that approximately one billion devices will be connected through internet of
things (1oT). However, the current state of loT has limitations such as scalability issues, high management
costs, and security vulnerabilities inherent to the convenience-centric development of centralized
systems [1]-[3]. To overcome these limitations, research is being conducted to apply blockchain technology.
Blockchain provides a decentralized system where each user retains transaction records, preventing forgery
through its hash chain structure and enabling transparent transactions [4]-[6]. Nevertheless, applying first-
generation blockchain systems, like Bitcoin, directly to 10T poses challenges. The transaction verification
speed of traditional blockchains is slower than that of centralized systems [7]-[9]. For loT services requiring
rapid processing, the transaction handling of conventional blockchains is impractical. Additionally, many loT
devices lack computing power, making it difficult to implement proof-of-work algorithms used in first-
generation blockchains [10]-[12]. To address scalability and transaction verification speed issues, the
emergence of third-generation blockchain technology, known as Tangle, has taken place [13]-[15].

In this context, distributed ledger technology and blockchain have gained recognition as innovative
technologies providing reliable transaction records and decentralized platforms. Among them, internet of
things application (IOTA) stands out as a project seeking to go beyond the limitations of blockchain,
presenting a new direction [16]-[18]. IOTA tackles the constraints and fee issues of blockchain by
introducing a unique distributed ledger technology called Tangle, flipping the existing paradigm [19]-[21].
This paper will briefly explain first-generation blockchain technology and focus primarily on Tangle
technology. And this paper will explore how I0OTA’s Tangle technology operates, its distinctions from
traditional blockchain, and particularly the advantages it offers in 10T environment. Furthermore, it will
provide insights into how the technical features of IOTA could impact future decentralized transaction
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systems and the 10T ecosystem. Through this paper, we anticipate gaining insights into how the new
paradigm proposed by IOTA and Tangle could revolutionize the digital economy and social structures.

2. I0TA

IOTA is a German startup focused on blockchain research. IOTA is a cutting-edge microtransaction
cryptocurrency platform optimized for the loT, connecting various devices securely through
microtransactions [22]-[24]. With IOTA, values and data can be quickly and tamper-proof transmitted in a
distributed manner across many nodes. It is based on its proprietary technology called Tangle, which is
considered a third-generation blockchain. Tangle utilizes a directed acyclic graph (DAG), a multi-directional,
non-cyclic graph, rather than a traditional blockchain [25]-[27]. When issuing a new transaction in Tangle,
there is no need for miners, eliminating the energy consumption associated with traditional proof-of-work
algorithms. This helps reduce power waste and authenticate transactions faster than traditional blockchains.
One of the advantages of IOTA is the absence of transaction fees.

In contrast to Bitcoin, where miners compete, consuming power to connect blocks to the blockchain
and receive fees as compensation, IOTA has a tip selection algorithm that does not consume power when
validating transactions. The absence of transaction fees is a notable advantage of IOTA. Bitcoin miners
approving transactions for blocks that offer higher fees can lead to delays for blocks with lower fees. IOTA,
however, designed a distributed ledger without the need for a blockchain, utilizing cryptographic technology.
This enables the processing of thousands of transactions per second, emphasizing the elimination of the need
for traditional blockchain structures. For instance, when A wants to send a transaction to B for approval,
A must first approve two random transactions. In essence, A sends data to B, receives IOTA in return, and
for this transaction to be validated on the network, A must validate two prior transactions from unknown
parties. As more devices participate in IOTA, the network stability increases, as more devices can verify
various transactions. Unlike traditional blockchains, IOTA operates without the need for miners, eliminating
the requirement for transaction fees.

3. TANGLE

Tangle is a distributed ledger technology and a type of DAG used in the context of cryptocurrencies,
notably associated with the IOTA cryptocurrency [28]-[30]. Unlike traditional blockchain structures, Tangle
does not rely on a chain of blocks. Instead, it forms a DAG where each transaction approves two previous
transactions, creating a web-like structure. This eliminates the need for miners and allows for parallel and
real-time processing of transactions. In Tangle, when a participant wants to make a transaction, they need to
validate two previous transactions, adding a level of decentralized verification. This structure is designed to
enhance scalability, eliminate transaction fees, and potentially increase security by making the network more
resilient to certain types of attacks. IOTA, a cryptocurrency built on the Tangle technology, is particularly
focused on applications in 10T, where microtransactions, scalability, and low resource requirements are
essential.

3.1. DAG

DAG is a graph that is not cyclic but acyclic. In other words, in DAG algorithms, there is no
existence of cycles, and it strictly follows a single direction. What makes DAG algorithms more intricate is
the fact that the acyclic structure is randomly generated [31]-[33]. While Bitcoin’s blockchain forms blocks
in a linear, directional fashion, DAG algorithms exhibit blocks in a random and acyclic structure. In
blockchain, each subsequent block verifies the complete transaction history of the preceding block, but in
DAG algorithms shown in Figure 1, one block is involved in verifying multiple blocks simultaneously.

DAG algorithms exhibit advantages over traditional blockchain algorithms due to several distinctive
characteristics. Firstly, in DAG, there is no concept of block formation as in Bitcoin. Since one block verifies
other blocks below it, the transaction processing speed can increase exponentially. Unlike Bitcoin, where the
creation of one block must precede the creation of another, DAG allows for real-time and parallel processing
without time constraints, resulting in faster transaction processing. Secondly, Bitcoin’s high fees exist as a
concept of compensation for the engine driving the blockchain network-miners. As the number of
transactions increases, miners have more work to process, and their computational power naturally grows.
This led users to pay higher fees. In DAG algorithms, there is no concept of miners forming blocks, resulting
in minimal fees [34]-[36]. For example, IOTA, adopting DAG algorithm, incurs fees close to zero. Thirdly,
as the number of transactions increases, there is an increased possibility of verifying future transactions.
Metcalfe’s Law, which asserts that the value of a network experiences exponential growth as the number of
users increases, is prominently observable in DAG networks.
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Figure 1. Typical DAG algorithms

3.2. Selection algorithm

In the Tangle network, a node issuing a new transaction utilizes the properties of a DAG to select
transactions. The selection algorithm in Tangle influences how nodes verify transactions and choose new
transactions: i) Transaction verification and approval: a new transaction needs to be referenced and verified
by other transactions. The more references a new transaction receives from previous transactions, the higher
the likelihood of quick confirmation and selection. ii) Transaction selection priority: priority is assigned
based on the attributes of a transaction. For instance, a node may give higher priority to transactions with
attached fees or those meeting specific conditions. iii) Connection between transactions and nodes: a new
transaction integrates into the Tangle network by establishing connections with existing transactions.
Transactions with more connections to previous transactions are more likely to be selected. The Tangle
selection algorithm ensures consistent distribution across the network by considering the relative reliability
and connectivity of transactions [37]-[39].

In consideration of a scenario where a node publishes a new transaction on the Tangle network,
initially, the node signs the transaction with its private key. The node is not required to achieve unanimous
consensus on what valid transactions should be recorded on the ledger. However, in the presence of
conflicting transactions, the node must determine which transaction will become orphaned. The primary rule
that a node follows for conflicting transactions is as follows: the node employs the tip selection algorithm
multiple times and checks which transaction is more consistently approved by the selected tips. For instance,
after performing the tip selection algorithm over 100 times, if a transaction is selected 99 times, it can be
confidently stated that it has been approved with 99% confidence.

4.  CONSENSUS AND CUMULATIVE WEIGHT

In Tangle, every node has the capability to participate in consensus. Nodes perform only lightweight
tasks that do not require significant processing power. Users can set up nodes with minimal cost and actively
contribute to network security at a minimal expense [40]-[42]. The consensus mechanism ensures network
consistency by determining how nodes collectively agree on which transactions are trustworthy. In the
current implementation of IOTA, nodes trust and reference transactions approved by the coordinator,
a centralized “finality device,” to secure the network, especially in its early stages. To scale IOTA, this paper
employed a temporary consensus mechanism, the coordinator, and engage voluntary participants to address
security concerns. Every two minutes, a milestone transaction is issued and approved by the I0TA
Foundation, considering all transactions approved by it immediately as having a 100% confirmation
confidence. This serves as a protective mechanism as the IOTA network transitions towards a fully
decentralized Tangle-based consensus algorithm. At the point when the network matures enough without the
need for the coordinator, the IOTA foundation removes it, and Tangle evolves independently. This iterative
process occurs repeatedly, and each time the network matures through the removal of the coordinator,
it becomes more efficient at scale.

To address the issue of slow tips, one possible solution is to enforce participants to only approve
recent transactions. However, this approach contradicts the principles of decentralization, as everyone should
have the ability to approve transactions. Additionally, since there is no reliable way to precisely notify the
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system of the arrival of each transaction, enforcing specific rules becomes challenging. A resolution to this
challenge involves configuring the system to naturally discourage behaviors that go against this principle by
incorporating inherent incentives. The strategy is to introduce randomness to the process, reducing the
likelihood of consistently choosing slow tips. The weight of a transaction is proportional to the amount
invested by the issuing node. In practice, the weight is assumed to follow the formula 3 to the power of n,
where n is a positive integer. Cumulative weight indicates how crucial a transaction is, calculated as the sum
of the weight of the transaction itself and the weight of all transactions directly or indirectly approving it.

5. VALIDATION
5.1. Initial state of tangle

The origin of IOTA lies in the first transaction called the genesis transaction within Tangle, where
all IOTAs were generated. Additional IOTAs are not created. Since the beginning of the genesis, IOTAs have
been transferred to the accounts of the original investors in the project, matching the amount of their initial
investment. Subsequently, they sold some of their IOTAs to other individuals, ultimately establishing the
network. Initial transactions, excluding the genesis transaction, can be categorized into three types:
i) Confirmed transactions: transactions are considered confirmed if they are directly or indirectly referenced
by all tips. There is consensus on these transactions. ii) Pending/unconfirmed transactions: these are
transactions that are awaiting confirmation. iii) Tip transactions: these are newly attached transactions that
have not yet been referenced by other transactions.

5.2. Adding a new transaction

To add the new transaction 19 to the Tangle, the user must randomly select two tips, 15 and 16,
as shown in Figure 2, and verify them. Verification involves checking the signatures and proof-of-work of
the selected tips and ensuring there are no conflicts with past transactions referenced directly or indirectly by
the tips. If there are no issues with the selected tips, the user adds the new transaction 19, referencing the two
tips, 15 and 16, to the Tangle. Transactions 11, 14, 17, and 18, which are not directly or indirectly referenced
by the selected tips 15 and 16, are not verified during the process of adding transaction 19 to the Tangle.
These transactions will be verified later when other transactions are added.

Pachr

Figure 2. New transaction

5.3. Double spending

In the context of Bitcoin, “double spending” is a critical security concern. It refers to attempts by
users to spend the same Bitcoin more than once, essentially trying to use the same Bitcoin for multiple
transactions. Bitcoin functions through a decentralized peer-to-peer (P2P) network, where transactions are
documented on a public ledger known as the blockchain [43]-[45]. However, to prevent double spending,
these transactions need to be propagated and confirmed by the network [46]-[48]. Key mechanisms to
prevent double spending are as follows: i) Blockchain confirmation: miners verify the validity of transactions
before adding them to a block. Attempts to reuse Bitcoins that have already been spent are rejected during
this verification process. ii) Mining process: the Bitcoin network employs a competitive mining process
where miners race to create a block. Only valid transactions are included in the block. When one block
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becomes longer than others (due to more computational work), the transactions within it are considered final
and valid. iii) Mining difficulty: Bitcoin adjusts the mining difficulty periodically to regulate the time it takes
to create a new block. This ensures that the network remains stable, making it difficult for attackers to
attempt double spending with rapid changes. Through these mechanisms, Bitcoin effectively prevents double
spending and maintains its security.

In the event that a user initiates two conflicting transactions, denoted as 18 and 19, within distinct
regions of the Tangle, as illustrated in Figure 3. Subsequently added transactions may potentially include
only one of these conflicting transactions, either 18 or 19, in the verification path due to tip selection.
For instance, a user adding transaction a to the Tangle and another user adding transaction ¢ might not be
aware of the conflict between 18 and 19. Consequently, they may perceive 18 and 19 as non-conflicting valid
transactions. However, the conflict is soon discovered. For example, when a new transaction e referencing
both a and c is added, it will include both 18 and 19 in its verification path, enabling e to detect the conflict.
Therefore, e would refrain from selecting a and ¢, opting for two non-conflicting tips instead. This way, e can
be verified as a valid transaction when later added to the Tangle.

According to the tip selection algorithm and the Tangle process, many users may include only one
of the conflicting transactions, 18 or 19, in the verification path before the conflict becomes apparent.
Consequently, there is a possibility that some users might recognize 18 and 19 as valid transactions without
detecting the conflict. However, ultimately, based on which set of tips, those including 18 or those including
19, users add more new transactions to, either 18 or 19 will be confirmed, and the other one will be
discarded. Transactions added to the discarded side, while unaware of the conflict, are discarded together.
However, these transactions are not entirely removed from the Tangle. Instead, they have the chance to be
selected and added back to the Tangle by other users, gaining an opportunity for verification.

Figure 3. Double spending

5.4. Offline tangle

Offline Tangle refers to the use of Tangle technology to process transactions even when the internet
connection is unavailable [49], [50]. Typically, Tangle is utilized in a decentralized network to confirm
transactions and form blocks on the ledger. However, offline Tangle allows for the creation and signing of
transactions within an internal network, even in the absence of an external internet connection. Transactions
in offline Tangle possess distinctive features, such as the absence of miners and no transaction fees, unlike
traditional blockchain systems. Instead, users validate their transactions and those of others in the network.
The system becomes more efficient as more users participate, and it exhibits relatively lower scalability
issues. Offline Tangle is particularly useful in environments with unstable or limited internet connectivity.
This makes it a potential solution for scenarios where infrastructure is constrained, such as in the context of
10T devices.

Tangle users can continue to append transactions even in an offline network not connected to the
main Tangle network. For this to happen, transactions must be generated and connected according to the
protocol-defined conventions. An offline network refers to a network in a state where external internet
connection is unavailable to connect to the main Tangle network, but internal connections, similar to an
intranet, are possible. For a transaction that was in the offline network to achieve a fully confirmed state,
it must not conflict with transactions in the main Tangle network, just like transactions present in the main
Tangle network. If there is any conflict with transactions in the main Tangle network, the transaction cannot
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be confirmed. Subsequent transactions need to be added to the Tangle network for it to be discovered by all
tips in the main Tangle.

6. CONCLUSION

This paper discussed IOTA and its technology Tangle, proposed to address the limitations of first-
generation blockchains when applied to loT. Tangle, as described in this paper, offers advantages such as
faster transactions with an increasing number of users and zero fees due to the absence of miners.
Additionally, the significant reduction in bottlenecks results in improved scalability without scalability
issues. Thanks to these benefits, IOTA has the potential to be widely used as a micro-payment method in loT.
However, IOTA remains a solution for the future, and it will take time for machine-to-machine
communication to adopt it extensively. While Tangle has addressed scalability and overhead issues, which
were limitations of first-generation blockchains applied to 10T, it introduces a special central node called the
coordinator. This has led to criticism, considering IOTA as a cryptocurrency in a semi-decentralized state
rather than a fully decentralized one. Further research is needed to enhance the security of internal
information, and it is predicted that once these aspects are improved, blockchain technology applied to loT
will become more viable.
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