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Block cipher algorithms are crucial for securing applications on resource-
constrained devices. This paper introduces the modified light encryption
device (MLED) cipher-decipher architecture, specifically designed to
accommodate both 64-bit and 128-bit key sizes while maintaining a
consistent 64-bit block and data size. MLED comprises 8-step and 12-step
processes for MLED-64 and MLED-128 modules, respectively. Each stage
involves a four-round operation followed by an add-round key operation.
The add constant module (ACM) and mixed column modules (MCMs)
within the round operation have been optimized for improved latency and
throughput. Performance analysis reveals that MLED-64/128 requires less
than 1% of the available slices and operates at 125 MHz on the Artix-7
FPGA. It achieves delays of 7.5 and 12.5 clock cycles for MLED-64 and
MLED-128, respectively, translating to throughputs of 1366.5 Mbps and
819.89 Mbps. Additionally, MLED-64/128 exhibits hardware efficiencies of
2.373 and 0.986 Mbps/slice, respectively. Comparative evaluations with
existing LED and other block ciphers (BCs) demonstrate that MLED-64/128
achieves significant improvements in latency, throughput, and efficiency,
making it a compelling choice for securing resource-constrained loT
applications.
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1. INTRODUCTION

Numerous intelligent gadgets establish communication and interaction among themselves through
sensors, utilizing the internet of things (1oT) infrastructure. This network enables users to access and share
relevant information according to their own needs. 10T devices have been widely implemented across various
domains, including healthcare, home automation, intelligent systems, surveillance, tracking systems, and
other applications. 10T devices encounter numerous security difficulties, encompassing but not limited to
authentication, privacy concerns, data protection, confidentiality, performance degradation resulting from
assaults, and various others [1]. Block ciphers (BCs) are a viable solution for addressing many security
concerns, particularly in resource-constrained devices such as 10T devices, wireless sensor networks (WSNSs),
body area networks (BANSs), and radio-frequency identification (RFID) technologies. The boundary
conditions can be classified into two main categories: conventional boundary conditions (CBCs) and
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lightweight boundary conditions (LBCs). The CBCs employ data sizes of either 64 or 128 bits, whereas the
LBCs utilize data sizes of 32, 48, or 64 bits. The potential key sizes of these BCs may exhibit variation based
on the specific requirements and the number of rounds involved [2], [3]. The boundary conditions are
implemented using either a software-based or hardware-based technique in order to accommodate low-
resource devices. The software method can be classified as either machine-independent or machine-
dependent. On the other hand, the hardware approach is specifically developed with regard to the utilization
of field-programmable gate arrays (FPGAS), application-specific integrated circuits (ASICs), or a full-custom
methodology. The performance parameters associated with the hardware implementation of BCs encompass
chip area, area cost, efficiency, latency, throughput, figure-of-merit (FOM), energy consumption, power
consumption, and energy per bit [4]-[6].

Various architectures are employed in the construction of BCs, including the substitution-
permutation network (SPN), a network based on the Feistel cipher, a technique utilizing a non-linear
feedback shift register (NLFSR), and the Lai-Massey approach [7], [8]. The light encryption device (LED)
BC is a good way to look into a number of security holes, such as side-channel attacks (both classical and
quantum), key recovery attempts, and differential cryptanalysis [9], [10]. This article shows how to make a
modified light encryption device (MLED) cipher-decipher architecture that works quickly, has low latency,
and can handle a lot of data. The MLED module provides support for key sizes of both 64-bit and 128-bit,
which can be utilized for data and block sizes of 64-bit. The significance of the planned MLED-64/128 is
emphasized in the following manner: In order to optimize performance, the add-round constant values are
utilized directly in round and inverse-round operations without the need for any left-shifting action. This
approach helps reduce the number of clock cycles required. The four-round operations, along with the XOR
operation with the key, are performed concurrently and within a single clock cycle, enhancing the overall
latency of the system. The current mixed columns matrix is switched out for a more advanced encryption
method called the advanced encryption standard (AES)-based mixed columns matrix for multiplication. This
improves throughput and latency.

The manuscript's structure is delineated as follows: Section 1 provides a comprehensive discussion
of the background of the planned work, with a focus on recent studies. The detailed explanation of the
proposed MLED-64/128 hardware design and its sub-modules may be found in section 2. In section 3, there
is an analysis of the simulation and synthesis results as well as a performance comparison. Finally, the study
closes the entire body of work by highlighting advancements in the realm of future possibilities in section 4.

2. LITERATURE REVIEW

This section thoroughly examines the contextual foundation of the desired inquiry, focusing on
current scholarly investigations. Bogdanov et al. [11] created "PRESENT" as a compact BC to meet the
increasing need for RFID tags and affordable devices. The encryption consists of 31 rounds and 64-bit blocks
and utilizes a substitution box to enhance cryptographic performance and efficiency. It provides protection
against differential and linear cryptanalysis and has resilience against attacks. The hardware implementation
necessitated at least 1,000 gate-equivalents, rendering it well-suited for RFID applications. The design of the
present offers extremely lightweight cryptographic protection on a restricted number of devices and
encourages community cryptanalysis to enhance security.

The LED [12] BC was created to meet the needs of secure data transfer in resource-limited
scenarios, such as those in RFID tags and sensors. The LED employs a structure known as a substitution-
permutation network (SPN). The cryptographic technique operates on data blocks that are 64 bits in size. The
system offers assistance for key lengths of 64 bits and 128 bits. The cipher's predictability is due to its fixed
number of iterations (48 or 64, depending on the key length), making the encryption process straightforward
and allowing for estimation of the time it will take. The goal of LED is to provide a reasonable level of
protection against regularly encountered cryptographic threats. Its structure's architecture is designed to
efficiently combat both differential and linear cryptanalysis techniques. LEDs are advantageous because of
their great efficiency. The design is meant to be executed with restricted hardware resources. This goal is
achieved by utilizing elements and design principles from current lightweight designs and adapting them to
enhance their usefulness for LED technology. LED technology is ideal for devices that cannot support
complex encryption methods because of constraints in power consumption, physical space, or economic
limitations.

Shibutani et al. [13], a very lightweight BC created for environments with limited resources such as
RFID tags and sensors. The cipher seeks to achieve a balance between security, hardware efficiency, and
power consumption by utilizing Feistel-based structures and F-functions. The encryption algorithm
accommodates key lengths of 80 and 128 bhits, with a consistent block length of 64 bits. Piccolo's security
research shows that it is resilient to differential and linear cryptanalysis attacks. The study examines
hardware and software solutions, with a focus on minimal area and efficiency measures. Piccolo is evaluated
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against other modern lightweight BCs in terms of security, area, and power consumption, demonstrating
comparative performance and efficiency. Piccolo is a reliable choice for lightweight cryptographic primitives
in embedded systems, providing strong security and versatility for many applications.

Yang et al. [14] lightweight BCs in 2015. The objective was to improve the security features of
devices with limited resources, like 10T devices and low-power electronics. The authors aimed to create a
distinctive series of BCs that optimized the balance between security, performance, and resource needs. The
Simeck cipher, created by the National Security Agency (NSA), combines the positive characteristics of
Simon and Speck, two earlier lightweight BCs. The cipher's circular design and flexibility to adjust to
different security levels and application needs contribute to its lightweight nature. This work examines the
security features of the Simeck cryptographic family and its resistance to well-known cryptographic attacks,
including differential and linear cryptanalysis. The researchers found that Simeck shows promising potential
as a practical solution that effectively balances security and efficiency, making it well-suited for its intended
purposes. The performance evaluation compares Simeck with other lightweight BCs, showing its competitive
nature and superior resource efficiency compared to alternative lightweight BCs. The Simeck software is
effective for hardware implementations in resource-constrained environments such as loT devices and
embedded systems with restricted power, memory, and computation capabilities.

Beaulieu et al. [15] presented the SIMON and SPECK families of BCs, specifically created for
resource-limited scenarios such as lIoT devices, RFID tags, and sensor networks. The ciphers provide
excellent security with simplicity and flexibility. SIMON offers several key lengths and block sizes, whereas
SPECK utilizes additions and rotations for software implementations. Both ciphers are designed for hardware
efficiency and are resilient against common cryptographic attacks such as differential and linear
cryptanalysis. They provide competitive performance attributes, making them appropriate for minimal gate
counts in hardware and efficient code in software. SIMON and SPECK are cryptographic primitives designed
for devices with limited resources, making them ideal for a wide range of applications in lightweight
cryptography because of their adaptability in block and key sizes.

Zhang et al. [16] developed the RECTANGLE BC, a lightweight cryptographic algorithm tailored
for systems with constrained power, memory, and computational capabilities, such as 10T devices. The cipher
has a bit-slice design, performing operations on individual bits instead of bytes, resulting in the advantages of
parallelism and fast hardware and software executions. The cipher's details, such as block size, key size,
number of rounds, S-boxes, and permutation layers, are deliberated about. The authors conducted a
comprehensive analysis of RECTANGLE's security, subjecting it to common cryptographic attacks and
assessing its resilience against potential vulnerabilities. The cipher's performance is evaluated and contrasted
with various systems to showcase its adaptability and effectiveness. The RECTANGLE BC is a lightweight
cryptography solution that offers security against known threats and efficiency when used on various
platforms.

Borghoff et al. [17] PRINCE is a BC specifically created for use in pervasive computing situations
that need low-latency applications. It provides a cryptographic solution with distinctive features for fast
device encryption without compromising security. PRINCE is ideal for applications related to embedded
electronic devices, smart appliances, and wearable technology. The experimental results and evaluations
emphasize its efficiency in terms of speed and resource requirements. The article examines PRINCE's
security aspects, focusing on vulnerabilities and potential attack scenarios. PRINCE fills a void in the
cryptographic ecosystem by focusing on low latency, a specific need that is not met by many traditional
ciphers.

Yao et al. [18] presented an LED cipher in this paper, which uses a dimming-down technique and
includes open-source threshold characteristics. The LED threshold design utilized a finite-state machine to
aid with data and state changes. Using the LED threshold allows for more chip area allocation and a higher
operating frequency compared to an unprotected LED cipher. The threshold value (T) is used to prevent side-
channel resistance attacks. Ayachi et al. [19] provide a scholarly analysis of the data encryption framework
used in network-on-chip (NoC)-based LED ciphers. The network interface (NI) is designed for NoC
architecture, with or without encryption. This paper analyzes the chip area of secure NI designs and
investigates possible improvements. Tiwari et al. [20] describe the box-based active number calculation in
the BC. Mixed integer linear programming (MILP) is utilized to identify the active substitution box (S-box).
The Active S-Box computation assesses the LED, KLEIN, and AES ciphers' appropriateness by considering
the number of rounds. Execution timing analysis is performed for each round, considering the activation of
specific S-Boxes. Sliman et al. [21] introduce a series of BC tailored for 10T applications. These ciphers are
known for their exceptionally low weight, making them ideal for 10T devices with limited resources. The
paper examines different strategies, including involutive, bit-slice, additional-rotation XOR (ARX), and
hybrid procedures, for creating BCs. The ultra-lightweight method (ULM) technique is distinguished by its
capacity to reduce the number of clock cycles and total memory use when compared to other BCs.
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Kaur and Singh [22] analyze the cryptographic techniques used in 10T applications in their research.
An in-depth study is performed on symmetric-key and public-key ciphers. This review examines the
performance metrics, benefits, and limitations of symmetric key and public-key ciphers. Salman et al. [23]
conduct a thorough analysis of the AES with customized modifications designed for 10T applications. This
paper investigates the modifications to the circular processes of the AES, with a specific emphasis on the
shift rows and mixed columns transformations. The study suggested that the modified round in the AES
reduces the overall number of rounds from 10 to six. Ghayoula et al. [24] extensively explain how they
implemented the SIMON-128 BC on the Artix-7 FPGA. The SIMON-128 cryptographic algorithm utilizes
the Feistel round structure, comprising a data route unit, a key scheduling unit, and a control unit. The design
consumes 72 milliwatts (mW) and utilizes around 2% of the chip's slices. Ibrahim et al. [25] conducted
a detailed analysis of lightweight block ciphers (LBC), emphasizing their implementation on FPGA
architectures. This paper investigates various lightweight cryptographic algorithms such as AES, LED,
extended tiny encryption algorithm (XTEA), PRESENT, and KLEIN. All performance metrics of the LBCs,
such as area, throughput, frequency, and efficiency, are analyzed. Tsantikidou and Sklavos [26] examine the
use of low-power Bluetooth controllers (LBCs) in IoT applications in the healthcare sector. The authors
primarily concentrate on analyzing the hardware limitations linked to LBCs in this specific field. The 10T is
thoroughly analyzed in relation to healthcare. This paper offers an in-depth examination of various
cryptographic methods, such as BCs, stream ciphers, hash functions, and authentication protocols. Each
method is thoroughly analyzed, taking into account its benefits, drawbacks, and performance attributes.
Zhang et al. [27] explain the low bitrate coding (LBC) approach called GFRX, which is designed for 1oT
nodes. The GFRX algorithm is a hybrid integration of the Feistel and ARX techniques. GFRX can handle
data sizes of 64, 96, and 128 bits and supports key sizes of 96, 128, and 256 bits. The security analysis
includes numerous linear and structural investigations that have been reported.

Kabir et al. [28] examines prevalent dangers, attacks, and vulnerabilities in 10T devices and their
extensive utilization. The text examines the difficulties presented by IoT devices and proposes effective
solutions. The paper presupposes that readers have knowledge of 10T devices and associated technology. The
document offers an overview of 10T device layers, identifies typical dangers, examines the difficulties in
mitigating these threats, and proposes future actions to improve safety, security, and privacy. Future research
could investigate zero-trust architectures, security-enhanced architectural layers, machine and deep learning
models, cloud and edge computing solutions, and security as a universal concern.

3. PROPOSED SYSTEM MODEL

Guo et al. [29] initially proposed the LED cipher in 2012. It is known for its efficient utilization of
resources on chips, particularly in comparison to other BCs when implemented on tiny hardware. The LED
cipher exhibits similarities to the AES cipher in terms of encryption and decryption processes, with the
exception of the key generation process. This study focuses on the modification of the LED cipher by
introducing alterations to the round process, aiming to enhance both latency and throughput. The proposed
model has been specifically engineered to possess a key size of 64/128 bits, which corresponds to a data size
of 64 bits. The cipher structures of the proposed MLED-64 and MLED-128 are depicted in Figures 1 and 2,
respectively. The MLED-64/128 cipher executes an add-round key (ARK) or XOR operation by utilizing a
64-bit plain text (P) and a 64-bit key (K). The ARK output persistently executed step procedures in order to
produce the 64-bit cipher text (C). The MLED-64 and MLED-128 algorithms require 8 and 12 computational
steps, respectively, to successfully execute encryption or decryption operations. The MLED-64 employs a
uniform 64-bit key (K) for its ARK operations. In contrast, the MLED-128 algorithm partitions the 128-bit
key into two distinct components, namely K1 and K2. The K1 and K2 variables, respectively, store the first
[63:0] bits and the subsequent [127:64] bits, which are utilized for both encryption and decryption processes.
The MLED-128 employs a 64-bit K1 key during the initial 8 steps, after which it transitions to the K2 key for
the subsequent 4 steps (9 to 12).

K
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Figure 1. Modified LED-64 cipher architecture
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Figure 2. Modified LED-128 cipher architecture

Figure 3 depicts the operational process of the improved LED-64/128 cipher architecture in a single
phase. The operational process consists of four rounds in each phase, which are subsequently followed by the
add round key (ARK) operation. Each iteration consists of four distinct operations, namely the add constant
module (ACM), sub cells module (SCM), shift row module (SRM), and mixed columns module (MCM). The
round numbers (RNi) are defined by the user for each round. The value of RNi ranges from 0 to 7 for the
MLED-64 cipher and from 0 to 11 for the MLED-128 cipher. The output of each round serves as the input
for the subsequent round, and the output of Round 3 is subjected to an XOR operation with the associated
key (K) in order to produce the output of a single-step operation. The subsequent section provides a detailed
analysis of the circular operation of each individual module.

Single Step Operation K
Round-0 Noxt
— ‘ACM ‘ SCM ‘ SRM ‘ MCM ‘ Round-1 | Round-2 | Round-3 —»é—» Step
Round 1 I 1 I
Number . |
(RN) (RN 4) (RNi*4)+1 (RNi*4)+2 (RNi*4)+3

Figure 3. Single-step operation of modified LED-64/128 cipher architecture

This study examines the utilization of round constants in the ACM modules. Table 1 presents the
tabulated round constants of the MLED-64/128 encryption. The MLED-64 cipher considers round numbers
ranging from 0 to 31, whereas the MLED-128 cipher considers round values ranging from 0 to 47. The
majority of current LED methodologies utilize six bits that undergo a left-shift operation and are afterwards
substituted with a novel round constant value during the ACM procedure. The aforementioned procedure
requires an additional four clock cycles per round in order to execute the left shifting operation, followed by
the replacement of the previous value with a new one. The proposed methodology reduces the number of
clock cycles required for each operation round in ACM by four. The S-Box is utilized by SCM to execute
subcell operations. The SCM module receives a 64-bit value from the ACM, which is organized in a 4x4
matrix. It then proceeds to conduct the substitution operation on each row of the matrix. Table 2 presents the
tabulated S-Box utilized in the SCM for the Modified LED-64/128 Cipher. The S-Box is characterized by a
4-bit input (in) and a corresponding 4-bit output (out). The input values consisting of 4 bits are substituted
with corresponding S-Box values, which serve as the output. The aforementioned procedure is iterated a total
of 16 times in order to produce the 64-bit SCM output.

Table 1. Round constants of modified LED-64/128 cipher
Rounds Round constants
0-23 01, 03, 07, OF, 1F, 3E, 3D, 3B, 37, 2F, 1E, 3C, 39, 33, 27, OE, 1D, 3A, 35, 2B, 16, 2C, 18, 30
24-47 21,02, 05,08, 17, 2E, 1C, 38, 31, 23, 06, 0D, 1B, 36, 2D, 1A, 34, 29, 12, 24, 08, 11, 22, 04

Table 2. S-Box used in SubCells module for modified LED-64/128 cipher
n 0 1 2 3 4 5 6 7 8 9 A B C D E F
Ot C 5 6 B 9 0 A D 3 E F 8 4 7 1 2
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The SRM receives a 4x4 matrix of 64-bit SCM data. It then proceeds to conduct a row-wise shifting
operation to the left, as illustrated in Figure 4. The operations of no-shifting, one-time left-shifting, two-time
left-shifting, and three-time left-shifting are executed on the first, second, third, and fourth rows of the SRM,
respectively.

Mo Shift

-—— Cmne tume Left Shift

Two Time Left Shift

r Y

Three Tune Left Shnfl

&

Figure 4. SRM operation

The MCM receives data in a 64-bit SRM format and does column-wise mixing operations. This
study examines the two distinct 4 x 4 matrices utilized in the AES cipher [11] for the MCM (mix columns)
and inverse MCM operations. The left-hand side (M) and right-hand side (M-1) of the 4x4 matrix are utilized
for MCM and inverse matrix chain multiplication, respectively. These components are denoted in (1).

Il
W Rk N
= =N W

9
D
D )
E

The output of the 64-bit SRM is partitioned into four columns, and each column is subjected to
multiplication with a M array iteratively until the last column is reached. The column data undergoes updates
through multiplications with the M array, resulting in a 64-bit MCM output. The output of a single-step
operation is generated by performing an XOR operation between the 64-bit MCM data and its matching key.

The decryption or deciphering process of the MLED-64/128 involves the reversal of the encryption
operation. The architecture of the improved LED-128 decipher is depicted in Figure 5. The decryption
procedure of MLED-128 involves the utilization of a 64-bit K2 key for the initial four phases, followed by
the application of a K1 key for the subsequent eight steps (from step 4 to step 12). The output of step 12 is
subjected to an XOR operation with the K1 key in order to produce the resulting 64-bit plaintext.

K KZ K2 K2 KZ K]_ Kl Kl K]_
128 e 64 64 64 64 64 64 64
‘ Ste ' ' St Ste Ste i
, €p- . ] ep- |, ep- ep- R R
CTStele 5 —>f Step-3 |—> Step-4 —> 5 7N 11 T N ) p

Figure 5. Modified LED-128 decipher architecture

Figure 6 depicts the inverse single-step execution of the improved LED-64/128 decipher
architecture. Following each inverse step operation, there is an ARK and four rounds of operation. Each
phase of the study includes the implementation of the inverse maximum causal model (IMCM), the inverse
structural regression model (ISRM), the inverse structural causal model (ISCM), and the ACM. The IMCM
algorithm employs an M-1 matrix for the purpose of performing matrix multiplication. The ISRM executes
the process of left shifting in reverse order on a row-by-row basis. The ISCM uses an identical S-Box for
cryptographic operations. However, the output value is regarded as the new input, and conversely, the
previous input is treated as the output. The operation of the ACM remains consistent with the cipher process
during the decoding procedure.
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Figure 6. Inverse single-step operation of modified LED-64/128 decipher architecture

4. RESULTS AND DISCUSSION

This section presents a discussion on the simulation and synthesized findings of the improved LED-
64/128 module. The LED-64/128 module has been adapted and executed on an Artix-7 FPGA utilizing
Verilog-HDL within the Xilinx ISE framework. By using the Xilinx Tool to do place and route operations,
we can find out the chip area (slices), maximum operating frequency, and total power of the redesigned LED-
64/128 module and its sub-modules. The xilinx power analyzer (XPA) tool is used to find out the total power
after the place and route procedures have been run. Performance measures such as latency, throughput, and
efficiency are seen in the case of MLED-64/128 and its corresponding sub-modules. The simulation
outcomes of the redesigned LED-64 and LED-128 modules are depicted in Figures 7 and 8, respectively. The
functioning of the modified LED-64/128 module is initiated by activating the global clock (clk) through an
asynchronous reset (rst) with an active low signal. The input data (inp) is specified as 64 bits, and the input
key is specified as either 64 or 128 bits. The MLED-64 and MLED-128 cipher modules require 7.5 and 12.5
clock cycles (CC), respectively, in order to generate the encrypted output, also known as cipher_out. On the
other hand, it is worth noting that the MLED-64 and MLED-128 decipher modules require 8.5 and 12.5 CC,
respectively, in order to produce the decrypted output (decipher_out). The simulation results presented above
demonstrate that both the MLED-64 and MLED-128 modules require the 64-bit original input and decrypted
output values to be identical.

itk 5t1 JUUUr U U U U U
frat St n

finp 0000000000000000 | D000000000000000

ey 0000000000000000 | D0000000P0000000

fdecipher_out | 0000000000000000 | ———— 10" {{{ { {0000p000000034000
fcipher_aout af522a5c6f469236 ([T 1 1 1 11 1 Jafs2Pascef4s9l3s

fdone o - ]

Figure 7. Simulation results of modified LED-64 module
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Figure 8. Simulation results of modified LED-128 module

Table 3 presents the tabulated data on the resource use of MLED-64/128 and its sub-modules on the
Artix-7 FPGA. The encryption module known as MLED-64 (Enc) employs slices of 576 and runs at
a maximum frequency of 160.136 MHz. It consumes a total power of 445 mW on the Artix-7 FPGA. The
decryption module, known as MLED-64 Dec, employs 576 slices and runs at a frequency of 126.197 MHz,
while requiring a total power of 862 mW. The MLED-64 encryption-decryption (ED) module employs 1157
slices and functions at a frequency of 125.186 MHz, with a total power consumption of 1.006 W. The
measurement of delay is determined based on the number of CC. The determination of throughput or data
rate, measured in megabits per second (Mbps), on an FPGA device relies on factors such as latency, data
size, and the frequency achieved. The MLED-64 encryption module achieves a delay of 7.5 CC, a throughput
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of 1366.5 Mbps, and a hardware efficiency of 2.373 Mbps per slice. The decryption module MLED-64
demonstrates a latency of 8.5 CC, a throughput of 950.2 Mbps, and a hardware efficiency of 1.649 Mbps per
slice. The MLED-64 ED module requires 16 computational cycles (CC) to perform encryption and
decryption tasks. It delivers a throughput of 500.75 Mbps with an efficiency of 0.433 Mbps per
computational slice.

The encryption module known as MLED-128 employs a total of 832 slices and functions at
a maximum frequency of 160.136 MHz while consuming a total power of 563 mW. The decryption module,
known as MLED-128, employs 832 slices and functions at a frequency of 125.387 MHz while requiring
a total power of 1.087 W. The MLED-128 ED module employs the segments of 1669 and functions at
a frequency of 125.004 MHz while consuming a total power of 1.446 W. The MLED-128 encryption module
achieves a delay of 12.5 CC, a throughput of 819.89 Mbps, and a hardware efficiency of 0.986 Mbps per
slice. The decryption module MLED-128 demonstrates a latency of 12.5 CC, a throughput of 641.99 Mbps,
and a hardware efficiency of 0.772 Mbps per slice. The MLED-128 ED module exhibits a latency of 25 CC
and attains a throughput of 320.12 Mbps, demonstrating an efficiency of 0.192 Mbps per slice. Figure 9
displays the graphical depiction of the resource use for the MLED-64/128 module. The Artix-7 FPGA
demonstrates an approximate chip area utilization of 1% for both the MLED-64/128 and its sub-modules.

The performance evaluation of the suggested MLED ciphers in contrast to the existing LED ciphers
on the FPGA platform has been presented in Table 4. The data/key size, FPGA type, chip area (slices),
highest frequency the device can achieve, latency, throughput (in Mbps), and hardware efficiency (in Mbps
per slice) are the resource characteristics for performance comparison. The LED cipher, as described in
reference [30], utilizes a key size of 64/128 bits and is implemented on an Artix-7 FPGA. The MLED-64, as
suggested, exhibits a noteworthy enhancement in latency by 97.07%, throughput by 94.4%, and efficiency by
52.38% compared to the LED-64 [31]. The MLED-128 cipher, as suggested, exhibits a notable enhancement
in latency, with a 96.74% improvement, as well as a substantial increase in throughput by 94.14%.
Additionally, when compared to the LED-128 encryption, as mentioned in [32], its efficiency is 29% higher.
The LED cipher, as described in reference [14], utilizes a 128-bit key and is implemented on an Artix-7
FPGA. When compared to the LED-128 encryption, the MLED-128 cipher as described shows a significant
improvement in latency, with a gain of 53.7%, as well as an increase in throughput of 21.57% [33]. The LED
cipher, as described in reference [34], utilizes a 64/128-bit key and is implemented on a Spartan-6 FPGA.

Table 3. Resource utilization of modified LED-64/128 module on Artix-7
MLED- MLED- MLED- MLED-128 MLED-128 MLED-128

Resources

64 Enc 64 Dec 64 ED Enc Dec ED
Slices 576 576 1157 832 832 1669
Max. frequency (MHz) 160.136 126.197 125.186 160.136 125.387 125.044
Total Power (mW) 445 862 1006 563 1087 1446
Latency (CC) 7.5 8.5 16 125 125 25
Throughput (Mbps) 1366.5 950.2 500.75 819.89 641.99 320.12
Efficiency (Mbps/Slices) 2.373 1.649 0.433 0.986 0.772 0.192
MLED-128 ED —_—
I ——
e S
MLED-128 Dec
[ee————naeee——aae———we————————u]
u Throughput (Mbps)
& MLED-128 Enc u Total Power (mW)
= [ e et i)
a Max. Frequency (MHz)
9_3 MLED-64 ED L ® Slices

MLED-64 Dec

Iw

MLED- 64 Enc

400 600 800 1000 1200 1400 1600 1800
Utilization

(=}
(]
=

Figure 9. Graphical representation of performance metrics of modified LED-64/128 design
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The MLED-64, as proposed, demonstrates a reduction in area overhead by 83.8%, an improvement in
frequency by 90.1%, a decrease in latency by 77.27%, an increase in throughput by 26.06%, and an
enhancement in efficiency by 88.03% as compared to the LED-64. The MLED-128, as described, demonstrates
a significant reduction in area overhead by 78.1%, a notable improvement in frequency by 93.2%, a substantial
decrease in latency by 74.4%, a moderate increase in throughput by 17.06%, and a substantial enhancement in
efficiency by 80.62% as compared to the LED-128. The LED cipher, as described in reference, utilizes a 128-bit
key and is implemented on a Spartan-6 FPGA. The MLED-128 cipher, as suggested, exhibits a notable
enhancement in latency, with an improvement of 93.5% compared to the LED-128 cipher [35]. Additionally, it
demonstrates a substantial increase in throughput, with a boost of 94.56%. Additionally, when compared to the
LED-128 cipher, the MLED-128 cipher's efficiency is significantly higher by 80.73%.

The performance evaluation of the proposed LED designs is presented in Table 5, where
a comparison is made with existing BC techniques. The MLED-128, as presented, exhibits a reduction in
area overhead of 52.48%. Furthermore, it demonstrates an improvement in latency by 60.9%, throughput by
6.09%, and efficiency by 49.5% compared to SIMON-128. On the other hand, the MLED-128, as suggested,
demonstrates a reduction in area overhead by 58.68%, an improvement in latency by 75.9%, an increase in
throughput by 22.67%, and an enhancement in efficiency by 68.05% when compared to the SPECK-128
[36]. The MLED-128, as suggested, demonstrates enhancements in many performance metrics when
compared to the SPECK-128 [37]. Specifically, it exhibits a 15.7% improvement in operating frequency, a
68.75% reduction in latency, a 73.53% increase in throughput, and a 44.92% boost in efficiency. The MLED-
128, as suggested, demonstrates enhancements in operating frequency by 6.95%, throughput by 5.71%, and
efficiency by 39.14% when compared to the RECTANGLE-128 [38]. When compared to the PRESENT-128
algorithm [18], the MLED-128 shows a big improvement in latency (91.8% less), throughput (87.9% more),
and efficiency (50%) [39]. The MLED-128 algorithm, as suggested, demonstrates a notable enhancement in
latency by 90.23%, throughput by 90.12%, and efficiency by 65.51% when compared to the XTEA-128
algorithm [40].

Table 4. Performance comparison of the proposed MLED ciphers with existing LED ciphers

Cipher Design LED LED LED LED LED LED MLED-64 MLED-128
Data size 64 64 64 64 64 64 64 64

Key size 64 128 128 64 128 128 64 128

FPGA Artix-7  Artix-7  Artix-7  Spartan-6  Spartan-6  Spartan-6  Artix-7 Artix-7
Slices 63 69 404 3556 3800 229 576 832
Frequency (MHz) 284 286 357 15.88 10.64 133.76 160.136 160.136
Latency (CC) 256 384 27 33 49 192 75 125
Throughput (Mbps) 71.21 47.75 643 1010 680 44.59 1366.5 819.89
Efficiency (Mbps/Slice)  1.13 0.7 1.59 0.284 0.191 0.19 2.373 0.986

Table 5. Performance comparison of the proposed LED designs with existing BC approaches

Cipher design SIMON SPECK SPECK RECTANGLE PRESENT XTEA MLED-128
Data size 64 64 64 64 64 64 64
Key size 128 128 128 128 128 128 128
FPGA Spartan-3  Spartan-3  Spartan-3 Spartan-3 Virtex-6  Artix-7 Artix-7
Slices 1751 2014 399 483 201 316 832
Frequency (MHz) 344 191 135 149 211 264 160.136
Latency (CC) 32 52 40 NA 136 128 125
Throughput (Mbps) 770 634 217 773 99.13 80.43 819.89
Efficiency (Mbps/Slice) 0.497 0.315 0.543 0.6 0.493 0.34 0.986

5. CONCLUSION

The MLED is a cipher-decipher system designed on the Artix-7 FPGA platform to prioritize high
efficiency and minimal latency. The algorithm being discussed uses 8-step operations for MLED-64 and 12-
step operations for MLED-128 for encryption and decryption. Each phase involves four sequential rounds in
the operating procedure, followed by an add-round key operation. The circular process has been modified to
improve latency in relation to clock cycles. The simulation and synthesized results are fully executed. The
MLED-64/128 module utilizes 1% of the chip area (slices) and operates at a frequency of 125 MHz on the
Artix-7 FPGA. The MLED-64 encryption uses 7.5 bits and achieves a throughput of 1366.5 Mbps, resulting
in an efficiency of 2.373 Mbps per slice. The MLED-128 encryption uses 12.5 units and achieves a
throughput of 819.89 Mbps, with an efficiency of 0.986 Mbps per slice. The MLED-64/128 cipher exhibits
advantageous traits such as reduced latency and good throughput. These characteristics indicate that the
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encryption is suitable for use in applications that need little resources. The study compares the proposed
approach with existing LED and other BC algorithms on the FPGA platform, showing significant
improvements in performance limitations. The circular operation of the MLED-64/128 design is optimized to
maximize the operating frequency on the FPGA platform and enhance performance results.
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