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 Wireless sensor networks (WSNs) have revolutionized data collection in 

diverse environments, from industrial settings to natural ecosystems. 

However, their decentralized nature and energy constraints pose unique 
security and operational challenges. Previous research provided foundational 

insights into WSN security but lacked comprehensive strategies for real-time 

intrusion prevention and efficient energy utilization. Our work employs a 

multi-layered approach, integrating network intrusion prevention systems 
(NIPS) with WSNs and leveraging machine learning for threat detection. We 

developed MinE-DT (minimum energy-direct transmission) hybrid routing 

an integrated WSN model that not only identifies and mitigates distributed 

denial-of-service (DDoS) attack but also optimizes energy consumption, 
ensuring prolonged network longevity without compromising security. The 

proposed model's distinctiveness lies in its fusion of NIPS with energy-

saving algorithms, offering a dual advantage of enhanced security and 

energy efficiency. Utilizing a combination of simulations and theoretical 
analysis, our methodology yielded promising results, showcasing significant 

improvements in threat detection rates and energy conservation. 
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1. INTRODUCTION 

In the contemporary era of digital technology, the protection of sensitive data and vital infrastructure 

from malicious actions has become a matter of utmost significance, hence emphasising the crucial role of 

cyber-security. The ever-evolving nature of cyber threats [1], [2], which encompass advanced attacks and 

breaches of data, underscores the need for strong defence methods. Network intrusion prevention systems 

NIPS play a vital function in this context, serving as a primary line of defence against invasions and 

unauthorised attempts to acquire access. Developing a prevention system for distributed denial-of-service 

(DDoS) [3] attack is a challenging task. Several papers have addressed this issue by using the methods of 

network intrusion detection system (NIDS) [4] and NIPS, where [5] gives the comparative analysis of 

machine learning algorithms. Sahu and Pandey [6] provides a comprehensive overview of DDoS attacks, 

their impact, and defense mechanisms, making it a valuable resource for researchers, practitioners, and 

policymakers in the field of cybersecurity. Alshambri et al. [7] insights into the challenges, threats [3], and 
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potential solutions such as encryption techniques, authentication mechanisms, intrusion detection systems 

(IDS), and secure routing protocols in safeguarding critical infrastructure and services by DDoS attack. 

Ahmad et al. [8] addresses the growing challenges in network security and focuses on IDS that inspect 

network traffic to ensure its confidentiality, integrity, and availability. The work presents machine learning 

(ML) and deep learning (DL)-based IDS as potential solutions, offering a systematic review of recent 

advancements in these technologies for NIDS.  

Challenges of maintaining security and performance in WSNs are also reported [9]. It highlights the 

inadequacy of traditional security mechanisms for WSNs, which are prone to issues like nodes misbehavior 

and vulnerabilities to various attacks. To overcome these challenges, a fuzzy logic [10], fully distributed trust 

management system (DTMS). Where DTMS distinguishes itself from existing TMSs through its fuzzy-nature 

trust calculation, criteria trust calculation procedure, and trust forecasting capability. It integrates direct and 

indirect trust, combining past misbehavior with current status to robustly evaluate trustworthiness. Each node 

in DTMS monitors its neighbors' behavior, calculates their trustworthiness, and can even forecast future trust 

values. The system's performance, in terms of energy consumption, accuracy, scalability, fault tolerance, and 

execution speed, is demonstrated. 

The message analyser scheme (MAS) can detect compromised sensor nodes susceptible to DDoS 

attacks and identify malicious messages transmitted to the base station [11]. This scheme stands out for its 

ability to distinguish between legitimate and compromised messages, thus minimizing computation and 

energy consumption, and enhancing message authentication. The work emphasizes the necessity of securing 

data packets from source nodes to destination nodes, integrating measures like data authentication and integrity. 

It utilizes a hash function and pre-shared keys for encryption to ensure data authenticity and integrity.  

Investigating the challenges and advancements in IDS specifically designed for the internet of things 

(IoT) is observed in paper [12]. The work proposes a novel software-defined IDS based on distributed cloud 

architecture, aimed at creating a secure IoT environment. The paper highlights the importance of securing 

data packets from source to destination, incorporating data authentication, and integrity measures to mitigate 

the threats. The future direction includes developing more robust and reliable IDS technologies specifically 

tailored for the diverse and growing field of IoT. Another research focuses on managing DDoS attacks in 

WSNs [13]. Their main contribution is the development of a trace back technique (TBT) to control unwanted 

traffic and reduce the impact of DDoS flood attacks. This technique aims to detect DDoS attacks with high 

reliability, and operates in a distributed network mode, attempting to filter out most attack packets without 

compromising the quality of legitimate traffic. The results indicate that it significantly reduces DDoS-based 

flood attacks on a large scale. The study of DDoS attack detection and mitigation strategies in WSNs, which 

gives the overview of various attack detection mechanisms such as UDP flood attack detection, smurf DDoS 

attack detection, and others, analyzing their effectiveness and limitations in terms of energy consumption and 

resource utilization [14]. One of the key contributions of the work is the proposal of enhanced detection 

mechanisms and future enhancements in the field. The authors suggest dynamic threshold mechanisms and 

strategies to reduce resource wastage and improve attack detection efficiency. 

The latest technique of exploring the use of deep learning techniques in detecting denial of service 

(DoS) attacks in WSNs [15], where the systems are trained on a specialized dataset for WSNs, known as 

WSN-DS, to detect four types of DoS attacks: blackhole, grayhole, flooding, and scheduling attacks. The 

paper evaluates the performance of different DL architectures, such as dense neural network (DNN), 

convolutional neural networks (CNN), recurrent neural networks (RNN), and a combination of CNN and 

RNN, using performance metrics like accuracy, precision, recall, and F1-score. The results demonstrate the 

effectiveness of these models in detecting DoS attacks in WSNs, with the CNN model achieving the highest 

performance. Another scheme software-defined trust systems (SDTS) which was designed to cope with 

various internal attacks like on–off attacks, bad-mouthing attacks, and garnished attacks [16]. The SDTS 

scheme is unique in its ability to adjust the trust range according to the application requirements and includes 

components such as direct and indirect communication trust, data trust, and misbehavior-based trust. The 

research work demonstrates how the SDTS model operates based on nodes' behavior and incorporates 

methods to handle natural calamities and internal attacks effectively. It compares SDTS against three recent 

state-of-the-art methods, showcasing its efficiency in terms of trust assessment accuracy, low false-positive 

and false-negative rates, attack detection rate, energy consumption, and throughput. Chaitra et al. [17] have 

proved that modifying the game theory energy balancing algorithm and use of relay motes, improves the 

overall network lifetime. The routing protocol designed to optimize throughput in clustered IoT [18] 

demonstrate improvements in throughput, energy efficiency, and network reliability. 

Based on the analysis of the solutions that has been provided, to overcome the above said 

limitations, a NIPS system is proposed in this paper. Given the escalating magnitude and intricacy of cyber-

attacks, it has become imperative for organisations to adopt proactive security solutions capable of promptly 

and resolutely addressing potential threats. The NIPS system serves the dual purpose of avoiding successful 
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assaults and mitigating potential vulnerabilities and weak points within the network, thereby lowering the 

overall attack surface. 

 

 

2. METHOD  

In order to mitigate the DDoS attack in the WSNs, we proposed a novel algorithm: minimum energy 

and direct transmission (MinE-DT). The block diagram of the proposed work is shown in Figure 1. Here each 

sensor node has to pass through the NIPS module to reach the base station. The NIPS module runs with the 

Mine-DT algorithm, which is a combination of MinE-DT hybrid routing algorithm. The direct transmission 

(DT) is a straightforward approach where each sensor node sends data directly to the base station. While it's 

simple, it can be energy-intensive for distant nodes. On the other hand, minimum energy routing (MER) 

focuses on finding the path that consumes the least energy, often involving multiple hops through 

intermediate nodes. Both methods have their advantages and limitations. We have combined the strengths of 

both DT and MER to create a hybrid routing algorithm that optimizes energy consumption while ensuring 

efficient data transmission in WSN. The detailed working of the proposed work is explained in the algorithm 

steps. 
 

 

  
 

Figure 1. The general structure of the MinE-DT 
 

 

The algorithm steps of Mine-DT is as follows:  

i) Initialization:  

 Determine the location of each node relative to the base station. 

 Calculate the energy required for direct transmission from each node to the base station. 

ii) Threshold setting:  

 Define a distance threshold, `T`. Nodes closer to the base station lesser than `T` will use DT, while 

those farther away will use MER. 

The threshold value of T in the context of the MinE-DT algorithm for WSNs is not a fixed value but 

dependant on other characteristics like: distance to base station, energy consumption and network topology. 

iii) For nodes within threshold (using DT): 

 Transmit data directly to the base station. 

 Update the energy status of the node after transmission. 

iv) For nodes outside threshold (using MER): 

 Use a localized search to identify the neighbouring node that results in the minimum energy 

consumption for data transmission. 

 Forward data to this selected neighbour. 

 The neighbour then checks its own distance threshold. If it's within the threshold, it uses DT; 

otherwise, it continues with MER. 

 Update the energy status of nodes involved in the transmission. 

In the context of the MinE-DT algorithm for WSN, “localized search” [19] refers to a method used by nodes 

that are outside the threshold distance T. These nodes, instead of transmitting data directly to the base station, 

engage in a localized search to find the most energy-efficient path for data transmission. 

Dynamic threshold adjustment: 

 Periodically, or after a set number of data transmissions, re-evaluate the average energy of all nodes. 

 Adjust the distance threshold `T` based on the network's energy status to balance the load between DT 

and MER. 
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v) Data aggregation (optional enhancement): 

 Before data transmission, especially in the MER part, nodes can aggregate data to reduce the amount 

of data transmitted, further saving energy. 

vi) Energy monitoring and node replacement: 

 Continuously monitor the energy levels of all nodes. 

 If a node's energy drops below a critical level, consider it for replacement or put it to sleep to avoid 

network disruption. 

Advantages of MinE-DT: 

The advantages using the novel algorithm are  

i) Optimized energy consumption: by intelligently choosing between DT and MER based on node 

proximity and network energy status, the algorithm ensures efficient energy usage. 

ii) Flexibility: the dynamic threshold adjustment allows the network to adapt to changing energy conditions, 

ensuring longevity. 

iii) Reduced latency: nodes closer to the base station benefit from the reduced latency of DT, ensuring timely 

data delivery. 

iv) Scalability: the hybrid nature of MinE-DT makes it suitable for both small and large-scale WSN 

deployments. 

Overall, the MinE-DT algorithm offers a novel approach to WSN routing by synergistically combining the 

strengths of direct transmission and minimum energy routing. This hybrid method promises enhanced 

network longevity, reduced energy consumption, and efficient data delivery, making it a promising solution 

for future WSN applications. 

 

 

3. RESULTS AND DISCUSSION  

The results and discussion of the MinE-DT algorithm is simulated using Python and described in 

this section. The parameters and metrics used for model without NIPS are the standard ones for evaluation 

[16]. Few parameters which are considered for the evaluation of NIPS model in this paper are given below. 

 

3.1.  Detection rate 

Detection rate (DR) typically refers to the percentage of actual intrusions that the system 

successfully detects. With NIPS, the detection rate is higher due to proactive monitoring and advanced 

algorithms. Detection rate is calculated by the ratio of malicious activities or intrusions correctly identified by 

the system out of the total number of actual malicious activities or intrusions. 
 

𝐷𝑅 = (𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑖𝑛𝑡𝑟𝑢𝑠𝑖𝑜𝑛𝑠 𝑐𝑜𝑟𝑟𝑒𝑐𝑡𝑙𝑦 𝑑𝑒𝑡𝑒𝑐𝑡𝑒𝑑/𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑎𝑐𝑡𝑢𝑎𝑙 𝑖𝑛𝑡𝑟𝑢𝑠𝑖𝑜𝑛𝑠) ×
100%  

 

3.2.  False positive rate 

The false positive rate (FPR) is one of the important metric in evaluating the performance of NIPS. 

FRP [20] refers to the percentage of benign activities mistakenly flagged as intrusions. A lower value of FPR 

indicates that the system is better at distinguishing between malicious and non-malicious activities, while a 

higher value of FPR may lead to more false alarms. NIPS reduce false positives through refined algorithms 

and continuous learning.  
 

𝐹𝑃𝑅 = (𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑒𝑛𝑖𝑔𝑛 𝑎𝑐𝑡𝑖𝑣𝑖𝑡𝑖𝑒𝑠 𝑓𝑙𝑎𝑔𝑔𝑒𝑑 𝑎𝑠 𝑖𝑛𝑡𝑟𝑢𝑠𝑖𝑜𝑛𝑠/
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑒𝑛𝑖𝑔𝑛 𝑎𝑐𝑡𝑖𝑣𝑖𝑡𝑖𝑒𝑠) × 100%  

 

3.3.  Latency 

Latency (L) in a NIPS system impacts the system's ability to respond promptly to detected threats. 

Lower latency means that the system can react quickly to potential intrusions, thereby reducing the window 

of opportunity for attackers to exploit vulnerabilities in the network. On the other hand, higher latency can 

lead to delays in response times, allowing attackers more time to carry out their malicious activities. NIPS 

introduce a slight delay due to the additional processing required for intrusion prevention. 
 

𝐿 = 𝑇𝑖𝑚𝑒 𝑝𝑎𝑐𝑘𝑒𝑡 𝑒𝑥𝑖𝑡𝑠 𝑠𝑦𝑠𝑡𝑒𝑚/𝑇𝑖𝑚𝑒 𝑝𝑎𝑐𝑘𝑒𝑡 𝑒𝑛𝑡𝑒𝑟𝑠 𝑠𝑦𝑠𝑡𝑒𝑚  
 

3.4.  Energy consumption 

The energy consumed (EC) per packet. NIPS increases energy consumption due to the added 

computational requirements.  

𝐸𝐶 = 𝑇𝑜𝑡𝑎𝑙 𝑒𝑛𝑒𝑟𝑔𝑦 𝑐𝑜𝑛𝑠𝑢𝑚𝑒𝑑 𝑑𝑢𝑟𝑖𝑛𝑔 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑠𝑠𝑖𝑜𝑛/𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑡𝑟𝑎𝑛𝑠𝑚𝑖𝑡𝑡𝑒𝑑 
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3.5.  Network lifetime 

Network lifetime (NL) in the context of a NIPS system typically refers to the duration the network 

remains operational before nodes start to fail due to energy depletion [10]. NIPS might reduce the network's 

lifetime slightly due to increased energy consumption. 

 

𝑁𝐿 = 𝐼𝑛𝑖𝑡𝑖𝑎𝑙 𝑒𝑛𝑒𝑟𝑔𝑦 𝑜𝑓 𝑛𝑒𝑡𝑤𝑜𝑟𝑘 (𝑠𝑢𝑚 𝑜𝑓 𝑎𝑙𝑙 𝑛𝑜𝑑𝑒𝑠)/
𝐴𝑣𝑒𝑟𝑎𝑔𝑒 𝑒𝑛𝑒𝑟𝑔𝑦 𝑐𝑜𝑛𝑠𝑢𝑚𝑝𝑡𝑖𝑜𝑛 𝑟𝑎𝑡𝑒 𝑜𝑓 𝑎 𝑛𝑜𝑑𝑒  

 

3.6.  Packet drop rate 

The packet drop rate (PDR) refers the percentage of packets that are not delivered successfully 

which might be dropped or lost during transmission within a network [21]. NIPS reduces packet drops by 

preventing malicious nodes from disrupting the network. 

 

𝑃𝐷𝑅 = (𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑑𝑟𝑜𝑝𝑝𝑒𝑑/𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑠𝑒𝑛𝑡) × 100%  
 

3.7.  Throughput 

Throughput (T) is an important performance metric for a NIPS system as it reflects the system's 

capacity to handle network traffic while performing intrusion detection and prevention tasks effectively. In a 

NIPS system, throughput refers to the rate at which the number of packets processed per second. There might 

be a slight reduction in throughput with NIPS due to the added processing overhead. 

 

𝑇 = 𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑝𝑎𝑐𝑘𝑒𝑡𝑠 𝑠𝑢𝑐𝑐𝑒𝑠𝑠𝑓𝑢𝑙𝑙𝑦 𝑝𝑟𝑜𝑐𝑒𝑠𝑠𝑒𝑑/𝑇𝑜𝑡𝑎𝑙 𝑡𝑖𝑚𝑒 𝑡𝑎𝑘𝑒𝑛  
 

3.8.  Node compromise rate 

Node compromise rate (NCR) in a NIPS system refers to the percentage of nodes that get 

compromised by the attackers over a given period. A high NCR indicates that the system may be failing to 

detect and prevent intrusions effectively, allowing attackers to compromise a significant number of nodes 

within the network. While a low value of NCR results in effectiveness of a NIPS system in protecting 

network assets and preventing unauthorized access or malicious activities NIPS significantly reduces the 

node compromise rate by preventing and mitigating attacks. 

 

𝑁𝐶𝑅 = (𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠 𝑐𝑜𝑚𝑝𝑟𝑜𝑚𝑖𝑠𝑒𝑑 𝑖𝑛 𝑎 𝑝𝑒𝑟𝑖𝑜𝑑/
𝑇𝑜𝑡𝑎𝑙 𝑛𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑛𝑜𝑑𝑒𝑠 𝑖𝑛 𝑡ℎ𝑒 𝑛𝑒𝑡𝑤𝑜𝑟𝑘) × 100%  

 

The Table 1 presents these metrics with a comparison to our proposed model and Table 2 depicts these 

metrics and compares it with the ideal values after the simulated results. 

 

 

Table 1. Metrics of evaluation with and without the function of NIPS 
Sl. no Metrics with NIPS (proposed model) Metrics without NIPS 

1 Detection rate: 98% Detection rate: 75% 
2 False positive rate: 2% False positive rate: 10% 
3 Latency: 10 ms Latency: 5 ms 
4 Energy consumption: 60 mJ/packet Energy consumption: 40 mJ/packet 
5 Network lifetime: 2 years Network lifetime: 1.5 years 
6 Packet drop rate: 1% Packet drop rate: 8% 
7 Throughput: 90 packets/sec Throughput: 100 packets/sec 
8 Node compromise rate: 0.5% Node compromise rate: 5% 

 

 

Table 2. Simulated metrics values compared with ideal values 
Sl. no Metrics Simulated values 

1 Detection rate 97% 

2 False positive rate 3% 

3 Latency 12ms 

4 Energy consumption 58 mJ/packet 

5 Network lifetime 23 months 

6 Packet drop rate 2% 

7 Throughput 88 packets/sec 

8 Node compromise rate 1% 
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A mind-map in Figure 2 illustrates the novelty of the proposed system. Here's a deeper dive into the 

innovative facets of this proposed model: 

1) Advanced anomaly detection: at the heart of the NIPS integration lies a sophisticated anomaly detection 

mechanism. Unlike traditional systems that rely on known signatures, this work employs machine 

learning algorithms to identify and respond to unprecedented threats. By continuously analyzing network 

traffic patterns, the system can detect even subtle deviations, ensuring that emerging threats are promptly 

identified and mitigated. 

2) Energy-efficient algorithm: energy consumption is a paramount concern in WSNs. The proposed work 

introduces energy-saving algorithms that optimize NIPS operations. These algorithms ensure that nodes 

consume minimal energy during intrusion detection and prevention, striking a balance between security 

and energy conservation. 

3) Minimum energy algorithms: beyond just energy-efficient security, the work incorporates algorithms 

designed to minimize overall energy consumption in the network. These algorithms optimize data 

transmission routes, sensor node activation schedules, and data processing tasks, ensuring that the 

network operates at peak energy efficiency. 

4) Adaptive learning capabilities: the dynamic cyber threat landscape necessitates an evolving defense 

mechanism. The work's adaptive learning capabilities, powered by advanced machine learning 

techniques, allow the system to learn from its environment and past threats, refining its defense 

mechanisms continuously. 

 

 

 
 

Figure 2. A mindmap diagram illustrating the novelty features 

 

 

The performance of the MinE- DT was also analysed with SDTS, trust frameworks for routing, trust 

modeling [16], [22], [23] with AI, location-based trustworthiness using optical localization [24] and 

Watchdog optimization [25] as shown in Table 3, which shows that both energy consumption and anomaly 

detection are supported by the proposed approach. Our work shows that the MinE-DT model appears to be an 

innovative approach to mitigate DDoS attack. By integrating NIPS functionalities, the MinE-DT model can 

detect suspicious or malicious activities in real-time and take proactive measures to mitigate the impact of 

DDoS attacks. Future studies may explore the hybrid algorithm with feasible ways for their research work. 

 

 

Table 3. Comparison of MinE-DT algorithm with other works 
Sl. 

No 
Metrics SDTS 

scheme 

[16] 

Trust 

frameworks 

for routing 

[22] 

Trust 

modelling 

with AI 

[23] 

Location-based 

Trustworthiness 

using optical 

localization [24] 

Watchdog 

optimization 

[25] 

Our approach 

1 Behavioral analysis Yes Yes No No Yes No 
2 Data consistency No Yes No No No No 
3 Energy consumption No No No No Yes Yes 
4 Anomaly detection No No Yes Yes No Yes 

 

https://www.nature.com/articles/s41598-023-28721-x#:~:text=This_research_paper_presents_a,such_as_an_on–off_attack
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4. CONCLUSION 

The developed MinE-DT an integrated WSN model that not only proactively identifies and 

mitigates DDoS attack but also optimizes energy consumption through innovative algorithms, ensuring 

prolonged network longevity without compromising security. The proposed model's distinctiveness lies in its 

fusion of NIPS with energy-saving algorithms, offering a dual advantage of enhanced security and energy 

efficiency. This synergy, combined with adaptive learning, positions our work at the forefront of WSN 

research. Utilizing a combination of simulations and theoretical analysis, our methodology yielded promising 

results, showcasing significant improvements in threat detection rates and energy conservation. The MinE-

DT model demonstrated superior performance compared to other approaches such as direct transmission and 

minimum energy routing. The MinE-DT performance was analysed using various methods including SDTS, 

trust frameworks for routing, trust modeling with AI, location-based trustworthiness using optical 

localization, and Watchdog optimization. The analysis showed that the proposed approach effectively 

addresses both energy consumption concerns and anomaly detection. This indicates that the MinE-DT 

approach offers promising capabilities in terms of efficient data transmission and robust anomaly detection, 

especially in environments where energy conservation and trustworthiness are critical factors. The future of 

NIPS is intertwined with emerging technologies, from quantum computing to the proliferation of IoT 

devices. As we transition to cloud-centric architectures and embrace zero-trust security models, NIPS will 

play even more critical role in safeguarding digital infrastructures. 
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