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 The rapid advancements in automotive technology and the emergence of 

next-generation networks such as 5G and 6G are laying the foundation for 

the internet of vehicles (IoV), a revolutionary concept to transform 

transportation systems. The convergence of artificial intelligence (AI) and 

connected vehicles IoV is driving a paradigm shift in the transportation 

sector, especially in the dynamic framework of 5G and future 6G networks. 

This survey paper provides a thorough survey of the evolving AI-based IoV 

security landscape. We explore key areas of 5G/6G networks, focusing on 

the complex interplay of machine learning (ML) and deep learning (DL) in 

enhancing vehicle-to-everything (V2X) security and connected vehicles. 

Addressing the unique challenges of 6G, this paper outlines future directions 

for improving security and highlights open research issues. This 

comprehensive survey, which aims to provide information and guidance to 

both researchers and practitioners, contributes to a detailed understanding of 

the security issues associated with connected vehicles in the emerging 6G era. 
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1. INTRODUCTION 

The development of vehicular communication systems has been transformed into the concept known 

as the internet of vehicles (IoV), which is a result of fast-evolving car technologies and upcoming 5G and 6G 

networks [1], [2]. In recent years, with the convergence of artificial intelligence (AI) and advanced 

communication networks, the automotive industry has entered a new era of intelligent connected vehicles 

IoV. This journey of change triggered by the transition from 1G to 5G has witnessed an unprecedented 

convergence of cutting edge technologies that promise improved safety, efficiency, and personalized 

experiences in the automotive industry [3]. The intersection of AI and intelligent connected vehicles (IoV) 

has the potential to revolutionize not just our modes of transportation, but also the structure of our entire 

transportation system. This article provides a comprehensive understanding of the evolving security 

landscape in AI-based IoV. As the integration of machine learning (ML) and deep learning (DL) shapes the 

intricacies of vehicle-to-everything (V2X) security and connected vehicles, the paper examines key areas of 

5G/6G networks. The survey addresses the unique challenges posed by 6G and outlines future directions to 

improve security and open research issues. To contextualize this study, it is imperative to acknowledge the 
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importance of previous work in this area. The convergence of AI and IoV has been explored by notable 

contributors who have laid the foundation for understanding the potential and challenges within this 

symbiotic relationship. Their research has provided insights into AI’s capabilities in designing connected 

vehicle systems. However, the evolving landscape of 5G and the impending deployment of 6G networks 

bring new challenges that require further exploration. The current challenge is to ensure the security of  

AI-driven IoV systems in the ever-changing landscape of 5G and the anticipated complexities of 6G. Existing 

literature highlights the potential of AI in improving the functionalities of connected vehicles, but the security 

implications in evolving network scenarios remain insufficiently addressed. This article contributes by 

providing a thorough analysis of AI-based IoV security, with a specific focus on the interplay of ML and DL 

in V2X security. The aim is to fill the gap in the existing literature by addressing the unique challenges 

presented by 6G networks. By providing insights into these challenges and outlining future directions, the 

paper not only provides valuable information for researchers and practitioners but also strives to guide the 

community toward a safer and more resilient connected vehicle ecosystem in the emerging era of 6G. This 

article is organized as follows: section 2, the literature review, aims to provide current research in this area 

and provide an in-depth analysis. Section 3 describes the key areas within 5G/6G networks for AI-powered 

IoV. Details of the key AI algorithms and techniques used to secure V2X communications are discussed in 

section 4. In section 5 presents the future of AI-powered IoV security in the 6G landscape and highlights 

several new research directions. In section 6 describes open research questions and challenges. Finally,  

section 7 summarizes the conclusions drawn from the discussions throughout the article. 

 

 

2. RELATED WORK 

Integrating 5G networks into vehicle communication systems is crucial, providing comprehensive 

functionality and enabling advanced services such as secure data exchange and remote diagnostics. This 

literature review explores ongoing research initiatives in this area, focusing on bringing together secure 

communications protocols, privacy protections, and intelligent technologies in automotive networks. By 

assessing existing projects, this analysis aims to gain insights that can serve as a basis for future advances to 

ensure the optimal integration of 5G into vehicle communications in terms of efficiency, reliability, and 

safety. Eventually, this review aims to advance the development of automotive systems and promote the 

development of safer, smarter, and more connected transport ecosystems. 

 

2.1.  Secure communication protocols 

5G-enabled vehicle networks (VNs) hold great promise for a transportation revolution, but they also 

bring new security and privacy challenges. To address these issues, researchers have proposed several 

innovative solutions. Al-Shareeda et al. [4] developed a method for exchanging data in 5G-enabled VNs 

without relying on roadside units (RSUs). This approach aims to reduce costs and complexity by using data 

aggregation techniques and simple encryption to ensure the confidentiality and integrity of the exchanged 

data. Ma et al. [5] introduced an authentication scheme that focuses on ensuring security. Their method 

incorporates a key management mechanism and lightweight cryptography to guarantee the integrity and 

security of remote diagnostic procedures. Rasheed et al. [6] proposed a technique that prioritizes both privacy 

protection and accurate information gathering. Their approach achieves a balance between user privacy and 

reliable data collection through aggregation methods and granular privacy controls. The researchers [7]–[10] 

conducted an analysis of security vulnerabilities and privacy concerns in virtual networks enabled by 5G 

technology. They recommended countermeasures such as intrusion detection systems, encryption, and 

protocols for preserving privacy during data exchange to mitigate these risks effectively. 

 

2.2.  Integration of intelligent technologies 

The researchers [11]–[14] proposed an approach that improves communication security in complex 

vehicular environments where multiple devices generate and exchange sensitive data. Baldini [15] have 

proposed a framework for secure and reliable transfer learning in the context of the IoV. This framework 

allows knowledge to be transferred from trained models to new domains eliminating the need for extensive 

data collection and training. Sedjelmaci et al. [16] have introduced a crowd-sensing method for 5G IoV that 

combines deep reinforcement learning and blockchain technology to tackle these concerns. By optimizing the 

data collection process through reinforcement learning and ensuring the integrity and traceability of crowd-

sourced data via blockchain this approach addresses the challenges effectively. Grover et al. [17] have 

proposed a network empowered by edge computing and deep learning. This architecture utilizes edge 

computing resources to establish security measures while leveraging deep learning algorithms for detecting 

anomalies and mitigating threats. In exploring edge intelligence for driving in 6G wireless systems the 

researchers [18]–[20] delved into the associated design challenges as well as potential solutions. These 
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studies empha-size the importance of low latency connectivity, efficient data processing, and intelligent 

decision-making at the edge. The suggested solutions aim to optimize communication and intelligence 

deployment at the edge. 

 

2.3.  Security measures 

Ibn-Khedher et al. [21] have proposed a scheme that combines technology with intelligent sensing 

to track the activities of autonomous vehicles. This integration aims to enhance the security and reliability of 

sensing data enabling trustworthy data exchange among autonomous vehicles. Djenouri et al. [22] have 

explored the intersection between machine learning and vehicular communication. They highlight 

advancements and applications in this area emphasizing the crucial role of machine learning techniques in 

securing communications within the IoV. Yang et al. [23] proposed an intrusion detection architecture 

empowered by AI for the IoV. Their architecture leverages AI techniques to improve intrusion detection and 

mitigation providing a cybersecurity solution for vehicular networks. This thorough review of the literature 

provided an in-depth analysis of current developments in secure communications and how to integrate 

intelligent technologies into automotive networks. 
 

 

3. KEY AREAS IN 6G NETWORKS FOR AI-POWERED IOV 

The approach of this article includes a comprehensive survey of the evolving security landscape in  

AI-based IoV against the dynamic backdrop of 5G and 6G networks. The central focus is on solving the 

complexity of ML and DL applications in V2X security and connected vehicles. An important aspect is to 

address the existing knowledge gap regarding the security implications of AI-driven IoV systems as we 

transition from 5G to the expected complexities of 6G networks. As V2X technology evolves, so do threats, 

requiring a proactive and adaptive approach to security. As we move into the uncharted territory of 6G 

networks, new horizons for AI-based IoV security challenges open up. This paper addresses these issues in 

detail, considering the unique characteristics and requirements of the upcoming 6G environment. It also 

looks to the future by providing insights into potential directions for AI-based IoV security in the context of 

6G, anticipating changes in the threat landscape and technology paradigm as shown in Figure 1. 
 
 

 
 

Figure 1. Security landscape of connected vehicles 
 

 

The convergence of ML and DL in V2X security requires a nuanced understanding that leads to 

applying a tailored methodology for a detailed study of these technologies in the specific context of 

connected vehicles. This strategic decision is reinforced by the objective of addressing the challenges posed 

by 6G networks and bringing new insights and future directions to improve security measures.  

The methodology includes a thorough investigation, an in-depth analysis of key areas within the 5G 

architecture, and anticipation of the expected complexity of 6G networks. Combining 5G/6G networks with 

AI-based IoV can revolutionize intel-ligent transportation systems and vehicle safety. Mobile edge 

computing (MEC) can be combined with AI technology to process data in real-time and provide intelligent 

and effective IoV services [24]. The use of 6G networks facilitates the transmission of multimedia messages 

and videos for accident investigation and road situation detection due to high transmission rates and quality 

of service (QoS) guarantees [25]. Additionally, implementing edge intelligence (EI) in autonomous driving 

systems can offload workloads to edge servers to reduce processing costs and increase inference accuracy 

[26], [27]. The integration of MEC, AI, and 6G networks has the potential to create a safer and more reliable 

autonomous driving experience [28]. 
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3.1.  AI-optimized slicing in 6G 

Network slicing in 5G means providing customized services by dividing the network into entire 

networks called ‘slices’. Security issues arise during the network slice life cycle, and machine learning and 

deep learning algorithms are used to address these issues. Using AI for network slicing can help prevent 

attacks, threats, and issues, and enhance the security of 5G networks [29]. 

 

3.1.1. Enhanced security in 6G 

A. Scenario 1: detecting anomalies with machine learning 

The primary aim is to swiftly protect connected vehicles from potential threats by detecting 

anomalies in their normal behavior [30], [31]. This goal is achieved by using state-of-the-art unsupervised 

machine learning algorithms, particularly autoencoders, which enable connected vehicles to detect anomalies 

in real-time. Consider a scenario where a connected vehicle is equipped with an AI-optimized slicing 

capability that allows it to immediately detect abnormal sensor readings that could indicate a potential cyber 

threat. By leveraging machine learning capabilities, the system activates an ultra-low latency communication 

section that enables rapid assessment and proactive measures to prevent a security breach. This advanced 

approach ensures that connected vehicles can respond quickly and effectively to anomalies, significantly 

improving overall cybersecurity in vehicle networks. 

 

B. Scenario 2: adaptive security measures through reinforcement learning 

The objective is to strengthen overall security resilience by dynamically allocating resources to 

changing security requirements [32]. Reinforcement learning techniques are used to achieve optimized 

resource allocation. The system continually adapts to new threats by learning from past security incidents. 

Imagine a scenario where there is a sudden increase in cyber threats in a particular region. The reinforcement 

learning model dynamically redistributes resources, strengthening security measures in the affected area.  

This adaptability guarantees a proactive response to new threats, giving you an edge against cyber criminals. 

 

C. Scenario 3: collaborative threat intelligence with federated learning 

Support collaborative threat intelligence sharing between connected vehicles with a focus on 

maintaining data privacy [33]. The solution lies in using federated learning models, which enable vehicles to 

jointly train AI models for threat detection without putting sensitive data at risk. Imagine a scenario where 

multiple vehicles are exposed to a new type of cyber threat. Federated learning steps in and facilitates 

collaborative model updates without exposing sensitive information. This powerful technique highlights the 

effectiveness of collaborative threat intelligence while promoting privacy protection. 

 

3.2.  AI-Enhanced security in 6G IoV 

In the transition to 6G networks, particularly within the Internet of Vehicles (IoV) paradigm, AI-

enhanced security emerges as a pivotal factor in ensuring the safety and stability of these evolving systems. 

As 5G networks lay the groundwork for 6G, integrating AI-enhanced security measures becomes imperative 

to fortify defense against emerging threats and vulnerabilities. The IoV, with its interconnected nature, 

accentuates the significance of AI-driven security protocols to safeguard communication channels, data 

integrity, and overall system resilience. Therefore, prioritizing developing and deploying AI-enhanced 

security mechanisms is crucial for establishing a robust foundation as we progress towards the era of 6G 

connectivity in the IoV landscape [34]. Consider the following for AI-enhanced security in the context of 5G 

and anticipated 6G for IoV: 

 

3.2.1. AI-Driven threat detection 

The main goal of deploying AI-driven threat detection is to leverage sophisticated algorithms for 

dynamic identification and real-time response to emerging threats in the IoV. The algorithm chosen for this is 

deep learning for anomaly detection. Within the IoV network, deep learning models, a subset of machine 

learning, play a central role in continuously analyzing network behavior [35]. These models excel at 

recognizing typical operational patterns and detecting anomalies such as unusual data flows or unauthorized 

access attempts. In this way, they contribute significantly to mitigating potential security threats, including 

cyberattacks, and ensuring the protection of the IoV ecosystem. 

 

3.2.2. Secure multi-access edge computing (MEC) with AI integration 

The integration of AI into the MEC architecture aims to establish secure, low-latency processing at 

the edge of the IoV. An innovative strategy in this context is federated learning, which enables joint training 

of AI models by edge devices within the IoV without compromising sensitive data [36]. This collaborative 
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learning approach increases security by protecting privacy while enabling edge devices to collectively detect 

and combat emerging threats. This makes the IoV network more secure and responsive. 

 

3.2.3. AI-optimized authentication and authorization 

Improve user and device authentication by implementing intelligent adaptive mechanisms based on 

AI [37]. Behavior-based authentication uses AI algorithms to consistently analyze and adjust authentication 

levels in response to historical patterns of user or device behavior. This dynamic approach significantly 

increases security by quickly identifying potential anomalies and adjusting authentication mechanisms 

accordingly. This increases the overall security of the IoV network. 

 

 

4. SECURING V2X COMMUNICATIONS 

Connected V2X communications play a vital role in modern transportation systems. To ensure the 

integrity, privacy, and reliability of data exchange, advanced security mechanisms powered by AI are utilized 

[38]–[40]. As we move from the era of 5G to the anticipated 6G, it is expected that the security landscape for 

V2X communications will evolve. The details of the key AI algorithms and techniques deployed in securing 

V2X communications. 

 

4.1.  Machine learning-based anomaly detection algorithm: Anomaly detection for traffic patterns 

The primary objective of this algorithm is to identify deviations from normal traffic patterns in V2X 

communications. Machine learning algorithms, particularly those employing unsupervised learning, analyze 

historical traffic data to learn normal patterns [41], [42]. These models can detect anomalies such as sudden 

traffic increases or unusual message volumes, allowing for timely alerts to potential attacks. 

Case study: let’s imagine a scenario where an anomaly detection system is deployed in a smart 

city’s V2X network. In this situation, the system detects an abnormal surge in message frequency, which 

indicates a potential distributed denial of service (DDoS) attack. To safeguard uninterrupted V2X 

communication, the system triggers countermeasures that effectively mitigate the attack. 

 

4.2.  Deep learning-based intrusion detection algorithm: Intrusion detection with deep neural networks 

The objective of this algorithm is to classify V2X messages as either benign or malicious based on 

their content, behavior, and contextual information. Deep learning models, often utilizing neural networks, 

are capable of processing message content and behavior to learn normal patterns and differentiate them from 

malicious ones [41]–[44]. This real-time intrusion detection capability is vital for preventing unauthorized 

access and potential threats. 

Case study: consider a connected vehicle network equipped with a deep learning-based intrusion 

detection system. In this scenario, the system successfully identifies a malicious message attempting to inject 

false traffic information. It promptly blocks the message and alerts nearby vehicles, effectively preventing the 

spread of misinformation. 

 

4.3.  AI-Driven access control and authentication 

Algorithm: vehicle identity verification with AI. The objective here is to verify the identity of 

vehicles and authorize their participation in V2X communications. AI-driven algorithms, incorporating 

cryptographic techniques, authenticate vehicles based on unique identifiers and contextual information  

[45]–[49]. This ensures secure access to the V2X network, mitigating the risk of unauthorized access and 

potential malicious interference. 

Case Study: Envisioning an AI-assisted access control system within a V2X-enabled intersection, 

the scenario unfolds with seamless authentication and authorization of vehicles for communication within the 

area. Utilizing AI-driven algorithms, the system efficiently verifies the identity of vehicles, incorporating 

cryptographic techniques to ensure robust security measures. By validating vehicles based on unique 

identifiers and contextual information, the system effectively safeguards the V2X network against 

unauthorized access and potential malicious interference, thereby enhancing overall system integrity and 

reliability. 

 

 

5. FUTURE DIRECTIONS 

Looking towards the future of AI-driven security within the IoV realm during the transition to 6G 

networks, numerous promising research avenues and advancements are emerging to tackle challenges and 

bolster security measures. These directions encompass federated learning, explainable AI, hardware-

accelerated AI, adversarial robustness, and the creation of standardized benchmarks and metrics. 
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Emphasizing these areas of focus holds the potential to enhance the resilience and efficacy of security 

protocols within the evolving landscape of 6G-enabled IoV systems. 

 

5.1.  Federated learning 

Enabling collaborative training of AI models without compromising data privacy. Federated learning 

allows AI models to be trained across decentralized edge devices, including vehicles, without sharing raw data. 

This approach preserves privacy while collectively improving the security models for the entire IoV ecosystem. 

 

5.2.  Explainable AI 

Developing techniques to make AI-based security decisions more transparent and understandable. 

Enhancing the interpretability of AI models ensures that security decisions can be understood by users, 

regulators, and other stakeholders. This fosters trust in the decision-making processes of AI-powered security 

systems. 

 

5.3.  Hardware-accelerated AI 

Optimizing AI algorithms for deployment in resource-constrained IoV environments. Leveraging 

specialized hardware, such as accelerators and processors designed for AI workloads, enhances the efficiency 

of AI algorithms on edge devices and vehicles. This optimization is crucial for meeting the computational 

demands of real-time security applications. These future directions collectively contribute to the maturation 

of AI-powered IoV security in the 6G era. By fostering collaboration, improving transparency optimizing 

hardware utilization, ensuring resilience against attacks, and establishing standardized evaluation criteria, the 

security infrastructure of AI-powered IoV is set to evolve and meet the dynamic challenges of the 

interconnected 6G landscape. 

 

 

6. OPEN RESEARCH PROBLEMS 

As we navigate the evolving landscape of 6G-enabled IoV, several open research issues and 

challenges require the attention of researchers and practitioners in the field of AI-powered IoV security. 

These challenges underscore the need for further investigation to advance the state-of-the-art and ensure the 

secure and responsible deployment of AI technologies: i) Trade-off between security and privacy: 

Addressing the trade-off between robust security measures and preserving user privacy in AI-driven IoV 

security solutions; ii) Explainable AI in real-time: Developing explainable AI techniques that can provide 

real-time insights into security decisions; and iii) Secure and efficient AI for edge devices: designing secure 

and efficient AI algorithms for edge devices and vehicles with limited computational resources. Addressing 

these open research issues is essential for harnessing the full potential of AI-powered IoV security in the 6G 

era. 

 

 

7. RESULTS 

AI’s superior detection capabilities, adaptability, and privacy-preserving capabilities offer 

significant advantages over traditional methods. This survey analyzed the potential of AI to improve safety in 

connected vehicles operating on 6G networks. Our key findings highlight that AI-enhanced security in  

6G-connected vehicles significantly improve safety. Compared to prior research, our approach demonstrates 

enhanced protection without compromising performance, paving the way for more robust IoT-based 

vehicular networks. 

 

 

8. CONCLUSION 

This comprehensive survey highlights the critical role of artificial intelligence in shaping the future 

of the IoV and paving the way for a safer, more resilient and connected transportation landscape.  

By clarifying open research questions and challenges, this study provided researchers and practitioners with a 

roadmap for addressing security challenges associated with AI-enabled IoV systems. Integrating AI into 

vehicle communication architecture represents a paradigm shift that requires a collective will to strengthen 

safety measures and realize the promise of connected vehicles with an unwavering commitment to reliability 

and safety. To achieve these goals, continued innovation and collaboration between researchers and 

practitioners will be paramount to foster the development of robust security systems that protect the integrity 

and trustworthiness of AI-based IoV ecosystems. 
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