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 In the era of supply chain digitalization, adaptability and transparency are 

key to enhancing efficiency and trust. Although blockchain technology and 

smart contract offer innovative solutions, the limitations of static smart 

contract hinder their full potential. This article introduces a new approach 

using dynamic smart contract capable of managing various commodities in 

the supply chain with a key-value store. While this advantage provides 

flexibility, it still poses challenges in managing increasingly complex 

interactions among various actors, especially when the number of 

commodities increases. To address these challenges, this study introduces 

the concept of smart contract interaction that facilitates the automation and 

management of interactions with high efficiency. The implementation results 

show that smart contract interaction outperforms conventional approaches in 

terms of speed, resilience, and ease of management. Through the 

combination of dynamic smart contract and smart contract interaction, 

demonstrating how efficiency, transparency, adaptability, and scalability can 

be achieved in the supply chain, providing new insights into the utilization 

of blockchain technology for the modern industry. 
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1. INTRODUCTION 

Indonesia is an archipelagic country with an abundance of natural resources. Indonesia stands as a 

leading producer in the commodities sector, especially in fish and coffee [1]. These two commodities have 

become the economic backbone for many local communities, driving growth and providing a distinctive 

identity for the country’s culinary culture and trade [2]. However, behind this great potential, there are 

challenges arising from the supply chain of these commodities [3]. Price fluctuations, quality uncertainty, and 

difficulties in tracking product origins are some of the common issues [4]. These challenges affect consumer 

trust and hinder the economic growth potential of both commodities [5]. 

Blockchain is a technology that can solve various problems. It is a technology that enables 

distributed and encrypted data storage [6]. Known for it is security, transparency, and immutability, 

blockchain is resistant to alteration or hacking [7]. Operating through a peer-to-peer network, each 

transaction is verified and recorded in data blocks linked in a chain, providing full visibility and an 

unalterable record [8]. 

https://creativecommons.org/licenses/by-sa/4.0/
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The application of blockchain has expanded to various fields, including finance [9], healthcare [10], 

education [11], and logistics. In the financial sector, blockchain is used for digital currency transactions like 

Bitcoin [12]. In healthcare, it aids in managing patient medical records and tracking medications [13].  

In education, blockchain can be used for verifying diplomas and certificates [14]. Complementing these 

applications, recent advancements in blockchain technology have seen its integration with other cutting-edge 

technologies, such as artificial intelligence (AI), machine learning, and deep learning, opening new 

paradigms in various sectors. Innovative approaches have been explored in managing drone-based data with 

blockchain and optimizing through metaheuristic algorithms in secure environments [15]. The healthcare 

sector has witnessed the development of blockchain-enhanced network architectures for more efficient and 

secure systems [16]. Additionally, the collaborative use of blockchain with AI and the industrial internet of 

things (IoT) is transforming the digitalization of small and medium-sized enterprises, offering novel solutions 

and challenges [17]. The integration of blockchain technology with IoT has been critically reviewed to 

enhance security aspects, crucial for the evolving digital landscape [18]. Moreover, in the domain of digital 

forensics, the application of blockchain for a secure chain-of-custody process in IoT with multimedia 

investigation has been examined, showcasing it is potential in ensuring data integrity and security [19]. In the 

logistics sector, blockchain enhances supply chain transparency and efficiency [20]. These diverse 

applications and integrations of blockchain technology significantly contribute to the evolution of supply 

chain systems, making them more transparent, efficient, and secure [20]. 

In the agricultural sector, blockchain offers solutions to key challenges, including product origin 

tracking [21], quality verification [22], and transaction transparency [23]. The blockchain mechanism in 

agriculture involves recording every stage in the supply chain, from production, and processing, to 

distribution [24]. Each transaction or change in product status is recorded in a block and cannot be altered or 

deleted [25], as shown in Figure 1. This allows farmers, distributors, and consumers to track the product 

journey in real-time, enhancing trust and efficiency [26]. However, the implementation of blockchain in this 

sector faces significant challenges, particularly with static smart contracts. Static smart contracts are 

characterized by fixed parameters and rules that cannot be changed, limiting their ability to accommodate 

changes in market conditions, user needs [27], or adapt to policy or regulation changes [28]. This inflexibility 

is a critical issue in the agricultural sector, where conditions can change rapidly and unpredictably [29]. 

Furthermore, static smart contracts lack the necessary adaptability for dynamic and fluctuating contexts [29] 

and their scalability is limited, posing a serious obstacle to implementation and operational efficiency on a 

larger scale [30]. These limitations highlight the need for more dynamic and adaptable smart contract 

solutions in the agricultural blockchain applications [31]. 

 

 

 
 

Figure 1. Blockchain workflow in agriculture [32] 
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As a solution to the limitations of static smart contract, the key-value store approach has been 

proposed [33]. This method enables more efficient storage, access, and modification of data [34], allowing 

for rapid adaptation to changes in the supply chain and providing the necessary flexibility in a dynamic 

industry [35]. However, new challenges arise due to the management of numerous commodities [36]. 

Efficient management of interactions between various smart contract becomes crucial [37]. The importance 

of smart contract interaction is evident here. In this context, previous research has explored various 

approaches. Exploring the multifaceted world of smart contract interactions, various researchers have delved 

into diverse methodologies and challenges. One study introduced flexible smart contract interaction with 

access control (FSCC), focusing on smart contract interaction with access control [38], while another 

proposed a distributed access control approach based on identity and role [39]. The complexities of cross-

blockchain interactions were also examined [40], alongside an analysis comparing smart contract interactions 

with consensus status [41]. The potential of blockchain in enhancing supply chain collaboration was 

demonstrated through a specific framework [42], and the exploration of tools for identifying vulnerabilities in 

smart contract was also undertaken [43]. Discussions extended to the realm of multi-smart contract 

interactions [44] and the profiling of smart contract [45]. Further, the intricacies of smart contract interactions 

within Coq were explored [46], and the concept of SmartSync for cross-blockchain interactions was also 

brought to light [47]. These studies collectively shed light on critical aspects of smart contract interaction, 

encompassing access control, security, and interoperability across different blockchain platforms. 

However, this study goes a step further by utilizing the key-value store to optimize interactions 

among smart contract, enabling more efficient data management [48]. This approach offers a more dynamic 

and responsive solution compared to existing methods, focusing on adaptability and flexibility in the face of 

emerging changes and needs. Thus, this study not only addresses the challenges of managing diverse 

commodities but also makes a significant contribution to improving the efficiency and effectiveness of smart 

contract interactions overall. 

This study makes a significant contribution in integrating blockchain technology with the key-value 

store approach. The main contributions of this study include: 

− Key-value store enhancement for agricultural dynamic smart contract: this study introduces a key-value 

store mechanism tailored for blockchain, enhancing dynamic smart contract in agriculture. It streamlines 

data handling for commodities like coffee and fish, boosting smart contract adaptability and efficiency in 

complex supply chains. 

− Streamlining smart contract interactions with key-value store: the study integrates a key-value store into 

smart contract interaction, optimizing smart contract data management in agriculture. This fusion enhances 

data processing efficiency and smart contract interaction capabilities, creating a more agile and adaptable 

system for varied agricultural commodities. 

− Case study on fish and coffee commodities: through in-depth analysis, this study highlights the challenges 

and opportunities in the supply chain of fish and coffee commodities in Indonesia, and how  

blockchain-based solutions can have a positive impact. 

− Performance and reliability evaluation: this study is not only theoretical but also presents empirical 

evaluations regarding the performance and reliability of the proposed solutions, providing concrete evidence 

of the benefits and superiority of this approach in a real-world context. 
 

 

2. METHOD 

2.1.  High-level requirements analysis 

In this endeavour to develop blockchain-based solutions for supporting dynamic smart contract 

interactions in the agricultural sector, particularly for fish and coffee commodities, an in-depth analysis of 

specific functional needs was conducted [49]. The workflow analysis method was employed, crucial for 

understanding how information is managed and flows within the proposed system. In this context, a series of 

interviews with farmers, distributors, and consumers were conducted to identify challenges and obstacles 

encountered in the industry, which include: 

− Hierarchy and structure of the supply chain: this analysis considered the hierarchy and structure of the 

supply chain in the agricultural sector, essential for understanding how entities interact and operate within 

the supply chain. 

− Rules and regulations: the study explored the rules and regulations applicable to the supply chain of fish 

and coffee commodities to ensure that the developed solutions comply with the existing legal framework. 

− Supply chain challenges: challenges faced by various entities were identified in the supply chain, 

including data mismatches, distribution delays, and product quality issues. 
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From this analysis, this study developed a workflow representing the distribution process of fish or coffee, as 

seen in Figure 2. This workflow illustrates how information moves from farmers to consumers, helping us 

identify various entities within the supply chain. 

 

 

 
 

Figure 2. Simple workflow of the fish and coffee supply chain 

 

 

Some of the challenges often expressed by supply chain participants include data mismatches, 

delays in the distribution process, and product quality issues [50]. Therefore, as shown in Figure 3,  

a blockchain-based solution with key-value store integration is proposed to address these challenges [51]. 

Based on the workflow analysis, the following functional requirements have been identified: 

− Supply chain participant registration [FR1]: every entity, from farmers and distributors to consumers, 

should be able to easily register on the platform. 

− Submission and update of data [FR2]: entities must be able to submit and update their data, such as 

harvest quantity, harvest date, selling price, and others. 

− Dynamic smart contract interaction [FR3]: given the complexity of the supply chain, dynamic smart 

contract interaction is necessary. 

− Integration with key-value store [FR4]: to support dynamic smart contract interaction, integration with a 

key-value store is required. 

− Transparency and reliability of data [FR5]: all transactions and stored data must be transparent to all 

participants in the supply chain. 

− Verification and validation mechanism [FR6]: any data or transaction submitted must be verified and 

validated by other entities in the supply chain. 

− Notifications and alerts [FR7]: entities should receive notifications or alerts about changes or updates 

relevant to them. 

 

 

 
 

Figure 3. Smart contract interaction in supply chain 
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2.2.  Pseudocode and algorithmic approach 

In this section, the pseudocode is presented to elucidate the underlying logic of this  

blockchain-based system, making it accessible and understandable even for those not proficient in specific 

programming languages. It serves as a crucial tool for replication and validation, allowing future researchers 

to easily reproduce the methods and verify their correctness. By abstracting from the syntax of any 

programming language, the pseudocode provides a universal representation of the system’s algorithms, 

facilitating adaptation and extension across various technological contexts [52]. It also offers  

a comprehensive view of how different components interact within the system, crucial for understanding its 

overall operation and identifying potential improvements. Additionally, the pseudocode has significant 

educational value, aiding in teaching complex algorithms in a more digestible format, thereby enhancing 

learning and comprehension in the field. 

 

2.2.1. User registration 

The cornerstone of this blockchain ecosystem is a robust user registration process, ensuring integrity 

and trust within the network. The following pseudocode as shown in Algorithm 1 details the user registration 

process, highlighting how new users are added to the system and how their registration triggers further 

interactions within the network. This algorithm is designed to ensure that each user in the blockchain network 

has a unique identity. The process of checking existing registrations prevents duplicate entries, maintaining 

the integrity of the system. The event emission upon successful registration is crucial for notifying other parts 

of the system, such as smart contract, about the new user, facilitating seamless interaction within the network. 

 

Algorithm 1. User registration 
Input: name(str), role(str), additionalAttributes(dict) 

Output: User’s unique ID, Role, and any additional attributes 

1: Check if user is already registered 

2: if (user is already registered) then 

3:   Return “User is already registered” 

4: else 

5:  Store user’s name, role, and additional attributes in the 

database 

6:  Generate a unique User ID for the new user 

7: Emit an event indicating that a user with a specific name and 

role has been successfully registered 

8: Return User’s unique ID, Role, and any additional attributes 

9: end if 

 

2.2.2. Add product by fisherman/farmer 

The initial step in this supply chain is the recording of products by fishermen or farmers. Algorithm 2 

describes this process, emphasizing how the addition of a product triggers notifications across the network, 

enhancing the flow of information and goods. This pseudocode represents the critical first step in the supply 

chain within this blockchain system. The validation of product ID uniqueness and the storage of product 

details are fundamental for maintaining accurate and reliable data. The emission of an event upon product 

addition is a key feature, alerting other entities in the supply chain about new products, thus facilitating 

efficient coordination. 

 

Algorithm 2. Add product by fisherman/farmer 
Input: productID(str), metadata(dict) 

Output: Product’s unique ID, Metadata 

1: Check if product ID already exists 

2: if (product ID exists) then 

3:     Return “Product ID already exists” 

4: else 

5:  Store product details and metadata in the database 

6:   Emit an event indicating that a new product has been 

created by a Fisherman/Farmer 

7:    Return Product’s unique ID and its Metadata 

8: end if 

 

 

3. RESULTS AND DISCUSSION 

3.1.  Smart contract design and structure 

In the intricate world of supply chain management for commodities, dynamic smart contract 

interaction is pivotal for handling the growing complexity of transactions and entity interactions. While a 

detailed exposition of every facet is beyond the scope of this study of smart contract use, it emphasizes those 
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interactions that critically enhance supply chain efficiency and transparency. Key examples of smart contract 

interaction demonstrate the necessity of dynamic smart contract, supported by a key-value-based approach, 

for automated and efficient operation of modern supply chains. This approach ensures adaptability and 

resilience in the face of evolving demands and regulatory changes. 

In the context of smart contract interaction 1 as shown in Algorithm 3, the `AddProduct` smart 

contract plays a pivotal role in integrating product information into the blockchain. This contract is 

specifically designed to handle the addition of new products by fishermen or farmers. When a product is 

added, its unique identification and metadata are securely recorded on the blockchain. The `addProduct` 

function within this contract is the key player here. It takes the product ID and metadata as inputs and 

performs a series of operations: it first checks if the product already exists in the system, then records the new 

product’s details, and finally, it triggers the `ProductAdded` event. 

When the `addProduct` function successfully records a new product, it emits the `ProductAdded` 

event, which includes the product’s ID, owner’s address, metadata, and timestamp. This event acts as a signal 

to other entities in the supply chain, such as collectors or processors, informing them about the new product's 

addition. This mechanism enhances the efficiency of the supply chain by enabling quicker responses and 

better coordination among different parties. 

 

Algorithm 3. Smart contract interaction 1 add product 
contract AddProduct { 

    struct Product { 

        string id; 

        address owner; 

        string metadata; 

        uint timestamp; 

    } 

    mapping(string => Product) public products; 

    event ProductAdded(string indexed productId, address indexed owner, string metadata, 

uint timestamp); 

 

    function addProduct(string memory _id, string memory _metadata) external returns (bool) 

{ 

        require(products[_id].timestamp==0, “Product already exists”); 

        products[_id]=Product(_id, msg.sender, _metadata, block.timestamp); 

        emit ProductAdded(_id, msg.sender, _metadata, block.timestamp); 

        return true; 

    } 

} 

 

In smart contract interaction 2 as shown in Algorithm 4, the `TransferProduct` smart contract plays a 

pivotal role in managing the transfer of product ownership within the blockchain system. This contract is 

integral to ensuring a transparent and traceable supply chain, particularly important in the agricultural sector 

for commodities like fish and coffee. The primary function of this contract, `transferProduct`, is designed to 

facilitate the transfer of products from one entity to another. It requires the product ID and the new owners 

address as inputs. When executed, this function updates the `transfers` mapping in the blockchain with 

comprehensive details of the product transfer. These details include the product ID, the address of the 

transferring entity (sender), the address of the receiving entity (recipient), and the timestamp of the 

transaction. 

The ProductTransferred event is a critical aspect of this contract. Triggered by the successful 

execution of the transferProduct function, this event broadcasts important information across the blockchain 

network. It includes the product ID, the addresses of both the sender and the recipient, and the timestamp, 

providing a comprehensive overview of the transfer. This event serves as a real-time notification system, 

alerting all relevant parties in the supply chain about the change in product ownership. The implementation 

of this event is a subtle yet powerful feature of the smart contract, enhancing the overall transparency and 

efficiency of the supply chain. It ensures that every participant in the network is immediately informed about 

changes in product status, fostering a high level of trust and reliability in the system.  

With the smart contract interaction-based approach, every interaction and transaction within the 

supply chain is recorded, analyzed, and managed with higher automation. This not only enhances operational 

efficiency but also ensures data integrity and transparency throughout the supply chain. For example, when a 

tuna fish product is added by a fisherman to the system, an automatic notification can be received by the 

distributor, allowing them to plan logistics more efficiently. Similarly, the transfer of products from the 

fisherman to the collector can be accurately tracked, ensuring that every entity in the chain has access to the 

latest information on the status and location of the product. 
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Algorithm 4. Smart contract interaction 2 transfer product 
contract TransferProduct { 

    struct ProductTransfer { 

        string productId; 

        address from; 

        address to; 

        uint timestamp; 

    } 

    mapping(string => ProductTransfer) public transfers; 

    event ProductTransferred(string indexed productId, address indexed from, address 

indexed to, uint timestamp); 

    function transferProduct(string memory _productId, address _to) external returns (bool) 

{ 

        transfers[_productId]=ProductTransfer(_productId, msg.sender, _to, 

block.timestamp); 

        emit ProductTransferred(_productId, msg.sender, _to, block.timestamp); 

        return true; 

    } 

} 

 

3.2.  Testing and validation 

To ensure the robustness and reliability of the smart contract, the Mocha testing framework was 

employed, a widely recognized tool in the blockchain development community [51]. The testing process was 

meticulously designed to cover a comprehensive range of scenarios, including function verification, error 

handling, and security checks. This work structured the tests to simulate real-world interactions with the 

smart contract, ensuring that each function performed as expected under various conditions. This involved 

creating a series of automated tests that would trigger and evaluate each function of the smart contract, 

scrutinizing their responses to both standard and edge-case scenarios. 

The choice of the Mocha framework and adherence to Ethereum.org’s testing standards was driven 

by their proven effectiveness in the blockchain domain. Mocha is renowned for its flexibility and 

comprehensive reporting, which are crucial for debugging and validating complex smart contract  

interactions [53]. Aligning with Ethereum.org’s standards, the study ensured that the testing procedures 

adhered to industry best practices, thereby enhancing the credibility and security of the smart contract [54]. 

This alignment was particularly important for validating the security aspects of the contract, as 

Ethereum.org’s standards are specifically tailored to address the unique challenges and threats in the 

blockchain environment. 
 

3.3.  Evaluation 

3.3.1. Smart contract test 

Testing smart contract is an initial step to ensure that the contract created are by the specifications 

and function as intended. Adopting the testing standards recommended by Ethereum.org, this study use the 

Mocha framework to run a series of automated tests. These tests include verification of contract functions, 

error handling, as well as the security and reliability of the contract. The test results show that the developed 

smart contract operate accurately and consistently, meeting all the criteria set in the design phase. 
 

3.3.2. Functional test 

The testing of smart contract is designed to evaluate their responsiveness to various parameters and 

the integration of new rules, highlighting the adaptability of dynamic smart contract interaction over static 

smart contract, as detailed in Table 1. Dynamic smart contract interaction excels in managing commodity 

prices dynamically, adapting to market fluctuations without the need for contract amendments, and 

efficiently adding or removing commodities, which static smart contract cannot do without modifying the 

contract. 

Dynamic smart contract interaction also enhances the supply chain at the actor level by streamlining 

the inclusion and exclusion of actors, improving access control with dynamic rules, and at the business flow 

level by swiftly adapting to regulatory changes. It responds promptly to market and regulatory shifts, 

ensuring efficient stock management and scalability. This allows for handling increased transaction volumes 

and business expansion with greater flexibility, without altering the existing smart contract, demonstrating 

dynamic smart contract interaction’s superior adaptability and efficiency in meeting the evolving demands of 

the market and business needs. 
 

3.3.3. Aggregation test 

Aggregation testing has revealed that dynamic smart contract interaction systems outperform static 

smart contract in handling user numbers, showcasing unlimited capacity versus the static smart contract’s 
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inherent limitations. dynamic smart contract interaction’s lower latency translates to quicker transaction 

processing, despite higher transaction costs, which likely accounts for its enhanced complexity and feature 

set. Additionally, dynamic smart contract interaction incurs slightly higher data storage costs, justified by its 

superior efficiency and volume handling capabilities, coupled with faster data access and code execution 

speeds, pointing to a more agile and capable system. 

Dynamic smart contract interaction’s initial setup costs are steeper, reflecting the investment in a 

more intricate system, yet it matches static smart contract in transaction verification speed. Across the board, 

dynamic smart contract interaction scores higher in flexibility, scalability, adaptability, and other key 

operational metrics, suggesting a more versatile and growth-ready system. Despite the increased financial 

outlay for transactions and setup, dynamic smart contract interaction’s advantages in adapting to dynamic 

market conditions and integrating with diverse systems solidify its position as a robust, future-proof solution 

for complex user scenarios, as detailed in Table 2. 

Dynamic smart contract interaction excels in adapting to market and regulatory changes, 

outperforming static smart contract by enabling swift modifications like price adjustments and commodity 

updates without altering the existing contract. This adaptability, along with the ability to handle larger 

volumes of transactions and users, suggests that the higher initial costs are offset by the system’s enhanced 

operational efficiency and responsiveness to business evolution. Despite these benefits, the dynamic smart 

contract interaction‘s complexity necessitates a deeper understanding of the blockchain by end-users, 

highlighting the need for comprehensive education to ensure its successful adoption and maximize its 

potential in real-world applications. 
 

 

Table 1. Functional test 
No Level Testing point Static smart contract Dynamic smart contract interaction 

1 Commodity level Change prices Yes Yes 

2 
 

Add new commodity No Yes 

3 
 

Remove commodities No Yes 
4 

 
Add price attributes No Yes 

5 
 

Change measurement units No Yes 

6 Actor level Add new actors No Yes 
7 

 
Remove actors Yes Yes 

8 
 

Restrict actor access Yes Yes 

9 
 

Change roles No Yes 
10 Business flow Replace business rules No Yes 

11 
 

transaction processes No Yes 

12 
 

Add payment conditions No Yes 
13 

 
Provide shipping options No Yes 

14 
 

Add sanctions or incentives No Yes 

15 Case handling Handle sudden price changes No Yes 
16 

 
Handle product contamination No Yes 

17 
 

Handle stockouts No Yes 

18 
 

Handle regulatory changes No Yes 
19 

 
Handle seasonal fluctuations No Yes 

20 Scalability level Increase transaction volume No Yes 

21 
 

Reduce transaction time No Yes 
22 

 
Add new business branches No Yes 

23 
 

Handle high transaction loads No Yes 

24 
 

Adjust data storage capacity No Yes 

 

 

Table 2. Aggregation test 
Items Static smart contract Dynamic smart contract interaction 

Number of Users Limitted Unlimitted 
Response time 62 62 

Transaction cost 4.25E-05 0.00015463 

Latency 92 68 
Data storage cost 0.00014589 0.00016434 

Data access speed 179 77 

Code execution speed 73 483 
Initial setup cost 0.0025 0.0061 

Transaction verification speed 76 76 

Flexibility 2 5 
Scalability 2 5 

Adaptability 3 5 

Code complexity 2 5 
External integration 2 5 

Reliability 3 5 

Interoperability 2 5 
Functional coverage 2 5 
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3.4.  Discussion and implication 

3.4.1. Interpretation of findings  

This study demonstrates that dynamic smart contract interactions offer significant advantages over 

static smart contract, particularly in terms of adaptability and scalability. The use of dynamic smart contract 

interaction allows for quick and efficient changes in supply chain management without the need for complex 

contract modifications. This is crucial in the context of rapidly changing markets, where the ability to adjust 

prices, add or remove commodities, and dynamically change business rules becomes key to maintaining 

operational continuity and efficiency. 

 

3.4.2. Comparison with traditional approaches 

Compared to static smart contract, dynamic smart contract interaction provides greater flexibility in 

managing market changes and regulations. Although the initial setup and transaction costs are higher, this 

investment pays off with increased transaction handling capacity and adaptation to changing market 

conditions. However, the higher complexity of dynamic smart contract interaction demands a deeper 

understanding of blockchain technology, which can be a challenge in it is adoption. 

 

3.4.3. Implications for the future 

These findings have significant implications for the future of supply chain management in 

blockchain. With higher adaptability, dynamic smart contract interaction can support businesses in efficiently 

facing unexpected market challenges and regulatory changes. This indicates great potential for applications in 

various sectors, especially where the need for rapid response to market dynamics is crucial. However, further 

efforts in user education and training are needed to fully leverage the potential of this technology. 

 

3.4.4. Limitations and future research directions 

While this study presents promising results, it also highlights certain limitations that need attention. 

These include the necessity for a deeper technical comprehension of blockchain technology and the 

intricacies of dynamic smart contract interactions. Future research should therefore prioritize the 

development of user-friendly tools and methodologies that simplify the use and understanding of blockchain 

technology. Moreover, it is essential to explore it is practical applications across various industrial contexts, 

evaluating its real-world effectiveness and adaptability in diverse operational environments. 

 

 

4. CONCLUSION 

Dynamic smart contract represents a significant advancement in blockchain technology. Addressing 

the rigidity of static contract by enabling real-time adjustments and updates, streamlining processes within 

complex supply chains. This adaptability saves time, reduces costs associated with contract redeployment, 

supports intricate decision-making, adapts to regulatory changes, and integrates new entities and assets 

effortlessly. As a result, a resilient and market-responsive supply chain is maintained. Smart contract 

interaction complements these advancements by providing a structured and efficient framework for managing 

interactions within the supply chain. It ensures that every action and transaction is transparent and traceable 

in real time, enhancing communication and coordination among all parties. This synergy between dynamic 

smart contract and smart contract interaction paves the way for a robust and responsive supply chain, 

revolutionizing the industry with improved efficiency, transparency, and an unprecedented level of 

adaptability and scalability. 

 

 

REFERENCES 
[1] H. Y. S. H. Nugroho et al., “A chronicle of Indonesia’s forest management: a long step towards environmental sustainability and 

community welfare,” Land, vol. 12, no. 6, pp. 1–62, 2023, doi: 10.3390/land12061238. 

[2] Purwowibowo, “Improving community welfare through the cultivation of coffee: a case study of Bondowoso’s Coffee Republic, 

Indonesia,” Academic Journal of Interdisciplinary Studies, vol. 12, no. 2, pp. 315–322, 2023, doi: 10.36941/ajis-2023-0051. 
[3] A. Baihaqi, U. Sofiana, M. Usman, and B. Bagio, “Risk analysis of arabica coffee supply chain in Aceh Tengah Regency, Aceh 

Province, Indonesia,” Coffee Science, vol. 16, 2021, doi: 10.25186/.v16i.1984. 

[4] S. A. Bhat, N. F. Huang, I. B. Sofi, and M. Sultan, “Agriculture-food supply chain management based on blockchain and IoT: a 
narrative on enterprise blockchain interoperability,” Agriculture (Switzerland), vol. 12, no. 1, 2022, doi: 10.3390/agriculture12010040. 

[5] H. Shambayati, S. M. A. Nikabadi, M. S. Firouzabadi, Khatami, M. Rahmanimanesh, and S. Saberi, “Optimization of virtual 

closed-loop supply chain under uncertainty: application of IoT,” Kybernetes, vol. 52, no. 5, pp. 1745–1777, Jan. 2023,  
doi: 10.1108/K-06-2021-0487. 

[6] R. Jáuregui-Velarde, D. H. Celis, C. Y. Arias, and L. Andrade-Arenas, “A critical review of the state of computer security in the 

health sector,” Bulletin of Electrical Engineering and Informatics, vol. 12, no. 6, pp. 3805–3816, 2023, doi: 10.11591/eei.v12i6.5394. 
[7] A. A. Almamoori and W. S. Bhaya, “Survey on cryptocurrency security attacks and detection mechanisms,” Bulletin of Electrical 

Engineering and Informatics, vol. 12, no. 6, pp. 3638–3646, 2023, doi: 10.11591/eei.v12i6.4434. 



Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Blockchain-based key-value store to support dynamic smart contract interaction in … (Irwansyah Saputra) 

631 

[8] H. H. Abbas, M. I. A. Kareem, and H. M. Gheni, “A survey on security and policy aspects of blockchain technology,” Telkomnika 
(Telecommunication Computing Electronics and Control), vol. 21, no. 2, pp. 302–313, 2023,  

doi: 10.12928/TELKOMNIKA.v21i2.24738. 

[9] A. A. Basori and N. H. M. Ariffin, “The adoption factors of two-factors authentication in blockchain technology for banking and 
financial institutions,” Indonesian Journal of Electrical Engineering and Computer Science, vol. 26, no. 3, pp. 1758–1764, 2022, 

doi: 10.11591/ijeecs.v26.i3.pp1758-1764. 

[10] A. Murugan, T. Chechare, B. Muruganantham, and S. G. Kumar, “Healthcare information exchange using blockchain 
technology,” International Journal of Electrical and Computer Engineering, vol. 10, no. 1, pp. 421–426, Feb. 2020,  

doi: 10.11591/ijece.v10i1.pp421-426. 

[11] Q. Aini, N. Azizah, R. Salam, N. P. L. Santoso, and S. Millah, “iLearning education based on gamification blockchain,” 
Indonesian Journal of Electrical Engineering and Computer Science, vol. 26, no. 1, pp. 531–538, 2022,  

doi: 10.11591/ijeecs.v26.i1.pp531-538. 

[12] M. Patel, B. Gohil, S. Chaudhary, and S. Garg, “Smart offload chain: a proposed architecture for blockchain assisted fog 
offloading in smart city,” International Journal of Electrical and Computer Engineering, vol. 12, no. 4, pp. 4137–4145, Aug. 

2022, doi: 10.11591/ijece.v12i4.pp4137-4145. 

[13] N. S. Al-Blihed, N. F. Al-Mufadi, N. T. Al-Harbi, I. A. Al-Omari, and M. A. Al-Hagery, “Blockchain and machine learning in the 
internet of things: a review of smart healthcare,” IAES International Journal of Artificial Intelligence, vol. 12, no. 3,  

pp. 995–1006, 2023, doi: 10.11591/ijai.v12.i3.pp995-1006. 

[14] K. Surendran, L. Benny, and A. S. Mahesh, “Student academic management system using blockchain technology,”  
Journal of Advanced Research in Dynamical and Control Systems, vol. 12, pp. 1410–1415, 2020, doi: 

10.5373/JARDCS/V12SP3/20201392. 

[15] A. A. Khan et al., “A drone-based data management and optimization using metaheuristic algorithms and blockchain smart contracts 
in a secure fog environment,” Computers and Electrical Engineering, vol. 102, Sep. 2022, doi: 10.1016/j.compeleceng.2022.108234. 

[16] A. A. Khan, A. A. Wagan, A. A. Laghari, A. R. Gilal, I. A. Aziz, and B. A. Talpur, “BIoMT: a state-of-the-art consortium 

serverless network architecture for healthcare system using blockchain smart contracts,” IEEE Access, vol. 10, pp. 78887–78898, 
2022, doi: 10.1109/ACCESS.2022.3194195. 

[17] A. A. Khan, A. A. Laghari, P. Li, M. A. Dootio, and S. Karim, “The collaborative role of blockchain, artificial intelligence, and 

industrial internet of things in digitalization of small and medium-size enterprises,” Scientific Reports, vol. 13, no. 1, 2023,  
doi: 10.1038/s41598-023-28707-9. 

[18] A. A. Khan, A. A. Laghari, Z. A. Shaikh, Z. Dacko-Pikiewicz, and S. Kot, “Internet of things (IoT) security with blockchain 

technology: a state-of-the-art review,” IEEE Access, vol. 10, pp. 122679–122695, 2022, doi: 10.1109/ACCESS.2022.3223370. 
[19] A. A. Khan, A. A. Shaikh, and A. A. Laghari, “IoT with multimedia investigation: a secure process of digital forensics chain-of-

custody using blockchain hyperledger sawtooth,” Arabian Journal for Science and Engineering, vol. 48, no. 8, pp. 10173–10188, 

2023, doi: 10.1007/s13369-022-07555-1. 
[20] K. Paardenkooper, “Creating value for small and medium enterprises with the logistic applications of blockchain,” in International 

Conference on Digital Technologies in Logistics and Infrastructure (ICDTLI 2019), 2019, doi: 10.2991/icdtli-19.2019.48. 

[21] P. Pattnayak and S. Patnaik, “Beauty of block chain technology in supply chain management,” Trends in Sciences, vol. 19, no. 10, 
2022, doi: 10.48048/tis.2022.4175. 

[22] C. F. Lin, “Blockchainizing food law: promises and perils of incorporating distributed ledger technologies to food safety, 

traceability, and sustainability governance,” Food Safety and Technology Governance, vol. 74, no. 4, pp. 74–102, 2022,  
doi: 10.4324/9781003271918-8. 

[23] M. P. Caro, M. S. Ali, M. Vecchio, and R. Giaffreda, “Blockchain-based traceability in Agri-Food supply chain management: a 

practical implementation,” 2018 IoT Vertical and Topical Summit on Agriculture-Tuscany, IOT Tuscany 2018, pp. 1–4, 2018,  
doi: 10.1109/IOT-TUSCANY.2018.8373021. 

[24] J. Lin, Z. Shen, A. Zhang, and Y. Chai, “Blockchain and IoT based food traceability for smart agriculture,” International Journal 

of Information Technology, pp. 1–6, 2018, doi: 10.1145/3265689.3265692. 
[25] A. Sendros, G. Drosatos, P. S. Efraimidis, and N. C. Tsirliganis, “Blockchain applications in agriculture: a scoping review,” 

Applied Sciences (Switzerland), vol. 12, no. 16. researchgate.net, 2022, doi: 10.3390/app12168061. 
[26] A. Hassoun et al., “Use of industry 4.0 technologies to reduce and valorize seafood waste and by-products: a narrative review on 

current knowledge,” Current Research in Food Science, vol. 6, 2023, doi: 10.1016/j.crfs.2023.100505. 

[27] S. Liu, F. Mohsin, L. Xia, and O. Seneviratne, “Strengthening smart contracts to handle unexpected situations,” Proceedings-2019 
IEEE International Conference on Decentralized Applications and Infrastructures, DAPPCON 2019. pp. 182–187, 2019,  

doi: 10.1109/DAPPCON.2019.00034. 

[28] L. Chen, L. Xu, Z. Gao, Y. Lu, and W. Shi, “Protecting early stage proof-of-work based public blockchain,” in Proceedings-48th 

Annual IEEE/IFIP International Conference on Dependable Systems and Networks Workshops, DSN-W 2018, Jul. 2018,  

pp. 122–127, doi: 10.1109/DSN-W.2018.00050. 

[29] A. Dolgui, D. Ivanov, S. Potryasaev, B. Sokolov, M. Ivanova, and F. Werner, “Blockchain-oriented dynamic modelling of smart 
contract design and execution in the supply chain,” International Journal of Production Research, vol. 58, no. 7, pp. 2184–2199, 

Jul. 2020, doi: 10.1080/00207543.2019.1627439. 

[30] F. Ghaffari, E. Bertin, N. Crespi, S. Behrad, and J. Hatin, “A novel access control method via smart contracts for internet-based 
service provisioning,” IEEE Access, vol. 9, pp. 81253–81273, Jul. 2021, doi: 10.1109/ACCESS.2021.3085831. 

[31] D. C. Viji, A. Kuntal, A. Bhardwaz, and D. Bandari, “Blockchain based traceability in supply chain using smart contracts,” 

International Journal for Research in Applied Science and Engineering Technology, vol. 10, no. 3, pp. 1815–1817, 2022,  
doi: 10.22214/ijraset.2022.40997. 

[32] A. Shahid, A. Almogren, N. Javaid, F. A. Al-Zahrani, M. Zuair, and M. Alam, “Blockchain-based agri-food supply chain: a 

complete solution,” IEEE Access, vol. 8, pp. 69230–69243, 2020, doi: 10.1109/ACCESS.2020.2986257. 
[33] P. Azevedo, J. Gomes, and M. Romão, “Supply chain traceability using blockchain,” Operations Management Research, vol. 16, 

no. 3, pp. 1359–1381, 2023, doi: 10.1007/s12063-023-00359-y. 

[34] S. Walunj, A. Gupta, A. Sonone, S. Yadav, and P. Gholap, “Production industry supply chain management based on the ethereum 
blockchain,” International Journal of Advanced Research in Science, Communication and Technology, vol. 2, no. 1, pp. 180–187, 

2022, doi: 10.48175/ijarsct-7357. 

[35] A. Shahzad, C. Wenyu, and R. Kumar, “Blockchain based monitoring on trustless supply chain processes,” 2021 IEEE 6th 

International Conference on Cloud Computing and Big Data Analytics, ICCCBDA 2021, pp. 216–221, 2021,  

doi: 10.1109/ICCCBDA51879.2021.9442512. 

 



                ISSN: 2502-4752 

Indonesian J Elec Eng & Comp Sci, Vol. 33, No. 1, January 2024: 622-633 

632 

[36] L. Wang et al., “Smart contract-based agricultural food supply chain traceability,” IEEE Access, vol. 9, pp. 9296–9307, 2021,  

doi: 10.1109/ACCESS.2021.3050112. 
[37] I. M. Aldyaflah, W. Zhao, H. Upadhyay, and L. Lagos, “The design and implementation of a secure datastore based on ethereum 

smart contract,” Applied Sciences (Switzerland), vol. 13, no. 9, 2023, doi: 10.3390/app13095282. 

[38] R. Li and H. Asaeda, “FSCC: flexible smart contract interaction with access control for blockchain,” IEEE International 
Conference on Communications, pp. 1–6, 2021, doi: 10.1109/ICC42927.2021.9500960. 

[39] Y. Ma, Y. Fu, L. Liu, Z. Du, Jingma, and Y. Sun, “A smart contract approach to access control based on distributed identities and 

roles,” Proceedings-2022 International Conference on Intelligent Transportation, Big Data and Smart City, ICITBS 2022,  
pp. 677–680, 2022, doi: 10.1109/ICITBS55627.2022.00147. 

[40] M. Nissl, E. Sallinger, S. Schulte, and M. Borkowski, “Towards cross-blockchain smart contracts,” Proceedings-3rd IEEE 

International Conference on Decentralized Applications and Infrastructures, DAPPS 2021, pp. 85–94, 2021, doi: 
10.1109/DAPPS52256.2021.00015. 

[41] Y. C. Hu, T. T. Lee, D. Chatzopoulos, and P. Hui, “Analyzing smart contract interactions and contract level state consensus,” 

Concurrency and Computation: Practice and Experience, vol. 32, no. 12, pp. 1–17, 2020, doi: 10.1002/cpe.5228. 
[42] T. K. Agrawal, J. Angelis, W. A. Khilji, R. Kalaiarasan, and M. Wiktorsson, “Demonstration of a blockchain-based framework 

using smart contracts for supply chain collaboration,” International Journal of Production Research, vol. 61, no. 5,  

pp. 1497–1516, 2023, doi: 10.1080/00207543.2022.2039413. 
[43] M. Rodler et al., “EFCF: high performance smart contract fuzzing for exploit generation,” Proceedings-8th IEEE European 

Symposium on Security and Privacy, Euro S and P 2023, pp. 449–471, 2023, doi: 10.1109/EuroSP57164.2023.00034. 

[44] M. Ceresa and C. Sánchez, “Multi: a formal playground for multi-smart contract interaction,” OpenAccess Series in Informatics, 
vol. 105, no. 5. Schloss Dagstuhl–Leibniz-Zentrum für Informatik, Dagstuhl Publishing, Germany, 2022,  

doi: 10.4230/OASIcs.FMBC.2022.5. 

[45] J. Charlier, R. State, and J. Hilger, “Non-negative paratuck2 tensor decomposition combined to LSTM network for smart 
contracts profiling,” Proceedings-2018 IEEE International Conference on Big Data and Smart Computing, BigComp 2018,  

pp. 74–81, 2018, doi: 10.1109/BigComp.2018.00020. 
[46] J. B. Nielsen and B. Spitters, “Smart contract interactions in coq,” Lecture Notes in Computer Science (including subseries Lecture 

Notes in Artificial Intelligence and Lecture Notes in Bioinformatics), pp. 380–391, 2020, doi: 10.1007/978-3-030-54994-7_29. 

[47] M. Westerkamp and A. Kupper, “SmartSync: cross-blockchain smart contract interaction and synchronization,” IEEE 
International Conference on Blockchain and Cryptocurrency, ICBC 2022, 2022, doi: 10.1109/ICBC54727.2022.9805524. 

[48] S. Balasubramani, P. T. Kumar, and N. R. Ganesh, “An optimized decentralized trust approach for securing IoV stream data: a 

smart contract-driven framework,” in Proceedings-2023 3rd International Conference on Pervasive Computing and Social 
Networking, ICPCSN 2023, 2023, pp. 928–934, doi: 10.1109/ICPCSN58827.2023.00158. 

[49] A. Goyal, H. S. Kanyal, and B. Sharma, “Analysis of IoT and blockchain technology for agricultural food supply chain 

transactions,” International Journal on Recent and Innovation Trends in Computing and Communication, vol. 11, no. 3,  
pp. 234–241, 2023, doi: 10.17762/ijritcc.v11i3.6342. 

[50] L. Augusto, R. Costa, J. Ferreira, and R. Jardim-Goncalves, An application of ethereum smart contracts and IoT to logistics. 

run.unl.pt, 2019. 
[51] A. Moona and R. Mathew, “Review of tools for analyzing security vulnerabilities in ethereum based smart contracts,” SSRN 

Electronic Journal, pp. 524–533, 2021, doi: 10.2139/ssrn.3769774. 

[52] D. R. Kera and F. Kalvas, “No algorithmization without representation: pilot study on regulatory experiments in an exploratory 
sandbox,” Digital Society, vol. 1, no. 2, 2022, doi: 10.1007/s44206-022-00002-6. 

[53] M. Asif, Z. Aziz, M. B. Ahmad, A. Khalid, H. A. Waris, and A. Gilani, “Blockchain-based authentication and trust management 

mechanism for smart cities,” Sensors, vol. 22, no. 7, pp. 1–26, 2022, doi: 10.3390/s22072604. 
[54] S. Akca, C. Peng, and A. Rajan, “Testing smart contracts: Which technique performs best?,” International Symposium on 

Empirical Software Engineering and Measurement. pp. 1–11, 2021, doi: 10.1145/3475716.3475779. 

 
 

BIOGRAPHIES OF AUTHORS  
 

 

Irwansyah Saputra     is a Ph.D. candidate in Computer Science at IPB University, 

specializes in artificial intelligence, machine learning, deep learning, and blockchain. He has 

amassed a diverse professional portfolio, including as a data analyst and researcher. He is 

recognized for his academic excellence with a cum laude distinction and has contributed to 

multiple scientific publications. His books cover a range of topics from blockchain to data 

mining and machine learning. He can be contacted at email: 92irwansyah@apps.ipb.ac.id. 

  

 

Yandra Arkeman     is a distinguished Professor in Agroindustrial Technology at IPB 

University, Indonesia, with a research focus on computational intelligence and advanced 

computing technology. He completed his Ph.D. in Manufacturing Systems Engineering, 

specializing in Intelligent Manufacturing Systems using Genetic Algorithms, at the University 

of South Australia in 2000. He is the founder of blockchain, robotics, and artificial intelligence 

networks (BRAIN) at IPB. Prof. Arkeman’s dedication to scholarly work is further highlighted 

by his contributions to intelligent agroindustrial systems, manufacturing, and industrial 

engineering. He can be contacted at email: yandra@apps.ipb.ac.id. 

https://orcid.org/0000-0003-1851-1821
https://scholar.google.com/citations?user=HDJje9MAAAAJ&hl=id
https://www.scopus.com/authid/detail.uri?authorId=57219121346
https://www.webofscience.com/wos/author/record/3862009
https://orcid.org/0000-0002-6183-6069
https://scholar.google.com/citations?hl=id&user=LDf7YzkAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=55946558300
https://www.webofscience.com/wos/author/record/32668142


Indonesian J Elec Eng & Comp Sci  ISSN: 2502-4752  

 

Blockchain-based key-value store to support dynamic smart contract interaction in … (Irwansyah Saputra) 

633 

 

Indra Jaya     is a Professor at the Faculty of Fisheries and Marine Science, IPB 

University, specializing in Marine Science and Technology. He earned his Ph.D. in Underwater 

Acoustics/Marine Studies from the University of Delaware, USA, in 1996 and subsequently 

conducted postdoctoral research in the Department of Mathematics. His expertise lies in 

underwater acoustics and marine instrumentation, and he has made significant contributions to 

the field, notably as Chair of the Compliance Commission of the Indian Ocean Tuna 

Commission (IOTC) from 2022 to 2024. He can be contacted at email: indrajaya@gmail.com. 

  

 

Irman Hermadi     is a Head of Master of Computer Science Study Program 

(executive class) at the Computer Science Department, IPB University, with Ph.D. in Computer 

Science from University of New South Wales (UNSW), Australia, specializing in path testing 

using genetic algorithm. An expert in software engineering, information system, artificial 

intelligence, software testing, blockchain. He is National E-agriculture Expert at FAO Indonesia 

since July 2021, Internal Auditor Team Leader for ISO 9001:2008 certification in Academic 

Quality Management Standard of the Department of Computer Science at IPB University, IEEE 

member since Dec 2019 and BRAIN member of IPB University. He also researcher of 

blockchain, robotics and artificial intelligence networks (BRAIN), reviewer Journal of Agro-

Industry Technology Department of Agro-Industry Technology IPB University, reviewer 

Journal of Computer Science and Agri-Informatics IPB University, and e-Government External 

Assessor at Kementerian Pendayagunaan Aparatur Negara dan Reformasi Birokrasi. He can be 

contacted at email: irmanhermadi@apps.ipb.ac.id. 

  

 

Indrajani Sutedja     she completed her Bachelor (Information of Technology) on 

1995 at STMIK Bina Nusantara. Then Masters in Information Systems on 2001, and a Doctor of 

Computer Science on 2021 at Bina Nusantara University. She has worked as an IT Consultant in 

the banking sector, especially from information systems in the front office to general ledger 

since 1991. She has started working at BCA as an Internal Audit on 1997, and in 2002 as BCA 

IT until now. His early teaching career began in 1995 at Bina Nusantara University as a lecturer 

until he became an Associate Professor in 2009. Apart from teaching at Bina Nusantara 

University, he also taught at several private universities in Indonesia, including Mercu Buana 

University, ITHB Bandung, Ukrida, Untar, S2 Maxi IBI, and UPH. Another is being the author 

of dozens of computer books at Gramedia. Active in various communities such as the Indonesia 

Artificial Intelligence Society (IAIS), R Indonesia, and the Indonesian Lecturer Community. 

Participate in independent campus activities, collaboration with DTS Kominfo, and other 

projects. The research fields pursued are data science, deep learning, machine learning, data 

mining, data warehouse, business intelligence, database design, data governance, and big data. 

She can be contacted at email: indrajani@binus.ac.id. 

 

https://orcid.org/0000-0002-1007-0657
https://scholar.google.co.id/citations?hl=en&user=7dhIgPYAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=26039180400
https://www.webofscience.com/wos/author/record/32716689
https://orcid.org/0000-0001-6985-5275
https://scholar.google.com/citations?hl=id&user=cBnnSRoAAAAJ
https://www.scopus.com/authid/detail.uri?authorId=23967933100
https://www.webofscience.com/wos/author/record/1326401
https://orcid.org/0000-0002-6356-3957
https://scholar.google.com/citations?hl=en&user=F4i7htgAAAAJ&view_op=list_works&sortby=pubdate
https://www.scopus.com/authid/detail.uri?authorId=55014264100
https://www.webofscience.com/wos/author/record/1535420

