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 Despite ongoing efforts to convince users of the value of password security 

and to enforce password creation standards on them, in many information 

systems the human factor still plays a role. In addition, not only do most 
users’ password creation and management practices largely remain 

unchanged, but password cracking tools and more critically, computer 

hardware also continue to advance. In this paper we present a model in 

ethical hacking; the proposed model concentrated on brute force attacks for 
password cracking. The main novelty of our work is that it first presents a 

mathematical model that calculates the number of different password 

permutations of varying lengths. Then the brute force attack is modelled 

using the Markov chain model and a method is developed to formulate the 
conventional optimization problem, which is classified as a discrete 

nonlinear problem. The experiments’ results demonstrate and validate the 

method’s effectiveness and suitability. 

Keywords: 

Brute force computation 

Brute force modelling 

Ethical hacking 

Kali linux 

Markov chains UML state 

diagram 

Network simulator 
This is an open access article under the CC BY-SA license. 

 

Corresponding Author: 

Buthayna Alsharaa 

Department of Electrical Engineering, Al-Balqa Applied University 

As-Salt, Jordan 

Email: buthayna-alsharaa@bau.edu.jo 

 

 

1. INTRODUCTION 

Weaknesses in a system that an attacker could use to cause dangerous effects are known as 

vulnerabilities. When a system is vulnerable, a threat can appear in the form of a threat agent that uses a 

particular penetration technique to achieve unwanted outcomes [1]–[3]. There exists a genuine risk of 

significant financial harm to businesses. A total of 74.3% of losses are attributed to infections, unauthorised 

access, theft of laptop or mobile hardware, and theft of personal information, according to the 11th annual 

computer crime and security survey [2]. In fact, a study by McCue [1] found that 90% of security measures 

are directed at preventing external threats, even though 70% of fraud is committed by internal rather than 

external criminals. Employing ethical hackers can help businesses identify security weaknesses in their 

systems before the hackers do. The work of ethical hackers, who are licensed professionals who work in 

teams, is crucial in detecting system hazards and highlighting their shortcomings [4], [5]. Their objective is to 

strengthen their system and make it less vulnerable to threats, which will increase system security [6], [7]. 

Information security may be viewed as a type of computer audit according to article [8]. Regarding 

article [9], ethical hacking may be one of the best approaches to proactively fix the Internet’s numerous 

security flaws. As they both aim to find problems, systems and hacking abilities might be compared to 

auditing abilities. Network analysts, penetration testers, and any other type of cybersecurity and analytics 

activity can use Kali Linux as a safe environment for ethical hacking. Penetration testing and advanced 

security audits are Kali Linux’s main uses. The Kali software contains several hundred tools that are intended 

for a range of information security tasks, such as penetration testing, computer forensics, and reverse  
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engineering [10]–[15]. A brute force attack is a hacking method that uses trial and error to crack passwords, 

login credentials, and encryption keys. It is a simple yet efficient method for gaining unwanted access to 

networks, enterprise systems, and user accounts. Hackers experiment with different usernames and 

passwords until they find the right login information. They usually use a computer to test a large number of 

combinations. [14]. Most scientific research papers, in recent times, contain a survey, comparison or review 

study of ethical hacking [14]–[16]. This paper examines the brute force cyberattacks in real manner. The six 

hacking steps for brute force attack are illustrated. The information acquired from each phase as well as the 

tools used to hack the phases are listed. The paper also includes the algorithm used to conduct real-time brute 

force attacks on an experimental login page. 

In general, three major groups of current password strength estimation techniques can be 

distinguished, each of which takes a different approach to the same issue: attack-based, a heuristic-based, and 

probabilistic-based methods. The attack-based techniques estimate a password’s resistance based on how 

long it takes a particular attack (or group of attempts) to crack it [17], [18]. The strength of the password 

increases with the amount of time it takes the assault to crack it. On the hand, the heuristic-based approaches 

concentrate on offering a heuristic-based assessment of password difficulty [19]. 

The limitations of the earlier approaches are addressed by probabilistic-based solutions. They employ 

techniques for calculating password strength based on statistical analyses of passwords [20], [21]. Many of 

these techniques are built on Markov models [19]. Markov models have shown to be quite helpful for password 

security as well as computer security in general. They may be used to precisely evaluate the strength of new 

passwords [22] and are a powerful tool for password cracking [23]. According to the research described in [24], 

which examined various probabilistic password models, Markov models are more effective at calculating 

password probabilities than probabilistic context-free grammars. In this work we present the mathematical 

password model. The presented model shows the most important factors that determine the strength of 

passwords and the practical experiments that have been conducted prove the validity of the presented model. 

Markov chain-based model has also been used to model probabilities in the brute force attacks. The conclusions 

of these studies showed that Markov processes can be used to model information systems. 

 

 

2. METHOD 
This section is devoted to explaining research methodology. The six phases of Ethical hacking are first 

illustrated. Then, a mathematical model for the stochastic brute force process is made. Hacking has six phases 

which are: information gathering, scanning, gaining access, maintaining access, installing backdoors, and 

covering tracks [25]–[28]. Figure 1 is a UML state diagram that summarizes the hacking phases in general and 

tools used for each phase. The hacking process starts at the first state which is information gathering.  

Brute force attack goes through these states. State 1 and 2 are used to collect information about the victim to 

obtain the username and any information which may facilitate password guessing. 
 

 

 
 

Figure 1. The six phases of ethical hacking 
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Brute force attack starts at the gain access state. Brute force is a method of breaking into any 

websites or systems by using a program to try out different combinations of passwords. The user password 

combinations are repeatedly generated automatically by software until the correct combination is produced. 

Once access is gained the hacker has full access to all resources granted to the hacked user account.  

Figure 2 shows the proposed pseudo-code for the brute force attack algorithm [29]. From an analytical 

perspective, a brute force attack is a stochastic process that a Markov chain can explain. Therefore, the 

study’s goals are to:  

 Formally analyse the Markov chain paradigm that characterises brute force attacks. 

 Perform a definition for system optimisation based on the mathematical paradigm provided. 

 Apply the suggested method for operational model optimisation to the test for a real information system, 

then analyse the outcomes. 

 

 

 
 

Figure 2. Pseudo-code for bruteforceattack algorithm 

 

 

2.1.  Mathematical model of the studied process 

A brute force attack uses trial-and-error to determine login credentials. Hackers try every combination 

in the hopes of making an accurate approximation. Usually, an array that includes a list of allowed characters in 

a password is made. This array includes uppercase and lowercase letters, special characters, and digits. The total 

number of characters in this list is an integer number m. This list is used to create password permutations of 

lengths varying from 1 to n characters. The (1) calculates the number of different password permutations pore-

water pressure (PWP) varying from 1 to n: 

 

PWP= ∑ 𝑚!
(𝑚 − 𝑖)!⁄𝑛

𝑖=1                                            (1) 

 

In the equation above, i is the length of the password. The case when i is not known the attacker must 

generate password permutations with lengths ranging from 1 to a number n. Analytically, the brute force 

process can be described by a Markov chain. The sequence of trials produced belong to one of two states: 

accepted and unaccepted states. The output of any trial depends only on the initial state and not on any previous 

states. Figure 3 is the UML state diagram of the stochastic brute force process illustrated in Figure 2. 

In this model p and q are called the transition probabilities. p is the probability that a valid password 

is created. q is the probability that an invalid password is created. Based on (1), the equations for p and q are 

given in (2) and (3) respectively. The (4) is a matrix of probabilities of transitions between states represented 

in Figure 3: 

 

p=1/∑ 𝑚!
(𝑚 − 𝑖)!⁄𝑛

𝑖=1                                            (2) 

 

q= 1-p (3) 

 

W= (
0 𝑞
𝑝 0

) (4) 
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Figure 3. UML state diagram of the stochastic brute force process 

 

 

3. RESULTS AND DISCUSSION 
This section presents real-time results obtained from the attack on a login web page designed to 

carry out practical experiments for this research paper. A program written in python is used to generate 

random passwords of lengths varying from 1 to 5 characters. Each generated password is used to login into 

the webpage. 

 

3.1.  Simulation results 

Table 1 shows the time taken to figure out the correct password and login into the webpage. To run 

the brute force program faster, multithreading is used. Ten instances of the program are run at the same time. 

The number of threads chosen depends on the machine used. 

 

 

Table 1. Time taken to figure out correct password 
Number of 

characters 

Numbers 

only 

Lower case 

letters 

Lower and upper 

case letters 

Numbers, lower, and 

upper case letters 

Numbers, lower, upper case 

letters and symbols 

2 1.20406 sec 3.01219 sec 3.0014 min 1.001 min 17.3201 min 

3 3.23332 sec 6.31009 sec 20.4107 min 43.67min 1.01 hour 

4 4.61152 sec 3.01219 min 27.9104 min 1.6 hour 2.3 hour 

5 7.62713 sec 15.8911 min 1 hour 4 hours 7.8 hour 

 

 

The (1) shows the factors that affect the time required to obtain passwords and hack to a particular 

site. Figure 4 shows the relationship between the length of a password and the number of different 

permutations that result from that length for different character list lengths (m). Figure 5 shows how the 

number of password permutations increase by increasing the size of the list of allowed characters in a 

password m for different password lengths. 

 

3.2.  Discussion 

Let’s start the discussion with the statement shown in Table 1. Various factors affect the time values 

shown in the Table 1. One of these factors is the network properties. Also, the process of generating 

passwords is random and not sequential. So, the correct password can be obtained in the early stages without 

the need to find them all. 

Next, we analyze the results in Figure 4 which explain when the different number of permutations 

increases as the password lengths increase. In case the attacker does not know the length of user password, he 

must try all possible alternatives ranging from one to n. It is expected that as the user choses longer 

passwords, it will become harder to figure out the correct password. The result here is affected by the length 

of the list holding the allowed symbols to be used in the password m. The results in Figure 5 uses the value 

15 for m. 
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Figure 5 show the effect of m on the number of permutations. Here m is determined by the 

organization administrators. Organizations usually set security policies to choose passwords for their users. 

Some of these policies are: 

 Passwords must contain at least 12 characters. 

 Uppercase and lowercase letters, special characters, and digits should all be used in passwords. 

 Passwords should be changed every 60 to 90 days. 

 Reusing passwords should be prohibited. 

 

 

 
 

Figure 4. Permutation counts for different password lengths, m=10, 15, 20 

 

 

 
 

Figure 5. Permutation counts for different character list lengths (m), and fixed password length=6, 8, 10 

 

 

4. CONCLUSION 

The entire world is heading toward technological advancement, and as real-world activities get more 

and more digitized, the risk of security increases. In order to get beyond security measures and reach the 

intended data target, brute force assaults are employed. Although it might appear that this is just useful for 

hackers, several security firms use brute force attacks to assess their clients’ systems. An automated assault, 

whether or not it is online, is dangerous anytime it targets a system because it won’t take long for it to 
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succeed. The article gives a Markov chain-based mathematical model of the brute force attack. The study 

proposed a mathematical programable model for modelling this type of attack because there isn’t a 

mechanism that can be used universally for doing so. Experiment findings demonstrated the method’s 

suitability and effectiveness. From the results it appears that the primary difference between strong and weak 

passwords is length. The use of graphical passwords or biometry, and multifactor authentication could be the 

solution. 
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