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1. INTRODUCTION

The first step to addressing a system security problem is recognizing it. Intrusion detection systems
scan network traffic for signs of assaults and are used to detect them. Intrusion detection finds these. An
intrusion detection system (IDS) monitors network traffic for intrusions [1]. The majority of phishing assaults
work because people have already developed trusting relationships with businesses [2]. Phishing involves
impersonating a reputable firm to obtain valuable data including user names, passwords, and credit card
numbers through email. Phishing attacks utilize more than fake emails and websites. Blacklists of hazardous
uniform resource locators (URLs) and internet protocol (IP) addresses may be used to detect phishing
websites [3]. Companies may keep their income steady by focusing on client retention rather than customer
acquisition, which can be five to ten times more costly. The telecoms sector relies heavily on churn rate
modeling and analysis [4]. Inadequate accuracy in identifying certain kinds of ambiguity is a consequence of
the fact that present suggested strategies do not adequately treat all forms of linguistic ambiguity [5].
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This ensemble model, which makes use of data from learning systems, supposedly provides more
accurate results than conventional models and gives managers new ways to improve instruction and student
outcomes [6]. Therefore, customer relationship management (CRM) must adapt to these developments in
order to provide a competitive advantage to the company. The cost of a no satisfaction consumer is high
since negative reviews and comments may quickly spread over the Internet, potentially reaching millions of
people [7]. Profitable marketing strategies thatmaximize shareholder value focus on retaining existing
customers and minimizing customer turnover. In the telecoms business, customers are still the most
important asset. A drop in clientele is a shock to any company's finances [8]. It's the internet, but for the
whole world. Host computers and server computers contain data that may be accessed over the internet.
internet protocol/transmission control protocol (IP-TCP) was the protocol used for communication [9].
Cognitive decline makes it difficult to recognize the signs of depression in the elderly. A common tool for
identifying depressive symptoms in the elderly is the geriatric depression scale (GDS) [10].

Online travel agencies (OTAs) are prominent e-commerce platforms that provide hotel bookings.
Customers may help each other pick a hotel by submitting reviews [11]. English has received more attention
in named entity recognition (NER) studies than any other language in part because of the abundance of high-
quality annotation datasets in the language. Natural language processing (NLP) performance may be
enhanced by the recognition of corpus entities, for which NER is crucial [12]. Classification can immediately
analyze text in natural language processing. Text categorization may be used to assess question difficulty by
making informed assumptions about unknown variable values based on other factors [13]. Instagram, like
many other social media sites, has realized the critical need of hate speech identification. The usefulness of
these techniques varies with the language and dataset used [14]. A large number of people from all over the
globe visited Thailand before the spread of corona virus (COVID-19). The hospitality business must be
ready, adapt, and present new services for guests after the COVID-19 pandemic. One of a company's most
valuable resources nowadays is its data [15].

Recurrent neural networks (RNN) models outperform logistic regression, random forest, and
support vector machines in comparable conditions. As a result, it seems that more sophisticated
computational techniques are required for extraction of the complex underlying linkages [16]. As noted, as
research in explains, the ontology creation or construction process is rather expensive since most of it is done
manually. In light of these considerations, various researches have been carried out to automate the ontology
building or creation process [17]. Yet, despite its usefulness, social media also presents challenges, such as
the ease with which false information may be disseminated. Since the context analysis in a convolutional
architecture is based on patterns across several texts, it excels in feature extraction but lacks the capacity to
recall earlier knowledge. While recurrent architecture is designed to take information order into account, its
feature extraction capabilities lag below those of convolutional architecture [18]. The accessibility of social
media has contributed much to its meteoric rise in popularity in recent years. Many young people nowadays
rely heavily on social media technologies because of the social connection and simple content production
they provide [19]. Well-defined software needs specification (SRS) outlining the system's functional and
non-functional requirements is essential to guarantee software systems deliver as promised. Investigating the
edge/cloud application's issue SRS early ensures the final result satisfies audience expectations [20].

A unique thing, location, or person is a name entity (NE). Humans can recognize many self-named
things with capital letters, but robots struggle with NER [21]. Internet of things (IoT) sensors, data analytics
and artificial intelligence (Al), precision agriculture, remote monitoring and control, automated systems,
livestock management systems, cloud computing and big data storage, energy management, and farm
management software are now in smart farms [22]. Flood frequency has increased over the previous 30
years, devastating infrastructure. They supply critical goods and services and boost social and economic
prosperity [23]. Natural disasters are expected to grow in frequency and severity as a result of climate
change. Heavy rainfall, melting glaciers, and rising sea levels are all made more likely by extreme weather [24].
The different products offered by banks may be evaluated alone or in combination. The model will be built
using empirical data that can be put to the test [25].

2. PROPOSED SYSTEM

There is a certain order of actions that must be followed while administering medical care to a
patient. First, a complete evaluation of the patient is made, including a review of the patient's medical history,
a physical examination, and any other necessary diagnostic procedures. After the evaluation is over, doctors
will look at the results and make a diagnosis based on what they find. The next step is to devise a treatment
strategy, which may include the selection of medication, therapy, or surgical procedures. During the therapy
phase, patients are closely monitored, and the treatment plan is modified as needed to account for any
problems or unwanted side effects. Maintaining open lines of communication and educating patients on their
conditions, treatment plans, and the significance of sticking to their regimens is essential at every stage.
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Multidisciplinary teams may need to work together to provide care, and effective communication is crucial
for this to happen [26]. Treatment plans may be fine-tuned based on regular progress checks and reevaluation
of the patient's condition. The ultimate objective of medical treatment is to improve health outcomes for
patients.

The goal of research into cloud-based machine learning techniques and their many potential uses is
to make the most of this disruptive technology in solving difficult issues in a wide range of fields. These
procedures make it easier to implement complex algorithms on scalable cloud architectures, which speeds up
the processing and analysis of massive data sets. Predictive analytics for illness diagnosis and treatment
planning are made possible by machine learning algorithms hosted on the cloud, which improves the quality
of care provided to patients. More than that, they help firms thrive by enhancing performance through
demand prediction and consumer understanding. These techniques aid in environmental monitoring and
resource management by facilitating data-driven decision making, which is essential for combating climate
change and improving sustainability. Cloud-based machine learning enables algorithmic trading models that
improve financial investing tactics. By facilitating real-time data processing for secure navigation, these
techniques also support the growth of autonomous cars. These algorithms are also responsible for the success
of other online services, such as tailored content suggestions and fraud detection in online platforms. As
such, the goal is to realize the full potential of cloud-based machine learning algorithms across a wide variety
of disciplines, therefore expanding our understanding and inspiring new approaches to solving complex
problems.

Exploring cloud-based machine learning techniques and their applications is innovative because it
focuses on using state-of-the-art technology to solve complex problems in many fields. The goal is to process
and analyze huge, complicated information quickly and easily by taking use of cutting-edge algorithms
hosted on elastic cloud computing platforms. Predictive analytics for better healthcare results, streamlined
company operations, heightened environmental monitoring and resource management, and smarter financial
strategies are just some of the ways this novel method hopes to alter established norms. The ultimate
objective is to accelerate development in a wide range of disciplines by using the disruptive power of cloud-
based machine learning to address intractable issues and fuel breakthroughs in previously unrelated areas.

2.1. Gradient boosting machines in cloud-based machine learning: techniques and applications

With impressive results across a wide range of use cases, gradient boosting machines (GBM) have
quickly become a powerful tool in the field of cloud-based machine learning. The success of GBM, a strong
ensemble learning approach, in managing complicated tasks while making use of cloud computing resources,
has attracted a lot of interest. This study explores the methods and many uses of GBM in cloud settings. The
equation above represents the core principle of gradient boosting, where each weak learner's contribution is
optimized to improve the ensemble’s performance iteratively. In (1) shows the gradient boosting algorithms,
where A;(r) is the ensemble's prediction at iteration i for input x. A;_;(r) is the ensemble's prediction at
iteration i — 1 for input r. y; is the learning rate or step size for iteration i controlling the contribution of the
weak learner k;(r) to the ensemble. k;(r) is the weak learner's prediction at iteration i for input r.

Ai(r) = Aia(r) +y k() (1)

Selecting an IDS based on its performance on a test dataset is typical practice. Two types of models
are available for behaviour modelling: those based on supervised learning and those based on semi-
supervised learning. The key distinction is whether or not the labels themselves are included in the provided
training dataset. Intrusion detection models of several types are shown in Figure 1.

Figure 2 shows 2015-2020 GBM use. GBM, a strong ensemble learning method, is growing in
popularity. Consumption has progressively increased from 320 units in 2015 to 1050 in 2020. This rise
shows GBM's growing popularity in machine learning applications, particularly in cloud-based contexts
where it provides scalable and accurate predictive modeling.

To generate a reliable prediction model, GBM repeatedly combines weak learners, often decision
trees. Distributed computing resources are used most effectively with the combination of GBM and cloud
computing. The training and prediction processes are sped up by using parallel processing methods to study
data in chunks simultaneously. Distributed data storage is used by cloud-based GBM models to provide easy
access and administration of massive datasets. Cloud-based automated model tuning makes use of grid search
or Bayesian optimization to adjust hyper parameters. Credit scoring, fraud detection, and stock market
prediction are just a few of the areas where cloud-based GBM models have excelled. Risk assessment models
benefit from the cloud's capacity to analyze large financial information quickly and efficiently.
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Figure 2. Yearwise consumption (2015-2020) of gradient boosting machines

2.2. Word2Vec in cloud-based machine learning: techniques and applications

Word2Vec is a game-changing NLP approach, and its seamless integration with cloud platforms
means it can handle and interpret textual data like never before. The methods and many uses of Word2Vec in
the cloud are investigated. By transforming words into dense vectors, Word2Vec is able to record the
connections between words' meanings. Word2Vec's effectiveness and scalability have been improved by
integration with cloud computing resources [27]. Word2Vec techniques using cloud computing can parallel
process large text corpora, greatly accelerating model training time.

Access to large text datasets stored in the cloud is optimized, allowing for more straightforward
training input. Word2Vec models trained on the cloud do very well at sentiment analysis, emotion
recognition, and content classification. These algorithms can accurately anticipate sentiment by extracting
detailed contextual information. When combined with cloud infrastructure, Word2Vec's ability to take
semantic meaning into account enhances search engines. This improves the quality of the user's search results
and suggestions. Word2Vec algorithms running in the cloud help recommendation systems learn about
individual tastes from textual information. These algorithms provide customized suggestions by poring
through customer feedback, product descriptions, and more. Cloud-based Word2Vec is a language translation
model augmentation service [28]. Data collection, corpus generation, word embedding, DL model design and
assessment, and experimental results are shown in Figure 3.

One of the popular algorithms within Word2Vec is skip-gram, and the equation for skip-gram can
be summarized as follows: in (2) represents the Word2Vec algorithm where (w, ¢) represents a word—context
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pair from the training data. D is the set of all word-context pairs in the training data. P(c|w) is the probability
of observing the context word cgiven the target word w.
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Figure 3. Combining Word2Vec with DL models for sentiment analysis

Table 1 presents a comparison of cloud-based machine learning, GBM, and Word2Vec with regards
to their definitions, uses, benefits, and drawbacks. While GBM is an ensemble approach for robust prediction
models, cloud-based machine learning makes use of cloud servers to make machine learning easily accessible
and scalable. Word2Vec is an effective word embedding method for NLP. Because of their unique strengths
and weaknesses, various situations call for different approaches.

Table 1. Comparison between cloud-based machine learning, GBM, and Word2Vec
Cloud-based ML Gradient boosting machines Word2Vec

Description Scales and makes machine learning Ensemble learning uses weak learners' outputs
algorithms accessible on cloud servers. (typically trees) to create strong prediction models.

Application Widely used for data analysis, pattern Popular for classification and regression. Organized
identification, and prediction. and unstructured data are handled.

Advantages Flexible, remote, and cost-effective. Large Provides high predictive power, handles complex data,
dataset scalable. and reduces overfitting.

Challenges Depends on network quality and safety. Hyper parameter tweaking takes time. Overfitting

Privacy and compliance are hard. occurs if not calibrated properly.

The process involves three parts. Annotating data comes first. Second, train the model, and finally,
test it using cutting-edge research. The annotation process separates this data in two. The first 70% of data
will train. The corpus will be evaluated using 30% of the second data set. Before training and testing feature
extraction, each corpus undergoes various preprocessing procedures. The second section covers neural
network multi-task models for noun phrase chunking. Figure 4 exhibits architectural system details.

Indonesian J Elec Eng & Comp Sci, Vol. 35, No. 1, July 2024: 156-164



Indonesian J Elec Eng & Comp Sci ISSN: 2502-4752 a 161

Recogulzing ( Description
sentence of PoS and
limits NF label

Training
for Modtel

Pre
Processed
Data

Data
Described

*  Tokenization

Evaluation
and
Partitioning

Dataset
Training

Lesting of
Dataset

Testing

Performance

Figure 4. The system architecture of multi-task neural network for noun phrase chunking models

3. RESULTS AND DISCUSSION
3.1. Bayesian networks in cloud-based machine learning: techniques and applications

Combining probabilistic modeling with cloud computing, Bayesian networks in cloud-based
machine learning enable complex data analysis and decision-making for a wide range of use cases [29], [30].
Cloud hosting is optimal for these networks because it allows the use of probabilistic graphical models to
capture intricate dependencies between variables. The flexibility and availability of this connection are its
greatest strengths, enabling the rapid processing of massive information and the coordinated efforts of users
in different places. Bayesian networks in cloud-based machine learning enable organizations to make
informed decisions, optimize processes, and navigate complex uncertainties with unparalleled precision and
efficiency, whether in healthcare for diagnosis and treatment recommendations, finance for risk assessment,
or industrial processes for predictive maintenance. New possibilities for data-driven insights and decision-
making are made possible by the combination of Bayesian networks with cloud computing, which holds great
promise for addressing a broad range of problems in a variety of fields of study and business.

Integrating Bayesian networks with cloud infrastructure improves risk assessment tools. They
provide real-time analysis of data from several sources, allowing for more precise risk assessment and fraud
detection. Natural catastrophes, disease outbreaks, and other urgent occurrences may be seen in the early
stages with the help of Bayesian networks powered by the cloud, which analyzes environmental data. Their
probabilistic basis makes them useful for making forecasts. These networks help with illness diagnosis,
prognosis, and individualized therapy recommendations by combining patient data and medical information.
The fundamental equation involves the joint probability distribution of variables A given the network
structure E (3) shows the Bayesian networks where, T(A|E) is the joint probability distribution of all
variables A given the network structure E. A, represents a random variable in the network. Parents(4y, E)
are the parents of variable A, in the DAG E. n is the total number of variables in the network.

T(A|E) = - T (A, |Parents(A, E)) (3)

3.2. Gated recurrent units in cloud-based machine learning: techniques and applications

When combined with the huge processing capabilities of the cloud, gated recurrent units (GRU) in
cloud-based machine learning revolutionize sequential data analysis. Because of its success in capturing
long-range dependencies and mitigating the vanishing gradient issue, GRUs have become a popular kind of
RNN. By taking use of cloud computing's scalability and parallel processing, GRUs are able to reach their
full potential. NLP, audio identification, and time series forecasting are just some of the applications made
possible by the rapid training and deployment of GRU models on enormous datasets. GRUs in cloud-based
machine learning enable applications to process and analyze sequential data with unparalleled accuracy and
efficiency, with potential applications ranging from virtual assistants and social media sentiment analysis to
predictive maintenance in industrial settings. This synergy provides businesses with the means to draw useful
conclusions, make sound choices, and provide superior customer experiences, ushering in a new age of data-
driven offerings.
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GRU's scalability and computing efficiency are both improved by its incorporation into the cloud.
The use of models in areas requiring crucial decision-making will be aided by improved strategies for model
interpretability. GRUs is a type of RNN architecture that aims to address the vanishing gradient problem and
allow for the modeling of long-range dependencies in sequential data. The equations above describe the key
components of a GRU's operation at a single time step t. In (4) to (6) shows the GRU, where j; the concealed
state at step i. s; is the input at time step i. a; is the update gate, calculating how much hidden state to update.
p; reset gate controls how much of the previous hidden state to forget. j'; is the candidate hidden state,
representing a new candidate for the hidden state. R,, R, are weight matrices for the gates and candidate
hidden state. ¢ is the sigmoid activation function.

a; = o(Rg-[i-v si]) 4)
pi = 0(Rp. [i-1,si]) (5)
j'i = tanh(Rj[pilji — 1,si]]) (6)

The online tool PHISHTANK was suggested for detecting phishing attempts. PHISHTANK uses
many criteria to assess whether a website is safe or dangerous. Universal resource locator structure is
developed to identify phishing attacks. The suggested research used machine learning methods and universal
resource locator characteristics to tackle categorization challenges. Training characteristics were chosen
based on an efficient phishing detection method. The suggested method architecture is shown in Figure 5.

Figure 6 shows 2015-2020 GRU use. Over the years, GRU, a recurrent neural network variation,
has grown in use. To 550 units in 2020, consumption has progressively climbed from 280 in 2015. GRU
sequential data modeling, particularly in cloud-based machine learning applications, allows efficient
information flow and excellent predictions in voice recognition and time series forecasting, making it
popular. Language modelling, sentiment analysis, and machine translation are just some of the NLP
applications where cloud-based GRU models shine. They are able to better grasp and produce human
language because of the context information they extract from text.
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Figure 5. The general architecture of the PHISHTANK to detect a phishing attack using the URL
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Figure 6. Year wise consumption (2015-2020) of gated recurrent units
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4. CONCLUSION

GBM excels in predictive modeling, while Word2Vec aids in understanding semantic relationships
in text. Bayesian networks offer probabilistic modeling in uncertain contexts and GRU excels in sequential
data analysis. Leveraging cloud-based platforms enhances scalability. These techniques empower
organizations to extract valuable insights from data, improve decision-making, and enhance operational
efficiency. Bypassing such safeguards is an invasion into a computer network or system. Admitting the
system's security breach is the most important step towards fixing it. The kind of contract, duration, monthly
bill, and total cost most affect client turnover. Distributed edge/cloud apps, diverse networks, and fast-
changing market needs make development harder. This complexity leads to hurriedly constructed and
confusing software requirements, making it more fault-prone. The discipline has traditionally used machine
learning, but deep learning is newer. Deep learning is replacing machine learning approaches in many
industries, including business, owing to its capacity to increase accuracy with more training data, analyse
complex and high-dimensional datasets, and need less human interaction.
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