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For artificial intelligence (Al) applications, centralized learning on a cloud
server and local learning on an internet-of-things device may suffer from data
privacy leakage due to data sharing and inaccurate prediction due to limited
computing resources. Transfer learning has been proposed as one potential
solution to the world's big data problems. Transfer learning eliminates the
need for each internet-of-things device to share local data with the cloud
server during the training process. Instead, it can go through the training
process on its own, using a cloud server's pre-trained model with high
accuracy. As a result, despite its limited computing resources, the internet
ofthings device can still predict with high accuracy. This paper proposes a
transfer learning model for improving image detection accuracy on loT
devices with restricted computation. To obtain accurate image classification,
a deep learning approach based on convolutional neural networks is used. The
proposed method with freeze and unfreeze approaches achieves a higher

validation accuracy (up to 43.6%) and a lower validation loss (up to 6.5 times)
than the non-transfer learning method, according to simulation results using
three relevant internet-of-things datasets.
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1. INTRODUCTION

The growth of internet of things (10T) based artificial intelligence applications following COVID-19
pandemic has influenced the global big data market size worldwide [1]. To provide meaningful information
from the big data, centralized learning, in which all data from IoT devices is trained on a cloud server, can be
utilized [2]. This is due to the unlimited computational capacity of the cloud server, which allows it to deal
with massive amounts of data from numerous IoT devices. Nonetheless, when data from loT devices is
exchanged and processed on a cloud server, there is a substantial risk of information privacy breaches. To
reduce the privacy risk, there is local learning, where each loT device can train its own data locally [3].
However, this strategy may face inherent restrictions on the computation of the 10T devices, resulting in poor
data training quality.

Transfer learning (TL) has emerged as a promising approach to overcome the limitations of the
aforementioned methods [4]-[6]. Specifically, the cloud server has the capability to initially train a dataset
containing a substantial amount of samples in order to generate a pre-trained model of superior quality. By
leveraging transfer knowledge from the pre-trained model, each 10T device can independently perform the
training process using its own local dataset. Consequently, the 10T device can maintain a high level of accuracy
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in its predictions while using less time and limited computing resources. Additionally, it can achieve this
without the need of data sharing, thus preserving data privacy [7].

Multiple studies in [8]-[17], [18]-[26], [27]-[29] have examined the implementation of TL in diverse
applications. The works in [8]-[11] proposes TL frameworks using pre-trained convolutional neural networks
(CNN) models for medical images classifications including melanoma detection, anthracnose and red-rust leaf
disease detection, diabetic retinopathy identification, and pneumonia classification. Meanwhile, some CNN-
based TL approaches for brain and breast tumor detection using magnetic resonance images have been
investigated in [12]-[14]. In [15]-[18], CNN-based TL methods are implemented for COVID-19 detection
using chest X-ray images. The studies in [19]-[22] also apply CNN-based TL techniques to identify leukocytes
as well as red blood cells for blood-related diseases and classify fundus for general retinal diseases diagnosis,
respectively. The TL with pre-trained CNN models are also used for non-medical applications including Thai
culture and Pitha traditional food images classification [23], [24], and other applications including land cover,
fabric defect, birds' species, distracted driver classifications as well as age-invariant face recognition [25]-[29].
All the above literature studies show that the TL approach can achieve better accuracy performance than those
of non-TL methods for various considered datasets and scenarios. Nonetheless, most of the above works are
required to use high-resolution images with big file sizes to classify them correctly, which is difficult to be
executed on 10T devices with limited computation.

The use of TL is then extended to loT-based applications in the mobile edge networks for resource
optimization, aiming to comply with the inherent challenge of 10T in terms of limited computing resource. For
example, the work in [30] proposes a TL-based loT framework for fire detection. Specifically, a pre-trained
CNN model using MobileNet is executed for fine-tuning to improve the fire detection accuracy with fewer
false positives. Meanwhile, a dynamic TL framework to improve the accuracy of 10T recognition ability is
discussed in [31]. Through using the knowledge from additional sensing devices via the active learning process,
the proposed framework can raise the recognition accuracy up to 13.05% compared to that of non-TL
framework. Vu [32], a TL-based system loT attack detection using deep learning and two auto-encoders is
proposed. The experimental results show that the TL approach can remarkably improve the accuracy compared
to the conventional deep learning method. Next, the work in [33] utilizes TL to enhance automated e-waste
recycling classification accuracy in the smart cities. Meanwhile, a TL-based system for air pollution prediction
in the city area is studied in [34]. Both works can improve the accuracy to 98% and 88%, respectively,
compared to those of non-TL approaches. From the aforementioned studies, it is shown that TL approaches on
10T system help to improve the new model performance by utilizing the trained model from different datasets.
However, the application of TL on IoT system still needs to be explored, especially for image classification
with huge amounts of data.

In this paper, a CNN-based TL framework to relieve and speed up the image detection for 10T devices
is presented. First, an image classification-based universal dataset with a large number of samples is trained on
a cloud server to produce a high-quality pre-trained model. Then, transfer knowledge extracted from the pre-
trained CNN model is sent to the participating 10T devices. Using this pre-trained CNN model, each 10T device
can freeze or unfreeze the base convolutional model for a local training on the 10T device. For the freeze-model
approach, the 10T device does not need to retrain the entire model. Instead, the 10T device can extract
meaningful features from local data at the device through the representations from the pre-trained model.
Meanwhile, for the unfreeze-model method, the 10T device can first unfreeze the base convolutional model
and then fine-tune that model with the additional new model from the device. Via experimental results using
three loT-based image datasets, i.e., vehicle detection dataset, human activity recognition dataset, and aerial
scene dataset, the proposed TL framework can achieve better validation accuracy (up to 43.6%) and less
validation loss (by 6.5 times) compared with those of non-TL method. This is the first work that compares both
freeze and unfreeze model approaches with three usable 10T datasets for the TL process. In the following
sections, the details of TL training processes on the cloud server and 10T devices using freeze and unfreeze
models are explored. Then, complete comparisons in terms of validation accuracy, validation loss, and learning
performances are discussed.

2. METHOD

Commonly, Figure 1 shows the proposed TL model. Assume that there exist a cloud server and a
set of loT devices, i.e., ' = {1, ...,n, ..., N}. In particular, the cloud server is connected to N participating 10T
devices through Wi-Fi or cellular networks, in a specified 10T network for specific time. The cloud server
orchestrates unlimited computation resources to conduct the learning process with many samples in a dataset.
Meanwhile, 10T devices have limited computing resources to execute the training processes for the TL. Here,
there are two main steps for the proposed CNN-based TL framework in 10T services as follows: i) cloud server-
based training process and ii) loT-based training process.
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2.1. Cloud server-based training process

This training process requires a large number of image samples in a dataset to provide a high-quality
pre-trained model. Additionally, the training process is only conducted once at a cloud server. In particular,
huge number of learning participants, e.g., smartphone and camera users, can first collect image data from
smartphones and cameras. Then, the participants can share the collected image data to the cloud server for the
centralized learning process. Prior to the training process, the cloud server can set the hyperparameter settings
and control the number of training rounds. Through the training process, the cloud server can extract the
important features of the accumulated image data as a pre-trained model.

This pre-trained model contains million number of parameters that can be extracted as a transfer
knowledge. This may include many convolutional 1D layers, batch normalization layers, convolutional 2D
layers, max pooling layers, rectified linear unit (ReLU) activation functions, and fully connected layers [35].
Then, the transfer knowledge for the loT-based training processes is generated by freezing/unfreezing the base
convolutional model of the pre-trained model via feature extraction/fine tuning, respectively.

2.2. loT-based training process

After completing the cloud server-based training process, the training process using transfer
knowledge at each participating 10T device in V' can be seen in Figure 1. Specifically, the 10T device can first
gather limited number of image samples via various smart cameras for a short time period. For example,
cameras embedded at the traffic lights can capture different types of vehicles to monitor and analyze the road
traffic conditions. Then, cameras at public places can take some pictures of people activities to provide crowd
monitoring. These cameras can also be embedded on flying unmanned aerial vehicles for aerial scene detection.
To this end, the 10T device can separate between training and validation image samples, and then perform
image data augmentation to provide data variety and avoid overfitting problem through training image data
transformation, e.g., horizontal/vertical flipping and rotation.

Next, the 10T device can build a local CNN model using feature extraction by freezing the base
convolutional model such that only few parameters can be trained from the pre-trained model. Then, the loT
device can add a global average pooling 2D layer to downsample the feature map and a dropout layer with a
specific rate for overfitting reduction. Finally, a fully connected layer using a softmax function is applied for
the image classification with specific number of classes. By utilizing a certain learning rate and optimizer, the
local model can be compiled and used to train the training image samples X-train, i.e., image features, and y-
train, i.e., image labels. In this case, the training processes are repeated until the training time reaches the pre-
defined TL time threshold.
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Figure 1. The CNN-based TL framework for 10T devices

To provide a higher prediction accuracy, the 10T device can perform a fine-tuning process.
Particularly, all parameters from the base convolutional model are unfreezed such that the million number of
parameters now can be trained. Then, the same processes apply until the local model converges, or the
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additional training time reaches the new TL time threshold. Upon completing CNN model training, the final
local trained model is produced. This trained model is then used to predict the validation input image data X-
val from the loT dataset. To this end, through comparing the predicted value with the real value, i.e., validation
output image data y-val, the performance evaluation including confusion matrix can be generated and analysed.

3. RESULTS AND DISCUSSION

To investigate the performance comparison between the proposed CNN-based TL methods and
conventional CNN-based non-TL approach, a pre-trained model MobileNetV2 [35] that contain 3.5M
parameters and is suitable for image classification problems is utilized. Furthermore, three relevant IoT image
datasets with various number of samples are used. Particularly, vehicle detection dataset with 2K images and
6 labels [36], human activity recognition dataset with 12K samples and 15 labels [37], and aerial scene
detection dataset with 24K samples and 6 labels [38] are applied.

To implement the training processes using the CNN, TensorFlow with NVIDIA T4 Tensor Core GPU
[36] is used. For the proposed TL methods, the TL-CNN with freeze and unfreeze mechanisms are adopted.
Meanwhile for the non-TL method, the conventional CNN with three sequential convolutional 2D and max
pooling layers are used. To this end, the accuracy, loss, and learning performances for both proposed CNN-
based TL methods and conventional CNN-based non-TL approach are investigated in the following.

3.1. Accuracy performance

In this section, the validation accuracy perfomance comparison is first investigated. From Table 1,
the TL with freeze and unfreeze methods can achieve high validation accuracy by 93.4%. Particularly, TL-
CNN unfreeze method can reach the accuracy of 43.6% and 43.5% higher than that of baseline CNN for vehicle
detection dataset and human activity recognition dataset, respectively. This is due to additional transfer
knowledge with all trainable parameters coming from the cloud server to help the training process at the 10T
device. Although, the validation accuracy of TL-CNN freeze is slightly lower than that of TL-CNN unfreeze
method for both datasets due to some untrainable parameters, the TL-CNN freeze method can achieve the
accuracy of 0.3% higher than that of the TL-CNN unfreeze method for aerial scene dataset. Meanwhile, the
baseline CNN suffers from bad validation accuracy for all utilized datasets as typical CNN layers without TL
approach such as convolutional 2D layers, max pooling layers, and dense layers are used. This indicates that
the transfer knowledge from freeze and unfreeze models can help 10T device to enhance its accuracy without
using huge computation resource and leaking its data privacy.

Table 1. The validation accuracy performances for all datasets

Method Vehicle  Human activity  Aerial scene
CNN 49.8% 30.1% 73.3%
TL-CNN Freeze 92.5% 70.7% 93.1%
TL-CNN Unfreeze  93.4% 73.6% 92.8%

3.2. Loss performance

Aligned with the validation accuracy performance, the same trend of loss validation performance is
explained in Table 2. Specifically, a lower loss indicates that a better learning quality is performed. When
vehicle detection and human activity recognition datasets are applied as shown in Table 2, the TL-CNN
unfreeze method can achieve the validation loss 6.5 times and 2.5 times lower than that of baseline CNN
without TL method. Meanwhile, the TL-CNN freeze method can improve the validation loss 3.6 times lower
than that of the baseline CNN for aerial scene dataset. This implies that the use of TL for CNN can reduce the
loss which aligns with the learning quality to produce better model accuracy. Additionally, the lower loss of
CNN using the proposed TL approaches means that better prediction for image classification can be achieved.

3.3. Learning performance

To evaluate the accuracy and loss performances in more detail for both the training and validation
processes, the learning performances for various scenarios with 20 training rounds are conducted. From
Figure 2 when vehicle detection dataset is used, generally, the accuracy gets improved when the training round
increases. To this end, it is observed that the TL-CNN unfreeze method can act as the upper bound performance
of the training and validation processes. Meanwhile, the baseline CNN can perform as the lower bound
performance of the training and validation processes. All methods can reach stable accuracy performance after
12 epochs have been executed. For the dynamic performance of loss, it is clearly observed that the loss
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performance gets reduced when the epoch increases. However, due to bad trained model of the baseline CNN,
it suffers from unstable validation loss performance. This provides an insight that the use of TL with transfer

knowledge can reduce the error loss more when pre-trained model is sent to the 10T device.

Table 2. The validation loss performances for all datasets

Method Vehicle  Human activity  Aerial scene
CNN 1.4723 2.3447 0.7196
TL-CNN Freeze 0.237 0.9438 0.1973
TL-CNN Unfreeze  0.2248 0.9237 0.2588
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Figure 2. The accuracy and loss performances for different learning approaches when vehicle detection

dataset is used

Similar to the vehicle detection dataset, the same trend of training and validation performances for
human activity recognition dataset can be seen in Figure 3 in which the TL-CNN unfreeze and baseline CNN
methods perform as the upper and lower bounds of the learning performance, respectively. Nevertheless, a
slightly different trend can be observed in Figure 4 when the aerial scene dataset is used. Particularly, at the of
the training rounds, the TL-CNN freeze method can improve both its validation accuracy and loss a little and
achieve the highest validation accuracy and loss compared to other methods. This is because the base trained
model that is freezed in the TL-CNN freeze method may provide bad trainable parameters when it is unfreezed
in the TL-CNN unfreeze method. The results reveal that the performance of TL method is also influenced by
the quality of trainable parameters. Here, the parameters may provide a good performance when they are

untrained or vice versa depending on the trained dataset.

To show prediction efficacy of the proposed TL approach, the confusion matrices for all datasets and all
methods are discussed in Figure 5. As shown in Figures 5(a) and 5(b), the confusion matrix of TL-CNN with
unfreeze method for vehicle detection and human activity recognition dataset can provide the best performance
because it can achieve the best validation accuracy 93.4% and 73.6%, respectively. The TL-CNN with freeze
method can provide the best confusion matrix performance with validation accuracy 93.1% when aerial scene
dataset is used in Figure 5(c). From those figures, the diagonal cells can achieve the highest values which infer
that both methods can predict new 10T images well. All the confusion matrices in Figure 5 also show that the
additional TL approach consistently provides the best prediction performance for image detection on loT

devices.
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Figure 5. The best confusion matrix: (a) TL-CNN unfreeze for vehicle detection dataset, (b) TL-CNN
unfreeze for human activity recognition dataset, and (c) TL-CNN freeze for aerial scene dataset

4. CONCLUSION

This paper presents a transfer learning framework based on image classification, which aims to
accelerate and alleviate image detection for 10T devices. Specifically, the cloud server transmits knowledge
extracted from a pre-trained CNN model to the participating loT devices. Through utilizing the pre-trained
CNN maodel, each 10T device has the capability to either freeze or unfreeze the base model for local training
on the 10T device. The experimental results. which utilized three loT-based image datasets, demonstrate that
the suggested TL framework can attain a validation accuracy that is higher up to 43.6% and a validation loss
that is 6.5 times lower compared to the non-TL method. This suggests that the proposed TL approach has the
potential to serve as an alternative solution for 10T devices that have limited data and computing resources
through generating a prediction model with high accuracy.
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