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 Vehicle AdHoc networks have an important role in intelligent transport 

systems that enhance safety in road usage by transmitting real traffic updates 

in terms of congestion and road accidents. The dynamic nature of the 

vehicular AdHoc networks make them susceptible to attacks because once 

malicious users gain access to the network they can transform traffic data. It 

is essential to protect the vehicular ad hoc network because any attack can 

cause unwanted harm, to solve this it is important to have an approach that 

detects malicious vehicles and not give them access to the network. The 

proposed approach is a privacy preserving authentication approach that 

authenticates vehicles before they have access to the vehicular network 

thereby identifying malicious vehicles. The model was executed in docker 

container that simulates the network in a Linux environment running Ubuntu 

20.04. The model enhances privacy by assigning Pseudo IDs to 

authenticated vehicles and the results demonstrate effectiveness of the 

solution in that unlike other models it boasts faster authentication and lower 

computational overhead which is necessary in a vehicular network scenario. 
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1. INTRODUCTION  

Transportation is key in improving the social and economic development of people because it serve 

as a means of movement from one point to another on daily basis [1]. The increase in usage of transportation 

has now causes many accidents so to improve safety and efficiency in transportation intelligent transport 

systems (ITS) was developed to achieve the aim [2]. One key element in ITS is vehicular ad-hoc network 

(VANET), a VANET is a network of vehicles that are continuously mobile and it enhances safety in 

transportation by sending messages about the current traffic conditions, the conditions can be whether a 

particular route has traffic congestion or an accident has taken place [3], [4]. Once the other vehicles receive 

these messages, they can decide to avoid that route and use another route. The main components in a VANET 

are on board unit (OBU) which is found in a vehicle, it has the capacity to send and receive messages. 

Another component is road side unit (RSU) which has high computational capacity and provides connectivity 

to the vehicles in the network [5]. The VANET can also have a certification authority (CA) and trusted 

authority (TA) which highly trusted government agencies that have real information of the vehicles and also 

provide certificates to the OBUs and RSUs. The main types of communication in a VANET are: 

− Vehicle to vehicle (V2V): In this communication vehicles transmit messages to each other on the traffic 

status like congestion or road accidents [6]. 

https://creativecommons.org/licenses/by-sa/4.0/
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− Vehicle to infrastructure (V2I): This communication involves vehicle to RSU or other infrastructure in 

the VANET. 

− Vehicle to everything (V2X): Vehicle communicates with everything in the VANET [7]. 

Figure 1 shows a scenario whereby a road accident had occurred and a vehicle reports to the other vehicle in 

the network of the accident. The other vehicle receives the messages and decides whether to stop or change 

route. 
 
 

 
 

Figure 1. Accident announcement in a VANET scenario 
 
 

A VANET structure is a wireless network in which all vehicles within the proximity of the network 

can connect as such this raises some security concerns because malicious vehicles can join the network and 

transmit false messages about traffic conditions and also alter the messages that are being sent in the network 

which in turn can cause a denial of service attack because the legitimate vehicles can be denied access to a 

certain route [8]−[10]. The malicious vehicles can also find out the real identities of the vehicles and create 

an illusion of those identities causing a sybil attack [11], [12]. Malicious vehicles can also trace the location 

of vehicles as the move around in the network and this poses as a security threat to the legitimate vehicles.  

That being said securing the VANET is very essential through authentication and privacy schemes; 

authentication is a process that verifies an entity before they are permitted to access a particular network’s or 

system’s resources [13]. In this case the identity of the vehicles will be verified and once authenticated that 

particular vehicle will be given access to the network resources [14], [15]. Authentication will be the initial 

step to prevent malicious vehicles from accessing the VANET and this will prevent the malicious vehicles 

from transmitting messages because they have not been given access to the network [16], [17]. Messages are 

always been transmitted in a VANET as mentioned earlier so it important that these messages are verified 

and authentication helps in verifying the source of the messages and also confirm the integrity of these 

messages [18], [19]. Privacy in a VANET also promotes security, it provides anonymity by concealing the 

real identity of the vehicles so that Malicious users don’t track these legitimate vehicles or create an illusion 

of these vehicles [20].  

Extensive research was conducted on existing authentication schemes in VANETs.  

Mundhe et al. [21] proposes an approach called lattice-based ring signature (LRMA) which forms a ring of 

authenticated vehicles that generate their own key pair. The sending vehicle will produce a signature that it 

will use on the message and the recipient vehicles verify the signature when they receive this message. Once 

verified the vehicles accept the message if not verified, they reject the message. Approach drawback is that 

since each vehicle creates its own signature it is unclear if all the vehicles use the same parameters making 

some signatures to be intercepted. Hybrid proxy based scheme (HPBS) an approach by Liu et al. [22] that 

uses a proxy vehicle which is verified by the RSU; the main duty of the proxy vehicle is to manage the 

messages that are being transmitted in its group. Every message transmitted in the group goes through the 

proxy vehicle for authentication, once authenticated the proxy transmits the message to the intended 

recipient. Drawback is computation cost on the proxy vehicle. Ullah et al. [23] discusses extensively on 

elliptic curve and how it enhances security. This is applied in Vanets by Rajkumar and Kumar [24] elliptic 

curve public key cryptography approach uses which provides vehicles with primary and secondary Pseudo 

IDs (PPID/SPID). When a sender vehicle sends a message it calculates a signature with their primary and 

secondary Pseudo ID. The other vehicles in the VANET have a copy of the sender’s SPID so they use it to 

verify the signature if they can verify the signature then the message is accepted otherwise message is 

rejected. The drawback of the approach is that the SPID is only used once when a vehicle sends a message 

for them to send another message, they have to request a new SPID which increases computational cost. 

Feng et al. [25] divides the VANET into domains that are managed by the RSUs and does this using 

the law enforcement authority (LEA). The RSUs distribute vehicle certificates they are authorised to do this 
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by the LEA. The RSU’s periodically updates the certificate database and messages sent in the domain are 

verified by it. Messages in the domain are signed using an algorithm that uses a Pseudo certificate that cannot 

be traced to the original certificate. Drawback of the approach is that the certificate management. Real or 

random model (ROR) by Lee et al. [26] uses a TA that authenticates and RSUs and generates session keys 

that are used by domain in the VANET. Each domain is managed by the RSU and vehicles in the same 

domain use a shared session key. Drawback is verification of individual vehicle since they are all using same 

session key. From the review conducted most of the schemes are complex and they increase the computation 

cost while also causing delay in the authentication process and some of the schemes do not preserve user 

privacy which is key in a VANET. These reasons lead to the proposed approach which is a privacy 

preserving authentication approach; vehicles present the vehicle ID to the authentication manager and this is 

verified against the list of known Vehicle IDs. Once a vehicle is verified it is provided with Pseudo ID that 

will be used for communication in the VANET. The Pseudo ID preserves the privacy of the vehicles as this 

Pseudo ID is not linked to the real identity of the vehicle. 

 

 

2. METHOD  

The proposed method is a non-complex architecture that has an RSU which is an authentication 

manager and vehicles present their IDs and the authentication manager verifies that vehicle. Once the vehicle 

is verified, it is provided with a Pseudo ID that the vehicle now uses to send a message. Any vehicle not 

verified is not permitted to transmit messages in the network. Real traffic is collected from India using OSM 

wizard and this is simulated using simulation of urban mobility SUMO. The extracted data is implemented in 

the model so as number of vehicles requiring authentication at a particular instance is verified with real data. 

The parameters used to verify performance are time taken to complete a task at a given instance; focus is 

time vehicle arrives for authentication, time the vehicle is authenticated, start time of encryption and end time 

of encryption. The results are observed in docker container. Figure 2 shows the proposed method that has a 

vehicle that sends its ID to the authentication manager which authenticates the vehicle and once authenticated 

supplies it with a Pseudo ID. Figure 3 shows the flow of data in the proposed method; a vehicle will submit 

its ID to the RSU which also acts as the authentication manager and if that particular ID is verified it will be 

given a Pseudo ID then the particular vehicle is permitted to transmit messages. 
 

 

 
 

Figure 2. Proposed method system model 

 

 

 
 

Figure 3. Proposed method data flow 
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Figure 4 shows the extraction of real time data from busy streets in India. OSM wizard was used as 

shown in the figure and after the data was extracted it was run in SUMO shown in Figure 5. Sumo simulated 

the traffic and the data was then used in the model. Table 1 shows the steps in the vehicle authentication 

process until the vehicle is authenticated and later on given a Pseudo ID. 

 

 

 
 

Figure 4. Real traffic extraction 

 

 

 
 

Figure 5. Real traffic simulation run in SUMO 

 

 

Table 1. Vehicle authentication process steps 
No Entity Authentication Process 

1 Vehicle Authentication manager:<ViD > 

2 Authentication Manager verf ViD:<Verify (ViD) 
3 Authentication Manager cal Pseudo iD:< (PiD||ViD) 

4 Authentication Manager Vehicle:<PiD > 

 

 

The connection of a vehicle has the following steps: Step 1: authentication manager receives Vid 

from the vehicle. Step 2: the authentication manager then verifies the id of the vehicle. Step 3: a Pseudo ID is 

generated for the vehicle. Step 4: the Pseudo ID is transmitted to the vehicle. Once the vehicle is 

authenticated it will then be permitted to send a message M about traffic conditions. The steps are shown in 

Table 2. Step 1: a message M is generated by the vehicle and transmitted to the RSU. Step 2: RSU verifies 

the Pseudo ID that has signed the message. Step 3: once Pseudo ID is verified then the message is accepted 

and stored. 

 

 

Table 2. Steps for sending messages 
No Entity Message sending process 

1 Vehicle (Pseudo ID) RSU:<(M||Pseudo ID > 
2 RSU verify Pseudo ID:< (M||Pseudo ID|)> 

3 RSU store < (M||Pseudo ID|)> 
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3. RESULTS AND DISCUSSION  

The proposed model, implemented in Python 3.12, ran on Ubuntu 20.04 within a Linux 

environment. It utilized a Docker container to simulate the network, ensuring reproducible simulations and 

enhancing portability across systems. 

 

3.1.  Security analysis 

Preservation of Privacy: vehicles once authenticated are given a Pseudo ID which cannot be traced 

to the real ID of the vehicles. As vehicles send messages in the network, they use this Pseudo ID and this 

prevents malicious users from tracing the real ID of the vehicle. Message authentication: each message 

transmitted is encrypted and also the message is signed with the Pseudo ID of the user. Any message signed 

with an ID that is not known in the VANET will be rejected. Messages are authenticated due to encryption 

and the Pseudo ID signature. 

 

3.2.  Performance analysis 

Performance is measured in milliseconds (ms) by calculating the average delay that it takes to 

authenticate a vehicle and provide it with a Pseudo ID. Number of vehicles requesting authentication in an 

instance for example 100ms. TRi is for the time received of the ith vehicle. Number of vehicles requesting 

authentication is calculated as follows: 

 

{
1 𝑖𝑓 0 < 𝑥 < 100
0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒        

 (1) 

 

N= ∑ 𝐼(TRi )𝑖
1  (2) 

 

N represents the Number of vehicles requesting authentication at a particular time. For each vehicle in the 

network the time received is checked to be within that instance. If 0< TRi<100 then 1 is returned as a count to 

the number of vehicles if it does not satisfy the function then 0 is returned. To calculate how long it takes to 

authenticate a vehicle the follow the following parameters; time started (Ts), time finished (TF), and work 

size (WS) were used (3). 

 
𝑇𝐹−𝑇𝑆

𝑊𝑆
  (3) 

 

Figure 6 shows the authentication process of the model with Figure 6(a) showing the simulation of 

the system status before authentication starts and after it has started. From the simulation in Figure 6(a) it 

shows the time is 0ms when authentication process has not yet started, and the starts to increase from 1 ms as 

more vehicles are authenticated. Similarly, the line graph in Figure 6(b) displays when the number of 

vehicles increase then the average delay also increases which is expected. 

 

 

  
(a) (b) 

 

Figure 6. Depiction of simulation process and line graph illustration the authentication delay of model (a) 

simulatioan of system before and after started and (b) authentication the average delay 
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The proposed model is compared to HPBS and SEPPA because the schemes are similar to the 

proposed scheme in terms of encryption and that they all provide Pseudo IDs to the vehicles once 

authenticated. After a vehicle is authenticated, it will be given a Pseudo ID and then the vehicle can send a 

message that will be encrypted. The function to calculate how long it takes to encrypt is described as follows: 

Status=S. The following function has to be satisfied before the encryption time is calculated. 

 

{
𝑇𝐹−𝑇𝑆

𝑊𝑆
     𝑖𝑓 𝑆 = 1

0 𝑜𝑡ℎ𝑒𝑟𝑤𝑖𝑠𝑒 𝑖𝑓 𝑆 = 0       
 (4) 

 

Once a vehicle is authenticated it S returns a value of 1. Similarly, if a vehicle is not authenticated S 

returns 0. If S returns 1 then the formula to calculate how long it takes to encrypt has to take the following 

into consideration. The time the encryption started and the time it ended. Encryption Started=Enc S. 

Encryption. Finished=Enc F. For a given Message M the time taken to encrypt that message will be 

calculated as follows: 

 

Enc F(M)-Enc S(M) (5) 

 

to calculate the average time of encryption for multiple messages then we use the following formula: 

 

 ∑
𝐸𝑛𝑐 𝐹(𝑀)−𝐸𝑛𝑐 𝑆(𝑀)

𝑊𝑆∗𝑁

𝑚
1  (6) 

 

where WS is the work size as mentioned above and N is the number of vehicles sending messages. 

Figure 7 shows the delay of message encryption of the proposed scheme after vehicles have been 

authenticated. Number of messages is increased as vehicles increase in the VANET; in Figure 7(a) shows the 

proposed model’s results as the messages increase due to number of vehicles. Figure 7(b) compares the 

model with HBPS and SEPPA over 1,000 messages, Figures 7(c) and 7(d) shows comparison over 1500 and 

2500 messages respectively. From the results the proposed scheme is faster because it does not provide a new 

Pseudo ID for each sent message while the other schemes provide a new Pseudo ID for each sent message 

increasing the computational overhead. In Table 3, the comparison of the proposed method with the existing 

methods in term of authentication methods, computational overhead, message authentication, privacy 

preservation, authentication speed, and complexity of the authenticity architecture. 
 

 

  
(a) (b) 

  

  
(c) (d) 

 

Figure 7. Illustrates the encryption delay of messages comparing the delay for varying message quantities in 

different models 
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Table 3. Comparison of methodology with existing methods 
Criteria Proposed approach HPBS SEPPA 

Authentication method Pseudo ID assignment by 
authentication manager 

Proxy vehicle verification by 
RSU 

Primary and secondary Pseudo 
IDs by EC PKC 

Computational overhead Lower than alternative methods Higher due to proxy vehicle 

computation 

Higher due to frequent SPID 

requests 
Message authentication Pseudo ID signature Proxy-based verification of 

Pseudo ID 

EC PKC Signature with primary 

and secondary IDs 

Privacy preservation Assigns pseudo-IDs to vehicles Limited privacy as proxy 
vehicles manages groups 

Uses primary and secondary 
Pseudo IDs 

Authentication speed Faster due to single pseudo-ID 

assignment 

Slower due to proxy vehicle 

verification 

Slower due to frequent SPID 

requests 
Complexity of the 

authentication architecture 

Non-complex Complex due to proxy vehicle 

involvement 

Complex due to EC PKC and 

SPID management 

 

 

4. CONCLUSION  

Authentication plays a pivotal role in network security by thwarting unauthorized access attempts. 

Once a malevolent vehicle is identified, it mitigates the issue of malevolent nodes disseminating harmful 

messages. In the unlikely event that a malicious vehicle manages to send messages in the VANET, the 

implemented model promptly rejects it because every message received is also authenticated using the 

Pseudo ID; As such the message will not be accepted. The model demonstrates faster authentication in 

comparison to other models because it only uses one Pseudo ID for a vehicle at a particular time. Future 

research will focus on renewal of Pseudo ID after a particular period of time while ensuring faster 

computation time. Pseudo ID renewal is necessary as prolonged usage of the ID can lead to tracking by 

Malicious users. 
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